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1 PykoBOACTBO aAMMHUCTpATOpaA

1.1 O gokyMmeHTe

3TOT AOKYMEHT npeaHasHayeH 414 NapTHEPOB, KOTOPble XOTAT NPeAoCTaBAATb CEPBUC Pe3epBHOro
KOMMPOBaHMA B Ka4yecTee YCAYyrn A5 CBOUX KAMEHTOB, a Tak»Ke ANA agMUHUCTPaTOpPOoB
KOMMNaHUI-KNMEHTOB, KOTOPblE XOTAT MCNO/1b30BaTh AaHHbIN CEPBUC PE3EPBHOM0 KOMUPOBAHWUA.

B HacToAwem AOKYMEHTE ONUCbIBAETCA, KaK 6bICTpO HAaCTpPOUTb CepBUC PE3EPBHOIO KOMMPOBAHHUA, a
TaKXe BbIMNOJ/IHUTb pe3epBHOE KONMMpoBaHME N BOCCTaHOBEHUE.

1.2 O cepBuce pe3epBHOro KONMpoBaHUs

CepBuC pe3epBHOro KONMMPOBaHWUA NPEAOCTaBAAETCA Ha YPOBHE NapTHEPOB, YPOBHE
KOMMNaHMMN-KNMEHTa U YPOBHE KOHEYHOro Mo/b30BaTens.

YnpaBneHue cepBUCOM PE3EPBHOTO KONMPOBAHMA OCYLLECTBAAETCA Yepes Beb-nHTepdelic.

1.2.1 YyeTHble 3anucu v rpynmnbl

YyeTHble 3anucu bbiBatoT ABYX TUMNOB: aAMWHUCTPATOPDbI 1 NOJIb30BaTeNN. KaK nonb3oBatenu, Tak u
AAMUHUCTPATOPbI MOTYT YNPaB/ATb Pe3ePBHbIMUN KONMNAMU OaHHbIX nonb3oBaTene.

Kakaas y4eTHan 3anmcb OTHOCUTCA K onpeaeneHHon rpynne. Mepapxusa rpynn A0AXKHa
COOTBETCTBOBATb OTHOLIEHUAM KKAUEHT-MOCTABLUMK» MEXKAY NO/b30BaTENAMM U NOCTaBLLMKaMM
CepBuMca pe3epBHOro KOMMPOBaHMA.

Tun rpynnbl KAMeHT 06bIYHO OTHOCUTCA K OpraHmn3aLmam, KOTOpPble UCNO/b3YIOT CePBUC PE3ePBHOrO
KonuposaHua. Tun rpynnbl OTAen 06bI4HO OTHOCUTCA K OTAENAM UAU NOAPA3LENeHUAM B
opraHusauumm.

AOMMHUCTPATOP MOKET CO34aBaTh rPyNmbl, y4eTHblE 3aNUCU agMMHUCTPATOPA M NoJib3oBaTens (a
TaKXe ynpaBaATb MMKN) Ha CBOEM YPOBHE MEPaPXUUN UAKN HA YPOBHAX HUNKE.

AOMUHUCTPATOPbI HA YPOBHE KAMEHTA U HoNee BbICOKOM YPOBHE MOTYT OrPaHUYMTb JOCTYN K CBOMM
rpynnam gns aamuHUCTpaTopoB 60s1ee BbICOKOTO YPOBHSA. 1A 3TOro Heo6xo4MMO OTKAOUUTb
napameTp HacnegoBaTtb yyeTHble 3aNMCU afMUHUCTPATOPOB U3 POAUTENIbCKOM rPpynnbl Ha BKAaAKe
ALMUHUCTPATOPbI KOPHEBOM rpynnbl. EcAM HacnesoBaHWE OTKAKOYEHO, TO a4MUHUCTPATOPSI
POAMTENbCKOM FPYNMbl MOMYT TO/IbKO M3MEHATb CBOWCTBA rpynnbl. OHKU BOOBLLE He BUAAT yYeTHble
3anucK 1 AoYepHue rpynnbl.



Ha yKasaHHOM HWKe guarpamme NokasaHbl TP YPOBHA Mepapxmum — NapTHEP, KAUEHT U rpynnbl
oTZenoB. B oTaene AoNKHa CyLecTBOBaTb X0TA Bbl 04Ha y4eTHan 3anuch (agMUHUCTpaTopa Uau
nonb3oBaTens). Ecau B rpynne KAMEHTa HeT OTAEe/I0B, TO B HEl A0/1XKHa CYLLEeCTBOBATb Kak MMHUMYM
0fHa y4eTHas 3anuceb.

[TapTHep

B Ta6nmu,e HWXe npueeaeHbl onepaunn, KOTopbie MmoryTt BbiInONTHATb aAMUHUCTPATOpPbI U
NnoNb30BaTENN.

Onepauua Monb3oBatenun AAMUHUCTPATOPDI AaMUHUCTpATOPDI
KOMMNaHUU 1 naprtHepa
otgena
CospaHve rpynn Her fa fa
Co3aaHme yuyeTHbIX 3anuncei Her fa fa
3arpysKa 1 ycTaHoBKa Aa Aa Her*

nporpammHoro obecneyeHus
AN Pe3epBHOro KoNMpoBaHMUA

YnpaBsneHue pesepBHbIMU Ha Aa fa
Konuamwu

YnpaBaeHne BOCCTAHOB/IEHNEM Aa fa fa




Co3paHue oT4eToB 06 Het [a Ha
MCNONb30BaHUM cepBuca

*A,CI,MVIHMCTpaTOp napTHepa, KOTopomy HeOGXOAVIMO BbIMOZIHNTb 3Ty onepaunto, MOXXeT CO34aTb
AOMUHUCTPATOPA KANEeHTa NN YY4ETHYHO 3aNCb NOb30BaTENNA ANA cebs.

1.2.2 KOMMNOHEeHTHI

B atom pa3gene onncaHbl KOMNOHEHTbLI NPOrpamMmHOro O6€CI’I€‘-I€HVIFI, KOTOpble NCnosib3yeT cepsuc
pPe3epBHOIo KOMNMpoBaHUA.

Ha ctopoHe KOHe4yHoro nosb3oBatensa

Ha cTopoHe KOHeYHOro Noab3oBaTeNA HE06X0AMMO YCTaHOBUTb MO KpalHen mepe 0auH U3
cnepyrowmx KOMNOHEHTOB:

= AreHT gna Windows oTBevaeT 3a pe3epBHOe KONMpoBaHUEe AUCKOB, TOMOB 1 $aitnoB Ha MalluHe
¢ OC Windows.

= AreHT gna VMware BbINONHAET pe3epBHOE KONMMPOBaHME BUPTYa/ibHbIX MalnH ESXi 6e3
YCTAaHOBKM COOTBETCTBYIOLLMX areHTOB B rOCTEBbIX cMcTeMax. OH yCTaHaB/IMBAETCA Ha MaLUMHe
Windows c ceTeBbiMm aocTtynom K vCenter Server n XxpaHUnuLly, B KOTOPOM XPaHATCA pe3epBHbIe
KOMWUW BUPTYaJIbHbIX MALLUUH.

= AreHT ana Hyper-V BbINONHAET pe3epBHOE KONMPOBaHME BMPTYaNbHbIX MalwmnH Hyper-V 6e3
YCTAHOBKM COOTBETCTBYHOLLMX areHTOB B rocTeBbIX cMcTemax. OH yCTaHaB/IMBAETCA Ha XOCTe
Hyper-V.

= AreHT ana Virtuozzo BbiNoNHAET pe3epBHOE KONMPOBaHME BUPTYa/bHbIX MALIWH U KOHTEMHEPOB
Virtuozzo 6e3 yCTaHOBKM COOTBETCTBYIOLWMX areHTOB B FOCTEBbIX CMCTEMAX. JaHHbIN areHT
ycTaHaBnmBaeTca Ha xocTe Virtuozzo.

= AreHT gnAa Exchange otBevaeT 3a pesepBHOe KonnposaHue 6a3 aaHHbIX cepeepa Microsoft
Exchange Server.

= AreHT gnAa SQL oTBeyaeT 3a pe3epBHOE KonupoBaHue 6a3 gaHHbIX cepBepa Microsoft SQL Server.

®  AreHT gas Linux oTBevaeT 3a pe3epBHOE KONUPOBAHUE AMCKOB, TOMOB M $ali/I0B HA MalUWHe C
OC Linux.

= AreHT gna Mac oTBeYaeT 3a pe3epBHOe KONMpoBaHWe AUCKOB, TOMOB U cbaﬁnos Ha mawmnHe ¢ OS
X.

* AreHT ana Active Directory oTBeuyaeT 3a pe3epsHOe KonunposaHue n obecneynBaeT NnpasuibHOE
BOCCTaHOB/IEHME KOHTPO/IIEPa AOMEHA.

= AreHT ana Office 365 oTBeuyaeT 3a pesepBHOE KONMPOBaHWE NOYTOBLIX ALWMKOB Microsoft Office
365.

AreHTbl moryt 6bITb YCTaHOB/1IEHbI NO/1b30BaTENAMU UTN aAMUHNCTPATOPAMMNU.

Ha ctopoHe ueHTpa 06paboTKu AaHHbIX
[aHHble cepBepbl pasmelleHbl B LLeHTpax 06paboTku gaHHbIX Acronis.

"  Ha cepBepe y4eTHbIX 3annCcel XPaHUTCA MepapXmsa YYETHbIX 3anuceit Noab3oBaTenen. IToT
cepsep obecneymBaeT ynpasaeHne CEPBUCOM Pe3epPBHOro KOMMPOBAHUA U3 KOHCOAU
ynpas/ieHUA y4yeTHOM 3anucbto. JOoCTyn K 3TOM KOHCO/M MOTYT NOAyYaTb TONbKO
aAAMWHUCTPATOPbI.

= CepBep ynpasBneHUA pe3epBHbIM KONMPOBAHUEM OTBEYaET 3a ynpasieHne areHTamu. C ero
MOMOLLbIO MO/1b30BATENIN U aAMUHUCTPATOPbI MOTYT HAaCTPaMBaTb U OTC/IEKMBATb Pe3epBHbIe
KOMWM B KOHCOJIU pe3epBHOro KonupoBaHuA. Mo1b30BaTeNn, aAMUHUCTPATOPbI OTAE/NO0B U



AOMUHUCTPATOPbI KIMEHTA BXOAAT HENOCPEACTBEHHO B 3TY KOHCO/1b. A,CI,MVIHMCTpaTOpr napTHepa
nony4yaroT K Hewn A0CTYyNn N3 KOHCO/1IX ynpasaeHUA yHETHOVI 3anuncblo.

XpaHnauLLa pe3epBHbIX KOMWUIA PACMNO/IOXKEHbI B LeHTPax 06paboTkM gaHHbIx Acronis. MocTaBLLMKK
YCNYTr MOTYT OPraHM30BaTb XPaHUANLLA PE3EPBHbIX KONWUIA B COBCTBEHHbIX LieHTpax 06paboTkm
OaHHbIX, UCNob3ysA NporpammHoe obecneyeHme Acronis Storage nnum Acronis Storage Gateway.
KoHeuHble Nob30BaTeIM MOTYT XPaHUTb pPe3epBHbIe KOMUU B LLeHTpe 06paboTKM AaHHbIX M60 B
CBOEW IOKa/IbHOWM ceTu.

Ha npuBeaeHHON HUXKe AnarpaMme NoKasaHa CTaHZAPTHAA apXMTEKTYpa CepBMUCa pe3epBHOro
KonupoBaHuA. CUHUMM CTpesiKamu (~#) NoKa3aHOo B3aMMOLENCTBUE MEXKAY KOMMNOHEHTaMM
nporpammHoro obecnedyeHuna. CUHMMU CTpenKamm (=) NoKasaHo, Kak agMUHUCTPATOPbI 1
KOHeyHble N0/1b30BaTeIM NOJy4atoT AOCTYN K CEPBUCY PE3EPBHOM0 KOMMPOBAHMS.

/ LleHTp obpaboTkn aaHHbIX \
AnmuHrcTparop
napTHepa CepBep y4eTHbIX CepBep ynpaeneHns XpaHunuuje peaepeHbiX
3anuceil, Beb-cepeep pe3epBHEIM KOMUPOBaHUEM KO MM
- .
= =
KoHconkb ynpaeneHua KoHconke pesepsHoro
YUYETHOR 3annceio KONUpoBaHWA
Y 6 @
AnmuHucTpaTop | KoHeuHsIn KoHeyHbIR KoHeuHbIR
KMeHTa nonbaoBatens ArEHT AnA nonb3oBatens ArEHT AnA AreHT | AreHT ana nonb3osaTens| ATEHT ANA
Windows Windows  ana Linux | HyperV VMware
\ Knnext /

1.2.3 TopaepxvBaeMble Beb-6paysepbl

Beb-nHTEepdeic cepsnca pe3epBHOro KONMPOBAHUA NOAAEPKUBAET NEPEYNCNEHHbIE HUMKE
6paysepbl:

= Google Chrome 29 nnu 6onee nosaHei sepcumn

" Mozilla Firefox 23 nnn 6onee nosgHen sepcun

= QOpera 16 unm 6onee nosgHen sepcum

®  Windows Internet Explorer 10 unu 6onee nosgHe sepcum

= Safari 5.1.7 nunm 6onee nosgHe Bepcun B onepaLmoHHbIX cuctemax OS X n i0S



B opyrux Be6-6paysepax (BKAtouas bpaysepsbl Safari, 3anyweHHble B ApyrMx onepaLmMoHHbIX
cUCTeMax) MOKeT HenpaBuIbHO 0TobparkaTbCA MHTepdENC NoNb30BaTENA UAN MOTYT BbITb
HeZOCTyMNHbl HEKOTOpble GYHKLNN.

1.3 T[lowaroBble MHCTPYKUMK

CnepgytoLime Warv NOMOryT BbIMOJIHUTb YCTAaHOBKY M HauyaTb MCMO/1Ib30BaTb OCHOBHbIE PYHKLUK
CepBUCa pe3epBHOro KOMMPOBaAHUA. B HUX oNUCcaHO, Kak:

= AKTMBMPOBATb YYETHYO 3anMcb agMUHUCTPATOPA

= CosgaTb rpynny

= Co3gaTb yYeTHYH 3anuchb

= [lonyynTb AOCTYN K CEPBUCY PE3EPBHOIO KOMMPOBaAHMUA

= Co3paTb OTYET 06 UCMONB30BAHUK CepBUCa

CBeaeHuWs 0 pe3epBHOM KOMMPOBAHUN U BOCCTAHOBNEHMM AaHHbIX CM. B PyKoBOACTBE Noab30BaTeNs
(cTp. 17).

1.3.1 AKTMBaUMS YYETHOWN 3aNMcn aaMUHUCTPATopa

Mocne noanucaHWMA NAPTHEPCKOro CornalleHusa uam obopmMmaeHUs NoANNCKN Ha CEPBUC PE3EPBHOTO
KOMMPOBAHMA Bbl MOly4MTE COODOLLEHME INEKTPOHHOM NOYTbI C YKA3aHHOM HUXKE MHbOpMaLLMEN.

= CcblzIKa ANA aKTUBALUKU y‘-IETHOﬁ 3anucu. LLlenkHute 9TY CCbINIKY U 3ap,al7|Te naposb AanA yLIETHOVI
3anncn agMmMHUCTPAaTopa. 3anomHuUTe CBOE MMA 414 BXO4a, KOTOpoe OT06pa)KaETCFI Ha CTpaHuue
dKTuBauuun YHETHOﬁ 3anucu.

=  Ccbl/IKA Ha CTPaHMLY BX0oAa. Micnonb3yiiTe 3Ty CCbIIKY 414 AOCTyNa K CEPBUCY pPe3epBHOro
KonupoBaHusa B bygywem. Mpu aTom noTpebyeTcs yKasaTb UMA 4158 BXO4A U Napob U3
npeablayuero wara.

1.3.2 [docTyn K cepBuUCy pe3epBHOro KornmpoBaHus
Bx00 & cepsuc pe3epeH0O20 KonupoeaHus

1. OTKpoiiTe CTpaHMLYy BXO4a B CEPBUC Pe3epBHOro0 KONMPOBaHUA. Aapec CTpaHuubl BXoaa bbin
YKa3aH B COOOLLEHMM 3NEKTPOHHOMN NOYTbI CO CBEAEHMAMM 06 aKTUBALUM.
2. BBeguTe MMA NO/b30BATENA M NAPOb YY4ETHOM 3anNmCH.

3. HaxmuTe KHOMKy Boiith.

ALMUHUCTPATOPbI OTAE0B M aAMUHUCTPATOPbI KIMEHTA BXOAAT HEMOCPEACTBEHHO B 3Ty KOHCOJb
pe3epBHOro KONMUPOBaHMA. YTOObl NOMYYUTb AOCTYN K KOHCOIM YNPaBAEHUS YY4ETHbIMM 3aMUCAMM,
OHW LO/IKHBI BYAYT WeNKHYTb YNpaBaeHue y4eTHbIMU 3anncamu.

ALMUHUCTPATOPbI NAapTHEPA BXOAAT HENOCPEACTBEHHO Ha KOHCO/b YNpaB/ieHnA yquHoﬁ 3anuncblo.
YT106bI NoNy4YnTb OOCTYN K KOHCOJ1IKM pe3epBHOIro KonnposaHMAa, m HeO6XOAMMO Bbl6paTb KNNeHTa
UAun otaen B cnucke Fpynnbl, a 3aTem LWeAKHYTb YNpaBaeHUe pe3epBHbIMU KONUAMM.

MOXHO U3MeHUTb A3bIK BED-UHTepdENica, WeKHYB 3HAYOK B BUAE GUTYpbl YE/IOBEKA B BEPXHEM
npaBom yray.

CBeaeHus 0 pe3epBHOM KOMMPOBaHUN U BOCCTaHOBAEHMM AaHHbIX CM. B PyKoBOoACTBe Nonb3oBaTens
(cTp. 17).



1.3.3 Co3paHue rpynnbl

lpynna MapTHep 06blYHO CO3aaeTcA A4 KaXkA0ro napTHepa, KoTopbliid NoANUCbIBaET NapTHEPCKoe
cornatueHue.

Mpynna KnneHT 06bI4HO co34aeTcs 41a KarKaol opraHM3aumm, KoTopas perncTpmpyeTca B cepsuce
pe3epBHOro KONMPOBaHMA.

Mpu pacwmpeHnn cepemca pe3epBHOro KONMPOBAHMSA Ha HOBYIO OPraHM3aLMOHHYI0 egUHULY MOMKHO
co34aTb HoBYIO rpynny OTAen B rpynne KAneHTa.

IMopAdok co30aHus 2pynnol

1. BoRnguTe B KOHCO/b YNPaBAEHMA Y4ETHOM 3aMUCHIO.

2. BblbepuTe pogMTeNnbCKyto rpynny, B KOTOPOM HYXKHO CO34aTb HOBYHO rpynmny.
3. B HuWKHel yactn naHenn Mpynnbl WenKkHUTE +.

4. B none Uma ykaxute HasBaHMe HOBOW rpynnbl.
5

Heobs3aTenbHo: B nose UpaeHTudUKaTop BBEAUTE CTPOKY, KOTOPaA ByaeT UCnosb3oBaThCA B
KayecTBe UAeHTUdPUKaTopa rpynnbl. ITOT naeHTUdpuKaTop byaet oTobparkaTbCA B €XKEMECAYHbIX
OTYeTax BMeCTe C AaHHbIMM 06 MCnoNb30BaHMK cepBumca rpynnoi. C ero NOMOLLBbI MOXKHO
CCblnaTbCA Ha 3Ty rpynny B ApYrMx nporpammax (Hanpumep, B CUCTEMaX BbICTaB/IEHMA CYETOB
NN MOHUTOPUHTA).

NaeHTUdMKaTOp MOKET BKAtOUYATb B cebs Ao 256 cumBonos FOHMKoAa (Hanpumep, undpbl uam
NaTUHCKMe byKBbl). HeobA3aTenbHO AenaTb ero yHUKaAbHbIM AN PasHbIX rpynn.

6. B nosie Tun BbibepuTe TN HOBOM rpynnbl. HA6OP AOCTYMNHbIX BAPUAHTOB 3aBUCUT OT TUNA
pPOAMTENBCKOM rPynnbl.

7. [TonbKo npu co3gaHuu rpynnbl KAMeHTa] B none PeXXum yKakute, Kak MMeHHO (B npobHoOM nau
pabouem pexkmume) rpynna 6yaeT MCNoNb30BaTb CEPBUC PE3EPBHOIO KONMpPOoBaHuA. B
eXXemecayHble oT4YeTbl 06 NCMO/Ib30BAHUMN HE BKAKOYAIOTCA AaHHble A8 rpynn, paboTamoLwmx B
npobHOM pexunme.

BHumaHue! [lpu nepexode c npobHo20 pexcuma Ha paboyuli 8 meyeHue mecaua 8 omyem b6yoym
BK/1H04eHbI OaHHbIe 06 UCM0aAb308AHUU CEPBUCA 30 8ECb MecAy. B caasu c amum pekomeHOyemca meHAMb
pexcum 8 nepasili deHb HOB8020 MecAya. Cepsuc pe3epeHO20 KONUPOBAHUA 8MOMAmMuUYecKu nepesodumcsa
8 paboyuli pexcum nocse mozo, KaxK 2pynna ucnoss3yem e2o 8 meyeHUe 00HO20 M0HO20 MecAya.

8. B none fAA3bik N0 ymon4yaHuio BbibepuTe A3bIK N0 YMOAYAHUIO AN1A YBEAOM/IEHWU, OTYETOB U
nporpammHoro obecneyeHns pe3epBHOro KONMMPOBaHWA, KOTOPbIN ByAeT NCno/b30BaThHCA B
AaHHOM rpynne.

9. [TonbKo Npu co3gaHum rpynnbl KaneHTa) B none XpaHunuue Bbibepute LeHTp 06paboTku
OaHHbIX, B KOTOPOM BYyAyT XpaHWUTLCA pe3epBHble KONUu.

[ononHuTenbHble CBEAEHUA O LeHTpax 06paboTKM AaHHbIX CM. Ha BKAagKe XpaHuauwe, Bbibpas
POANTENLCKYIO rPYNNY KAMeHTa B cnucke Mpynnbl. YTobbl y3HaTb, KaKk cO34aTb XpaHUAMLLE
pe3epBHbIX KOMUIA B COBCTBEHHOM LeHTpe 06paboTKM AaHHbIX, OTKPOUTE BKAAAKY XpaHUAULLE U
wenkHute fo6aBuTb.

10. [Heobs3aTenbHO; TOALKO NpW cO34aHMM Fpynnbl KAneHTa] B none MapameTpbl
LeHoo6pa3oBaHUA BbibepUTE BatoTy, KOTOpasa byaeT NCNONb30BaATLCA A41A BbICTaBIEHUA CYETOB,
a TaKKe YKaXkute 3HavyeHue napameTpa CTOMMOCTb pe3epBHOro KONMpPOBaHUA /1A cepBuca
pe3epBHOro KONMPOBAHWUA U3 pacyeTa 3a rMrabaiT B mecsLl.

11. [Heobs3aTebHO; HE NPUMEHSETCA K rpynne oTAenal: yKaxKuTe KBOTY XpaHEHUA U MaKCMMasibHoe
KOJIMYECTBO MALLUMH (YCTPOMCTB, MOYTOBbIX ALLMKOB), PE3EPBHbIE KOMUN KOTOPbLIX MOXKET CO34aTb
AaHHaA rpynna.



= dusmyeckue paboume cTaHUUMU
= dusunyeckue cepsepbl

®  BupTya/ibHble MalMUHbI

" MobunbHble yCTpOUCTBA

= [loutoBble AwmKu Office 365

=  KBoOTa xpaHeHuA

370 «MArkne» KBoTbl. Mpu NpeBbIleHUN 0B0ro 13 3TUX 3HAYEHUIA AAMUHUCTPATOPY FPYNMbl U
aAMMHUCTPATOPAM POAUTENIbCKOW rPYNIbl OTNPABAAETCA YBeAOM/IEHME MO 3/IEKTPOHHOM noyTe.
Mcnonb3oBaHWe cepBUCa Pe3epBHOro KONMPOBAHMA MPU 3TOM HMKaK He OrpaHUYMBaeTca.

12. [Heob6sa3aTeNbHO; TONLKO NPW CO34aHUM TPYNMbl KANEHTa] YKarKMUTe NpeBbIlLIeHUA KBOTbI.

HDEBbILLIEHMe NO3BONIAET rpynne K/IMeHTa NPEBbICUTb KBOTbl HA YKa3aHHOE 3Ha4YeHUe. an
BbIXOo4e 3a npeaenbl 3Ha4eHUA npesBbileHNA pe3epBHOE KONMNpoBaHMe 6onblie He BbINOHAETCA.

BuumaHue! Ecnu keoma u ee npegviweHue 6y0ym 00HO8peMeHHO UMEeMb HYseable 3HAYeHUs, mo
coomeemcmeayowas PyHKYUOHAA6HOCMb Bydem CKpbima om yyacmHuKoe amoli 2pynel U ee 0o4epHUX
epynn.

13. [HeobsaszaTtenbHo] B none XpaHuauwa apxmeoB BbibepuTe XpaHUAULLA Pe3ePBHbIX KONWiA gns
3TOV rpynnbl U ee A0YEePHUX rpynn. [JocTynHbl cAeaylolwme napameTpbl:

= JloKanbHoO U B obnakKe
" TonbKo B obnake

14. [HeobsAszaTtenbHo] [leakTnBnpyiTe nepekntoyateb ABToMaTuyecKoe o6HOBIeHUe areHTa. B
3TOM C/ly4ae areHTbl, KOTOPbIE 3aPErMCTPUPOBAHbI A8 AAaHHbIX YY4ETHbIX 3anuncei B 3Toi rpynne
N ee floYepHUX rpynnax, He byayT 06HOBAATLCA aBTOMATUYECKM NMPU BbIMyCKe HOBOW BEPCUM.

15. Heob6sa3aTenbHO: B Nosie KOHTaKTHbIE AaHHbIE YKaXKUTe KOHTaKTHYI0 MHGOPMALLMIO ANA Tpynnbl.

16. Haxxkmute kHonKy Co3parb.

Co3paHHan rpynna nosasutca B gepese Mpynnbl.

YT06bI 334aTh ANA FPYNNbl NAaTeXHY0 MHGOopMaumio, BbibepuTe ee B cnvcke Fpynnbl, WenKkHuTe
CBOIACTBa 1 BBEAMTE AaHHbIE B COOTBETCTBYIOLLEM Pasaene.

1.3.4 Co3aaHue y4eTHOW 3anmMcy NapTHepa
B rpynne napTHepa MOXXHO CO34aTb TO/IbKO y4eTHble 3aNNCN agMNHUCTPATOpPA.

Mopsadok co30aHua yyemHoli 3anucu napmHepa

1. BoiauTte B KOHCO/Ib yNPaBAEHMA YYETHOM 3aMNUCHIO.

BbibepuTte rpynny, B KOTOPOW HYXHO CO34aTb YYETHYHO 3aMUCh.
OTKpownTe BKNagKy AAMUHUCTPATOPDI.

Ha*kmuTe KHoMKy [,06aBUTb Y4ETHYIO 3anuchb.

vk W

YKaxuTe npmBeaeHHble HUXKe KOHTaKTHble AaHHble A1 yquHoﬁ 3anuncu.

"  WUmsa gna sxopa

BHumaHue! Y Kaxcool yvemHol 3anucu 00a#HO 6bimb YyHUKAAbHOE UMSA 8x00a. MoxHO co30ameb
HEeCKO/1bKO UMEH C 00HUM a0pecom 371eKmMpPOoHHOU noYymel.

" JNeKTpPOHHaA noyrta
=  HeobasatenbHo:Uma

= HeobAsaTenbHo: ®amunus



6. [HeobnasaTenbHo] M3meHUTe ypoBEeHb yBEAOMIEHUIA O pe3epBHOM KONUPOBaHUU. MOXKHO
BbIOpPaTb OAMH M3 YKa3aHHbIX HUKE YPOBHEN:

= OTKA.: 6e3 yBegoMAEHUN
"  MeHblue: yBegOM/IEHUA 0 CHOAX Pe3epPBHOIO KOMMPOBAHUSA (MO YMOIYAHUIO)
"  Ewe: yBegOM/IEHUNA O COOAX Pe3ePBHOro KOMUPOBAHUA U NPeaynpexaeHnn

= Bce: yBegomneHusA o cboax pe3epBHOro KONMPOBaHUA, NpeaynpeXaeHNa 1 ycnewHo
CO3ZaHHble pe3epBHble Konuu

Ecnn BKkAtoveH ntoboii ypoBeHb yBEAOMIEHUIN, TO eXKeHEBHbIN OTYET 06 aKTUBHbIX
yBegomneHusx otnpasnnetca B 10:00 (cornacHo BpemeHu B LieHTpe 06paboTKM AaHHbIX).
NMomnmo MHbOpMaLMKN O HEeYAABLLMXCA NPOLLEeCCaxX Pe3epPBHOr0 KONMPOBAHMA N APYIUX
npobsiemax, 3TOT OTYET COAEPHKUT MHPOPMaLMIO 06 OTCYTCTBYIOLLMX PE3EPBHbIX KOMUSAX.

Bce yBe4oOMNEHNA OTNPABAAKOTCA Ha YKa3aHHbIﬁ agpec 3J'IEKTpOHHOl\;1 NoYyTbl.

7. HeobssaTenbHO: OTKAOUNTE BU3HEC-YBEAOM/IEHUA. B 3TOM C/lyyae Ha yKasaHHbIN agpec
3/1EKTPOHHOM NOYTbI He ByAYT OTNPABAATLCA COOBLLEHUS O NPEBbILEHNN KBOT.

8. HaxkmuTe KHonky [,06aBUTDb.
B pesynbTaTe:

® HoBaAd y4e€THaA 3annCb NOABUTCA Ha BK/1adKe AAMMHMCTpaTOpr.

®  Ha yKasaHHbIi apec 3/1eKTPOHHOM NouTbl byeT oTnpaB/ieHo coobLeHne Co CCbiKoW Ann
aKTMBaLUmm.

1.3.5 CoszpaHme y4eTHOM 3anmMcn KIMEHTa

B oTpene AoMKHA cywecTBOBaTb X0TA 6bl 04HA yYeTHas 3anunch (aAMUHUCTPATOpPa UaK
nosb3oBatens). Ecau B rpynne KAMEHTa HET OTAEN0B, TO B HEM A0/IMKHA CYLLECTBOBATb Kak MUHUMYM
OAHa yyeTHasa 3anuchb.

Mopsadok co30aHua yyemHoli 3anucu 8 omoese unu 2pynne KaueHma

1. BoiauTte B KOHCO/Ib YNPaBAEHNA YYETHOW 3aMUCHIO.

BbibepuTe rpynny, B KOTOPOW HYXKHO CO34aTb YYETHYIO 3aMUCh.

OTKpowTe BKNaAKYy YUeTHble 3anucu.

HaxkmuTe KHoNKy [,06aBUTb Y4ETHYIO 3anuchb.

vk W

YKaxuTe npmBefeHHble HUXKe KOHTaKTHble AaHHble A1 yquHoﬁ 3anuncu.

"  WUmsa gna sxopa

BHumaHue! Y kaxcdol yuemHol 3anucu 00mKHO 6bims YyHUKAAbHOe umMA 8x00d. MoxHo co30ameb
HECKO/IbKO UMeH C 00HUM aOpecom 3a1eKmpoHHOU Mmo4mel.

" JNeKTpPOHHaA noyrta
=  HeobasatenbHo:Uma
=  HeobasatenbHo: Pamununsa

6. YTOObI CAENATb 3TY YUETHYHO 3aNMUCh 3aMMUCbI0 AAMUHUCTPATOPA, BKAOUUTE NepekatoyaTenb
MNpaBa agmuHUcTpaTopa.

7. [HeobasaTenbHo] JeakTuBupyiite nepekatoyatesib ABTomaTuueckoe o6HoBieHUe areHTa. B
3TOM C/ly4ae areHTbl, KOTOPble 3aPerMcTPUPOBaHbI A4/1A AaHHOM YYETHOM 3anucu, He byayT
06HOB/IATLCA aBTOMATUYECKM MPU BbINYCKEe HOBOM BEPCUM.

8. [HeobasaTenbHO] YKaxuUTe KBOTY XpaHEHUA U MaKCMMasibHOE KONMYECTBO MaLUMH (YCTPOICTB,
MOYTOBbIX ALMKOB), PE3ePBHbIE KOMNN KOTOPbIX MOKET CO34aTb NO/b30BaTENb.

=  dPusunyeckue paﬁoque CTaHUuun



10.

11.

12.

13.

= dusunyeckue cepsepbl

"  BupTyanbHbie MalUUHDbI

" MobunbHble yCTpOMUCTBA

" Moutosble Aawuku Office 365
=  KBoOTa xpaHeHuA

37O «MArkne» KBoTbl. Mpu NpeBbIleHUM N0BOTo U3 3TUX 3HAUYEHWIA Ha agPec SNEKTPOHHOM
MOYTbl, YKa3aHHbIN Ha ware 5, byaeT oTnpasieHo yBegomneHve. Mcnonb3oBaHue cepauca
pe3epBHOro KOMMPOBaHMA NPU 3TOM HUKAK He orpaHUYMBaeTCA.

[H606ﬂ3aTE‘ﬂbHO] YKaxute npesbilleHNA KBOTbI. npeBbILLIEHMe NO3BO/IAET NPEBbLICUTb KBOTbI Ha
YKa3aHHOE 3Ha4YeHue. an BbIXOo4e 3a npeaenbl 3Ha4eHUA npeBblileHNA pe3epBHOE
KonnpoBaHue 60nbLUe He BbIMOJIHAETCA.

BHumaHue! Ecau keoma u ee rpessiuieHue 6yoym o0Ho8peMeHHO UMems Hysneable 3HaYeHUA, mo
coomeemcmeyouias hyHKYUOHAAbHOCMb Bydem CKpbima om ro16308amefs.

[Heob6s3aTenbHO] B none XpaHunuLia apxmMBoB BbibepuTe XpaHUANLLA Pe3ePBHbIX KOMuii Ans
3TOM y4eTHOM 3anucK. [LocTynHbl cAeaylolime napameTpbl:

=  JlokanbHo u B obnake
" TonbKo B obnake

[Heob6s3aTenbHO] U3MeHWUTE ypOBEHb YBEAOMIEHUI O pe3ePBHOM KONUPOBAHUU. MOKHO
BbIGpPaTb OAMH M3 YKa3aHHbIX HUMXKE YPOBHEN:

= OTKA.: 6e3 yBegomMneHui
= MeHblue: yBeLOM/IeHNA 0 c60AX pe3epBHOro KONMPOBaHUA (N0 YyMONYaHUIO)
=  Ewe: yBeLOMIEHUA O COOAX pe3epPBHOMO KOMUPOBAHMWA U NpeaynpexaeHns

= Bce: yBegomneHuA o c60oAxX pe3epBHOro KONMPOBaHUA, NpeaynpPeXKAeHUA U yCneLwHo
CO34aHHble pe3epBHble KoNuu

Ecnu BkAtoYeH Nt060M ypoBEHb YBEAOMIEHWN, TO €XXeAHEBHbI OTYET 06 aKTUBHbIX

yBegomneHusx otnpasnsetcsa B 10:00 (cornacHo BpeMeHu B LeHTpe 06paboTKu gaHHbIX).

Momnmo nHopmaLMm 0 HeyAaBLUMXCA NPOLLECCax Pe3epPBHOTO KONMPOBAHMA U APYTUX

npobnemax, 3TOT OTYET COAEPHKMUT MHDOPMaLMIO 06 OTCYTCTBYHOLLMX pe3EPBHbIX KOMUAX.

Bce yBegomaeHmnA oTNpaBaAoTCA Ha yKa3aHHbIﬁ agpec BMEKTpOHHOﬁ NOoYyThbl.

Heobs3aTenbHO: OTKAOUMTE 6U3HEC-yBeaoMAEHUA. B 3TOM c/lyyae Ha YKasaHHbIM agpec
3/1EKTPOHHOM NOYTbI He ByAYT OTNPABAATLCA COOOLLEHUS O NMPEBbILIEHUN KBOT.

HaxkmuTe KHonky [,06aBUTb.

B pesynbTaTe:

HoBas y4yeTHaA 3annCb NOABUTCA Ha BK1aaKe YyeTHble 3anucu.

Ha yKasaHHbI agpec 31eKTPOHHOM NoYTbl 6yAeT OTNpaBaeHo coobLIeHMe CO CCbINKOMN ans
aKTUBaLMM.

1.3.6 CoszgaHue oTyeTa 06 UCNoMb30BaHNM CEPBUCA

B oTueTax 06 MCcnob30BaHUU coaepKaTtca apxmBHble AaHHbIE 06 UCNoNb3oBaHUM cepBuca
pe3epBHOro KoOMNMpoBaHUA. DTN paHHbIE MOXHO MCNO/b30BaTb A/1A BbICTABNEHMA CYETOB KAMEHTAM.

OTn oTyeTbl MOTryT CO34aBaTb TOJ/IbKO agMUHUCTPATOPLI.

MapameTpbl oTYETOB

B oTyeTe cogepKaTca yKasaHHble HMXe AaHHble O KAWeHTe, OTAeNax U YYeTHbIX 3anmcax:



Pasmep pesepBHbIX KOMKWI MO rpynne, y4eTHOM 3aNncK pe3epBHOro KOMMPOBaHUA U TUMY
MaLUWHBI.

KonnyecTso 3aWMLLEHHbIX MALIKH NO rpynne, yquHoﬁ 3anncun pe3epBHOro KonMpoesaHuAa n Ttuny
MaLWKnHBbI.

CTOMMOCTb NO rpynne, y4eTHOM 3aMnUcK pe3epBHOro KONUPOBAHUA N TUMY MaLLMHbI.
O6wmin pasmep pe3epBHbIX KOMUN.
Obuiee KoNNMYecTBO 3aLUMLLEHHBIX MaLLIWH.

O6uian cToMMOoCTb.

O6nactb oTyeTta

Mo»KHO Bbl6paTb obnactb oTyeTa 13 YKa3aHHbIX HNXe 3HAYEeHU:

HenocpeacrBeHHble KIMEHTbI U NAapPTHEPbI

B oTyeT 6yayT BKAOYEHbI 3HAYEHUA NAaPaMETPOB OTYETHOCTM TOIbKO ANS HEMOCPEACTBEHHbIX
AOYEPHUX TPYNN BalLewn rpynnoi.

Bce KaneHTbl M NapTHepbI

B oTyeT 6yayT BKAKOYEHbI 3HAYEHUA NAaPaMETPOB OTYETHOCTU AN BCEX AOUYEPHUX rPynn Ballein
rpynneoi.

Bce KnMeHTbl M NnapTHepbl (BKAOYasa noapo6bHyto nHopmaumio 06 yuetTHoM 3anucu)

B otueT ByayT BKAKOYEHbI 3HAYEHMA NAPAMETPOB OTYETHOCTU 4151 BCEX A0YEPHMX FPYNN BaLllen
rpynnbl U 4NA BCEX YYETHbIX 3anMcei nosb3osBaTesnien B rpynnax.

BKatoueHMe nnm oTkAoYeHue 3an1aHMpPoBaHHbIX OTYETOB 06 ucnonbsoBaHuun

3annaHMpoBaHHble OTYETbI OXBATbIBAOT AAHHbIE UCMO/Ib30BAHUA CUCTEMbI 33 NOCAEAHWUIA NOAHbBIN
KaneHaapHbI mecau,. [laHHble oTyeTbl popmupytoTea B 23:59:59 (no spemenun UTC) B nepBbIn AeHb
MecALa M OTNPaB/AOTCA BO BTOPOW AEHb 3TOr0 MecsLla BCEM a4MUHUCTPATOPaM Ballel rpynnbl.

1.
2.

4.

Ha KOHCO/M ynpaBaeHnsa y4eTHOM 3anucblo LWeKHUTe OTYeTbl.
OTKpoWiTe BKNaAKY 3anNaHMPOBaHHbIE.

BkntounTe nnm oTKAouMTE 3anaaHUPOBaHHbIE OTYETbI 06 MCNONb30BaHUN, LLENKHYB
nepexKknyaTenb BKJ'HOLIEHMFI/OTK/'HOLIEHMFI.

B pa3aene YpoBeHb geTanmsaumnm sbibepuTe 061acTb OTYETA, KaK OMMUCAHO BbllLe.

Co3paHuMe Nonb3oBaTeNIbCKOro otyera 06 ucnonb3oBaHumn

OTyeT 3T0ro0 TMNa co3gaeTcs no TpeboBaHMI0. Ero paccbinky Heab3sa 3anaaHnposaTb. OTyeT
OTNPaBAAETCA Ha Ball afpec 3/1eKTPOHHOM NoYTbI.

1.
2.

Ha KoHCoM ynpaBieHns y4eTHOM 3anncbio LeaKHUTe OTueTbl.
OTKpoiiTe BKknaaKy NMonb3osartenbckue.

B none Mepuog yKkaxute nepunoa, Ans Kotoporo 6yaeT co3gaH oTyeT:
®*  TeKywWwui KaneHgapHblii mecay,

®" [lpeablAyWwnii KaneHAapHbIA mecaL,

®" Monb3oBaTenbckue

YT106bI YKa3aTb Nno/ib30BaTe/IbCKUM nepumos co3gaHunAa oT4eTHOCTH, BblﬁepMTe Ha4a/ibHYIO U
KOHEYHYIO AaTy. B NPOTUBHOM Cay4ae nponycTtute 3TOT wWwar.

B none Tun Bbibepute TMN OoTYeTa:

- CBOAHbIVI ortyer. B otuer 6yp,yT BK/TKOYEHbI UTOTOBbIE 3HAYEHUA NAPaMETPOB OTYETHOCTU O1A
YKa3aHHOIo nepnoaa, Bk/to4ada 3Ha4yeHune NTOroBOW LLEeHbI.



. ExXeaHeBHaA cTaTUCTUKA. B oTueTt 6y,u,yT BK/1IOYEHbI NapaMeTpbl OTYETHOCTU ANA KaXXA0ro
AHA YKa3aHHOIro nepmnoaa, 3a UCKJIKDHEHNEM 3HAYeHUM LLeHbl.

6. B pa3gesne YpoBeHb AeTanusauum Bbibepute 06/1acTb 0TYETA, KaK ONMCAHO BbILLE.

7. YT06bl CO34aTh OTYET, HaxkMUTE KHOMKY CHOPMMPOBaATL M OTNPABUTD.

1.4 [ononHuTtenbHble npuMepsl

1.4.1 Pa3BepTbiBaHME areHTOB C MCMONb30BaHNEM IPYMMOBOM
NOMUTUKU

AreHT ana Windows MOXHO LLeHTPa/IM30BaHHO YCTaHaBMBaTb (MM pa3BepPTbIBaTb) HA MalLMHAX B
coctase gomeHa Active Directory c NOMOLLbIO rPyNnNoOBOM NONUTUKK.

B aTOM pasgene onucbiBaeTcA HACTPOMKa 06bEeKTa FPyNMnoBO NOAUTUKM A4 Pa3BepTbiBaHMSA
areHToB Ha MaLLMHaxX BO BCEM LLOMEHE UV B ero OpraHun3aLMoHHON eanHuULe.

Kaxaplii pa3 Npy BXOAE MALUMHbI B JOMEH PE3YNbTUPYIOWNIA O6BEKT rpynnoBoi NOAUTUKK
npoBepsaeT, yCTaHOB/IEH U 3aPErnMcTPMPOBaH /M Ha Hel areHT.

MpepBaputenbHbie TpeboBaHUA

MNepen pa3BepTbiBaHMEM areHTa yoeamtecb B TOM, YTO BbINOJIHEHbI NEPEYNC/IEHHbBIE HUMKE YC/IOBMA.

" lmeetcsa gomeH Active Directory, KOHTponnep KoToporo paboTtaet nog ynpasneHmem Microsoft
Windows Server 2003 nnun 6onee no3gHero Bbinycka.

= Bbl BXOAuUTE B COCTaB rpynnbl AAMMHMCTpaTOPbI AOMeEHa.

= Bbl 3arpysuaun nporpammy ycTaHoBKu Bce areHTbl ana yctaHoBKu B Windows. Ccbisika gns
3arpysKu AOCTYMNHa Ha CTpaHuLe [,06aBUTb YCTPOIMCTBA HA KOHCOJIM PE3EPBHOIO KONUPOBaHMA.

War 1. Co3pgaHue MST-npeobpasoBaHusa 1 n3BsieyeHMe NakeTa YCTAaHOBKMU

1. BolauTte Kak agMUHUCTPATOpP Ha obyio MalLMHY B AOMEHE.

2. CospgaitTe obLLyto NankKy, B KOTOpoM ByayT HaXOAMTLCA NaKeTbl YCTAHOBKW. Yb6eauTech, YTo y
no/ib3oBaTesIel LOMEHA eCTb AOCTYN K 3TOW Mnarnke (415 3TOro MOXKHO, HanpumMep, OCTaBUTb
3HayeHue NapameTpa obLLero A4OCTyNa No yMOAYaHUIO AN KaTeropum Bee).

CronupyiiTe Nporpammy yCTaHOBKM B CO34aHHYIO Nanky.
3anyctuTe nporpammy yCTaHOBKM.

LWenkHuTe Cosaatb MST- u MSI-daiinbl ana aBTOMaTUUECKOMU YCTAaHOBKM.

o v oA~ W

Mpw NOCTYNAeHUN COOTBETCTBYHOLLLETO 3aMpOCa YKaXKMTe AaHHble YYEeTHOM 3anncu, KoTopoi
HeobxoAMMO Ha3HaYUTb MaLLUHbI.

7. TpoBepbTe 1 NpU HEOBXOAMMOCTU U3MEHUTE NapPaMETPbl YCTAaHOBKK, KOTOpble ByayT Ao6aBAEHbI
B8 MST-¢ain.

8. Haxmunte KHonkKy Co3aaTtb.

B pesynbTate 6yaet cpopmmnposaHo MST-npeobpasoBaHme, a ycTaHOBOYHbIe MSI-nakeTbl
CAB-naKeTbl 6yayT n3BaevYeHbl B CO34aHHYI0 Bamu nanky. Tenepb EXE-dpaiin nporpammel yCTaHOBKM
MOXHO NMepeHecTU UNKu yaanuThb.

LLar 2. Hactpoiika 06beKTOB rpynnoBon NONUTUKHU

1. BoWauTe Ha KOHTPO//IEp AOMEHA C NpaBaMu aAMUHUCTPaTopa AoMeHa. Ecaun B JomeHe 6onblue
04HOr0 KOHTPOA/IEPA, 3TO MOXKHO CAeNaTb Ha NH060M U3 HUX.



2. Ecau bl NAaHNPYETE PAa3BEPHYTb areHT B paMKax 0p|'aHVI3aLI,MOHHOﬁ eaunHunLbl, OHa A0/1XKHa
6bITb CO34aHa A0 Ha4dasia YCTaHOBKU. B NPOTUBHOM C/ly4ae NponyCcTtuTe 3TOT wWar.

3. B meHto MNyck Bbibepute AGMUHUCTPUPOBAHUE, 3aTeM LW eNKHMTe Moab3oBaTeNn U KOMNbIOTEPbI
Active Directory (8 Windows Server 2003) nau YnpasaeHue rpynnooii noautukoii (8 Windows
Server 2008 n Windows Server 2012).

4. B Windows Server 2003:

" [1paBOW KHOMKOM MbILLNY LWENKHUTE UMA OMEHA MU OPraHN3aLUUOHHOM eaNHULbI U
BblbepuTe NyHKT CBOMUCTBA. B AManorosom okHe nepenante Ha BKAaaKy Mpynnosas
NOAUTUKA M HaXXMmnTe KHonky Co3aaTthb.

B Windows Server 2008 n Windows Server 2012:

= [IpaBOM KHOMKOM MbILWW WENKHUTE UMS JIOMEHA UM OPraHN3aLMOHHON eANHMLbI, @ 3aTEM
wenkHuTe Co3patb 06beKT GPO B 3TOM AIOMEHe U CBA3aTb ero.

Ha3oBuTe HOBbI 06BEKT rpynnoBol NnoanTuku AreHt ana Windows.

OTKpoliTe 06beKT rpynnoBoi nonTuku AreHT gaa Windows ¢ nomoLbio ONMCaHHbIX HUKe
AencTBni.

= B Windows Server 2003 wenkHuTe 06BEKT rpynnoBoM NOJIMTUKN, @ 3aTem Bbibepute
U3meHUTb.

= B Windows Server 2008 n Windows Server 2012 B pa3aene O6beKTbl rpynnoBoi NOJNTUKU
LEeNIKHUTE NPABON KHOMKOW MbllM OOBbEKT FPYNNOBOM NOAUTUKM, @ 3aTeM BblbepuTte
NU3meHuUTb.

7. B ocHacTKke «PegakTop 06beKTOB rpynnoBoii NOAUTUKNY» pa3sepHuTe y3en KoHdurypaumsa
KOMnbloTepa.

8. B Windows Server 2003 n Windows Server 2008:
= PasBepHuUTe y3en HacTpoiiku nporpamm.
B Windows Server 2012:
= PasBepHuTe y3en NMonnutukm > KoHpurypauma nporpamm.

9. LLenkHMTe NpaBoi KHOMKOM MbllK y3ea YCTaHOBKA Nporpamm, Bbibepute nyHKT Co3aaTthb, 3aTem
wenkHuTe Maker.

10. Bbibepute MSI-nakeT ycTaHOBKM areHTa B CO34aHHOM paHee 0bLLei Nanke U HaxKmUTe KHOMKY
OTKpbITDb.

11. B gnanorosom okHe Pa3BepTbiBaHMe Nporpamm Bbibepute PacluMpeHHoe, 3aTeM HaXKmuTe
KHonKy OK.

12. Ha BKnagke U3ameHeHUA Haxkmute KHonky [lo6aBuTtb 1 BbibepuTe CO34aHHOE paHee
MST-npeobpasoBaHue.

13. Haxkmute KHonky OK, uTobbl 3aKpbITb AMaNorosoe okHo PasBepTbiBaHUE NpoOrpamm.

1.4.2 OrpaHu4eHune aoctyna K Beb-uHtepdency

MOXHO OrpaHMYUTb A4OCTYN K Be6-uHTepdeicy, yKasas cnUcoK IP-aapecos, ¢ KOTOPbIX y4aCTHUKaM
rpynnbl paspeweHo BXOAMUTb.

9710 OrpaHn4YeHune He NPUMEHAETCA K Yy4aCTHUKaM A0YepHUX rpynn.

MopAadok oepaHuyeHus docmyna K eeb-uHmepdapeiicy

1. Bonaute B KOHCONb YNPaBAEHUA YYETHOM 3aNnUCbIO.

2. BblbepuTe rpynny, 4N KOTOPOW HYKHO OrPaHUYUTbL 4OCTYN.
3. LWenkHute Hactpoiiku > be3onacHoOCTb.



YctaHoBuTe GNaXKoK BKAKUUTD ynpaBaeHue BXO40M.
B none Pa3pelwseHHble IP-agpeca yKaXkute paspelleHHble IP-agpeca.

MoKHO BBECTU Nt0Bble M3 YKa3aHHbIX HUXKE NapaMeTPOB, UCMO/b3yA B KaYecTBe pasgenmrens
TOYKY C 3anATOM:

= |P-agpeca, Hanpumep 192.0.2.0

= [Nlnana3soHsbl IP-agpecos, Hanpumep 192.0.2.0-192.0.2.255
® [loaceTtu, Hanpumep 192.0.2.0/24

Haxkmute KHonKy COXpaHUTb.



2 PykoBOACTBO MOJSb30BaTENS

2.1 O cepBuce pe3epBHOro KOnMpoBaHus

C nomoLLbto 3TOM cNy»KObl BbINONHAETCA pe3epBHOE KONMPOBAHME U BOCCTAHOBIEHME PUINYECKMX U
BMPTYaNbHbIX MaWWH, ¢ainos 1 6a3 AaHHbIX C MCMNONb30BaHWEM IOKANIbHOTO MM 06/1a4HOr0
XPaHUAULLA.

[nsa ynpaBneHus nm npumeHseTca Beb-uHTepdeic.

2.2 TpeboBaHUs K NporpaMMHOMY obecrneyeHuto

2.2.1 TlloanepxvBaeMble Beb-6pay3epbl

Beb-uHTepdeic cepBmca pe3epBHOro KONMPOBaHMA NOAAEPKNBAET NEPEYNUCTIEHHbIE HUXKE
6paysepbl:

= Google Chrome 29 unu 6onee nosgHen sepcun

" Mozilla Firefox 23 unu 6onee nosaHen Bepcum

= QOpera 16 unu 6onee nosgHemn Bepcum

= Windows Internet Explorer 10 unu 6onee nosgHen sepcum

= Safari 5.1.7 unm 6onee nosgHen Bepcun B onepaLmMoHHbIx cuctemax OS X mn i0S

B apyrux Beb-6paysepax (BKAoUyaa 6paysepbl Safari, 3anyuieHHble B ApYrnx onepaLmnoHHbIX

CUCTEMAX) MOXKET HEMPaBUAbHO OTOBpaXKaTbCcA MHTepdEenC Noab3oBaTeNs UAN MOTYT BbITb
HeAOCTYMNHbl HEKOTopble GYHKUUN.

2.2.2 [lopoepxvBaemble onepaumoHHbIE CUCTEMBI U cpeabl

AreHT gnha Windows
Windows XP Professional c naketom o6HoBneHus 3 (SP3) (x86, x64)
Windows Server 2003/2003 R2 — Bbinycku Standard u Enterprise (x86, x64)
Windows Small Business Server 2003/2003 R2
Windows Vista — Bce BbinycKku
Windows Server 2008 — Bbinycku Standard, Enterprise, Datacenter u Web (x86, x64)
Windows Small Business Server 2008
Windows 7 — Bce BbINyCcKK
Windows Server 2008 R2 — Bbinycku Standard, Enterprise, Datacenter, Foundation n Web
Windows MultiPoint Server 2010/2011/2012
Windows Small Business Server 2011 — Bce BbInycKu
Windows 8 unu 8.1 — Bce Bbinycku, Kpome Windows RT (x86, x64)
Windows Server 2012/2012 R2 — Bce BbINycKu
Windows Storage Server 2003/2008/2008 R2/2012/2012 R2
Windows 10 — Bbinyckn Home, Pro, Education n Enterprise
Windows Server 2016 — Bce BapuaHTbl yCTaHOBKK, Kpome Nano Server



AreHT ana SQL, areHT ana Exchange un areHT gnsa Active Directory

Ka)KLI,bIVI M3 3TUX areHToB MOXXHO YCTaHOBWUTb Ha MalllHe C nobon ns3 nepevyncineHHblXx sbille
onepaumoHHbIX CUCTEM U nop,p,epmmsaemoi/'l BepCVIeﬁ COOTBETCTBYHOLWLErNO NPUNOXHKEHUA.

AreHT gna Office 365
Windows Server 2008 — Bbinycku Standard, Enterprise, Datacenter n Web (Tonbko x64)
Windows Small Business Server 2008
Windows Server 2008 R2 — BbInycku Standard, Enterprise, Datacenter, Foundation u Web
Windows Small Business Server 2011 — Bce BbInycKu
Windows 8 unu 8.1 — Bce BbINycku, Kpome BbinyckoB Windows RT (TonbKo x64)
Windows Server 2012/2012 R2 — Bce BbInycKku
Windows Storage Server 2008/2008 R2/2012/2012 R2 (TonbKo x64)
Windows 10 — Bbinycku Home, Pro, Education u Enterprise (Tonbko x64)
Windows Server 2016 — Bce BapuaHTbl YyCTaHOBKM, Kpome Nano Server (TonbKo x64)

AreHT ans Linux
Linux c Bepcueit agpa ot 2.6.9 1o 4.9 u glibc Bepcum 2.3.4 nnmn 6onee nosaHemn
PasnuuyHble gucTpmnbyTmebl Linux x86 1 x86_64, BKtovasn:
Red Hat Enterprise Linux 4.x, 5.x,6.x,7.0,7.1,7.2,7.3

Ubuntu 9.10, 10.04, 10.10, 11.04, 11.10, 12.04, 12.10, 13.04, 13.10, 14.04, 14.10, 15.04,
15.10, 16.04

Fedora 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23
SUSE Linux Enterprise Server 10 n 11

SUSE Linux Enterprise Server 12 — nogaepkusaetca B $painnoBbIX cMCTeMax, 3a
nckatoveHnem Btrfs

Debian4,5,6,7.0,7.2,7.4,7.5,7.6,7.7,8.0,8.1, 8.2,8.3,8.4, 8.5
Cent0OS5.x,6.x,7,7.1,7.2,7.3

Oracle Linux 5.x, 6.x, 7.0, 7.1, 7.2, 7.3 — Unbreakable Enterprise Kernel n Red Hat
Compatible Kernel

CloudLinux 5.x,6.x,7,7.1
ClearOS5.x,6.x,7,7.1

Mepen yCTaHOBKOM NPOAYKTa B CUCTEME, B KOTOPOM HE UCNOJIb3yeTcA AMCNETYEp NaKeToB
RPM, Takoi Kak Ubuntu, Heo6x041MMO YCTaHOBUTL 3TOT AMCMETYEP BPYYHYIO, HAanpumep
BbINO/IHMB CAEAYIOLLYI0 KOMaHAY B KayecTBe cynepnosib3oBatens: apt-get install rpm

AreHT gna Mac
OS X Mountain Lion 10.8
OS X Mavericks 10.9
OS X Yosemite 10.10
OS X El Capitan 10.11
macOS Sierra 10.12 — Apple File System (APFS) He noaaeprkuBaeTca

AreHT gna VMware

3TOT areHT NpeAoCTaBAseTca B Buae npunoxexmsa Windows ans paboTbl B nto6oli ns
NnepeyncaeHHbIX BbllLe ONepaLMoHHbIX CUcTeM Ans areHTa ana Windows, 3a cneayiowmmm
UCK/TIOYEHUAMM:



= 32-pa3pagHble onepaunoHHble CUCTEMbI HE NOAAEPHNBAIOTCS;

= Windows XP, Windows Server 2003/2003 R2 n Windows Small Business
Server 2003/2003 R2 He nogaepKuBatoTca.

VMware ESXi 4.1, 5.0, 5.1,5.51 6.0

AreHT ana Hyper-V

Windows Server 2008 (x64) c Hyper-V

Windows Server 2008 R2 c Hyper-V

Microsoft Hyper-V Server 2008/2008 R2

Windows Server 2012/2012 R2 c Hyper-V

Microsoft Hyper-V Server 2012/2012 R2

Windows 8, 8.1 (x64) c Hyper-V

Windows 10 — Bbinycku Pro, Education un Enterprise c Hyper-V

Windows Server 2016 ¢ Hyper-V — Bce BapuaHTbl yCTaHOBKU, Kpome Nano Server
Microsoft Hyper-V Server 2016

AreHTt ana Virtuozzo

Virtuozzo 6.0.10

2.2.3 [MoppepxuBaemble Bepcun Microsoft SQL Server

Microsoft SQL Server 2016
Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2008 R2
Microsoft SQL Server 2008
Microsoft SQL Server 2005

2.2.4 TlopnepxunBaeMble Bepcnn Microsoft Exchange Server

Microsoft Exchange Server 2016 — Bce BbINyCKM.

Microsoft Exchange Server 2013 — Bce BbINyCKM, HAKONUTENbHbIV NakeT 06HoBeHUa 1 (CU1)
unu bonee No3aHeW BEPCUN.

Microsoft Exchange Server 2010 — Bce BbINycKM, BCce NakeTbl 06HOBNEHUA. BoccTaHOBNEHME
MOYTOBbIX ALLMKOB M 3/1IEMEHTOB MOYTOBOrO ALLMKA NOAAEPKMBAETCA, HAYMHAA C NaKeTa
obHoBneHun 1 (SP1).

Microsoft Exchange Server 2007 — Bce BbINycKM, BCce NakeTbl 06HOBNEHUA. BoccTaHOBNEHME
MOYTOBLIX ALLMKOB M 3/1IEMEHTOB MOYTOBbLIX ALMKOB HE NOALEPIKNBAETCA.

2.2.5 Tloanepxmeaemble Bepcun Microsoft SharePoint

Acronis Backup Cloud nogaepuaet cneaytowme sepcum Microsoft SharePoint:

Microsoft SharePoint 2013

Microsoft SharePoint Server 2010 SP1

Microsoft SharePoint Foundation 2010 SP1
Microsoft Office SharePoint Server 2007 SP2*
Microsoft Windows SharePoint Services 3.0 SP2*



* Y1061 UIcNONb30BaTh SharePoint Explorer ¢ aTumn Bepcuammn, Heobxoamma ¢pepma BOCCTaHOB/EHMUA
SharePoint ana npukpenneHna 6a3 gaHHbIX.

PesepBHble KONuK UK 6asbl 4aHHbIX, U3 KOTOPbIX U3B/IEKAIOTCA AaHHbIE, AO/KHbI MPOUCXOAMUTb U3
Tol e Bepcum SharePoint, uto 1 Bepcus, rae yctaHosneH SharePoint Explorer.

2.2.6 TlNopnepknBaeMble NNaTtgopMsl BUPTyanm3aumm

B cnepytoleli Tabnuue npeacrasneHa cBoAHan MHPOPMaLMA O Pas3HbIX NoAAEPKMBAEMbIX
nnatdopmax BUPTyanmM3aunm.

MNnhatdpopma Pe3epBHoe Pe3epBHoe
KONUpOBaH1e Ha YPOBHE [ KONMMpoBaHUE U3HYTPU
rMmnepBmsopa roctesoit OC
(pesepBHoe
KonupoBaHue 6e3
areHTa)

VMware

Bepcun VMware vSphere: 4.1, 5.0, 5.1, 5.5, 6.0
Bbinycku VMware vSphere:

VMware vSphere Essentials*

VMware vSphere Essentials Plus*

VMware vSphere Standard*

VMware vSphere Advanced

VMware vSphere Enterprise

VMware vSphere Enterprise Plus

VMware vSphere Hypervisor (6ecnnaTtHas
HU3KoypoBHeBasA obonoyka ESXi)**

VMware Server (VMware Virtual Server)
VMware Workstation
VMware ACE

VMware Player

Microsoft

Windows Server 2008 (x64) c Hyper-V
Windows Server 2008 R2 ¢ Hyper-V
Microsoft Hyper-V Server 2008/2008 R2
Windows Server 2012/2012 R2 ¢ Hyper-V
Microsoft Hyper-V Server 2012/2012 R2
Windows 8, 8.1 (x64) c Hyper-V
Windows 10 ¢ Hyper-V

Windows Server 2016 ¢ Hyper-V — Bce
BapuWaHTbl ycTaHOBKM, Kpome Nano Server

Microsoft Hyper-V Server 2016




Mnatdpopma Pe3epBHOe Pe3epBHoe
KONUpPOBaHWe HA YPOBHE | KOMMPOBaHUE U3HYTPU
rMnepsMsopa roctesot OC
(pe3epBHOe
KonupoBaHue 6e3
areHTa)
Microsoft Virtual PC 2004 n 2007
+
Windows Virtual PC
Microsoft Virtual Server 2005 +
Citrix
Citrix XenServer 4.1.5, 5.5, 5.6, 6.0, 6.1, 6.2, 6.5 ToNbKO NONHOCTbIO
BMPTYaIM3MPOBaAHHbIE
(M3BeCTHbIe TaK¥Ke KaK
HVM) rocteBble
cucTeMbl
Red Hat u Linux
Red Hat Enterprise Virtualization (RHEV) 2.2,
3.0,3.1,3.2,3.3,3.4,35,3.6,4.0
+
BupTyanbHble MaluMHbl Ha ocHoBe Agpa (KVM) +
Parallels
Parallels Workstation +
Parallels Server 4 Bare Metal +
Oracle
Oracle VM Server 3.0u1 3.3 +
Oracle VM VirtualBox 4.x +
Virtuozzo
Virtuozzo 6.0.10, 6.0.11 (Tonbko BupTyasnbHble
+ MaLWwmnHbl. KoHTelHepbl

He noagepuneatoTca)

Amazon

Sk3emnaapbl Amazon EC2 +
Microsoft Azure

BupTyanbHble mawmnHbl Azure +




* B 3TUX pefakumax TpaHcnopT HotAdd ana BupTyanbHbIX ANCKOB nogaep»kusaetca B vSphere 5.0 n 6onee
nosaHewn Bepcun. B Bepcun 4.1 pesepBHble KOMUKU MOTYT BbINONHATLCA MedJ/IEHHee.

** PesepBHOE KONMPOBAHME Ha YPOBHE rMNepBM30pa He noaaepKnsaeTca Ana vSphere Hypervisor, Tak Kak B
3TOM NPOAYKTE AOCTYN K YAaNeHHOMY MHTepdelicy KomaHaHOM cTpoku (RCLI) BO3MOXKEH UCKNHOUYUTENBHO B
peXMMe «TO/IbKO A/1A YTeHuA». AreHT paboTaeT B TeueHne npobHoro nepmnoga vSphere Hypervisor ao
BBEAEHMA CEPUIMHOTO KAtoya. Mocne BBeAeHWA CEPUIMHOTO K/oYa areHT nepecraeT paboTaTb.

OrpaHuyeHmA
= OTKa3oyCToiuMBbIe MalUUHbI

AreHT ana VMware BbINONHAET pe3epBHOE KONUMPOBAHME OTKA30YCTOMUYMBON MALLMHBI, TOSIbKO
ecnmn B VMware vSphere 6.0 1 6onee nosgHel Bepcum BKAOYEHA OTKAa30yCTOMYMBOCTb. Mpu
BbINOJIHEHUWN 0BHOBAEHUSA C boNee paHHel Bepcun vSphere gOCTaTOYHO OTKAOUUTb M CHOBA
BK/IOUUTb OTKA30YCTOMUMBOCTb A5 KAXKAOM MalumMHbl. [pn ncnonb3oBaHnn bonee paHHew
Bepcuun vSphere ycTaHOBUTE areHT B FOCTEBOM OMNEPALMOHHON cUcTEME.

=  HesaBucumbie auckm u RDM-guckm

AreHT gna VMware He co3aaeT pe3epBHble Konun RDM-AUCKOB B pexunme pusmnyeckom
COBMECTMMOCTU MU HE3ABUCUMMBbIX AMUCKOB. [PU BbINOJHEHUM PE3EPBHOTO KOMMPOBAHMA areHT
NponyckaeT 3T AUCKK W A06aBAAET NpedynpekAeHNn B KypHaa. YTobbl He NoayyaTb 3TU
npeaynpexaeHus, cneayert UCKAOUYUTL HE3aBUCUMbIE ANCKM U RDM-gUCKK B pexnme
dU13nYeCcKo COBMECTUMOCTU U3 NNaHA PE3EPBHOIO KOMMPOBaHMA. ECn HE06X0ANMMO BbINOIHUTD
pe3epBHOE KONMPOBAHME 3TUX AUCKOB MW AaHHbIX HA 3TUX AUCKaX, YyCTAHOBUTE areHT B roCTeBOM
onepaLMoHHOM cucTeme.

= [A1UCKM NpAamoro Aoctyna

AreHTbl ans Hyper-V He BbINOHAIOT PE3EPBHOIO KONMPOBAHUA ANCKOB NPAMOro AocTyna. Bo
BPEMA Pe3epPBHOr0 KOMMPOBAHMA areHT NPONyCcKaeT 3TU AUCKKU U Ao6aBnaeT NnpeaynpexaeHus B
ypHa. YTobbl He NoayYaTb 3TW NpPeaynpexXAeHUs, cneayeT UCKAYMTL AMCKM MPAMOro A0CTyna
M3 NiaHa pe3epBHOro KonMpoBaHusa. Ecnn Heo6xoAMMO BbIMOAHWUTL Pe3epBHOE KOMMpoBaHue
3TUX ANCKOB AW AaHHbIX Ha 3TUX AMCKaX, YCTaHOBUTE areHT B roCTeBOM OnNepaLMoHHOM cucteme.

2.2.7 CoBMeCTMMOCTb C NpOorpamMMamm LLINMPOBaHKS

HeT orpaHunyeHunii Ha pe3epBHOE KONUPOBAHWE U BOCCTAHOBAEHME AAHHbIX, 3alIMPOBAHHbIX
nporpammoit wudpoBaHus Ha yposHe ¢alisos.

Mporpammbl WMPOBAHUA HA YPOBHE OUCKO8 WNPYIOT AaHHble Ha neTy. Mo3Tomy gaHHble,
cogeprkalmecs B pe3epBHOM Konuu, He wndpytotca. Mporpammsl WNPpPOBaHMA Ha YPOBHE ANCKOB
YacTo MeHALOT 06/1aCTM CUCTEMbI: 3arpy304Hble 3anucK, Tabanubl pasgenos unm Tabanubl dannosomn
cuctembl. 3T GaKTopPbl BAUAIOT Ha pe3epBHOE KOMMPOBaHUE U BOCCTAHOB/IEHWE Ha YPOBHE AWNCKOB, a
TaK)Ke Ha BO3MOXHOCTb 3arpy3Ku BOCCTAHOBJ/IEHHOM CUCTEMbBI U ee AOCTyNa K pa3geny 30Ha
6e3sonacHocTw.

MOMKHO c034aTb Pe3epPBHYHO KOMWIO AaHHbIX, 3alNGPOBAHHBIX MPY NMOMOLLM YKAa3aHHbIX HUXKe
nporpamm wudpoBaHUA Ha ypPOBHe Ppannos:

=  |lndposaHune anckos Microsoft BitLocker

= McAfee Endpoint Encryption

= PGP Whole Disk Encryption.

[nA HafeXHOro BOCCTaHOB/IEHUA HA YPOBHE AUCKOB C/ieayiTe 06LWMM Npasuiam U pekomeHZaunam
MO KOHKPETHOMY MPOAYKTY.



TunuyHble NpaBuaa YCTaHOBKMU

HacToaTeNbHO pekomMeHAYeTCs YCTaHOBUTb NPOrpamMmy LWMdpPOBaHUA Nepes, yCTaHOBKOM areHToB
pe3epBHOro KONMPOBaHMA.

Cnoco6 ncnonb3oBaHUA pa3aena 30Ha 6e3onacHocTH

Pasgen 3oHa 6e30nacHOCTM He Ao/KeH bbITb 3alndpoBaHa Ha YPOBHE AMUCKOB. 3TO e AMHCTBEHHbIN
cnocob ncnonb3oBaHUA pasaenia 30Ha 6e3onacHOCTH:

1. YcrtaHoBuTe nNporpammy WndpoBaHMA, a 3aTEM YCTAaHOBUTE areHT.

2. Cospaitte pasgen 3oHa besonacHocTw.

3. Wcknouute pasgen 3oHa 6ezonacHocTM npu WNdPOBaAHMN AUCKA UM €70 TOMOB.

Ob6Lwee NpaBuIO pe3epBHOro KONUPOBaHUA

Mo3BONAET BbINO/IHUTL PE3EPBHOE KOMMPOBaHME Ha YPOBHE IMCKOB OMNepaLMOoHHOMN CUCTEMBI.

Mpoueaypbl BOCCTAHOBNAEHUA ANA KOHKPETHbIX Nporpamm
WndposaHue auckos Microsoft BitLocker
Kak BoccTaHOBUTL cucTeMy, 3awwindpoBaHHy dyHKumnen BitLocker

1. 3arpysute mallMHY C 3arpy304HOro HOCUTENA.
2. BoccraHoBuTe cucTteMy. BocctaHoBIEHHbIE AaHHbIe ByayT He3alwndpoBaHbI.
3. [lepe3arpy3nte BOCCTAHOB/IEHHYIO CUCTEMY.

4. Bkatouute dpyHKuMto BitLocker.

Ecnv He06X0AMMO BOCCTAHOBMUTb TOJIbKO OAMH Pasaen AUCKA, BbINOIHUTE BOCCTAaHOB/IEHUE U3
onepaLyMoHHOM cucTembl. Mpy BOCCTAHOBIEHUW C UCMOIb30BAaHWEM 3arpy304HOro HOCUTENA
BOCCTAHOB/IEHHbIM Pa3aes MOXKET He pacno3HaBaTbea cuctemoirt Windows.

McAfee Endpoint Encryption u PGP Whole Disk Encryption

MOHO BOCCTaHOBUTb WNGPOBAHHbIM CUCTEMHbIW Pa3Aen, UCMOAb3ya TONbKO 3arpy304HbIi
HOCUTEeNb.

Ecnun BOCCTaHOBNEHHYO CUCTEMY He yAacTcA 3arpy3uTb, BOCCTAHOBUTE OCHOBHYIO 3arpy304Hyto
3anucb, Kak onMcaHo B cTaTbe 6asbl 3HaHUI MalikpocodT No ccblike
https://support.microsoft.com/kb/2622803

2.3 Toaaepxka hannoBbiX CUCTEM

AreHT pe3epBHOIro KOMMPOBAHMA MOXET CO34aTb pe3epBHYIO Konuto toboi ¢annoBoi cuctemsl,
OOCTYMNHOW M3 ONepaLMoHHOM CUCTEMbI, B KOTOPOM YCTaHOBAEH areHT. Hanpumep, areHT gas
Windows MmoXeT BbINONHUTL Pe3epBHOE KONUMPOBAHWME W BOCCTaHOBAEHME GalinoBoit cucTtembl exts,
€C/IM COOTBETCTBYHOWMN ApainBep ycTaHoBAeH B Windows.

B cnepytolelt Tabnuue npeacraBneHa cBoaHan MHPopmaLma o GalinoBbIX CUCTEMAX, B OTHOLLEHUN
KOTOPbIX MOKHO BbIMO/IHATL Pe3epPBHOE KONMPOBaHME U BOCCTaHOB/IEHME (3arpy304Hble HOCUTENN
noAaAep*KMBatoT TO/IbKO BOCCTaHOBAEHME). OrpaHMYEHUA NPUMEHSAIOTCA KaK K areHTam, Tak U K
3arpy304HbIM HOCUTENIAM.



Mopaepikka
daiinosan 3arpy3ouHble -
3arpy3o4Hbin OrpaHuyeHusa
cucrema HOocUTEeNUn AnA
AreHTbl . HocuUTenb gnA
Windows u
. Mac
Linux
FAT16/32 + +
NTFS Bce areHTbl + +
bes orpaHuyeHui
ext2/ext3/ext4 + -
HFS+ AreHT ansa Mac - +
JFS + B dainbl HEBO3MOXKHO
WUCKNOYUTD U3
ReiserFS3 AreHT ans Linux + - PE3EPBHOM KOMUK AnCKa
. " ®daliNibl HEBO3MOXKHO
ReiserFS4 + -
WCKJTIOUYUTD U3
pe3epBHOM KonNuu
ReFS + + ANCKa
® HeB0O3MOXHO
Bce areHTbl NU3MEHUTb pasmep
XFS + + TOMOB Npw
BbINO/IHEHUMN
BOCCTaHOB/IEHMUA
Linux SWAP AreHT ans Linux + - bes orpaHuMyeHui

MporpammHoe obecneyeHne aBTOMaTUYECKM NEPENAET K MOCEKTOPHOMY pe3epPBHOMY KOMMPOBAHUIO
A5 AUCKOB C HEPACMNO3HAHHbIMU UM HenoaaepKnBaembiMu GannoBbiMn cuctemamm. NMocekTopHoe
pe3epBHOE KONUPOBAHWE BOSMOXKHO A1A Ntoboit paitnosoli cuctemol, KOTopas:

®  OCHOBaHa Ha 6/710Kax;

" 33aHUMaET OAMH OMUCK;

" MMmeeT CTaHAapTHYlo cxemy pasgenos MBR/GPT.

Ecnn ¢aVIﬂOBaﬂ CNCTEéMa He COOTBETCTBYET 3TUM Tp66OBaHVIFIM, npouecc pe3epBHOro KoNMpoBaHuA
3aBepuwunTca cboem.

2.4 AKTMBaLMSA YYETHOW 3anNuUcK

Mocne TOro Kak agMMHUCTPATOP CO34aCT 4/1A Bac y4eTHYIO 3anucb, Ha Ball aApec 3/1eKTPOHHOM
noyTbl ByAeT OTNpaBAeHo COObLLEHNE. ITO COOBLLEHNE COAEPHKUT CNEAYIOLLYI0O MHPOPMALMIO:

= Ccbl/IKa Ha AaKTUBaLUIO y‘-IETHOﬁ 3anucun. LLlenkHuTe 3Ty CCbINKY U 3a,a,a171Te naposib AnA AaHHOVI
yquHoﬁ 3anmcu. 3anomHUTE CBOE MMA A8 BXOAa, KOTOpoe 0T06pa)1<aeTcn Ha CTpaHuue
dKTuBauuun yLIETHOVI 3anucu.



= CcblIKa Ha CTPaHMLY BXOAA B KOHCOJIb agMUHUCTPaTopa. Mcnonb3yiiTe 3Ty CCbIKY 414 A0CTyNa
K KOHconu B Byayluem. MNMpu aTom noTpebyeTca yKasaTb UMA 414 BXOAa U Napob U3
npeablayliero wara.

2.5 [locTyn K cepBucCy pe3epBHOro KonmpoBaHus

Mocne aKTMBaLMKN YYETHOM 3aMNCK Bbl CMOKETE BOMTM B CEPBUC PE3EPBHOMO KOMMPOBAHWA.

Bxod e cepesuc pe3epeHo20 KonupoeaHuAa

1. OTKpoliiTe CTpaHMLYy BX0OZa B CEPBUC Pe3epBHOro KONMPOBaHUA. Aapec CTpaHuubl BXoaa bbin
yKa3aH B COOB6LLEHNN 3/1eKTPOHHOW NOYTbI CO CBeAeHUAMM 06 akTMBaLUN.

2. BseauTe MMsA N0O/b30BaATENA U NAPOJb YYETHOM 3aMNMUCK.
3. HaxKmuTe KHoMKy BoiiTu.

MOHO M3MeEHUTb A3bIK BEB-UHTepdelica, WeNKHYB 3HaY0K B BUAE GUTYpbl YE/I0BEKA B BEPXHEM
npasom yray.

2.6 YcTaHOBKa NporpamMMHOro obecrneveHus

2.6.1 T[logrotoBka
War 1

Bbl6epMTe areHT B 3aBUCMMOCTU OT TOro, AN1A KaKOro MMeHHO obbeKTa HY*HO CO34aTb pe3epBHYIO
Konuto. B Ta6J'IMLI,E HWXe npuseaeHbl OCHOBHbIE CBeAEHWA, KOTOPbIE NOMOTYT BaM NMPUHATbL
peweHune.

ObpaTtuTe BHMMaHMe, 4To areHT ana Windows yctaHaBanBaeTcA BMecTe ¢ areHTom ana Exchange,
areHTom ana SQL, areHtom gna VMware, areHTom gns Hyper-V u areHtom gna Active Directory.
Hanpumep, yctaHoBMB areHT ans SQL, Bbl TaKKe CMOXKeTe c034aBaTb pe3epBHble KOMUK BCEW
MaLUUHBI.

[Ona KaknMx 06beKToB Kakolii areHT cneayet Kyaa ero cnegyet ycTaHOBUTL?
HYXKHO co34aTb YCTaHOBUTb?
pe3epBHble Konun?

dusnueckmne mallmHbl

dusmyeckmne malmnHbl AreHT ansa Windows
nog, ynpasieHnem
Windows

dusnyeckme mallmHbI AreHT ansa Linux Ha malwmrHy, pesepBHas Konusa KoTopown byaet
noAa ynpasaeHmem OC co3jaHa.
Linux

Ddusmyeckne malmHeol AreHT ana Mac
nop ynpasaeHmem OS X

MpunoxxeHua

basbl gaHHbIX SQL AreHT ana SQL Ha mawwuHy ¢ cepsepom Microsoft SQL Server.

basbl gaHHbIX Exchange | AreHT ans Exchange Ha mawuHy ¢ ponbto noyToBoro Awmka Microsoft
Exchange Server.

MouToBbIE ALLMKHN AreHnt gns Office 365 Ha mawwuHy ¢ Windows, KoTopasa nogKkatodeHa K

Microsoft Office 365 NHTepHeTy.




[Onsa KaknMx 06beKToB
HY}KHO CO3AaTb
pesepBHble KoNuu?

Kakoli4 areHT cneayet
YCTaHOBUTb?

Kyaa ero cnepyeTt ycTaHOBUTH?

MallUMHbI C AOMEHHbIMM
cny>k6amu Active
Directory

AreHT ana Active Directory

Ha KoHTpoasnep gomeHa.

BupTyasnbHble MaLUUHbI

BupTyanbHble MaLUnHBbI
VMware ESXi

AreHT ana VMware

Ha mawuHy nog ynpasneHmem Windows c ceTeBbiM
poctynom K vCenter Server u xpaHunumuy
BMPTYa/bHbIX MaLUUH. *

BupTyanbHble MaLUnHBbI
Hyper-V

AreHT ana Hyper-V

Ha xocTt Hyper-V.

BupTyanbHble MalLmnHbI
N KOHTenHepbl Virtuozzo

AreHT ansa Virtuozzo

Ha xocte Virtuozzo.

BupTyanbHble MalKHbI,
pa3melleHHble B
Amazon EC2

BupTyanbHble MalwmnHbI B
cpene Windows Azure

BupTyanbHble MalUWHbI
Ha xocTe Citrix
XenServer

Red Hat Enterprise
Virtualization (RHEV)

BupTyanbHble MaLMHbI
Ha ocHoBe Aagpa (KVM)

BupTyanbHble MalUMHbI
Oracle

To e camoe, 4To U gnA
bU3NYECKUX MaLLUMH**

Ha malwmHy, pesepBHas Konusa KotTopon byaet
co3faHa.

Mo6unbHble ycTpoucTBa

Mob6unbHble ycTpoicTBa
¢ Android

MobunbHoe NpunoKeHme
ana Android

Mo6unbHble ycTpoiicTea
ciOS

MobunbHoe NpunoKkeHme
ana ios

Ha MobuibHOE YCTPOICTBO, Pe3epBHYIO KOMMUIo
KOTOPOTO HY}KHO CO34aTb.

* Ecnm ¢ ESXi ucnonbsyetcs SAN-xpaHUAULLE, YCTAHOBUTE areHT Ha MalUWHY, NOAKNOYEHHYIO K TOW e ceTn
SAN. AreHT byzeT co34aBaTb pe3epBHble KOMUK BUPTYaIbHbIX MaLLMH NPSAMO M3 XPaHUAULLA AaHHbIX, @ He

yepes xocT ESXi n nokanbHyto ceTb. MoapobHble MHCTPYKUMKM CM. B pasaene «AreHT ana VMware — pesepBHoe

KonupoBaHue 6e3 Ucnonb3oBaHMA 0KanbHOM ceTu» (cTp. 121).

**BMpTyaanaﬂ MallnHa CHUTAETCA BVIpTyal'IbHOI?I, €eC/in ee pe3epBHaa KonuA 6bina CO34aHa C UCno/sib3oBaHNeEmM

BHeLWHero areHTa. Ecnn areHT ycTaHoOBAEH B rocteBoi cncrteme, TO onepaunmn pe3epBHOro KONNMPoOoBaHUNA U
BOCCTaHOB/1IEHMNA BbINOHAKTCA TOYHO TaK e, Kak 1 Ha BmpTyaanoﬁ MawmnHe. Tem He meHee MmalLMHa
CYUTaeTCA BMpTyaﬂbHOVI, €C/In 3a4aHbl KBOTbl Ha KO1IMYE€CTBO MalUUH.

LWar 2

MNposepbTe Tpe6OBaHMﬂ K CUCTEME ONA aleHTOB.




AreHT Mecto Ha AucKe, 3aHUMaemoe areHTaMmu
AreHT ans Windows 550 Mb
AreHT ans Linux 500 Mb
AreHT ansa Mac 450 Mb
600 MB (50 MbB + 550 MB gns areHTa ann
AreHT ona SQL Windows)
ArenT ans Exchange 750 MB (200 Mb +.550 MB gns areHta gna
Windows)
AreHT ana Office 365 550 Mb
ArenT ana Active Directory 600 Mb (50 MbB + ?50 MB gns areHTa gna
Windows)
ArenT ana VMware 700 MB (150 Mb +.550 MB gns areHta gna
Windows)
600 Mb (50 MbB + 550 MbB gns areHTa ana
AreHT ana Hyper-V Windows)
AreHT ana Virtuozzo 500 Mb

Kak npaBuno, areHT ncnosbsyet 300 Mb nommMmo namaATtK, NoTpebasemoi onepaLMoHHON CUCTEMOIA
W 3anyLWeHHbIMU NPUAOKEHMAMU. MaKkcumanbHoe noTpebneHre NamaTM MOXKET gocTuratb 2 M6 B
3aBMCMMOCTM OT 06beMa M TUMNA AaHHbIX, 06pabaTbiBaeMbIX areHTamu.

War 3

3arpysuTe nporpammy ycTaHOBKU. YTOObI HAalTU CCbIJIKM 3arpy3KK, NOCAEL0BATENLHO BbibepuTe
nyHKTbl Bce ycTpoiictBa > [106aBuUTDb.

Ha ctpaHuue lo6aBUTb YCTPOACTBA €CTb CCbIIKM Ha BEO-YCTaHOBLUMKM 419 BCEX areHTOB, KOTOpbIe
ycTaHasnmsatoTtca B OC Windows. Beb-ycTaHOBLWMK — 3TO HEGObLLOW MCNOAHAEMbIN dalin,
KOTOPbIM 3arpyaeT OCHOBHYIO NPOrpammy YCTaHOBKM U3 MHTEpHETA U COXPaHAET ee B KaYecTBe
BpemeHHoro ¢anna. 3ToT pain yganaerca cpasy Ke nocne yCTaHOBKM.

YT106bI COXPaHWUTL MPOrpamMMbl YCTAHOBKM IOKAJIbHO, 3arpy3nTe NakeT CO BCEMU areHTamm i
ycTaHoBKM B Windows Mo ccbl/iKe B HUMKHEN YacTu cTpaHuubl [lo6aButb ycTpoiictBa. JocTynHbI
32-paspAagHbiii M 64-paspAgHbIN NakeTbl. ITU NAKETbl NO3BOAAKT HACTPOUTbL CMIMCOK KOMMOHEHTOB
ANA ycTaHOBKM. C MOMOLLbIO 3TUX NMAKETOB TaK¥Ke MOXHO HaCTPOUTb aBTOMATUYECKYH0 YCTaHOBKY
(Hanpumep, c UICNONIb30BaHWEM TPYNNOBOM NOAUTUKM). ITa NpoLesypa 418 ONbITHbIX NO/Ib30BaTENEN
onucaHa B PykoBoacTse agmuHucTpaTopa (cTp. 14).

YctaHoBKa B OC Linux 1 OS X BbINONHAETCA C NOMOLLbI0 0ObIYHbBIX MPOrPaMmm yCTaHOBKM.

Bcem nporpammam yCTaHOBKU HEO6XOAMMO noakntoyeHune K UHTepHeTy ANA perucTpaumm malinHol B
cepsuce pe3epBHOro KONMPOBaHMA. ECIn NoaKAoYEHNE OTCYTCTBYET, BbINO/IHUTD YCTAHOBKY He
yA4acTcAa.

War 4

Mepepn, ycTaHOBKOM ybeamTech B TOM, 4TO HpaHAMAy3pbl U ApyrMe KOMNOHEHTbI CUCTEMBI
6e30nacHOCTM ceT (Hanpumep, NPOKCU-cepBep) He BNIOKMPYIOT BXOAALLME U UCXOAALIME
nogKkntyeHuma yepes cnegytowme TCP-nopTbl:

= 443 1 8443 — 3TV NOPTbI UCMO/b3YHOTCA A4 AOCTYMNa K KOHCOIN Pe3epPBHOro KONMPOBaHMA,
perncTpauumn areHToB, 3arpy3km cepTMdnKaToB, aBTOPU3aLMM NOb30BaTeNEN, a TaKKe
CKaumBaHuAa $aiinos 13 061a4HOro XPaHNAMULLA;



= 7770...7800 — areHTbl UICNOAb3YIOT 3TW NOPTbI ANA 06MeHa AaHHbIMW C CEpBEPOM YNpaBaeHUs
pe3epBHbIM KONMPOBaHMEM;

® 44445 — areHTbl MICNOML3YIOT 3TOT NOPT ANA Nepenadn AaHHbIX BO BpeMs pe3epBHOro
KOMMPOBaHMA N BOCCTAHOB/IEHUA.

Ec/v B Balwei CeTM BKAKOYEH NPOKCU-CepBEp, CM. pa3aen «HacTpoliku npokcun-cepsepa» (ctp. 28),
KOTOPbIN MOMOXKET NOHATb, HYXKHO /1M KOHPUIYPUPOBATb 3T HACTPOMKM Ha KaXK4oM MaLLMHE C
3anyLLEeHHbIM areHTOM Pe3epPBHOI0 KONUPOBaHMA.

2.6.2 HacTpoWku npokcu-cepBepa

AreHTbl pe3epBHOro KONMPOBaHUA MOTYT NepeaaBaTb JaHHbIe Yepes NpoKcu-cepsep HTTP.

[nsa ycTaHOBKM areHTa TpebyeTtca nogkaoueHme K MHTepHeTy. Ecam NpoKcu-cepBep HacTPOeH B
Windows (MaHenb ynpaBneHus > CBoicTBa 6paysepa > MoaKknoueHUsA), TO NPorpaMma YCTaHOBKM
CYMTAET HACTPOMKM NMPOKCU-CEPBEPA M3 PEECTPa U UCMOb3YET UX aBTOMaTMYecKn. B Linux 1 OS X
HeobXoAMMO YKasaTb HAaCTPOMKM MPOKCU-CEPBEPA A0 YCTAaHOBKM.

YT106bl yKa3aTb HAaCTPOMKM NPOKCK-CepBepa Nnepes yCTaHOBKOM areHTa uan U3MeHMTb MX Noc/e 3Toro,
BOCMO/1b3yATECh MNPOLLEAYPaMM, KOTOPbIMM OMMUCAHbI HUMKE.

B OC Linux
1. Cospawte ¢aiin /etc/Acronis/Global.config n oTkpoiite ero B TekcToBOM pegakrope.
2. CronupyiTe v BCTaBbTe B 3TOT Gaitn cneaytowme CTPOKK:

<?xml version="1.0" ?>
<registry name="Global">
<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"proxy.company.com"</value>
<value name="Port" type="Tdword">"443"</value>
</key>
</registry>

3. 3ameHuTe proxy.company.com nmeHem xocta nam IP-agpecom npokcun-cepsepa, a 443 —
HOMepOM MopTa B AecATUYHOM bopmaTe.

CoxpaHuTte dain.

5. Ecnu areHT pe3epBHOro KOMMPOBaHWA eLLe He YCTAaHOB/IEH, TO MOXHO YCTaHOBUTL ero ceityac. B
NPOTUBHOM C/ly4yae nepes3anycTuTe areHT, BbIMOJHMB CeAYHOLY0 KOMaHAy B l0bom KaTanore:

sudo service acronis_mms restart

In OS X

1. Cospawte dain /Library/Application Support/Acronis/Registry/Global.config v oTkpoiite ero 8
TEKCTOBOM pejakTope, Hanpumep Text Edit.

2. CkonupyiTe 1 BCTaBbTe B 3TOT pain cneayrome CTPOKK:

<?xml version="1.0" ?>
<registry name="Global">
<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"proxy.company.com"</value>
<value name="Port" type="Tdword">"443"</value>
</key>
</registry>



3ameHuTe proxy.company.com umeHem xocTa unu IP-agpecom npokcu-cepsepa, a 443 —
HOMepOM MnopTa B AecATUYHOM bopmarTe.

CoxpaHuTte dpann.

Ecnv areHT pe3epBHOro KonnposaHMA eLle He YCTaHOB/1IEH, TO MOXXHO YCTAaHOBUTb €ro ceiyac. B
NPOTUBHOM C/ly4ae BbINO/IHUTE caeayrouine AEﬁCTBMﬂ, YTOObI nepe3anyCcTtuTb areHT:

a. Ortkpoitte Mpunoxxenusa > Ytuautbl > TepmuHan
b. BblnonHuTe cneaytowme KOMaHab!:

sudo launchctl stop acronis_mms
sudo launchctl start acronis_mms

B Windows

1.

N o v bk

Co3paliTe HOBbIN TEKCTOBbIM AOKYMEHT M OTKPOITE ero B TEKCTOBOM peAaKTope, Hanpumep
Notepad.

CronupyiTe 1 BCTaBbTe B 3TOT dann cregytowime CTPOKK:
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Acronis\Global\HttpProxy]
"Enabled"=dword: 00000001

"Host"="proxy.company.com"

"Port"=dword:000001bb

3ameHuTe proxy.company.com umeHem xocTa unu IP-agpecom Npokcu-cepseepa, a
000001bb — wecTHagLaTEPUYHbIM 3HaYeHEeM HoMepa nopTa. Hanpumep, ©00001bb
COOTBETCTBYET HOMepy nopTa 443.

CoxpaHuTe OKYMEHT C UMEHEM Proxy.reg.
3anyctute ¢pann oT UMeHU agMUHUCTPaTOopa.
MoaTteepanTe nsmeHeHune peectpa Windows.

Ecnu areHT pe3epBHOro KOMMPOBAHMA eLlle He YCTaHOB/IEH, TO MOXHO YCTAaHOBUTb ero ceivac. B
NPOTUBHOM C/ly4ae BbINO/IHUTE chegytouine ,CI,EVICTBMFI, yTObbI nepe3anyCcTtuTb areHT:

a. B meHo Myck Bbibepute KomaHay BbinonHutb 1 BBeaute: cmd
b. Haxmute KHonky OK.

C. BbinosHuUTe cnegylowime KOMaHabl:

net stop mms
net start mms

2.6.3 [lakeTbl Linux

Y106b1 L,06aBUTE HEOBXOAMMBIE MOAYAM K AApY Linux, nporpamme yCTaHOBKM TpebytoTcs
nepeyncieHHble HUXKe nakeTbl Linux.

lMaKeT ¢ 3aro/I0BKaMu AU UCXOAHBbIMW Kodamu Aapa. Bepcua nakeTa fo1KHa COOTBETCTBOBATb
BEPCUM AJpa.

Habop komnunatopos GNU Compiler Collection (GCC). Bepcus GCC aonxKHa 6bITb TOM e, C
KOTOPOW 6bIJ10 CKOMNUIMPOBAHO AAPO.

NHcTpymeHT Make.

NHTepnpeTaTop Perl.

MmeHa 3TMX NnakeToB 3aBUCAT OT UCMO/b3YEMOro lEl,l/ICTpl/|6yTl/1Ba Linux.



B OC Red Hat Enterprise Linux, CentOS u Fedora nakeTbl 06bI4HO YCTaHABAMBAOTCA NPOrPamMmmoin
YCTaHOBKMW. B apyrux anctpmnbytmeax Bbl fOKHbI CAMU YCTAHOBUTL MaKeTbl, ECIM OHU He
YCTaHOB/IEHbI U/IN 3TO HE Te BEPCUU, KOTOPbIe TpebytoTcA.

YcraHoBAEeHbl n HEO6XOAMMbIe naketbl?

YT106bI NPOBEPUTDL, YCTAHOB/IEHbI 1M MaKETbI, cAeNanTe cieaylollee:

1. BbinonHWTe cneayloLLyo KOMaHAy, YTOObl y3HATb Bepcuto Aapa n Heobxoammyto Bepcuto GCC:
cat /proc/version

JTa KOMaHAa BO3BpaLLaeT NPUMEPHO Takue cTpoku: Linux version 2.6.35.6 u gcc version

4.5.1

2. BbINoAHWTE CAeaytoLwyto KOMaHAy, YToObl y3HaTb, YCTAHOBAEH I MHCTpyMeHT Make u
komnunatop GCC:

make -v
gcc -v
[na gcc ybeantecb B TOM, YUTO KOMaHAA BO3BPALLLAET Ty XKe BEPCUIO, YTO U B NapameTpe gccC
version B ware 1. s MHCTpyMeHTa make NpocTo NpoBepbTe, YTO KOMaHAA BbIMOHAETCS.
3. [poBepbTe, yCTaHOB/IEHA /I COOTBETCTBYHOLLAA BEPCUA NAKETOB ANA CO34aHMA Moaynen aapa.
= B Red Hat Enterprise Linux, CentOS v Fedora BbInoAHUTE CAeayloLLy0 KOMaHAy:
yum list installed | grep kernel-devel

= B Ubuntu BbinonHuUTe cneayrolime KOMaHAabl:
dpkg --get-selections | grep linux-headers
dpkg --get-selections | grep linux-image
B KaX40oM 13 3TUX C/lydaeB ybeauTech B TOM, YTO BEPCUM TaKME Ke, KaK B NapameTpe Linux
version s ware 1.
4. Y106bl BbIACHUTb, YCTAHOB/IEH N MHTepnpeTaTop Perl, BbINOAHWUTE CeaytoLyO KOMaHAY:
perl --version

Ecnun Ha aKpaHe oTobpaXkatoTca cBegeHUA 0 Bepcum Perl, 3To 03HaYaeT, YTo MHTepnpeTaTop
YCTaHOB/EH.

YcTaHOBKa NaKeToB U3 peno3nuTopun

B cnepytowiei Tabnaunue yKkasaHo, Kak yCTaHOBUTb HEOBXxoaAMMble NaKeTbl B Pa3NINYHbIX
ancTpmnbytmeax Linux.

Ouctpubytue MUmeHa nakeToB Kak yctaHoBUTb
Linux
Red Hat kernel-devel Mporpamma ycTaHOBKM 3arpy3uT U yCTaHOBUT NaKeTbl aBTOMaTUYECKN
Enterprise gce no Bawer nognucke Ha Red Hat.
Linux make
perl BbinonHuTe cnesytoLLyo KOMmaHay:

yum install perl

CentOS kernel-devel Mporpamma yCTaHOBKM 3arpy3uT U YCTAHOBUT MaKeTbl aBTOMATUYECKMU.
cC
Fedora &
make
perl BbINOMHUTE CneaytoLyto KOMaHAay:

yum install perl




Ubuntu linux-headers BbInoNHUTE creayowme KOMaHabl:

linux-image

gee sudo apt-get update

make sudo apt-get install linux-headers- uname -r°
perl sudo apt-get install linux-image- uname -r’

sudo apt-get install gcc-<package version>
sudo apt-get install make
sudo apt-get install perl

MakeTbl 6yayT 3arpy*KeHbl U3 Peno3nTopma AUCTpnbYTUBA M YCTAaHOBEHDI.

Ansa ppyrux guctpmnbytneos Linux o6paTUTech K 4OKYMEHTALMM N0 ANCTPUBYTUBY, YTOBbI BbIACHUTb
TOYHblE UMeHa Heo6X0AMMbIX NAKeTOB 1 CNOCOBbI MX YCTaHOBKM.

YcTaHOBKa NakeToB BPY4YHYIO

YCcTaHOBKa NAKETOB BPYUYHYHO MOXKET NOTPe60BaTLCA B CeAYIOLMX CAYYanX:

Y MalMHbI HET aKTUBHOM NOoANMUCKWN Ha Red Hat nnau NoAKNKOYEHNA K MHTepHETy.

Mporpamma ycTaHOBKM He MmoxKeT HaliTh Bepcuto kernel-devel n gcc, cooTBeTCTBYOLLYIO BEPCUM
aapa. Ecan goctynHas Bepcus kernel-devel Hosee Bepcun aapa, Heobxoammo 0O6HOBUTL AAPO
WM YCTaHOBUTL cooTBeTcTByoLyo Bepcuto kernel-devel BpyyHyto.

Heobxoanmble NakeTbl UMEIOTCA B JIOKa/IbHOM CETU, U Bbl HE XOTUTE TPATUTb BPEMA Ha
aBTOMATUYECKMNI NOUCK U 3arpysKy.

3arpy3MTe NnaKkeTbl U3 CBOEW JIOKANbHOW CeTU UK C BeD-canTa HadEeXHOro TPpeTbero NoCTaBLWMKa n
YCTaHOBUTE, KaK ONMUCAHO HUXe.

B Red Hat Enterprise Linux, CentOS n Fedora BbINno/IHWUTE C/leAyIOLLYI0O KOMAHAY Kak
NPMBUIErMPOBAHHbIN MN0/1b30BaTEb:

rpm -ivh PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3

B Ubuntu BbinosHWTE CAeayloLLyto KOMaHAy:
sudo dpkg -i PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3

Mpumep: YcTraHOBKa NakeToB Bpy4Hyto B Fedora 14

[ns ycTaHOBKM Heobxoaumbix nakeTos B Fedora 14 Ha 32-pa3pAgHOi MallnHe BbINOHUTE
cnegyrowime waru.

1

BbINosHUTE cieaytoLLyto KoMaHAy, YTobbl y3HaTb Bepcuto aapa n Heobxoanmyio sepcuio GCC:
cat /proc/version

BbIxogHble AaHHble 3STON KOMaHAbl BK/OYAOT CaeaytoLlee:

Linux version 2.6.35.6-45.fc14.1686

gcc version 4.5.1

Monyunte naketbl kernel-devel n gcc, KOTopblie COOTBETCTBYIOT BEPCUM AApPA:
kernel-devel-2.6.35.6-45.fc14.1686.rpm
gcc-4.5.1-4.fc14.i686.rpm

Monyunte nakeT make ana Fedora 14:

make-3.82-3.fc14.1686

YcTaHOBUTE NaKeTbl, BbINOJIHMB CAeAYOLYI0 KOMaHAy Kak I'IpVIBVIﬂeI'VIpOBaHHbIVI Nno21b30BaTE/b:

rpm -ivh kernel-devel-2.6.35.6-45.fc14.i686.rpm
rpm -ivh gcc-4.5.1.fc14.i686.rpm
rpm -ivh make-3.82-3.fc14.i686



Bce 3TM nakeTbl MOXKHO YKa3aTb B O,CI,HOVI KOmaHAe rpm. YCTaHOBKA 3TUX NAKETOB MOXKET
I'IOTpE6OBaTb YCTaHOBKU AONO/THUTE/IbHbIX NAaKETOB AN1A pa3pelleHnA 3aBMCMMOCTEN.

2.6.4 YcraHOBKa areHToB
B Windows

1. Yb6eautecb B TOM, YTO MalUMHA NOAKAOYEHA K MIHTEpHETY.

2. BolauTte Kak agMMUHUCTPATOP M 3aNyCTUTE NPOTrPaMMy YCTAHOBKM.

3. HaxXmunte YcTaHOBUTD.

4. YKaxuTe yyeTHble AaHHble YYeTHOM 3anncK, KOTOPOI HEOBXOAMMO HAa3HAYNUTb MaLLUHY.
5

LLlenkHnTe MoKa3aTb HACTPOUKUN NPOKCU-CepBepa, 4ToObl NPOBEPUTL AN USMEHUTD
nmsa/IP-agpec 1 NopT XocTa NPOKCU-cepBepa. B NpoTUBHOM C/ydYae nponycTute 3ToT war. Ecan
npokcu-cepsep BkAtoveH B Windows, oH onpeaenaeTca u UCNoib3yeTcs aBTOMATUYECKN.

6. [TonbKo npwu ycTaHoBKe areHTa ana VMware] YKaxuTte agpec 1 yuyeTHble gaHHble A40CTyNa AA
cepsepa vCenter Server nan aBTOHOMHOro xocTa ESXi, A1a KOoTopbix areHT 6yAeT BbINOAHATb
pe3epBHOE KOMMPOBAHWE BUPTYa/IbHbIX MalMH. PekomeHayeTcA MCNoAb30BaTb YHETHYHO 3aMuch,
KOTOPOW Ha3Ha4yeHa poab AGMUHUCTPATOP. B NPOTUBHOM C/ydae yKarKuTe YY4eTHYHo 3annch C
HeobxoaMmbiMn npusunernamm (ctp. 123) Ha vCenter Server nnm ESXi.

7. TONbKO NpW YCTaHOBKE Ha KOHTPO/INEP AOMEHA: YKaXKUTE YUYETHYIO 3anmncb No/b30BaTens, nog,
KoTopoii byaeT paboTaTb cykba areHTa. B uenax 6esonacHocT Nporpamma yCTaHOBKM He
MOXET aBTOMATUYECKM CO3aBaTb YYETHbIE 3aNUCK HA KOHTPO/IEPE JOMEHA.

8. Haxmunte HayaTb yCTaHOBKY.

YT06bl U3MEHUTb MYyTb YCTAHOBKM M YYETHYIO 3aNNCb CNYXKObl areHTa, wenkHuTe HacTpoika
napameTpoB YCTAaHOBKM HA NePBOM 3Tane MacTepa YCTaHOBKM.

B OC Linux

1. Yb6eautecb B TOM, YTO MAaLUMHA NOAKAIOYEHA K UIHTEpHETY.

2. 3anyctute dain yCTaHOBKM OT MMEHM Cynepnosib3oBaTens.

3. YKaxkute yyeTHble AaHHble Y4ETHOM 3aNMCK, KOTOPO HEOBXO4MMO HAa3HAYMUTb MALLMHY.
4

YcTraHoBUTe d)!'la)KKVI ANnAa areHToB, KoTopble HGO6XOAMMO YCTaHOBUTb. JJOCTYyNHbI cnegyrowme
areHTbl:

= AreHT gna Linux

= AreHT gna Virtuozzo

AreHT ans Virtuozzo HEBO3MOKHO YCTaHOBUTL 6e3 areHTa ans Linux.
5. 3asepwwuTe npoueaypy yCTaHOBKMU.

CeefeHusa 06 yCTpaHeHMM HEeNONAaAOoK NpeacTaBeHbl B daitne
Jusr/lib/Acronis/BackupAndRecovery/HOWTO.INSTALL.

In OS X

1. Y6egutecb B TOM, YTO MaLUMHA NOAKAOYEHA K MIHTEpHeTy.

2. [Asaxabl wenkHuTte DMG-dain ycTtaHOBKN.

3. [Joxautecb, NOKa onepauMoHHas cuctema NnoaKAYMT 06pa3 yCTaHOBOYHOIO AMUCKa.

4., [Baxabl WenKHUTe YCTaHOBUTD.

5. MMpu HeobxoaAMMOCTM BBEAMTE yYeTHble AaHHble aAMUHUCTPATOPA.

6. YKaxute yyeTHble AaHHble Y4ETHOM 3aMMCK, KOTOPON HEOHXOAMMO HAZHAUYUTb MaALLMHY.
7. 3aBepwunTe Npoueaypy YCTAaHOBKMU.



2.6.5 O6HoBNEHWE areHToB

AreHTbl YKa3aHHbIX HUXe BEPCUN MOMKHO OOHOBUTL Yepes Beb-nHTepdeic.

= AreHt gana Windows, areHT ana VMware, areHT ana Hyper-V — 11.9.191 n 6onee nosgHue
BEpPCUM

®  AreHT ana Linux — 11.9.179 n 6onee nosgHue Bepcum

= [lpyrve areHTbl: MOXHO 06HOBMUTb N1t06YI0 BEPCUIO

Y106bl HAlTK BEPCUIO areHTa, BbibepuTe MallMHy N HaxMUTe KHoNKy 0630p.

Ecan aAMMHUCTPATOPOM CepBUCa PE3EPBHOI0 KOMMPOBAHUA BKJIIOYEHO aBTOMATUYECKoe
obHOB/IEHWE, TO NPU BbIMYCKE HOBOM BEPCUM areHTbl 0OHOBAAOTCA aBTOMATMYECKU. Ecan
aBTOMAaTMYECKOe OOHOBIEHME OTK/IOYEHO W/IM MO KaKoN-1MB0o NpUYMHE ero He yaanochb BbINMOAHUTD,
NCMOJIb3yTe OMUCAHHYIO HUXKE npoLeaypy.

YT106bI 06HOBUTL areHT 6onee paHHel BepCuK, 3arpysmTe 1 yCTaHOBUTE HOBYIO BEPCUIO BPYYHYIO.
YT106bI HATK CCbINIKM 3arpy3Ku, NocaeL0BaTeNbHO BbibepuTe NyHKTbHI Bee ycTpoiictea > Jo6aBuTb.

Ob6HosneHue azeHma yepe3 eeb-uHmepgpeiic
1. UWenkHute HacTpoitku > AreHTbl.

B nporpamme byaeT BbiBeAeH CMMCOK MalUWH. MalUWHbI C areHTamM yCTapeBLUMX Bepcuii byayTt
nomeyeHbl OPaHXEBbIM BOCK/IMLATEIbHbIM 3HAKOM.

BbibepuTe MallnHbI, Ha KOTOPbIX HY}KHO 0OHOBUTbL areHTbl. MallWHbI A0KHbI ObITb BK/IOUYEHbI.
LLlenkHuTe O6GHOBUTb areHT.
Xopn o6HoBNeHUA oTobparKaeTca B CTONOLE COCTOAHMA ANA KaXKA0N MalLMHbI.

2.6.6 YpaneHue areHToB
B Windows

ECv HY»KHO yAannUTb OTAE/IbHbIE KOMMOHEHTbI NPOAYKTa (Hanpumep, OAMH U3 areHTOB UV MOHUTOP
pe3epBHOIO KOMUPOBaHWsA), 3aMycTUTE NPOrpaMmmy YCTaHOBKKU Bce areHTbl A1s yCTaHOBKU B
Windows, Bbibepute n3ameHeHue npoayKTa n OTMeHUTE BbIBOP KOMMNOHEHTOB, KOTOPbLIE HYXKHO
yaanuTb. Ccblsika Ha NPOrpaMmmy YCTaHOBKM JOCTYMHa Ha CTpaHuue 3arpysKu (LLeKHUTe 3HAYOK
YYETHOW 3anMcK B NPaBOM BEPXHEM YTy U BbIBEpUTe NYHKT > 3arpy3ku).

EC/M HY}KHO YyAaNUTb BCE KOMMOHEHTbI NPOAYKTA C MalWHbI, CieayinTe NPUBEAEHHbBIM HUXKE
MNHCTPYKLUMAM.
1. BoWauTe Kak agMUHUCTPATOP.

2. Ortkpolite MaHenb ynpaBneHusa n Bbibepute NMporpammbl U KOMNOHEHTbI (YCTaHOBKA U
yAaaneHue nporpamm B Windows XP) > Acronis Backup Agent > Yaanutb.

3. [HeobnaszaTenbHo] YcTaHOBUTE GNaXKOK YAANUTD }KYpPHanbl U napameTpbl KOHPUrypaumuu.

EcAv nnaHMpyeTca yCTaHOBMTb areHT CHOBA, He YCTaHaB/MBaMTe 3TOT parKoK. Ecan ycTaHOBUTb
bnaxKoK, MalwmHa MoXKeT bbITb AYNANLMPOBAaHA Ha KOHCOAWN Pe3ePBHOro KonMpoBsaHus. Mpu
3TOM pe3epBHble KoMK CTapo MaLLNHbI MOTYT BbITb HE CBA3aHbI C HOBOM MaLLMHOW.

MoaTBepanTe onepauumio.

5. Ecau nnaHWpyeTca YCTaHOBUTb areHT CHOBA, MPOMNyCTUTE 3TOT War. B npoTMBHOM caydae Ha
KOHCOM pe3epBHOro KONMPOBaHUA WeEeNKHUTe HacTpoWKKM > AreHTbl, Bbibepute MalnHy, Ha
KOTOPOW 6bla1 YCTAHOBJ/IEH areHT, a 3aTeM LWEeNKHUTe YAANuTb.



B OC Linux

1. B KauyecTse NpMBMAETMPOBAHHOIO NONb30BaTENA BbIMOAHUTE
Jusr/lib/Acronis/BackupAndRecovery/uninstall/uninstall.

2. [HeobnasaTenbHo] YcTaHoBUTE (GaXKOK YAaNUTb BCe 3/1eMeHTbl TPAaCCUPOBKU NPOAYKTa
(>kypHanbl, 3agaHUA, XpaHUAULLA, NapamMeTpbl KOHUrypaLum NPoAyKTa).
Ecnv nnaHmMpyeTca yCTaHOBUTbL areHT CHOBA, He YCTaHaBAMBalTe 3TOT GpaaxKoK. Ecnm yctaHOBUTD
$NaXKOK, MaLLMHA MOXKET BbITb AyNANUMPOBaHA Ha KOHCOIM Pe3epPBHONO KONMPOBaHMA. Mpu
3TOM pe3epBHbIe KOMUK CTapoi MaLLMHbI MOTYT ObITb HE CBA3aHbl C HOBOM MaLUUHOW.

3. MNoaTBepauTe onepaumtio.
Ecnn nnaHunpyeTca ycTaHOBUTbL areHT CHOBA, NPOMyCTMTe 3TOT Wwar. B npoTMBHOM cnyyae Ha
KOHCO/IM pe3epBHOro KONMPOBaHUA WenKkHUTe HacTpoiiku > AreHTbl, BbibepuTe MalLMHY, Ha
KOTOPOW BblN YCTAHOB/NEH areHT, a 3aTeM We/IKHUTe YAanuTb.

B OS X

1. [saxkabl wenkHute DMG-dainn yctaHOBKN.

2. [oxautecb, NoKa onepaLMoHHan cMcTema NoAKAKYUT 06pa3 yCTaHOBOYHOMO AUCKA.

3. B paHHOM obpase ABaKAabl WeSKHUTE YAanuTb.

4. Tpu HeoBXOAMMOCTN BBEAUTE YUYETHble AaHHble agMUHUCTPaTOpPa.

5. TlopgTrBepauTte onepaumio.

6. Ecnu nnaHupyeTcsa yCTaHOBUTb areHT CHOBA, MPOMNyCTUTe 3TOT Wwar. B npoTMBHOM ciy4Yae Ha

KOHCOMM pe3epBHOro KONMPOBaHUA WeNKHUTe HacTpoiKKu > AreHTbl, Bbibepute malwnHy, Ha
KOTOPOW 6bl1 YCTAHOB/IEH areHT, a 3aTeM LWEeNKHUTe YAaNuTb.

2.7 TlpencraBneHns KOHCOMM pe3epBHOr0 KOMMpoBaHUS

B KOHCO/IM pe3epBHOro KONMPOBAHMWSA ecTb ABa NpeacTaBAeHus: npocToe u TabanyHoe. s
NepeKkNtoYEHNA MeXaY HUMU UCMOb3YETCA 3HAYOK B MPABOM BEPXHEM YTy.



B aTom HebosbLiOMm npeacrasneHn nogoepmnBaeTca Heb0/1bloe KONNYECTBO MALLUH.

All devices m @ @

st1.localdomain &
- Status Last backup Next backup
Not protected Sep 22, 2016, 09:07 PM Sep 26, 2016, 08:00 PM
BACK UP NOW RECOVER
NEW_CT &

- Status Last backup Next backup
Not protected Sep 25, 2016, 09:00 PM Sep 26, 2016, 08:00 PM
BACK UP NOW + RECOVER

new-TEST &

- Status Last backup Nex
Not protected — —

TabanyHoe npeacraBsseHne BKAKOYaeTCA aBTOMAaTUYECKU, KOrga noABAKOTCA MallUHbI B 60nbwoMm
Ko/im4yecTse.

All devices m 5l @ @
Q Search Q!/) Backup
Type Name Status 1 Last backu
yp P & {I} Recovery
st1.localdomain o C Jun22 11:39 AM
e.a Overview
B v Not protected Sep22 09:07 PM
-
- new-TEST Mot protected Sep 25 09:00 PM @ Activities
-
E test-01 Not protected Neve ®
Alerts

B o60oux npeacTaBneHNAX AOCTYNEeH OANH U TOT e Habop GyHKLMIA 1 onepaluii. B sTom goKymeHTe
onucaH NopaaoK BbI30Ba Pas/IMUHbIX KOMaHA, U3 TabaMYHOro NnpeacTasaeHuA.

2.8 Pe3epBHas Konug

MnaH pe3epBHOro KONMPOBaHWA —3TO HAabop NPaBwU, KOTOPbIN onpeaenseT NOPALOK 3aLUUTbI
[AaHHbIX Ha COOTBETCTBYIOLWEN MaLLUMHE.

MnaH pe3epBHOro KONMPOBAHMA MOMXHO NPUMEHUTL K HECKOJIbKMM MaLUMHAM Ha 3Tane ero co3gaHuA
NN No3Xe.
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Co30aHue nepeo2o nNaaHa pe3epeHo20 KONupoeaHus

1.
2.

6.

BbibepnTe MalLMHbI, pe3epBHble KONMUKU KOTOPbIX HE0BX04MMO CO34aTb.
Haxkmunte KHONKy Pe3epBHOe KonupoBaHue.

B nporpamme otobpaxaercsa HOBbIN WaboH NiaHa Pe3epBHOro KONMPOBaHUA.

Entire machine to Cloud Storage # S
WHAT TO BACK UF Entire machine ~

VHERE TO BACK UF Cloud Storage

SCHEDULE Monday to Friday at 11:00 PM

HOW LONG TO KEEF Monthly: 6 months
Weekly: 4 weeks
Daily: 7 days

“RYPTION (@) off @

APPLY

[Heob6sa3aTenbHo] YT06bl MI3MEHUTL UMA MNaHA PE3EPBHOrO KONMPOBAHWA, WEAKHUTE UMSA NO
YMOYAHUIO.

Heobs3atenbHo: 4Tob6bl UBMEHUTD napameTpbl NaaHa, WeAKHUTe COOTBETCTByIOLLI,Mﬁ pa3aen Ha
€ro naHenu.

[Heob6sa3aTenbHo] YT06bl M3MEHUTL NapPaMeTPbl PE3EPBHOIO KOMMPOBAHUA, LLLEIKHUTE 3HAYOK
LIeCTePEHKMU.

Haxkmute KHonKy MpumeHunTb.

lMpumeHeHue cyuwjecmeyroue20 NAaHa pe3epeHo20 KoNupoeaHus

1.
2.

BblﬁepMTe MallKnHbl, pe3epBHbIE KOMUN KOTOPbIX HEO6XO,£I,I/IMO co34aThb.

HaxkmuTte KHoMNKy Pe3epBHOe KonupoBaHue. ECaun Ha BbIBpaHHbIX MalUMHAX Y¥Ke UCNob3yeTcA
CTaHAAPTHbIN NJaH pe3epBHOro KONMPOBaHUA, LWeKHWUTe [,06aBUTb NNaH pe3epBHOro
KOMUPOBaHUA.



B nporpamme 0T06pa>+<ar0Tcs| paHee Co34aHHble N1aHbl Pe3€epPBHOI0 KOMMpPOBaHUA.

e

1st plan

2nd plan

Ha3aj K npyMeHeHHbIM NiaHaM pe3epBHOro KonMpoBaHWA

Co3aaTb HOBbIA

A4

3. BblbepuTe NAaH pe3epBHOrO KONMPOBAHUA ANA NPUMEHEHUA.

4. Haxmute KHonky NMpumeHuUTb.

2.8.1

[NaH pe3epBHOro KONMMPOBaHUS: NaMaTKa

B Ta6n14u,e HUXe BKpaTue OonNMcCaHbl AOCTYNHbIE NAapPaMeTPbIl N/1aHa PeE3epPBHOIo0 KONNMpPOBaHUA. Cee
NMOMOLLBbIO Bbl CMOXKETE /IErKo Co34aTb MNaaH, KOTOprl71 Ny4ylie BCero oreeyaeT salimm I'IOTpE6HOCTF|M.

S/IEMEHTbI ANA

S/IEMEHTbI ANA

PACINNCAHUE

55)

(cTp. 42)
NFS (cTp. 42)*

dalinbl (ToNbKo

HenocpeacTBeHHbI M
Bblb6Op (cTp. 39)
Mpasuna NOANTUKMK

O6nako (cTp. 42)
JlokanbHanA
nanka (ctp. 42)
CeTeBan nanka

KoHdpurypaums ESXi

HenocpeacTBeHHbIN
Bblb6Op (cTp. 41)

.42
dusmnueckmne (crp. 39) (cTp. 42)
MalLLWHbI): . NFS (cTp. 42)*
dunbTpbl daiinos (cTp.
30Ha
55)
6e3onacHocTH
(cTp. 42)**
JlokanbHasa

nanka (ctp. 42)
CeTeBan nanka
(cTp. 42)
NFS (cTp. 42)*

Bcerga nonHoe (cTp.
44)
ExxeHepenbHo
NoNHOE, eXefHEeBHO
MHKpeMeHTHoe (cTp.
44)
HactpanBaemsbii
BapuaHT (M-4-K)
(cTp. 44)

CocToaHMe cuctembl

HenocpeacTBeHHbIN
BblbOp (cTp. 41)

O6nako (cTp. 42)
JlokanbHaA

Bcerga nonHoe (cTp.
44)

PE3EPBHOIO PESEPBHOIO MECTO cxel(,::lldpe:Be::lBMH: © BPEMA XPAHEHUA
KOMUPOBAHUA COXPAHEHMA P
KOMWUPOBAHUA .
Cnocobbl Bbibopa (e ana obnauHoi
cpeabl)
Cloud (cTp. 42)
HenocpeacTBEHHbIN Jlokanbhan B
peA nanka (ctp. 42) ceraa
Bbl6Op (CcTp. 38) MHKPEMEHTHOe
Ounckn/Toma CeTeBan nanka .
Mpasunaa NOANTUKM (oamH dain) (ctp. 44)
(dn3nueckne (cTp. 42)
(cTp. 38) « | Bceraa nonHoe (ctp.
MaLWHBbI) . NFS (cTp. 42)
dunbtpol daiinos (cTp. 3oHa 44)
55) ExxeHepnenbHO
6e3onacHocTH
| T emen
O6nako (cTp. 42) P 44) P-
[uckn/Toma MpaBuna NOAUTUKM JlokanbHasn HacTpanBaembiit
(BupTyanbHble (cTp. 38) nanka {ctp. 42) Ba VIFE)!HT (n-A-n) rlo BOBFjaCTy
PTy ®dunbTpbl Ppaiinos (ctp. | CeTesas nanka P pesepsHOM Konuu
MalLLUHbI) (cTp. 44)

(opHO NpaBuso Ha
Habop pe3epBHbIX
Konuit) (cTp. 46)
Mo Konnyectsy
pe3epBHbIX KONWi
(cTp. 46)
XpaHuTb 6eccpoyHo
(cTp. 46)




Basbl gaHHbIX SQL

HenocpencTBeHHbIM
Bbl6op (cTp. 98)

ba3bl AaHHbIX

HenocpeacTBeHHbIN

nanka (ctp. 42)
CeTeBan nanka
(cTp. 42)

ExxeHepenbHo
NOJIHOE, eXXefHEBHO
WMHKpeMeHTHoe (cTp.

44)
HactpaunBaembiit

Fxchange biGop {cp. 99) gapuaHT (N-W) (cTp.
44)
Mo Konnyectsy
MouyToBbIE ALLMKN HenocpeacTBeHHbI Bceraa pe3epBHbIX Konun
Office 365 Bblbop (cTp. 110) VIHKPEMEHTHOE (cTp. 46)
(oauH daiin) (cTp. 44) | XpaHuTb HeccpoyHo
(cTp. 46)

* PesepBHOE KonunposaHue B 0bwue nanku NFS HegocTynHo B Windows.

** HeBO3MOXKHO co34aTb 30HY 6e3onacHOCTK Ha KomnbloTepe Mac.

2.8.2 BbIbop gaHHbIX 4nst pe3epBHOro KONMpOBaHUS

2.8.2.1

Pe3epBHaA KONMA gUCKa COL4EPHKUT KONUIO JUCKA MO TOMA B 3aNakOBaHHOM BUAe. M3 Takoi Konum
MOXHO BOCCTaHOBUTb OTAE/IbHbIE ANCKU, TOMA UTN d)aVIﬂbl. Pe3sepBHasa konua BCEM MALLMHDbI
coaepKUT BCe ee ANUCKMN.

Bbibop AnCKOB 1 TOMOB

BbibMpaTb ANCKM 1 TOMa dalisibl MOXKHO ABYMA cnocobamm: HenocpeaCcTBEHHO Ha KaXa0M maluuHe
NN C NOMOLLLbIO NPaBUA NONUTUKK. UCKAOUMTD Palifibl U3 pe3epBHOM KOMUM MOXKHO C MOMOLLLbHO
dunbTpos Paiinos (cTp. 55).

HenocpeacTBeHHbIN BblI6Op
Bo3moXHOCTb HenocpeacCTBEHHOIO Bbl60pa AOCTyNnHa TO/IbKO ONA ¢M3MLIECI-(MX MaLluH.

1. B o6nactv dnemeHTbl 4NA pe3epBHOro KONMPoBaHUA BbiGepuTe BapnaHT Aucku/Toma.
2. HaxmuTte dnemeHTbl ANA pe3epBHOro KONUPOBaAHMUA.

3. B obnacti Bbibepute anemeHTbl A41A pe3epBHOro KONUPOBaHUA BbibepuTe BapuaHT
HenocpeacTBeHHO.

4. [nA Kaxaol U3 MalluH, KOTOPas BKAKOYEHA B N/1aH Pe3ePBHOI0 KONUPOBAHUA, YCTaHOBUTE
bnaxkKkM pagom ¢ AMCKaMMU U TOMaMM, KOTopble TpebyeTca CKONMMPOBATb.

5. Haxxmute kHonky FoToBo.

Ucnonb3oBaHue npasua NONIUTUKHU
1. B o6nactv dnemeHTbl ANA pe3epPBHOro KONMPOBaHUA Bbibepute BapmaHT AUcku/Toma.
2. HaxmuTe dnemeHTbl 4NA pe3epBHOro KONUPOBaHUA.

3. B obnactv Bbibepute anemeHTbl ANA pe3epBHOro KONUPOBAHUA BbibepuTe BapmnaHT C
MUCNOJIb30BaHMEM NPABUA NOJIUTUKMN.

4. BblbepuTe roToBble NpasBuaa, BBeauTe CO6CTBEHHbIE AN UCMONb3YITe 06a BapuaHTa.

I'Ipasvma NONINTUKN 6y,u,yT NPMMEHEHbI KO BCEM MalUMHaAM, KOTOPble BXOAAT B MNJ1aH Ppe3epBHOro
KonmpoBaHuA. ECAn Ha malmHe npu 3anycke pe3epBHOro KONMPOBAHUA OTCYTCTBYIOT O6'beKTbI,
COOTBETCTBYHOLMNE XOTA 6bl OoAHOMY Npasunay, KONNpoBaHMe 3aBepPLUNTCA cboem.

5. Haxmute KHoMKy loToBO.



Npasuna gna Windows, Linux 1 OS X

= [All volumes] obo3HauaeT Bce Toma mawmH ¢ Windows 1 Bce NOAKNHOYEHHbIE TOMA MALLWH C
Linux namn OS X.

MNpasuna gna Windows

= Byksa aucka (Hanpumep, C:\) 0603HauaeT Tom ¢ yKa3aHHOW BYKBOW.

= [Fixed Volumes (Physical machines)] o6o3HauaeT Bce Toma GpM3NUYECKUX MALLUH, KpOME
CbeMHbIX HocuTenen. K puKcmpoBaHHbIM TOMaM OTHOCATCA TOMa Ha ycTpoicTsax SCSI, ATAPI,
ATA, SSA, SAS n SATA, a Takke RAID-maccusebl.

=  [BOOT+SYSTEM] o603HayaeT cMCTEMHbIM 1 3arpy304HbIii TOMa. ITO coYeTaHue COOTBETCTBYET
MWHUMaNbHOMY Habopy AAHHbIX, KOTOPbIN HEOHXOAUM AN BOCCTAHOB/IEHUA ONEPALLMOHHOM
CUCTEMbI U3 PE3EPBHOIM KOMUMU.

= [Disk 1] obo3HauaeT nepBblit AUCK MALLIMHbI, BKtOYasA BCE TOMA Ha HeM. YTobbl BbibpaTb
ApYroi ANCK, BBEAUTE COOTBETCTBYIOLLUIA HOMED.

Mpasuna gaa Linux

= /dev/hdal o6o3HauyaeT nepBbili TOM Ha NepPBOM KecTKom aucke IDE.

= /dev/sdal o6o3HauyaeT nepBblit TOM Ha NEePBOM XecTKom aucke SCSI.

= /dev/md1l o603HauyaeT NnepBblit }KECTKUIA AMUCK B NporpammHom RAID-maccuBe.
YT106bI BLIOPATL ApYyrue 6asosbie ToMa, BBeanTe /dev/xdyN, rae:

= x 0603HayaeT TN AUCK];

=  yobo3HayaeT Homep AucKa (a — nepsbli, b — BTOpPON U T. A4.);

= N ob6o3Ha4yaeT Homep Toma.

YT106bI BbIGPATL IOFMUYECKUIA TOM, YKaXKUTE €r0 UMA, a TaK¥Ke UMA rpynnbl TOMoB. Hanpumep, 4Tobbl

CO34aTb pPe3epBHYH KONWIo ABYX siorMyecknx Tomos Iv_root 1 Iv_bin, KoTopble oTHocATCA K rpynne
TomoB vg_mymachine, ykaxute cnegyrowme npasuna Boibopa:

/dev/vg_mymachine/lv_root
/dev/vg _mymachine/lv_bin
Mpasuna gna OS X

= [Disk 1] ob6o3HauaeT nepBbIi AUCK MALLUUHBbI, BKAIOYAA BCe TOMA Ha HeM. YTobbl BbIbpaTh
[Apyroii OUCK, BBeAUTE COOTBETCTBYHOLLMI HOMEP.

2.8.2.2  Bbibop cannos 1 nanok

PesepBHOE KONMPOBaHMeE HA YPOBHE $GaioB AOCTYMHO TObKO 418 GUINYECKMX MALLMH.

[lna BOCCTaHOB/IEHUA ONEPALMOHHOW CUCTEMbI Pe3ePBHOM KoMK Ha ypoBHe $aliNoB HeZ0CTaTOYHO.
BbibepuTe 3TOT CNocob, ecim HEOBXOAMMO COXPAHATL TOJIbKO onpeaeneHHble AaHHble (Hanpumep,
TEKYLLMIA NPOEKT). DTO NO3BOJIUT YMEHbLINTL PAa3Mep apxMBa U TEM CaMbliM COKPATUTbL NOTPEBHOCTb B
AVICKOBOM NPOCTPAHCTBE.

EcTb gBa cnocoba Bbibopa GaitaoB: HENOCPEACTBEHHO Ha KaXKA0M MallMHE UK C NOMOLLbIO NPaBu
NOAUTUKM. [INA KaXKA0ro 13 3TMX CnocoboB BbIBOP MOXKHO YTOYHUTbL C MOMOLLbIO GUALTPOB daiinos
(cTp. 55).

HenocpeactBeHHbIN Bbi6Op
1. B o6nactv dnemeHTbl ANA pe3ePBHOro KONMPoBaHUA Bbibepute BapmaHT Paitabl/nanku.

2. Haxmute dnemeHTbl ANA pe3epBHOro KONUMPOBAHMUA.



3.

B ob6nactv Bbibepute anemeHTbl 418 pe3epBHOro KONUMPOBAHUA BbibepuTe BapmaHT
HenocpeacrseHHO.

[OnAa Kaxkaol mallmnHbl, BKAOYEHHOW B N1aH Pe3epBHOro KONMMPOBAHUSA, BbINOHUTE YKa3aHHble
HUXKe AeACTBUA.

a. LUWenkHute Boibpatb ¢aitnibl U nanku.
b. WenkHnte JlokanbHaa nanka uan Cetesas nanka.
Obuwan nanka Ao/1KHa bbITb AOCTYMNHA C BbIOPaHHON MaLUUHbI.

c. MepelianTe K Tpebyembim daitnam 1 Nankam UM BBEMUTE NYTb U HAXKMUTE KHOMKY CO
cTpenkon. Ecnm notpebyeTcs, yKaxknTe MMsA NoAb30BaTeNA M Napob ANs JOCTYNa K obuiei
nanke.

d. Bbibepute dainbl M Nanku.
e. Haxxmute KHoNKy FoToso.

Ucnonb3oBaHue npaBua NOIUTUKU

1.
2.
3.

5.

B o6nacTvt dnemeHTbl ANA pe3epPBHOro KoNMpoBaHuaA BbibepuTte BapnaHT Paiinbl/nanku.
Haxxmute dnemeHTbl gN9 pe3epBHOro KONMPOBAHMUA.

B o6n1acTu Bbibepute 3ieMeHTbl N5 pe3epBHOro KONUpoBaHua Bbibepute BapnaHT C
MCNONb30BaHWMEM NPaBUA NOJIUTUKMN.

Bbl6epMTe roToBble NpaBnaia, BBeEAUTE COBCTBEHHbIE UK MCI'IOJ'Ib3yf;ITe oba BapuaHTa.

MpaBuia NOANTUKM BYAyT NPUMEHEHbI KO BCEM MalLMHaM, KOTOPbIE BXOAAT B NJiaH pe3epBHOro
KonuposaHua. ECiM Ha MallnHe Npu 3anycke pe3epBHOro KOMMPOBaHMA OTCYTCTBYIOT 06bEKTbI,
cooTBeTCTBYOLWME XOTA Bbl 0AHOMY MPABUY, KONUPOBaHMeE 3aBepLInNTCcA cboem.

HakmuTte KHonKy MoToBO.

Mpasuna Bbibopa ana Windows

MonHbI NyTb K dainy nau nanke, Hanpumep D:\Work\Text.doc naun C:\Windows.
LLIabnoHbl
= [All Files] nossonseT BbibpaTb BCe daliibl HAa BCEX TOMAX MALLMHbI.

= [All Profiles Folder] nossonsert BbibpaTb NanKy, B KOTOPOI XpaHATCA Bce Npoduau
nonb3oBatenei (06biuHO 310 C:\Users unn C:\Documents and Settings).

MepemeHHble cpeabl:

= %ALLUSERSPROFILEY% no3BsonseT BbibpaTb NanKy, B KOTOPOM XpaHATCA 06LMe AaHHble BCeX
npoduneii nonb3osateneit (06biuHo 370 C:\ProgramData vnau C:\Documents and
Settings\All Users).

= %PROGRAMFILESY no3sonseT BbI6paTb Nanky ¢ paiaamm nporpamm (Hanpumep,
C:\Program Files).

= %WINDIRY% no3sonseT BbibpaTb Nanky, B KOTOPO HaxoauTca cuctema Windows (Hanpumep,
C:\Windows).

MO>KHO MCMo/b30BaTb Apyrne NepemeHHble cpebl UM UX CoOYeTaHue € TeKCTom. Hanpumep,

utobbl BbIBPaTHL Nanky Java B nanke Program Files, sBeeaute %PROGRAMFILES%\Java.

MpaBuna Bbibopa ana Linux

MonHbIN NyTb K danay nam Katanory. Hanpumep, 4ytobbl cO34aTb pe3epBHyto Konuio dalina
file.txt 8 Tome /dev/hda3, nogknioueHHom K katanory /home/usr/docs, BBegute
/dev/hda3/file.txt uan /home/usr/docs/file.txt.

=  /home nossonser Bbl6paTb ,CI,OMaLLIHVIﬁ KaTanor CTaHAaPTHbIX nonb3oBaTenei.

=  /root nossonser Bbl6paTb lCI,OMaLLIHl/Il\/‘i KaTanor npusnnermMpoBaHHOro nosib3osartenAa.



= /usr no3BonseT BbibpaTb KaTanor 4na BCeX N0J/Ib30BaTENbCKUX MPOrpamm.
= /etc no3BonseT BbI6PaThb KaTanor ¢ KOHPUIYPaLMOHHBIMU baltamm CUCTEMBI.
= |llabnoHbl
= [AllProfiles Folder] nossonset Bbibpath Katanor /home. B 3Toi nanke no ymonyaHuio
pasmeLlleHbl Bce Npoduam nonb3osatens.
MNpaBuna Bbibopa ana 0OS X
=  [loAHbIM NyTb K Galiny uam Katanory.
= |llabnoHsl
= [All Profiles Folder] nossonset Bbibpatb KaTanor /Users. B 3Toit Nanke no ymonyaHuio
pasmeLlleHbl Bce Npoduam nonb3osaTens.
Mpumepsbi:
"  Y7106bI CO3aaTb pe3epBHyto Konuio daina file.txt Ha pabouem cTone, yKaxuTe
/Users/<username>/Desktop/file.txt, rae <username> — Balue uma nonb3osaTensa.
®  Yr106bl CO34aTb pe3epBHbIE KOMUK AOMALLIHUX KaTaNoroB BCeX Noab3oBaTtenei, ykaxute /Users.

= Y706bl CO34aTb Pe3ePBHYIO KOMMUIO KaTanora, B KOTOPOM YCTaHOB/NEHbI MPUIONKEHUSA, YKaXKUTe
/Applications.

2.8.2.3  BblIbop COCTOSAHUSI CUCTEMBI

Pe3epBHYHO KOMUIO COCTOAHUA CUCTEMbI MOXKHO cO3aaBaTb Ha MalmHax ¢ Windows Vista n OC 6onee
No3gHUX BEPCUMA.

[na storo B ob1acTM dnemeHTbl ANA pe3epBHOro KonnposaHuA Bbl6epMTe BapUaHT CocrosHue
Cncrtembl.

B pe3epBHyI0 KOMWIO COCTOAHMA CUCTEMBI BK/THOYAIOTCA $ali/ibl NEPEYNCNEHHBIX HUKE KOMMNOHEHTOB.

= KoHdurypauma nnaHUMpoBLLMKa 3343aY

= XpaHunuuwie metagaHHbix VSS

= KoHdurypaumsa cyeT4mKa NpomnsBoANTENIbHOCTH

= Cny»ba MSSearch

= doHOBaA MHTeNNEKTYalbHanA cy*Kba nepegaun (BITS)
= Peectp

" UHcTpymeHTapuii ynpasneHuna Windows (WMI)

®  Basa gaHHbIX pernMcTpauum Knaccos cnym6 KOMMOHEHTOB

2.8.2.4  Bbibop KoHpurypaumm ESXi

PesepBHasa Konua KoHdUrypaumm xocta ESXi nossonseT BocctaHoBUTL XocT ESXi Ha «ronoe »kenesoy.
BoccraHoBieHMe BbINOMHAETCA € 3arpy304HOro HoCUTe A,

BupTyanbHblie MallMHbI, KOTOPbIE BbIMNOJHAIOTCA HA A4AaHHOM XOCTe, He BK/IIOYEHbI B pe3epBHYIo
Konuto. Co3aaTb ANA HUX pe3epBHYO KONUKO U BOCCTAHOBUTb UX MOXXHO OTAENIbHO.

B pe3epBHYt0 KOMUIO KOHPUTYPALLIMM XOCTa BXOAAT CIeAyHOLWME SE€MEHTbI:

= Paspgenbl 3arpy3yumka M akTMBHOIO 3arpy304HOro 610Ka AaHHOIOo XOCTa.

= CocTosiHMe x0ocTa (KoHOUTypauus BUPTYyasibHOM CETU U XPaHWIMLLA AaHHbIX, Katoun SSL, ceTeBble
HacTPOWiKK cepBepa U MHGOPMALLMA OKASIbHOTO NO/Ib30BaTENSA).



PacwmpeHua n ncnpasneHmsa, yCtaHoOBAEHHbIE MM NO3TANHO YCTaHAB/IMBaeMble HA XOCTe.

dannbl KypHana.

MpeasaputenbHble Tpe6oBaHUA

B pasgene NMpodunb 6esonacHocTn KoHOUTrypaumm xocta ESXi gonkeH 6bITb BKAOYeH SSH.

HeobxoaMmo 3HaTb Napo/ib YYETHOM 3anmcu «root» xocta ESXi.

Mopadok evibopa KoHgpu2ypayuu ESXi

vk wnN

MNocneposatesibHO BbIGepuTe NyHKTbI VIMIware > X0ocTbl M Knactepbl.
MepenguTe K xoctam ESXi, 4na KoTopbix TpebyeTca co3aaTb pe3epBHbIe KoMnuu.
BbibepuTte xocTbl ESXi 1 wenkHuTe PesepBHOe KonupoBaHMe.

B none Bbibop AaHHbIX, BbibepuTe KoHdurypauma ESXi.

B none Maponb nonb3osatens root ESXi ykaxknte naposib A1A y4ETHOM 3anncK root Ha Kaxkaom
BbIOPaHHOM XOCTE AU NPUMEHUTE OAMH NaPO/ib KO BCEM XOCTaM.

2.8.3 Bblbop MecTa Ha3HayeHus

B pasgene MecTo coxpaHeHus BbibepuTe 0auH U3 NEepPeYnCTIeHHbIX HUXKE BapMaHTOB.

O6nayHoe XxpaHunuwe

PesepBHbie KONUK ByAYyT XpaHUTbCA B 06/1a4HOM LieHTpe 06paboTKM AaHHbIX.

JloKkanbHble Nnanku

Ecnu BbibpaHa ogHa MallMHa, NepenamTe Ha Heli B COOTBETCTBYHOLLYIO NAnKy AW BBEAMUTE MyTb.

Ecnn Bbl6paHO HECKOJ/IbKO MalLnH, BBeAMTe MyTb K nanke. PesepBHble KONUK 6y,CI,YT COXpPaHATbCA
B 3TOM Nanke Ha KaH(LI,OVI ns3 Bbl6paHHbIX ¢M3MHECKMX MaLKWH Mnbo Ha MalWnHe, Ha KOTOpOﬁ
YCT@HOB/IEH areHT 414 BUPTyasibHbIX MaWwKuH. Ecnm nanka He cyuwiecTsyeT, OHa 6y,£I,ET CO34aHa.

CeTeBas nanka
370 nanka, 06Wuin AOCTYN K KOTOPOU NpegocTasaeH nocpeacrsom SMB/CIFS/DFS.
MepenguTe K Tpebyemoit obLuelt nanke an BBeaUTE NyTb K Hell B cieayolem popmaTe:

= [1ns o6wmx nanok SMB/CIFS: \\<uma_xocTa>\<nyTb>\ nam
smb://<uma_xocTa>/<nyTb>/

= [ns nanok DFS: \\<nonHoe pomeHHoe wumA DNS>\<kopHeBoW KaTanor DFS>\<nyTb>
Hanpumep, \\example.company.com\shared\files

Mocne 3TOro HaXKMMUTE KHOMKY CO CTPeikon. Ecan noTpebyeTcs, yKax)ute nms noib3osaTens n
naposb AnA A0CTyna K obLiei nanke.

Manka NFS (goctynHa ana mawuH nog ynpasneHnem Linux nam OS X)

Mepeiaunte K Tpebyemor nanke NFS nav BBeante nNyTb K HeW B cieaytowem popmarte:
nfs://<uma xocTa>/<3KCNOpTUpOBaAHHaA nanka>:/<nognanka>

Mocne 3TOro HaXKMMUTE KHOMKY CO CTPESIKOW.

HeBO3MOXHO BbINONHUTL pe3epBHOE KonupoBaHue B nanKky NFS, 3almuieHHy0 napoaem.

Pa3sgen 3oHa 6e3onacHOCTM (4OCTYNHO, €CAKM 3TOT pas3gen NPUCYTCTBYET Ha KaXKaon us
BbIGPaHHbIX MaLLUWH)

Pasaen 3oHa 6e3onacHoOCTM — 3TO 6e30MNacHbIi pa3gen Ha ANCKe MaLIUHBbI, AN KOTOPOM
co3zaHa pe3epBHasn Konus. Mepes HAaCTPOWKON pe3epBHOM KONUK 3TOT pasaen HeobxoaMmo
co3zaTb BpyyHyto. MIHPopmaumio o cosgaHum pasgena 3oHa 6€30nacHOCTH, ero NPeMmMyLLecTBax
W OrpaHUYeHusX cm. B pasaene «MHbopmaums o pasgene 3oHa 6esonacHocTu» (cTp. 43).



2.8.3.1 WHdopMaumsa o pa3gene 3oHa 6e30nacHOCTU

Pasgen 3oHa 6e3onacHOCTM — 3TO H6e3onacHbI pas3aen Ha AUCKe MalluHbI, 418 KOTOPOM co3aaHa
pesepBHasa Konua. B aTom pasgene moryT XpaHUTbCA AUCKU Uan Galisibl STON MaLlUHbI.

Ecnn Ha ancke npounsonaeT pusmndeckuin cboin, pesepBHble Konum B pasgene 3oHa 6esonacHocTH
MOTyT 6bITb yTpayeHsbl. MosTomy pa3gen 30Ha 6€30MacHOCTM He A0MKeEH bbiTb €4MHCTBEHHbIM
XpaHUAULLEM pe3epBHbIX KOMUA. B KoprnopaTueHOU cpeae pasaen 3o0Ha 6e30MacHOCTM MOXKHO
NpeacTaBMTb Kak BCMOMOraTe/IbHOoe XpaHWNLLE Pe3ePBHbIX KOMU, Koraa 0bblyHOEe XpaHuauLLe
BpemeHHO HeaAOoCTYNHO Uan NoAKNAKYEeHO Yyepes Me,Cl,ﬂeHHbIVI nnu 3arpy>KeHHb|f/'| KaHan.

Mouemy HyXXHO ucnonb3oBaTtb pasgen 3oHa 6esonacHocTU?
Pa3pgen 3oHa 6e3onacHocTy:

= obecneymBaeT BOCCTaHOB/IEHME TOFO e ANCKA, HA KOTOPOM HaXO4MTCA pe3epBHasA KONMA 3TOro
OVCKa;

" obecneymBaeT SKOHOMHbIM M YyA0OHbIN METOoA 3alMTbl AaHHbIX NPU HenpasuabHoW paboTte
nporpammHoro obecrneyeHun, BUPYCHOM aTake UM OWMBOKaX, BbI3BaHHbIX YE/IOBEYECKUM
daKkTopom;

®  yCTpaHAaeTt HEO6XO,CI,MMOCTb B OTOE/NBHOM HOCUTENNIE NN CETEBOM NOAKNKOYEHUN ONA pe3epBHOIo
KOMMpoBaHNA Nan BOCCTaHOB/IEHUNA OAHHDbIX; 3T0 0cobeHHO NonesHo Aana nonb3oBaTenen,
KOTOpPble MEHAKOT MECTO PaCno/1I0XKeHNA.

= MOXeT CNYKUTb NEPBUYHBIM HAa3HAaYEeHUEM NPU UCNOJIb30BAHUU PENINKALMN pe3epBHbIX Konui.

OrpaHuyeHmA
= Pasgen 3oHa 6e@30nMacHOCTM HEBO3MOXKHO OpraHM30BaTh Ha KoMnbloTepe Mac.

= Pasgen 3oHa 6e3onacHocTM — 3TO pasgen Ha 6a3oBom AncKe. Ero HEBO3MOXHO OpraHM30BaTh
Ha AMHAMMYECKOM AMCKE WM CO3AaTb KaK IorMyecknin Tom (ynpasasembiii LVM),

= Paspgen 3oHa 6e3onacHocTM dopmaTtupyetca B paiinosyto cuctemy FAT32. MockonbKy B FAT32
AencTyeT orpaHunyeHmne 4 I'b Ha pasmep ¢alinos, To pesepBHble KONUK HosblIero pasmepa
pa3bunBalOTCA Ha YacTW NPU COXPaHEeHUN B pasaen 3oHa 6e30nacHOCTU. ITO He BAMAET Ha
npoueaypy pe3epBHOro KONMPOBaHMA N €ro CKOPOCTb.

= Paspgen 3oHa 6e30MacHOCTM He nogaep:kmnsaet GopmaT ogHoro dalina pesepsHOM Konum (cTp.
128). Mpu M3MEHEHUN Ha3HaYeHUs Ha pa3gen 30Ha 6e30nNacHOCTM B NJ1aHe pe3epBHOro
KOMUPOBAHWA, KOTOPbI MMEET CXeMy pe3epBHOro KoNnMpoBaHus Bceraa MHKpemeHTHoe (0guH
daiin), naHHaa cxema 3ameHseTcA cxemoli ExkeHeaenbHO NoJsiHOe, eXXeAHEeBHO MHKPeMEHTHOE.

Co3aaHue pa3gena 3oHa 6e3onacHOCTU
1. OnpepaennTe ANCK, Ha KOTOPOM HEOBXOAMMO co3aaTh pasaen 3oHa 6e3onacHoCTy.

2. YT06bI NPOCMOTPETb HOMEP ANCKA, 3anycTUTE HTepdelic KoMaHAHOM CTPOKK M BBEAMUTE
acrocmd list disks.

3. Bocnonb3yiiTecb KomaHgon create asz ytmautbl acrocmd. 3Ta KomaHAa CHavana UCNosb3yer
nepepacnpeaefneHHoe NPOCTPaHCTBO Ha 3TOM AWcKe. ECM 3TOro NpoCcTpaHCTBa HEAOCTAaTOUHO,
6epeTca cBo604HOE NPOCTPAHCTBO C YKa3aHHbIX TOMOB. [10Apo6HY0 MHPOPMaLMIO CM. B
pasaene «MpeobpasoBaHue AUCKa B pe3yabTaTe co34aHUA pasaena 30Ha 6e30MacHOCTU» HUXKe.

Mpumepbl:

= CospgaHue pasgena 3oHa 6e30MacHOCTM Ha gucKe 1 NoKanbHOW MaliuHbl. ByaeT co3aaH
pa3aen 3oHa 6€30MacHOCTM C pa3mMepom Mo YMONYaHMIO, KOTOPbIN onpeaenaeTca Kak
cpefiHee 3HaYeHMe Mexay MakcMmanbHbIM (pasmep BCero HepacnpeaeneHHoro
NPOCTPaHCTBa) N MMHUMabHbIM (0K0M10 50 MB) 3HaueHnaMu.



acrocmd create asz --disk=1

= CosgaHue 3alMLLEHHOrO Naposiem pasgena 3oHa 6e3onacHocTy pasmepom 100 B Ha ancke
2 NOKanbHOM MaluHbI. Ecamn HepacnpeaeneHHOro NPoCcTPaHCTBa HEAOCTAaTOYHO,
NPOCTPaHCTBO ByAeT B3STO CO BTOPOro TOMa 3TOro AMCKa.
acrocmd create asz --disk=2 --volume=2-2 --asz_size=100gb --password=abc12345

= Co3pgaHue pasgesna 30Ha 6besonacHocTu pasmepom 20 I'b Ha ancke 1 yaaneHHOM MalUMHBI.
acrocmd create asz --host=192.168.1.2 --credentials=john,passl --disk=1
--asz_size=20gb

MoppobHoe onncaHne KOMaHabl create asz cm. B cnpaBKe No KOMaHAHOM CTPOKe.

I'Ipe06pa303a|-me AVCKa B pe3ynbTaTe co3aaHuA pasaena 30Ha 6e3onacHocTU

=  Pasgen 3oHa 6e30MacHOCTM BCerga co34aeTcs B KOHLE XKeCTKOro amcka. Mpu BblMMCAEHUM
OKOHYaTe/IbHOM pa3meTKM TOMOB Nporpamma cHavana byaeT ncnonb3oBaTb HepacnpeaeneHHoe
NMPOCTPAHCTBO B KOHLE.

= ECAM B KOHLE AMCKA HE3aHATOro NPOCTPAHCTBA HET MAW HeAO0CTaTOYHO, HO CYLLECTBYeT
He3aHATOe NPOCTPAHCTBO MEXAY TOMaMK, TO 3TM ToMma ByayT nepemelleHbl, 4Tobbl A06aBUTb
60/1bllie He3aHATOro NPOCTPAHCTBA K KOHLLY.

= EC/M BCe He3aHATOe NPOCTPAHCTBO COBbpaHO, HO ero He XBaTaeT, TO Nporpamma 3abepet
cB0H60OAHOE NPOCTPAHCTBO M3 TOMOB MO BbI6OPY, NPOMNOPLMOHANIBHO YMEHBLWB UX pasmep.
MN3meHeHWe pasmepa 3ab10KMPOBaHHbIX TOMOB MOKeT NoTpeboBaTh NepesarpysKu.

= Tem He MeHee Ha TOMe A0/IKHO 6bITb CBO6OAHOE NPOCTPAHCTBO A1 PaboTbl OnepaunoHHON
CUCTEMbI U NMPUNOKEHUIN, HANPUMEP A8 CO34aHNA BPEMEHHbIX ¢daliios. MNporpamma He byger
YMEHbLIATb pasmep TOMa, Ha KOTOPOM CBOOOAHOE NMPOCTPAHCTBO MEHbLLE UKW PAaBHO 25 %
obuwero o6bema Toma. TONILKO eC/iM BCE TOMA Ha AncKe byayT umeTtb 25 % nam meHbolue
cBOHOAHOrO NPOCTPAHCTBA, NPOrPaMMa NMPOLO/IKUT NPOMNOPLUOHAbHOE YMEHbLUEHME TOMOB.

Kak cnegyet u3 npuBeAeHHbIX Bbile COOBpaXKeHUM, He PEKOMEHAYETCA YKa3biBaTb MaKCMMabHbI
BO3MOXKHbI pa3mep pa3aena 3oHa 6esonacHocTn. CheacTeuem sToro byaet oTcyTcTBMe cBOBOAHOMO
NPOCTPAHCTBA Ha /1I06OM TOME, YTO MOXKET NPUBECTU K HecTabuabHoM paboTe onepaunoHHOM
CUCTEMbBI MU NPUNOKEHNI TNBO AarKe K HEBO3MOXKHOCTU MX 3aMyCKa.

2.8.4 PacnucaHue

MapameTpbl pacnMcaHna 3aBUCAT OT TOTO, KyAa byayT COXPaHATLCA pe3epBHbIe KOMUM.

O6nauHoe XpaHUAULEe JaHHbIX

Mo yMONYaHUIO pe3epBHOE KOMMPOBaHWeE BbIMOJHAETCA eXXeAHEBHO C NOHeAEIbHUKA MO NATHULY.
MoskHO Bbl6paTb Bpems 4/1 3anycKa pe3epBHOro KONMpPoBaHus.

YT06bI CMEHUTD 4acCToOTy CO34aHMA pe3epBHoi/'| KOonuu, nepetawmnte Nnoa3yHOK U 3ap,al71Te pacnuncaHue
pe3epBHOro KoONMpoBaHUA.

BHumaHue! [pu nepeom pe3epeHoM KOMUPOBAHUU NPoUCXooum noaHasa o6pabomka ecex OaHHbIX, T0O3Momy
OHO 8binoaHAemcs dosblie nocaedywux. Bee nocaedyowue pesepeHsie KONUU A8AHMCA UHKPEMEHMHbIMU,
61a200aps Yemy Mpouedypa Ux 86INOAHEHUA 3aHUMAem 3HAYUMEeAbHO MeHbWe 8peMeHU.

Mpu BbINONHEHUU pe3epBHOro KONMUPOBAHUA B Apyrue XpaHUAuLWaA

MoxHO Bbl6paTb OAHY N3 CTAHOAPTHbIX CXeM pe3epBHOINro KoONMpoBaHMA NaN CO34aTb CO6CTBeHHyIO.
Cxema BXOOMT B COCTaB NaaHa pe3epBHONo KONMPOBaHUA U COAEPKUT paCcnnCaHne N MeTodbl
CO34aHNA pe3epBHbIX KOMWiA.



B pa3gene Cxema pe3epBHOro KONMPOBAHUA BbibepuTe OANH U3 NEPEUYNCIEHHbIX HUXKE BAPUAHTOB.

[TonbKo pe3epBHble KOMWUK Ha YPOBHE AMCKOB] Bceraa MHKpemeHTHble (0auH daiin)

Mo yMOA4aHUIO pe3epBHOE KOMMPOBaHME BbIMOHAETCA eXeAHEBHO C NoHeAe IbHMUKa No
NATHULY. MOXHO Bbl6paTh BpemMa A1a 3anyCcKka pe3epBHOro KONMPOoBaHUA.

Y106bI CMEHUTB YacCToTy CO34aHMA pe3epBH0171 KoMK, nepetawnte NoN3yHOK N 3a,u,al7|Te
pacnncaHne pe3epBHOro KONMpPoBaHUA.

[ns pesepBHbIX KON UCMONb3YETCA HOBbIN GopMaT pe3epBHOM KONMK B BUAE 04HOro dainna
(cTp. 128).

3Ta cxema HeZOoCTyMnHa Npu BbINOJHEHUU PE3EPBHOrO KONMPoBaHUA B 30HY 6e30nacHoCTM.
Bcerpa nonHoe

Mo yMon4YaHUIO pe3epBHOE KOMMPOBaHMWE BbIMOHAETCA eXXeAHEBHO C NOHeAe/IbHMKa Mo
NATHUUY. MOXHO BblbpaTb BpemMsa A1a 3aMycKa pe3epBHOro KONMPOoBaHKA.

YT06bl CMEHUTL YaCTOTY CO34aHUA PE3EPBHOM KOMKUKM, NepeTaliuTe NosI3yHOK M 3agante
pacnucaHue pes3epBHOro KONMMPOBaHMA.

Ka)K[l,bIVl pPa3 Cco34at0TCA NOJIHble pe3epBHbIE KOMUN.
ExXeHeaenbHO NONHOeE, eXXeAHEeBHO UHKPEeMEeHTHOe

Mo ymonyaHuio pe3epBHOE KONMMPOBaHME BbIMONHAETCA eXxeAHeBHO C NoHeae/IbHUKa No
nATHULY. [ HN HeJenn v Bpemsa 3anycKka pe3epBHOro KONMPOBaHUA MOXKHO U3MEHUTb.

Pa3 B Hegento co3gaeTcsa NoAHAA pesepBHas KonuaA. OcTanbHble KoMK ByayT MHKPEMEHTHBIMU.
Bpems co3gaHua NoJiHOM pe3epBHOM Konuu onpeaenaetca napametTpom ExxeHegenbHoe
pesepBHOe KonupoBaHue (LLeIKHUTE 3HAYOK LLeCTepeHKM 1 Bbibepute MapameTpbl pe3epBHOro
KonupoBaHusa > ExxeHeaenbHoe pe3epBHOE KONUpoBaHue).

Monb3oBatenbcKkue

3aganTe pacnucaHua gnsa NonHbIX, AnddepeHumanbHbiX U MHKPEMEHTHbBIX PE3E€PBHbIX KOMUNA.

OnddepeHumanbHoe pesepBHOE KONMPOBaHME He BbINOHAETCA ANA AaHHbix SQL, Exchange n
COCTOAAHUA CUCTEMBI.

[ononHutenbHble NapameTpbl pacnucaHus

[na Kaxkaoro mecta HasHavYeHUA MOXKHO BbINONHUTb cnegywuimne ,D,GVICTBVIFIZ

3apaTb MHTEPBaA AaT, B Te4eHne KoToporo 6yaeT Mcno/ib3oBaThCA YKazaHHOE pacnucaHue.
YcraHoBsuTe GpnaXKoK BbINOAHATL NNaH B AMana3oHe AaT M YKaXKuTe AnanasoH Aar.

OTK/OYMTL pacnuncaHue. Korga pacnucaHune oTK/AOYEHO, Npasuia XpaHeHWsa He MPUMEHRAIOTCA 3a
UCKIOYEHNEM CyYas, NPY KOTOPOM pe3epBHOE KONMMPOBaHWE 3anyLEeHO BPYUHYIO.

HacTpouTb 3a4epKKy C MOMEHTa 3anNaHNMPOBAHHOMO BPEMEHU. 3HaUEHME 3a4ePXHKKMN Ann
KaXk40M MallnHbI BbIBUPAETCA Cy4ailnHO M HAXOAMTCA B AMana3oHe OT HYAs A0 MaKCMMaAbHOMo
3HaYeHuA, KOTOPOe Bbl yKaxKeTe. [lapameTp MoKeT 6biTb None3eH ANa pPe3ePBHOro KONMPOBaHUA
HECKO/IbKMX MaLlLMH B CETEBOE XpaHMAULLE, YTOObI U36eXKaTb Ype3MEPHON 3arpy3Ku CEeTH.

LLlenkHWTe 3HAYOK LLUECTEPEHKM, 3aTeM NOCNeA0BATENbHO BbibepuTe NyHKTbI MapameTpbl
pe3epBHOro KonuposaHua > NnaHMpoBaHMe 3a[au. YcTaHoBUTE GaaxKoK Pacnpepenatb Bpems
3anycKa pe3epBHOro KONMPOBAHUA NO AOCTYNHOMY BPEMEHU, 3aTEM YKAXKUTE MaKCUMAJ/IbHYIO
3a4epKKy. MPoAoAKNTENbHOCTb 3a4EPXKKN ANA KaXKA0W MallUMHbI onpeaenaeTca npu
NPUMEHEHMM NJaHA PE3EePBHOIO KOMMPOBAHWUA K MALLMHE W OCTaeTcA HEM3MEHHOM A0 Tex nop,
MoKa B NJ1IaHe pe3epBHOro KONMPOBAHMA He ByaeT M3MEHEHO MAKCMMAJIbHOEe 3HaYeHne
334EPXKKMU.

MpumeyaHue. 3mom napamemp 8Ks0YEH 0 YMOAYAHUIO C MAKCUMasbHOU 3adepickoli 30 MuHym.




2.8.5 [lpaBuna xpaHeHus

1. LUWenkHuTe Bpema xpaHeHUA.

2. B pasgene Oumnctka BbibepuTte OANH N3 NEPEUNCTEHHDBIX HUXKE BaPMAHTOB.
" o Bo3pacTy pe3epBHOM KONUM (N0 YMOYAHWIO)

YKaxKunTe, B TEYEHNE KaKOro CPOKa HYXKHO XPaHUTb pe3epBHble KoMK, CO3AaHHble NAaHOM
pe3epBHOro KonuposaHusa. Mo ymonyaHuio Nnpasuna xpaHeHMa 3a4ak0TcA OTAebHO AN
Kaxkaoro Habopa pesepBHbIX Konuii (cTp. 128). YTobbl Mcnonb3oBaTh 0AHO NPABUAO ANA BCEX
pe3epBHbIX KONUN, LiefKHUTe MepeiTn Ha UCNO/Ib30BaHME O4HOro NpPaBuaa ANa Bcex
HabopoB pe3epBHbIX KONWIA.

" o KonnyecTBy pe3epBHbIX KONUi
YKaxKunTe MakcMmasibHOe KOJIMYECTBO XPaHMMbIX Pe3epBHbIX KOMWNA.

= XpaHuUTb pe3epBHble KONUU HeonpeaeeHHO A0Iro

MpumeyaHue. Pe3epsHyrO KOMUK, KOMOPASA XPAHUMCA 8 AI0KAbHOU uau cemesoli Narnke, He803MOMCHO
y0anume, ecau y Hee ecms 3a8UcUMble pe3epaHble Konuu, He nodaexaujue yoaneHuto. Takas yenoyxka 6ydem
yoasneHa MoaHOCMbI0 MOsbKO Mo20d, K020a 3aKOHYUMCA CPOK XPAHEHUS 8CeX 8X00AWUX 8 Hee pe3epaHbIX
konuli. [11a XpaHeHus pe3epeHsix Konull, ydasneHue Komopbix omsaoxeHo, mpebyemcs 00MoaHUMenbHoe
mecmo Ha ducke. Kpome moao, 803pacm u Koau4ecmeo pe3epsHbix Konuli mo2ym npesbituams YKa3aHHbIE
8aMU 3HAYEHUS.

2.8.6 Pennukauus

ECAu BKAOUYMTD pensiMKkaluuio pe3epBHbIX KOMWUIA, TO KaXKaan pe3epBHas KONua KonupyeTca Bo BTopoe
XPaHWMLLE CPa3y e nocse co3gaHusa. Ecnm penankaumnm paHee co3gaHHbIX pe3epBHbIX KOMUIA He
BbINOJIHANACL (Hanpumep, 6bl10 YTPaYEHO CETEBOE MNOAK/IOYEHME), TO MPOrpamMmmMa TaKKe BbINOJHUT
pennKaLuio BCcex pe3epBHbIX KOMUK, KOTopble NOABUINCL NOC/e NocaeaHeN ycrewHom
penanKkauuu.

PennvumpoBaHHble pe3epBHble KONWUK HE 3aBUCAT OT Pe3epBHbIX KOMWIA, OCTaBLLMXCA B UCXO4HOM
XpaHUAWLLE N Ha060pOT. MOXKHO BOCCTAaHOBUTL AaHHble U3 Nto6ol pesepBHON Konum 6e3 gocTyna K
APYIMM XpPaHUAWLLAM.

anMepr ncnosib3oBaHuA
®* Hape)XHoe aBapuitHOe BOCCTaHOB/IeHUE

XpaHuTe pesepBHblE KOMWUM IOKaNbHO (4NA HEMeA/IeHHOTO BOCCTaHOBAEHMWSA) U YAANEHHO (4TOObI
3aLUTUTL Pe3epPBHbIe KOMUKU NPU OTKa3e JI0KaNIbHOMO XPaHUANLA AAHHbIX UAN CTUXMIAHBIX
b6encTeuaAXx)

®"  Wcnonb3oBaHue 061aYHOro XpaHUAULLA AaHHbIX ANA 3aLUTbl AaHHbIX NPU CTUXUIAHBIX
6epcTBUAX

PennMu,MpyVlTe pe3epBHblie KONnn B obnauyHoe XpaHunnnue AaHHbIX, Nepenas TO/IbKO USMeHEHUA
AaHHbIX.

. CoxpaHeHMe TOJZIbKO nNocsieAHUX ToO4YeK BOCCTaHOB/1IeHUA

YpanuTte ctapble pe3epBHble KONuu n3 6bICTpO,E|,el71CTByK)LLI,eI'O 3anoMuHaruwero YCTpOﬁCTBa B
COOTBETCTBMU C NpaBnU1aMUN PE3EPBHOIO KOMUPOBaAHHA, yTobbI 6E3 HEO6XOAMMOCTM He
MCNONb30BaTb EMKOCTb XpPaHEHNA AaHHbIX.

NoapepKuBaemblie pacnonoXKeHus
MOXHO BbINO/IHUTb penanKkauunto pe3epBHoi/'| Konuun u3 ntoboro YKa3aHHOIO HUXe pacno/1IoXKeHUA:

= JloKanbHaa nanka



= CeTveBas Nanka

=  30Ha 6besonacHocTH
MOKHO BbINOMHUTL penanKkauunto p63€pBHOﬁ Konuu 8 ntoboe YKa3aHHOE HUXe pPacnosioKeHne:

®  JlokanbHaAa nanka

= CeTeBaA nanka

= 06nayHOE XPaHUULLE AAHHbIX

lMopAdok eKtoYeHUA penaukayuu pe3epeHbix Konuli

1. Ha naHenu nnaHa pe3epBHOro KONMPOBAHMA BKAKOUUTE Nepekntoyatens Penamumposatb
pe3epBHble KONUU.
3TOT NnepeKkatoyaTeNb 0TOOPAXKaeTCA TObKO B TOM C/lydae, eCn NoAAEPKMBaAETCA penankaums
M3 PacnosioXKeHus, BbIbpaHHoro B nose Mecto coxpaHeHus.

2. B none Mecto gna penankauum yKaxknute Mecto HasHayeHMa penanKkauum, Kak onmcaHo B
pasgene «Bbibop mecTa HasHauyeHua» (cTp. 42).

3. B none CpoK XpaHEHUA YKaXKMTe NpaBuIa XpaHEeHUA, Kak onuncaHo B pasgene «lpasuna
XpaHeHua» (cTp. 46).

2.8.7 LUndposaHne

PekomeHayem wndpoBaTb BCe pe3epBHbIE KOMMM, KOTOPbIe XpaHATCA B 06/1a4HOM XpaHuauLLe
AaHHbIX, 0cOB6eHHO B TOM C/lydae, ecnu Ballelt KomnaHun Heobxoaumo obecneynTb COOTBETCTBUE
TpeboBaHUAM PerynaTopos.

BaxcHas uHdpopmayua. Ecau esi momepseme unu 3abydeme naposb, 0CCMAHOBUMb 3aUIUGPOBAHHbIE
pe3epeaHbie Konuu 6yoem He803MOMHO.

LLUndpoBaHue B NNaHe pe3epBHOro KONMPOBaHMUA

YT106bI BKAOUNTD WINDPOBAHME, YKAKNUTE HACTPOMKN WNdPOBaHMA NPU CO34aHMM NaaHa pe3epBHOro
KonupoBaHusa. MNocsie NPUMEHEHMA NJ1aHA PE3EPBHOI0 KONUPOBaHMA HAaCTPOMKK WKdpoBaHUS byaeT
HEBO3MOXHO M3MeHUTb. YTOObl MCNOIb30BaTb APYrMe HaCTPOMKM WKdPOBAHUSA, CO34alTe HOBbLIN
N/iaH pe3epBHOro KONMPOBaHUA.

OnpedeneHue HACMPOEK WUGPOBAHUSA 6 NAaHe pe3epeHO20 KONUPOBaHUs

1. Ha naHenu nnaHa pe3epBHOro KONMPOBaHMUA BKAOUUTE NepektodaTensb LndposaHue.

2. YKaxute N NoATBEPAUTE Napob WKNPPOBaAHUA.

3. Bblbepute oguH U3 cnegyowmx aNropuTMoB WKdpoBaHUs:

= AES 128 — pesepBHble Konuu 6yayT 3awmndpoBaHbl ¢ UCNob3oBaHMeM anroputma AES u
128-pa3pAagHoro Kawova.

= AES 192 — pesepBHble Konuu 6yayT 3awmndpoBaHbl ¢ UCNosib3oBaHMeM anroputma AES u
192-pa3pAagHoro Kawoua.

= AES 256 — pe3epBHble Konuu 6yayT 3awmndpoBaHbl ¢ UCNoAb30BaHMeM anroputma AES u
256-paspagHoro Katoya.

4. Haxmute KHonky OK.

LLindppoBaHue KaK CBOMCTBO MALUMUHDI

3TOT NapameTp NpesHa3Ha4YeH 419 a4MUHUCTPATOPOB, KOTOpble PaboTaloT C pe3epBHbIMMU KONUAMU
HECKO/IbKMX MaWWH. EC/IM HE0BX0AMM YHUKAbHBINA Napo/b WNPPOBAHMA A5 KaXKA0W MaLIMHbI UK
HY»KHO MPUHYAUTENbHO WNdPOBATL Pe3epBHbIe KOMUM HE3ABUCMMO OT HACcTPOEK LWMPOBAHUSA NaaHa
pe3epBHOIO KOMUPOBaHMA, COXPAaHMTE HAaCTPOMKM WNPOBAHMA HA KaxKA0W MalLMHE B OTAE/IbHOCTY.



CoxpaHeHWe HacTpoek WndpPoBaHMSA Ha MaLUMHE BAUAET HA NJIaHbl Pe3epPBHON0 KOMUMPOBaHUA
cnegyrowmm obpasom:

®* [naHbl pe3epBHOro KONMPOBAHUA, KOTOPbIE YXKe NPUMEHEHbI K maliuHe. Ecan HHCTpOVIKM
LLIMd)pOBaHMﬂ B NJiaHE pe3epBHOIo KONMpPoBaHUA pa3Hble, NPOLLECCHI pe3epBHOINo KONMpPoBaHUA
3aBepuwatca cboem.

" [lnaHbl pe3epBHOro KONUPOBaHMUA, KOTOpble 6YAYT NPUMEHEHbI K MaLlLMHe no3xKe. HacTpoliku
WKNPPOBaAHUA, COXPAHEHHbIE Ha MaLLUWHE, MepeonpesensT HaCTPOMKN LMPPOBAHUA B NaHe
pe3epBHOro KonnpoBaHus. /ltoban pesepBHasa Konua byaeT 3alWwmndpPoBaHa, AaxKe ecm
lWUNPPOBaHNE OTK/IOYEHO B HACTPOIKaXx NaaHa pe3epBHOro KONUMPOBaHUA.

Mocne coxpaHeHUsA HACTPOEK UX HENb3A U3MEHUTb, HO UX MOXHO COPOCUTL, KaK ONMUCAHO HUMKeE.
3Ta BO3MOXKHOCTb A0CTYyMHa To/IbKo mawnH Windows unu Linux. OHa He nogaepxusaetca ana OS X.

9Ty BO3MOXHOCTb MOXKHO UCMO/1b30BaTb HAa MalUKHe C 3anyLweHHbiM areHTom ana VMware. OgHako
cnegyet coboaaTb OCTOPOXKHOCTb, €C/IN K ogHOMY cepBepy vCenter Server NnoaKAO4EeHO HECKOJIbKO
areHToB a1a VMware. O6a3atenbHoe TpeboBaHUE COCTOUT B TOM, YTO /1A BCEX ar€HTOB HAaCTPOMKM
WKbpPOBaAHUA OOMKHbI ObITb 04MHAKOBbI, MOCKOJIbKY MEKAY HAMN MMEET MeCTO NpoLecc
pacnpegeneHusa HarpysKku.

CoxpaHeHue HacCMpoeK WugpoeaHus Ha MawuHe

1. BonauTte Kak agmuHucTpatop (B Windows) nam nonb3oatesnb root (B Linux).

2. BbINoAHWUTE creayoWmin CLLEHAPWIA:

= B Windows: <nyTb_K_ycTaHoBke>\PyShell\bin\acropsh.exe -m manage_creds
--set-password <naponb_wundpoBaHuna>

3pecb <NYyTb_K_YCTAHOBKE> — 3TO MyTb K YCTAHOB/IEHHOMY areHTy pe3epBHOTO
KonupoBaHus. Mo yMo14YaHMIO OH YCTaHaBAMBAETCA B
KaTanor %ProgramFiles%\BackupClient.

® B Linux: /usr/sbhin/acropsh -m manage_creds --set-password <naponb_unppoBaHua>
Pe3sepBHble Konun 6yayT 3aWMPpPOBaHbI C UCMONb30BaHWEM anropuTma AES n 256-paspsaaHoro
K/toua.
Cbpoc HacmpoeK wugposaHus Ha MawuHe
1. BoiauTte Kak agMmuHucTpatop (8 Windows) nnm nonb3oatensb root (B Linux).
2. BbINoAHWUTE creayoWmin CLLEHAPUIA:

= B Windows: <nyTb_K_ycTaHoBKke>\PyShell\bin\acropsh.exe -m manage_creds --reset

3pecb <NYyTb_K_YCTAHOBKE> — 3TO MyTb K YCTAHOB/IEHHOMY areHTy pe3epBHOTO
KonupoBaHua. Mo yMONYaHMIO OH YCTaHaB/MBAETCA B
KaTanor %ProgramFiles%\BackupClient.

= B Linux: /usr/sbin/acropsh -m manage_creds --reset

BHumaHue! [Mocne cbpoca Hacmpoek WugposaHusa Ha MAWUHe, pe3epeHble KONUPOoB8AaHUA 3mMol MAWUHb! He
6ydym 8binoaHAMbCA. Ymobbl npodoamumes pesepeHoe KONuposaHUe MAWuUHbl, co3dalime Hosbil rnaaH
pe3epsHO20 KOMUPOBAHUA.

MopsaaokK pa6oTbl wndppoBaHua

Anroputm WwndposaHus AES BbinonHaeTca B pexknme CBC (uenoyka wndpobioKos) 1 UCNoib3yeT
chOpMUPOBaHHbIM Cy4alHbIM 06Pa30M KUY YKa3aHHOro NoJsib3oBaTtesiem pasmepa (128, 192 uan
256 6uT). Yem 6onblue pasmep Katoya, TeM Aosiblie byeT BbiNOJHATLCA WKdpPOoBaHUE Pe3epPBHbIX
KONWi 1 Tem Bblle byaeT 6€30MacHOCTb AaHHbIX.



3aTem K4 WndpoBaHuUa WNdpyeTcs ¢ NoOMOLbo anroputma AES-256, ncnonb3ysa B KayecTse Katoua
xaw naponn SHA-256. Cam naposib He coxpaHAaeTca rae-nMbo Ha ANCKe AN B pe3epBHbIX Konusax. B
Lenax NpoBepKM UCNoNb3yeTca XaW napona. Takaa ABYyXypOBHEBAA CXema 3aWwuTbl N03BOAAET
06e30nacuTb AaHHble pe3epPBHOMN KOMWUM OT HECAHKLMOHUPOBAHHOIO A0CTyNa, HO BOCCTAHOB/IEHME
YTPaYeHHOro NapoasA HEBO3MOXKHO.

2.8.8 3anyck pe3epBHOro KOnmMpoBaHUs BPYYHYHO

1. BblbepuTe MalnHY, 414 KOTOPOW 3a4aH XOTA Bbl 0AMH NAaH pe3epBHOro KONUMPOBAHWUA.
2. HaxmuTe KHoMKy Pe3sepBHOe KonupoBaHue.

3. Ecav npuMeHeHO HECKOJIbKO NIaHOoB, BbIGEpUTE OAMH U3 HUX.

4. Ha naHenu nnaHa pe3epBHOro KONUPOBAHMUA HAaXXMUTE KHOMKY 3anycTUTb ceifvac.

Mporpecc BbINONHEHUA Pe3epPBHOro KONMPOBaHMUA oTobparkaeTcs B cTo16Ue CocToAHUe ANs
BbIOpPaHHOM MalUMHbI.

2.8.9 [lapaMeTpbl pe3epBHOro KONMpoBaHUs

Y106bI UISMEHUTB napamMeTpbl pe3epBHOro KONMpoBaHmA, WEeNKHNUTE 3HAYOK WECTEPHU PAAOM C
MMeHeM MNaaHa pe3epBHOro KONMPOBaHUA U HaXXmuTe KHonky MapameTtpbl pesepBHOro
KonupoBaHuA.

[ OoCTYNHOCTb NapameTpoB pe3epBHOro KONMPOBaHUA
Habop A0oCTynHbIX MapaMeTpoB pe3epBHOro KONMMPOBaHMA 3aBUCUT OT cieaytowmx GakTopos:

= Cpega, B KOTOpou pabotaet areHT (Windows, Linux, OS X).

= Tun gaHHbIX, 414 KOTOPbIX BbINOJHAETCA pe3epBHOE KONUPOBaHUE (AMCKK, dalinbl, BUPTYabHble
MalLUMHbI, laHHbIE MPUNONKEHMSA).

"  MecTo HasHayYeHMUs pe3epBHOMN Konuu (0bnauHoe XpaHWIMLLE AaHHBIX, JIOKAbHAA UK ceTeBas
nanka).

B cnepytoweit Tabnunue npeactaBnaeHbl 0606LLEeHHbIE CBEAEHUA NO AOCTYNHOCTM NapamMeTpoB
pe3epBHOro KONMPOBaHMA.

PesepBHoOe PesepBHOe sQLu
KONMpOBaHMe Ha KonupoBaHue Ha BupTyanbHble MaLUUHbI Exchange
YPOBHe AUCKOB ypoBHe ¢aiinos &
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2.8.9.1

3a yKa3aHHOe KO/IMYecTBO AHel NoapAa He CO34aHO YCNELWHO HU O4HOM

OnoseLweHus

pe3epBHOI KONUW.

3HayeHMe No yMonYaHuio: OTKAOUEHO.




3TOT NapameTp onpeaenseT, byaeT M co3aaBaTbCA ONOBeELLeHWe, eCAK 3a YKa3aHHbI nepuos,
BpeMeHU NNaHOM pPe3epBHOro KonNnpoBaHuA He ByaeT yCcnewHo co3AaHo HU O4HOM pe3epBHOM
Konuu. MoMUMO NPOLLECCOB pe3epBHOro KONMPOBaHUA, KOToPble 3aBepLIManCcb cboem, Nporpamma
CYMTaeT pe3epBHble KOMUKU, KOTOoPbIe He BbIMOAHAKTCA NO pacnucaHunio (OTCYTCTBYIOLLME pe3epBHble
Konuu).

OnoseweHnA co3aatotca 4na KOHKpETHOﬁ MalWnHbI U 0To6pa>1<ar0Tc;=| Ha BKNaake OnoBeleHUn.

MO3KHO 3a4aTb KO/IMYECTBO AHel noapaa 6e3 co3aaHHbIX pe3epBHbIX Konuii. Mo ncteyeHuu
YyKasaHHoro nepuoaa byaet copmmpoBaHO yBegoOMIEHME.

2.8.9.2  KoHconuaaums pe3epBHON KOMWK

3TOT NapameTp NPUMEHUM A5 CAeAyoWMX CXeM Pe3epBHOro KonnposaHua: Beerga nosHoe,
E)xXeHeAeNbHO NOJIHOE, eXKeAHEBHO MHKpemMeHTHoe 1 Monb3oBaTenbCcKue.

3HauyeHue no ymonyaHuio: OTKAOUEHO.

KoHconnaauma — 3To npouecc o6begmHeHns ABYX U 6osiee Nocnef0BaTebHbIX PE3ePBHbIX KONWUiA B
04HY pe3epBHYI0 KOMMUIO.

Ecnu 3TOT MapameTp BK/IKOYEH, TO pe3epBHas KoMNusa, KOTopas A0/KHa BbITb yaaneHa Npu o4ncTke,
KOHCONMANPYETCA CO CieAytoLLeld 3aBUCUMOIN pe3epBHON Konnen (MHKpeMeHTHas Uau
anddepeHymanbHas).

B npoTMBHOM cnyyae gaHHaA pe3epBHaA KOMKUA COXPaHAETCA 40 Tex Nop, NOKa BCe 3aBUCUMbIe
pe3epBHblie KON He CTaHYT NPpeaAMETOM ANA yAaNneHUA. 3To nomokKeT nsberkartb noTeHunanbHO
LI,OJ'II'OVI KOHCONMAaaunun, HO TDE6VET AONO/THUTENIbHOTO NPOCTPAHCTBA A1A XPaHEHUNA pPe3ePBHbIX
Konwui, yAaneHne KoTopbiX OTKAaAbIBaeTcA. Bo3pacT nam Konmyectso pesepBHbIX Konui MmoryT
npeBbICUTb 3HAa4YE€HWA, 3aaHHbIEe B NpPaBU/1aX XpaHEHUA.

BaxcHo! Heobxo00umo yyumsieams, Ymo KOHCOAUGaUUsA — 3mo rnpocmo 00UH U3 Memo0o8 yoaseHUs, HO He
anbmepHamuea yoaseHuro. mozosaa pe3epsHas Konus He 6ydem codeprameb OaHHbIe, Komopbie
npucymcmeosanu 8 yoasneHHol pe3epsHol Konuu u omcymcmeosanu 8 ocmaswelica UHKpeMeHmMHoU uau
dughpepeHyuansHoli pesepsHoli Konuu.

2.8.9.3 TpoBepka pe3epBHON KOMUK

lMpoBepKa — 3TO onepauua No onpeaeneHno BO3MOXHOCTU BOCCTAHOBAEHUA AaHHbIX U3 pe3epBH017|
Konuu. Ecan aToT NnapameTp BKAKOYEH, TO KaXKAan pe3epBHaA KONMA, CO34aHHAA B COOTBETCTBUU C
N1aHOM pe3epBHOIro KONMPoBaHUA, NPoOBepPAETCA HENOCPEACTBEHHO NOC/1Ie CO34aHUA.

3Ha4yeHune no YMOTYaHUIO: OTKAOYEHO.

Mpu NpoBepKe BbIYUCAAETCA KOHTPOJIbHAA CyMMa A8 KaXKA,0ro 6/10Ka AaHHbIX, KOTOPbIN MOXHO
BOCCTaHOBWTb U3 AaHHOW Pe3epBHOM KONMUK. EAMHCTBEHHOE UCK/IOYEHWE — NPOBEPKA Pe3ePBHbIX
Konuii Ha ypoBHe $alinoB, KOTOPbIe PACTOOKeHbl B 06/1a4HOM XpaHUAULLE AaHHbIX. 9TU pe3epBHble
KOMWW NPOBEPAIOTCA NyTEM NPOBEPKU COrTaCOBAHHOCTU METaAaHHbIX, COXPAHEHHbIX B Pe3epBHOM
Konuwu.

MpoBepKa — 3TO A/IMTE/bHbIN NPOLLECC AaXKe NPU UHKPEMEHTHOM nan anddepeHumnanbHOM
pe3epBHOM KOMMPOBaHUM HEGONbLINX 06bEMOB AaHHbIX. [PMUYMHA 3aK10YaETCA B TOM, UTO BO
BpPEMA onepaumm NPoBEPAIOTCA He TONbKO AaHHble, GU3MYECKU NPUCYTCTBYIOLWMNE B pe3epBHOI
KOMWU, HO 1 BCe AaHHble, KOTOPble BOCCTaHAB/IMBAKOTCA NPW Bbibope 3TOM pe3epBHOM Konun. ITo
TpebyeT A0CTyNa K CO34aHHbIM paHee pe3epBHbIM KONUAM.



XoTA ycnewHan NpoBepKa 03HaYaeT BbICOKYIO BEPOATHOCTb BOCCTAHOB/IEHWUA AaHHbIX, NPOBEpPATCA
He Bce GaKTopbI, BAUAIOLLME HA NPOLLEecC BOCCTaHOBAEHMSA. MpK pe3epBHOM KOMMPOBAHMM
onepaLMoHHOM CUCTEMbI PEKOMEHAYEM BbINOJHUTL TECTOBOE BOCCTAHOB/IEHME C 3arPy304HOI0
HOCMTENA HA 3aNacHOM KeCTKUIA AMCK UK 3aMYyCTUTb BUPTYANbHYHO MaLLMHY U3 pe3epBHOW Konuu
(cTp. 112) B cpeae ESXi unu Hyper-V.

2.8.9.4  CBT (Changed Block Tracking)

3TOT NapameTp NPUMEHUM A5 pe3ePBHbIX KOMUIN Ha YPOBHE AUCKOB A1 BUPTYabHbIX U
du3nYecKkmx malumH, paboTatowmx nog ynpasneHmem Windows.

3Ha4yeHune no YMOI4YaHUIO: BKIIOYEHO.

3TOT NapameTp onpeaenset, byaeT M ucnonbaosaTbea TexHonorna Changed Block Tracking (CBT)
NpPW BbINOJHEHUN NHKPEMEHTHOTO AN anddepeHLmManbHOro pe3epBHOIO KONUMPOBaHKUA.

TexHonorua CBT yckopAaeT npouecc pe3epBHOro KoNnposaHua. U3ameHeHUAa CoAepPKUMOro gMUCKa
HenpepbIBHO OTC/IEXKMBAIOTCA HA YpOoBHe 610KO0B. Mpy 3anycKke pe3epBHOro KONMPOBaAHMA
NM3MeHeHMA MOryT BbiTb HE3aMeA/INTENIbHO COXPaHEHbI B Pe3ePBHYIO KOMUIO.

2.8.9.5 YposeHb OxaTuA

3TOT MapameTp onpeaenaeT ypoBEHb CXKATUA AaHHbIX NPU Pe3epPBHOM KOMMPOBaHWUWU. [JOCTyrnHbIe
ypoBHu: OTcyTcTByeT, ObbluHOE, BbicOKOe.

3HavyeHure no ymondaHuio: O6bluHoe.

Yem Bbiwe YPOBEHb CXKaTUA, TEM 6onble BpeMeHUN 3aHUMMaeT npouecc pe3epBHOro KonmposaHuAa, HO
CO34aHHaA pe3epBHaAa KONMA 3aHMMAET MeHbLLE MeCTa.

ONTMMa/IbHbIN YPOBEHb CXaTUA SAHHbIX 3aBUCUT OT TUMNA KONMPYeMbIX AaHHbIX. JarxKe
MaKCMMa/IbHOE CKaTue He YMEHbLUIUT 3HAYNTE/IbHO pa3mep pe3epBHOM KOMUU, COCTOALLEN U3 yiKe
cKaTbix ¢pannos, Hanpumep JPG, PDF nan MP3. Ho Takme dopmatbl, Kak DOC nnm XLS, cxkumatotca
XOpoLuo.

2.8.9.6 ObpaboTka owmbok

otn napamMmeTpbl NO3BONIAKOT YKa3aTb, KakK AO/1XKHbI O6pa6aTbIBaTbCﬂ OLIJVI6KM, BO3HUKLLUNE BO BpemAa
pe3epBHOro KonNMposaHuA.

B cnyuyae owMbKM NOBTOpUTE ONepauuio

3HayeHMe No yMONYaHMIO: BKAOYeHO. Konnuecteo nonbiTok: 30. UHTepBan mexay nonbitkamu: 30
CEeKyHA.

Ecnv BO3HMKAA yCTpaHMMan ownbKa, nporpamma 6yaeT NpoAoaKaTb NONbITKA BbINOAHUTb
onepaumio. 3agaiiTe BpeMeHHOM MHTEPBAA M KOIMYECTBO MOMbITOK. MoNbITKM ByayT NpeKkpalleHbl B
cnyyae, ecnm onepauma byaeT ycnewHo BbinoaHeHa, MM nocne yKasaHHOIro MakcMMasibHOro Yncna
MOMbITOK.

Hanpumep, ecnim mecTo HasHAYeHUs Ppe3epPBHOM KONMUKU B CETU CTaHET HEAOCTYMHbIM, NPOrpaMmma
6yAeT BbINOMHATL NOMbITKW NOAKAOYEHMSA Kaxable 30 cekyHA, Ho He bonee 30 pas. MonbITkM byayT
npeKpaLLeHbl, Korga noakatoveHne byaer sBocctaHosneHo U/IU ymcio nonbITOK gocTUrHeT
YKa3aHHOro Makcumyma.



MpumeyaHue. Ecau 06aa4Hoe xpaHuauu,e OaHHbIX 8bIOPAHO 8 KAYecmee rnepeuvyHo20 UsauU 8MOPUYHO20
Ha3HayeHusA, 045 Napamempa asmomamu4ecKu ycmaHasausaemcs sHa4eHue BKkaroveHo. Konuyecmeo
noneimok: 300.

He oTtobpakaTb BO Bpems 06paboTKu coobeHna n guanorosbie OKHa (pexxum 6e3
BblBOga COO6LLEHUIA)

3Ha4yeHune no YMOI4YaHUIO: BKIIOYEHO.

B pexxume 6e3 BbiBOAA COOOLLEHWNI CUTYaL MK, TPEDYIOLLME BMELLATENbCTBA NO/b30BaTENA,
pa3peLlaroTcs aBTOMATUYECKM (33 UCKIoYEeHEM 06paboTKM NOBPEXAEHHbIX CEKTOPOB, YTO 3a4aeTcs
oTAeNbHbIM NapameTpom). Ecnn onepauma He MOKeT bbITb NpoaoKeHa b6e3 BMellaTenbCTBa
Nno/ib30BaTess, OHa He byaeT BbiNoHeHa. JonosHUTeNbHble cBegeHMA 06 onepaunn, BKAoYas
MHbopPMauUmio 06 oLWMBKax (eCIM OHU ECTb), CM. B XKypHasie onepaumi.

MponycK noBpeXXAeHHbIX CEKTOPOB

3Ha4yeHune no YMOTYaHUIO: OTKAOYEHO.

Eciv 3TOT napameTp OTK/IIOUEH, KaXKablM pas, Koraa BCTpeYyaeTca NOBPEXKAEHHbI CEKTOP, AeNCTBUIO
pe3epBHOro KONMpPoBaHUA ByaeT HasHavyeHo cocTosiHMe TpebyeTca BMelaTenbCcTBO NOAb30BaTeN .
Y106bl CO3aaTb pe3epBHYIO KOMUIO AaHHbIX C ANCKA, KOTOPbLIN BbICTPO BbIXOAUT U3 CTPOSA, BKAOYUTE
napameTp NPOonycka NoBpexXaeHHbIX CEKTOPOB. Pe3epBHOE KOMMPOBaHWE HEMOBPEXAEHHbIX AaHHbIX
6yZeT BbINOJIHEHO, NOC/Ie YEro MOXKHO MOAK/IOUNTL PE3EPBHYIO KOMUIO ANCKA U U3B/IeYb UCMIPaBHbIE
dalinbl Ha gpyron AucK.

B cnyyae ownbKM Nnpu co3aaHMN MOMEHTANIbHOTO CHUMKA BUPTYa/IbHOM MALLUUHbI
NOBTOpPUTE NONbITKY

3HavyeHMe No YMONYaHMIO: BKAOUYeHO. KonnuecTeo nonbIToK: 3. UHTEpBan mexKay nonbiTkamu: 5
MUWHYT

Ecnun He ypacTtca co3aaTb MOMEHTasIbHbI CHUMOK BMPTYa/IbHOM MalLMHbI, Nporpamma byaet
NPOAO/IKATb NOMbITKM BbINOJIHWUTL ONepaLmio. 3ajainTe BpeMeHHOW MHTepBaa U KOJMYeCTBO
nonbIToK. MonbITKM ByAyT NpPeKkpaLLeHbl B Clyvae, eciv onepaums byaeT ycnewHo BbinoaHeHa, U
noc/ie yka3aHHOrO0 MakCMMaJIbHOTO YMC/1a MOMbITOK.

2.8.9.7  BbICTpoe NHKpeMeHTHOe uin anddepeHunanbHoe pe3epBHoe
KOnMpoBaHme

3ToT NapameTp paboTaeT 418 UHKPEMEHTHbIX U AnddepeHUManbHbIX pe3epBHbIX KoMK Ha YPOBHE
ONCKOB.

3Ha4yeHune no YMONTYaHUIO: BKZIKOYEHO.

NHKpeMeHTHasa unm auoodepeHLmManbHas pesepBHas KOMUsa COAEPKUT TO/IbKO U3MEHEHUS AaHHbIX.
YT06bl YCKOPUTL NPOLLECC PE3EPBHOTO KOMMPOBAHMWA, MPOrpaMma onpesenseT, ecTb M USMEHEHWA B
daiine no pasmepy, AaTe M BpeMeHU nociegHero nsmeHeHus ¢aina. Ecam ata pyHKUMA OTKIIOYEHA,
TO Nporpamma byaeT cpaBHUBATL BCE COAEPKMMOE daitia C TEM COAEPKMMbIM, KOTOPOE COXPaHEHO
B pe3epBHOMN KONuu.

2.8.9.8  OunbTpbl dannos

®dunbTpbl GaliNoB yKasbIBalOT, Kakme daiibl U NAnKW HyXKHO NPONYCcKaTb BO BPeMA Pe3epBHOro
KONMpOBaHUA.



®unbTpbl GanNoB AOCTYNHbI KaK A0 pe3epBHbIX KON Ha YPOoBHe Galinos, Tak U ANA pe3epBHbIX
KOMWI Ha YPOBHE AUCKOB, €C/IN HE YKa3aHOo MHaue.

BkntoueHue ¢punompoe ¢aiinoe

1. BbibepuTe faHHble 414 pe3epBHOr0 KONMPOBAHMA.

2. LLesKHUTE 3HAYOK LWEeCTEPEHKM PALOM C MMEHEM M1aHa Pe3epBHOro KONMPOBaHWA U BbibepuTe
MapameTpbl pe3epBHOro KONUPOBaHUA.

3. Bblbepute GunbTpbl Ppaitnos.
4. Bocnonb3yntech Nt0ObIMU U3 NEPEUNCTEHHbIX HUXKE BapMAHTOB.

Ucknountb daiinbl, COOTBETCTBYIOLWME ONpeaeeHHbIM KpUTepuam
Ectb ABa napameTpa C NpOTUBONO/IOXKHbIMU NPUHUNNAMU ,D,el)‘ICTBMﬂ.

= Co3pgaBaTb pe3epBHble Konuu ¢aitnos, COOTBETCTBYIOWMNX CAEAYIOLWMM KPpUTepUam

Mpumep: Ecnv BbIBpaTb pe3epBHOE KONMMPOBaHUE BCe MaLUMHbI M YKa3aTb B KauecTBe yC10BUsA
dunbtpaumm C:\File.exe, byaet co3paHa pe3epsHasa KONuUa TOIbKO 3Toro daina.

MpumeyaHue 3mom guaemp He pabomaem 0715 pe3epeHoli KONUU HA ypoBHe OUCKOB8, ec/au Mecmom
Ha3HayeHus pe3epsHoli Konuu He Aeaaemcsa 061a4YHOe XPAHUAUULE OaHHBIX.

®" He co3gaBaTtb pe3epBHble Konuu ¢aiinos, COOTBETCTBYIOLWMUX CAEAYIOWUM KpUTEPUAM
Mpumep: Ecnv BbIbpaTb pe3epBHOE KONMMPOBaHUE BCei MaLlUMHbI U YKa3aTb B KayecTse yC/10BuUA
dunbtpaumm C:\File.exe, byaeTt nponyuieH ToNbKO 3TOT ¢paiin.

O6a napameTpa MOXKHO UCMNOJIb30BaTb OAHOBPEMEHHO. MpK 3TOM BTOPOI MMEET NPUOPUTET HaL,
nepsbim (T. e. ecnin ykasatb C:\File.exe B 06oux nonax, atot ¢ann byaet NnponyLLeH Npu pe3epsHOM
KOMMpOoBaHUN).

Ycnosua
®* MonHbiA NyTb

YKaxute nNonHbIM NyTb K paliny nam nanke HaumHasa ¢ 6yksbl AMCKa (Npy pe3epBHOM
konmpoBaHnn OC Windows) nam ¢ KopHeBoro Kartanora (npu pesepBHom KonmposaHuu OC Linux
nnu 0S X).

Kak B Windows, Tak 1 B Linux nam OS X B nyTu K daiiny nam nanke MoxHO MCNo/ab30BaTb NPAMYHO
Kocyto 4epTy (Hanpumep, C:/Temp/File.tmp). B Windows Tak»ke MO>HO MCMoAb30BaTb
TPaguUMOHHYI0 06paTHYto Kocyto vepTy (Hanpumep, C:\Temp\File.tmp).

" Uma

YKaxunte umsa daina unum nanku, Hanpumep Document.txt. byayT BbibpaHbl BCe dhaibl M Nanku ¢
3TUM Ha3BaHUEM.

B ycn10BUAX HE yUnTbIBAETCA PErmcTp cMmBosos. Hanpumep, nytb C:\Temp BKto4aeT BapuaHTbl
C:\TEMP, C:\temp n 1. .

B ycnoBnm moXKHO MCNoab30BaTb ntoboe Kom4yecTso noACTaHOBOYHbIX 3HAaKOB * 1 ?. TN CMMBOJIbI
MOXHO UCMOJ/1Ib30BaTb KaK B MOJIHOM NYTH, TaK U B UMEHU d)ai/’ma NN Nanku.

3Be3gouKa (*) 3ameraeT 0 UM HECKOIBKO CUMBONOB MMeHM daitna. Hanpumep, ycnosne Doc*.txt
BK/ItouaeT B cebs ¢ainbl Doc.txt 1 Document.txt

BonpocuTenbHbIl 3HaK (?) 3amelLaeT B UmeHu paitna poBHO 0AMH CMMBOJ. Hanpumep, yciosue
Doc?.txt BkntoyaeT B ceba daiinbl Docl.txt n Docs.txt, Ho He BKAtoyaeT ¢ainbl Doc.txt 1 Docll.txt



MUcKNoUnTb CKpbITbie ¢daitibl U NanKu

YcTaHoBUTE 3TOT PpaXKoK, YTobbl NPoNycKaTb ¢haiibl U Nanku, KOTopble UMeT aTPUbyT CKpbITbINA
(ana parinosbIx cuctem, Kotopble nogaeprkmeatotca B Windows) namn HaunmHatotes ¢ Touku (.) (ana
dalnosbix cuctem Linux, Takmx Kak Ext2 n Ext3). Ecam nanka cKkpbiTa, TO BCe ee COAEPKMMOE,
BK/Il0YAn HECKPbITble paliibl, OyaeT UCKNOYEHO.

UCKNoUNTb CUCTEMHbDIE d)aﬁﬂbl U Nanku

3TOT NapameTp AeNCTBYET TO/bKO B pannoBbix cuctemax, coemectumblx ¢ Windows. YctaHoBuTe 3T0T
dnaxok, 4Tobbl NponycTUTb BCe ¢palinbl M Nanku c atpubytom CuctemHubin. Ecan nanka nmeet
aTpubyT CUCTEMHDII, BCe ee cogepknumoe (BKAtoYan dainbl, He nmerowwme aTpubyTa CUCTEMHDII)
6yaeT MCKAYEHO.

Cosem [lpocmompems ampubymeol ¢palina unu NAnKu MOXHO 8 ux ceolicmaax uau ¢ MOMoW,blo KOMAaHObI
attrib. [JlononHumensHole c8e0eHUS MOMXCHO M0Ay4UmMb 8 UeHmpe cripasku u noddepxcku Windows.

2.8.9.9 MomMeHTanbHble CHUMKWN pe3EePBHbIX KOMUI Ha YpOBHE (haiinos

3TOT NapameTp AENCTBYET TO/IbKO PE3EPBHOM KOMNUM Ha ypOBHE Gpanios.

Jtort napamMmeTp onpenenaet, BbIMO/IHATb NOCNeA0BaTe/IbHOE pe3epBHOE KONMNpoBaHKMe d)aﬁnos nnn
Aenatb MOMEHTA/IbHbIN CHUMOK AaHHbIX.

MpumeyvaHue. ®alinbl, KOMopble XPAHAMCA 8 CEMEBbIX NAMNKAX, MPU co30aHUU pe3epsHoli Konuu ece20a
Konupyromcs no 00Homy.

3Ha4yeHune no YMOTYaHUIO: Ucnonb3oBatb CHUMOK, €C/11 3TO BO3MOXKHO.

MoHOo BbI6paTb OAMH M3 CeAyIOLINX BAPUAHTOB:

"  [lo BO3MO}KHOCTU CO34aBaTb MOMEHTa/IbHbI CHUMOK
Mpsamoe pe3epBHOe KonMpoBaHue $ainaos, ecnm co3gaHne MOMEHTAIbHONO CHUMKaA
HEBO3MOXHO.

=  Bcerga co3gaBaTb MOMEHTa/IbHbIA CHUMOK

MoOMeHTaNbHbI CHUMOK NO3BO/ISIET BbIMOJIHATL pe3epBHOE KOMMPOBaHUe Bcex $alinos, BKIOYas
Te, KOTOPble OTKPbITbl C MOHOMO/IbHBIM A0CTYNOM. Bce daiinbl B pesepsHoit kKonun byayTt
COXPaHEeHbl B COCTOAHWUM Ha JaHHbIN MOMEHT BpemeHU. BoibepuTe 3Ty HaCTPOWKY TOIbKO B
cny4vae, eciv 3Tn GpakTopbl UMEIOT BaXKHOE 3HaYyeHue, T. €. pe3epBHOe KonmposaHue ¢annos 6es
CO3ZaHNA MOMEHTA/IbHOTO CHUMKA JINLIEHO CMbICNa. ECM MOMEHTasIbHbIN CHUMOK HE MOKEeT
6bITb CAENaH, pe3epBHOE KONMUPOBaHME 3aBEPLUUTCA OLLUMOKOMN.

®* He co3aaBaTb MOMEHTaJ/IbHbIA CHUMOK

Bcerga BbINOMHATL MPSAMOE pe3epBHOe KonmpoBaHue Gpaiinos. MonbiTKa pesepBHOro
KONMpoBaHMA $alinoB, OTKPLITbIX C MOHOMOJIbHLIM AOCTYNOM, MPUBEAET K OWNOKe YTeHMS.
®daiinbl B pe3epBHON KOMMUM MOTYT BbITb HE CUHXPOHM3WPOBAHbI MO BPEMEHW.

2.8.9.10 CpepacrBa 6e30NacHOCTN Ha YpoBHe halnos

3ToT NapameTp AeCTBYET TO/IbKO A1 pe3epBHOM Konun Ha ypoBHe daiiios B Windows.

ITOT NapameTp onpesenseT, 4ONKHbI I COXPAHATLCA pe3epBHble Konuu paspeleHunii NTFS BmecTe
¢ dannamn.

3Ha4yeHune no YMOYaHUIO: BKIKOYEHO.



Ecau stoTt napamMmeTp BKIKOYEH, pe3epBHbIE KOMUKN d)aﬁnos M NanokK co34akoTcAa C UCXO4HbIMU
npaBamMun Ha 4YTeHuMe, 3annUCb U BbINMOJSIHEHNE d)aﬁnos ANA KaxXa40ro nosab3osarena n Ka)-K,CI,Oﬁ rpynnol.
an BOCCTAHOB/IEHUN d)aﬁna WA Nanku € OrpaHNYeHHbIMU paspelieHAMN Ha MallnHe, rae HeT
y“IETHOﬁ 3aMnCU NONIb30BaTE/IA, YKAa3aHHOIO B pa3pelleHnax, TaKoM cbaﬁn MOXET OKa3aTbCA
HeAOCTYNHbIM ANA YTEHUA TN USMEHEHUA.

Ecnv 3TOT NapameTp OTK/IOYEH, TO BOCCTAHOB/IEHHbIE Qali/ibl M NanKku HacNeAyloT paspeLlleHuns oT
nanku, B KOTOPYIO OHW BOCCTaHaBAMBAIOTCA, UM C AUCKA, €C/IM OHW BOCCTAHAB/IMBAOTCA B KOPHEBYIO
nanky.

B KauecTBe a/ibTepHaTUBHOIO BapnaHTa MOXHO OTK/IIOYUTb BOCCTaHOBAEHMe (cTp. 85) napameTpos
6e3onacHocTU. Pe3ynbTat 6yaeT ToT e — daiabl byayT HacieaoBaTb paspeLlleHma OT poaUTeIbCKON
nanku.

2.8.9.11 CokpalleHue XypHana

3ToT NapameTp NPUMEHMM A5 Pe3epBHOro KonnposBaHuaA 6a3 aaHHbIX Microsoft SQL Server u
pe3epBHOro KONMPOBaHMA Ha YPOBHE AMUCKOB C BKAKOYEHHBIM pe3epBHbIM KOMMPOBAHUEM
npunoxeHuns Microsoft SQL Server.

3ToT NapameTp onpesensieT, byayT M COKpaLLATbCA KypPHaAbl TpaH3aKumin SQL Server nocne
yCMeLwHOoro pe3epBHOro KONMPOBaHWA.

3Ha4yeHune no YMOTYaHNIO: BKZIIOYEHO.

Ecnu 3TOT NapameTp BK/oYEH, 6a3y AaHHbIX MOXHO BOCCTaHOBUTb TOJIbKO MO COCTOSIHUIO Ha TOT
MOMEHT BPEeMEHMU, Koraa STUM NporpaMmHbim obecneyeHnem bbina co3gaHa pesepBHasn Konus.
*ypHanbl TpaH3aKLUMiA pe3epBHOIo KOMMPOBaAHUA CO34at0TCA BCTPOEHHbIM MOAYNEM apXMBaLun
Microsoft SQL Server. Mo»KHO byAeT NPMMEHUTb KypHa/ibl TPAH3aKLUMI NOC/Ie BOCCTAHOBAEHUSA U
TakMm 06pa3om BOCCTaHOBMUTb 6a3y AaHHbIX B COCTOAHME Ha 110601 MOMEHT BPEMEHM.

2.8.9.12 Co3aaHme MOMeHTasnbHbIX CHUMKOB LVM

3TOT NapameTp AeNUCTBYET TONbKO 418 GU3MYECKUX MALLUH.

3TOT NapameTp AeNCTBYET TONLKO A/1A PE3EPBHOIO KONMMPOBaHNA Ha YPOBHE ANCKOB TOMOB,
ynpaBAseMbIX gucrnetyepa Aormyecknx Tomos Linux (LVM). Takne ToMa TaK:Ke Ha3blBaloTCA
NOTMYECKMMU TOMaMMU.

93TOT NnapameTp onpeaenseT cnocob co3gaHMA MOMEHTA/IbHOTO CHUMKA IOTMYECKOro ToMa.
Mporpamma pe3epBHOro KONUPOBAHUA MOMKET BbINONHUTb 3TO CAMOCTOATENbHO UK
BOCMO/1b30BaThCA A/1A 3TOr0 AUCNETYEPOM JIOrMYecKnx Tomos Linux (LVM).

3HayeHMe No yMmonyaHuio: C NOMOLLbIO MPOrpamMmmbl 419 pe3epPBHOro KONUPOBAHUA.

= C nomMoLyblo NPOrpammbl 418 pe3epPBHOro KONMPOBaHUA. [laHHbIe MOMEHTA/IbHOTO CHUMKa
XpaHATcA B ocHoBHOM B O3Y. Tak pe3epBHOEe KONMPOBaHWe BbINOHAETCA bbicTpee, a B rpynne
TOMOB He TpebyeTcsa HepacnpeaeneHHoe NPoCTPaHCTBO. M03ToMy peKoMeHAyeTCcA U3MEHATb
3apaHee 334aHHOe 3HaYeHMNe TO/IbKO NPY BOSHUKHOBEHWWN HEMONAA0K C PE3EPBHbIM
KONMpOBaHMEM IOTMYECKMX TOMOB.

= Cnomouwbto LVM. MomeHTanbHbI CHUMOK COXPaHAETCA B HepacnpeaeieHOM NPOCTPaHCTBe
rpynnbl Toma. Mpu oTCYTCTBUM HepacnpeLeieHHOro NPOCTPaHCTBAa MOMEHTa/IbHbIA CHUMOK
6yneT co34aH NPOrpaMmmoin pe3epBHOro KOMMPOBaHUS.



2.8.9.13 Toukun noaktoyeHuns

3T10T NnapameTp AencteyeT Toabko B Windows ana pesepBHOM KOnnn Ha yposHe daiiios Atboro
WCTOMHWKA AAHHbIX, KOTOPbI BKAOYAET NOAKAOUYEHHbIE TOMA UK 0DBLLME TOMA KacTepa.

3TOT NapameTp paboTaeT TONbLKO B C/yYae, eCcn ANa Pe3epBHOro KoNMpPoBaHUA BbibpaHa nanka,
KOTOpas B MepapXmnmn NanoK HaxoAMTcA Bbllle TOYKKU NoakaoveHuA. (ToUKa NOAKAIYEHUA — 3TO
narnka, K KoTOpOi NOTMYECKU NOAKAOYEH AOMNO/HUTE/IbHbLIN TOM.)

= Ec/v TaKana nanka (poautenbckas nanka) BbibpaHa Ana pe3epBHOro KOMMPOBAHMA U BKOYEH
napameTtp TOYKU NogKAloueHUs, Bce Gait/ibl Ha NOAKNOYEHHOM TOME ByAyT BK/IIOYEHbI B
pesepBHYyto Konuto. Ecan napameTp TOUKM NOAKAIOUYEHUA OTK/IIOUEH, TOYKA NOAKIOYEHNS B
pesepBHOM Konuu byaeT nycTo.

Bo Bpems BOCCTaHOB/IEHUS POAUTENIbCKOM MaMNKM COA4EPKMMOE TOUKN BOCCTAHOBIEHUSA
BOCCTAaHaB/IMBAETCA MU HET B 3aBUCMMOCTM OT TOTO, BK/TIOYEH JIM PEKMM A19 BOCCTAaHOBAEHUSA
ToueK nogKntoueHus (cTp. 85).

= Ecnu BbibpaHa cama ToYKa NOAKAYEHUA UK Ntobas Nanka B NOAKAOYEHHOM TOME, BbibpaHHble
nanku paccmaTpuMBaloTCA Kak 06bIKHOBEHHble. WX pe3epBHOe KonupoBaHue byaeT BbINOHATLCA
He3aBMCMMO OT NapameTpa TOUKU NOAKAIOYEHUA 1 BOCCTaHABAMBATLCA HE3AaBUCMMO OT PEXKMMA
AN BoccTaHoBeHUn Touek nogkntoueHus (cTp. 85).

3Ha4yeHune no YMONTYaHNIO: OTK/TIOYEHO.

Cosem. MoxHO co30a8ames pe3epseHble KOnuu 8upmyanbHsIX MawuH Hyper-V, pacnonoxeHHoix Ha obuem
mome Kaacmepa, nymem pe3epeHo20 KOMupoeaHUus Hy#Heix ¢alinoe uau cezo moma Ha yposHe ¢alinos.
lMpocmo omkao4Yume 8UPMyasnbHele MAaWUHbI, YmMobbl UX pe3epeHOEe KOMUPOBAHUE 8biMOMHANOCH
C02/10COBAHHO.

Mpumep

Mpegnonoxum, uto nanka C:\Datal\ aBnseTcA TOUKOM NOAKNIOUEHMA ANA NOAKNHOYAEMOrO TOMA.
Tom cogepuT nanku Nankal v Manka2. Co3gaetca NaaH pe3epBHOro KONMPoBaHUA ana
KONMPOBaHMA AaHHbIX Ha YpoBHe dalinos.

Ecnu yctaHoBUTb dnaxkok ana toma C 1 BKAOUNTb NapameTp TOYKM NOAKAKOUEHUSA, B NanKke
C:\Datal\ B pe3sepsHoit Konumn ByayTt HaxoamTbes Mankal u Manka2. Mpu BOCCTaHOBAEHMM AAHHbIX C
pe3epBHOIN KONMKM NOMHUTE O MPABUABLHOM UCNOb30BaHMUM pPeXKMMa A1A BOCCTaHOBAEeHNA Touek
nogknouyeHua (ctp. 85).

Ecnm yctaHoBUTL dnaskok ans Toma C v oTKAUUTL NapameTp TOUKU noaKAloueHUa, narnka
C:\Datal\ B pe3epBHOIt Konuu ByaeT NycTo.

Ecnu ycraHoBuTb dnaxkok ana Datal, nanku Mankal wnauv MNanka2, oTMeyeHHbIe Nanku 6yayT
BK/IOYEHbI B KOMMIO KaK OObIKHOBEHHbIE NAMNKW HE3AaBMCUMMO OT NapameTpa TOUKU NOAKAIOUEHUS.

2.8.9.14 MHOroTOMHbIN MOMEHTaNbHbIN CHUMOK

3T0T Nnapametp paboTaeT TONbKO B onepaumoHHbIX cuctemax Windows.

3TOT NapameTp NPUMEHSETCA K pe3epBHOMY KOMMPOBAHUIO ANCKOB. TaKKe 3TOT NapameTp
NPUMEHMM K pe3epBHOMY KOMMPOBaHUIO GaitioB, €C/IM OHO BbINOJIHAETCA NOCPEeACTBOM CO34aHUA
MOMEHTA/IbHOTO CHUMKA. (MapameTp «MomeHTanbHbIN CHUMOK daitnoB» (cTp. 57) ykasbiBaeT, byaer
/M CO34aH MOMEHTa/IbHbI CHUMOK MpY pe3epBHOM KOMMPOBAHMM Ha ypoBHe ¢aiinos).

JtoT napameTp onpegendaet, cCo34alTCA MOMEHTA/IbHble CHUMKUN HECKOJIbBKUX TOMOB O4HOBPEMEHHO
nnn nocnenoBaTtesibHoO.



3Ha4yeHme no YMO4YaHUIO: BKIIOYEHO.

EC/iM 3TOT MapameTp BK/KOYEH, TO MOMEHTa/IbHbIE CHUMKKN BCEX TOMOB, /191 KOTOPbIX BbIMOJHAETCA
pe3epBHOE KOMMpOBaHue, CO3aloTcA OAHOBPEMEHHO. MCrnoib3yiTe 3TOT NnapameTp 4S8 Co34aHuA
CUHXPOHU3MPOBAHHbIX MO BPEMEHUN PE3EPBHbIX KOMWUIA AaHHbIX, PACMOIOMEHHbIX Ha HECKOJ/IbKMX
TOMax, Harnpumep B 6ase aaHHbIX Oracle.

Ecnu 3TOT NnapameTp OTKKOUYEH, TO MOMEHTa/IbHbIe CHUMKM TOMOB ByayT co34aHbl NOCNeA0BaTENbHO.
B pesynbTaTte, ecan AaHHble PacnosioXKeHbl Ha HECKOIbKMX TOMaXx, PpesyabTupytowme pesepsHble
KOMWUKU MOTYT BbITb HE CUHXPOHU3NPOBAHbI MO BPEMEHM.

2.8.9.15 T[lpon3BoanTenbLHOCTb
Mpuopurtert npouecca

3TOT NapameTp onpeaensaeT NPUOPUTET NPOLIECCa PE3EePBHOMO KONMUPOBaHMA B ONepaLMoHHON
cucteme.

JocTynHble 3HauyeHMA: HU3Kuii, O6blYHbIN, BbICOKMNA.
3HavyeHune no ymonyaHuio: Huskui (B Windows, cootsetctayet Huyke 06biuHOro).

MpuvopuTeT NpoLecca, BbINOAHAOLWEroCcA B CUCTEME, ONpeaenseT KOMYeCTBO BblaeNeHHbIX eMy
pecypcos LM n cuctembl. NMoHUMKeHME NpMopuUTeTa pe3epBHOro KONMpPoBaHMA 0cBO6OAMT YacTb
pecypcos AnA ApYrnx NpuUAoKeHn. MNosbllieHne npruopuUTeTa KONMMPOBaHNA YCKOPUT MpoLLecc
CO34aHuA pe3epBHbIX KOMWIA 33 CYET TOTo, YTO OMNepPaLMOHHANA CUCTEMA BbIAEANT Nporpamme
pe3epBHOro KonnposaHua 6osblie pecypcos, Hanpumep pecypcos LN, OaHako pesynbtaT byaeT
3aBMCeTb OT 06LLEro MCNO/b30BaHMA NpoLeccopa M ApYrMx GakTopos, HanpUmep OT CKOPOCTU
BBO/a-BblBOAA AMCKA M 3arPyXKEHHOCTU CETU.



3TOT NapamMeTp 3a4aeT NPMOPUTET NPOLLECCA Pe3epPBHOIO KONUPOBaHUA (service_process.exe) B
Windows u ero To4yHocTb (service_process) B Linux n OS X.

17 Task Manager
File Options View
Processes  Performance  App history  Start-up  Users Details  Services

o

Mame FID Status Username CPU  Mem
[5=] services.exe 520 Running SYSTEM 00
— —
(85 sihost.exe EERNF DS ee tester 00
[#=] SkypeHost.exe Set priority » Realtime
(5 smss.exe Set affinity High

= spoolsy.exe
[#=] svchost.exe
[ svchost.exe

Analyse wait chain ST

UAC virtualisation S

[#=] svchost.exe Create dump file i kol b
[#=] svchost.exe ; ; Low

[ swchost.exe Open file location TOCALCSE... i)

(=] svchost.exe search online SYSTEM 00

[ svchost.exe Properties SYSTEM 00

B

[8] swchost.exe Go to service(s) METWORE... 00
Elovrhack ava - rerrmTETer LAl SE i

CKoOpoOCTb BblBOAa NPU pe3epBHOM KONMPOBaHUMU

3TOT NapamMeTp NO3BOJIAET OrPaHMUMUTb CKOPOCTb 3aMMUCK Ha KECTKMI AUCK (NPU BbINOAHEHMUM
pe3epBHOro KOMMPOBaHMA B NOKa/IbHYIO NanKy) UM CKOPOCTb Nepesayn AaHHbIX pe3epBHOM Konuu
no cetv (Npu pesepBHOM KOMMPOBAHMM B CETEBYIO MaMKy UAN 061a4HOE XPaHUAULLE SAHHBIX).

3Ha4yeHune no YMOTYaHUIO: OTKAOYEHO.
Ecnu stoTt napameTp BKIKOYEH, MOXXHO YKa3aTb MaKCUMa/IbHO pa3pelleHHY CKOPOCTb BbIBOAA B

KB/c.

2.8.9.16 KomaHapl 40 v nocne npoueaypb!

Jtot napaMeTp NO3BONIAET oNpeaenTb KOMaHAbl, KOTOPble A0/1XKHbI BbIMO/THATLCA aBTOMATUYECKU
nepea sbiNO/IHEHMEM Npouenypbl pe3epBHOro KONNpPoBaHMA UK NOC/IE HeEeE.

C}'Ie,CI,YI-OLLI,aFl cXema UNNKCTPUPYET NOPAAOK BbINMO/IHEHNA KOMAHA4 40 U nocne npoueaypbl.

KomaHpa oo Pe3epBHan konua KomaHpa nocne
pesepBHOro pesepBHOro
KOMMPOBaHMUA KOMMpPOBaHMWA

Mpumepbl NICNONb30BaHUA KOMaHA, A0 M NocCae npouenypbl:

= YpaneHue HEKOTOPbIX BPEMEHHDbIX d)aﬁnos C ANCKa A0 Ha4asa pe3epBHOro KONNpoBaHUA.

= HacTpoliKa aHTUBMPYCHOW NPOrpaMmmbl CTOPOHHErO NMPOU3BOAUTENA AA 3aNyCKa 40 Hadvana
pe3epBHOro KONMpPOBaHMA.



= BblI6OpPOYHOE KOMMPOBAHME Pe3epPBHbIX KONWUI B APYroe XpaHUAuLe. 3Ta BOSMOMKHOCTb MOKET
6bITb NO/IE3HA, TAK KaK Onepaums pensMKaumm, 3aaHHasn B NiaHe pe3epBHOro KONMPOBaHWA,
KOMUPYET KaxOyto Pe3epBHYIO KOMMUIO apXMBa B YKa3aHHbIe XpPaHMAULLA.

AreHT BbIiNnoAHAET penAnKauunio rnocsie BbinoOJIHEHNA KOMaHAbl NOCNeE PeE3epPBHOIo KONNpoBaHUA.

Mporpamma He NoaaepsKUBaeT MHTEPaKTUBHbIE KOMaHdbl, TO €CTb KOMaH/bl, KOTopble TpebytoT
Nno/ib30BaTeNbCKOro BBOAA (Hanpumep, pause).

KoMaHaa Ao pe3epBHOro KonMpoBaHUs

Kak ykazame KomaHOy unu nakem~Heilii ¢palin, Komopsie 6ydym ebinosiHeHbl neped HA4Yaaom
pe3epeHO20 KONupoeaHus

1. BkawounTe nepekntovaTenb BbinonHeHMe KOMaHAbI A0 pe3epBHOro KONMPOBaHUA.

2. B none KomaHga... BBeaMTE KOMaHAy Wamn BbibepuTe NakeTHbIN dain. Nporpamma He
noaAepsKUBaeT MHTEPAKTUBHbIE KOMaHbl, TO €CTb Te€ KOMaHAbl, KOTOpble TPebyoT
Nno/sb30BaTeNbCKOro BBOAA (Hanpumep, pause).

3. B none Pabouas nanKa yKaxkuTe NyTb K Nanke, B KOTOPOWN ByAeT BbINOAHATLCA KOMaHAA UK
nakeTHbI dpaiin.

B none AprymeHTbl yKaxkuTe npu HeobXxoAMMOCTN apryMeHTbI BbIMOJIHSEMOM KOMaHb!.

5. B 3aBUCMMOCTM OT ¥Keslaemoro pesynbraTa Bbl6€pMTe COOTBETCTBYHOLWMNE NAapaMeTpbl U3
ONMUNCaHHbLIX B Ta6n14u,e HUXe.

6. Haxmute KHonKy loTOBO.

dnaxkok Bbibop

MpepbiBaTh pesepsHOe YcTaHoBUTD CHATb YcraHoBuT CHATb

KonupoBsaHue npu c6oe b

KomaHgb!*

He npoponatb co3paHmne YcTaHOBUTL YcTaHOBUTD CHATb CHATb

pesepBHOI KONuUK A0

3aBepLUeHUA BbINONHEHUA

KOMaHAbl

Pesynbrar
MpeayctaHoBKa BbinonHuTh H/A BbINONHUTL
BbINOAHNTS pesepBHoe pesepsHoe
pesepsHoe KonnpoBaHue KonupoBaHue
KONMpOBaHHe nocsie KOMaHAabl OZIHOBPEMEHHO C
TONIbKO NOC/E He3aBMCMMO OT BbIMOJIHEHNEM
CneLHOM pe3ynbTaToB ee KOMaHAbl U
Zbll‘lOnHEHMﬂ BbINONHEHUA He3aBuUCMMO OT
KOMaHAbI (ycnewHo nam pe3ynbTaTos
I'IpepbﬁaaT.b oLNBKa). BbINO/NIHEHUA
KOMaHAbI.

pesepBHoe A

KonnpoBaHue npu

cboe KomaHabl.

* KomaHgaa cuntaetca cboMHON, eciv Ko 3aBepLUeHns He PaBeH Hy /.



KomaHaa nocne pe3epBHOr0 KOMMpoBaHUS!

Kak ykazamb KomaHOy unu ucnoaHaemslli ¢palin, Komopoie 6ydym ebinosiHeHbl nocne
3aeepuwieHus pe3epeHO20 KONUpoeaHus

1. BkawounTb NepekatoyaTens BbinonHeHMe KOMaHAabl Nocae pe3epBHOro KONMPOBaHUA.

2. B none KomaHpa... BBEANTE KOMaHAY AN BblbepUTE NAKETHbIN dalin.

3. B none Pabouana nanka ykaxuTe NyTb K Nanke, B KOTOPOW ByAeT BbINONHATLCA KOMaHAa UK
nakeTHbIN daiin.

B nosie AprymeHTbl yKaxXunte npm HeobxoAnMMOCTM apryMeHTbl BbINOJHSEMON KOMaHAbI.

5. YcraHosuTe dnaxok MpepbiBaTb pesepBHOe KonupoBaHue Npu c6oe KOMaHAbl, eCn 418 Bac
Ba*KHO ycnewHoe BbiNoAHeHWe nporpammbl. CYMTaeTCA, YTO KOMaHAa He BbINOHEHA, eC/IN KO4,
BblXxoZa He paBeH Hyto. [Mpu cboe BbINOSHEHNA KOMaHbl COCTOSIHUIO pe3epBHOMN Konuu byaet
334aHo 3HayeHMe OwnbKa.

Ecnu ¢dnarkoK He ycTaHOBAEH, pe3ynbTaT BbINOJIHEHMUA KOMaHAbl HE BAUAET HAa YCNELWHOCTb
BbINO/IHEHWUA PE3EPBHOIO KONUPOBaHMA. MOXHO OTCNeAUTb PEe3Y/IbTAT BbINOJHEHUA KOMaHAbI,
n3yums nHGopMaLMIo Ha BKIaaKe Jenucrema.

6. Haxmute KHonky FoToBo.

2.8.9.17 KoMaHabl O 1 Nocne 3axBaTa AaHHbIX

JtoTt napamMeTp NO3BOJIAET 3a4aTb KOMaH/Abl, KOTOpPblE A0/1XKHbl BbIMO/IHATLCA aBTOMAaTUYECKKN A0 U
nocne 3axBata AaHHbIX (T. €. CO34aHne MOMEHTA/IbHOIo CHMMKa ,CI,aHHbIX). 3axBaT AaHHbIX
BbIMNOJIHAETCA B HAa4a/sie npoueaypbl pe3epBHOINro KONMpoBaHMA.

Cneaytolan cxema UAIOCTPUPYET NOPAAOK BbIMOAHEHUA KOMaHA A0 M NOC/e 3aXBaTta AaHHbIX.

< PesepBHasn
Konusa >
KomaHaa go KomaHaa go 3axBsaTt KomaHpga KomaHpa
pesepBHOro 3axBaTa OaHHbIX | nocne 3axBaTa nocne
KonnpoBaHusA LAHHbIX OaHHbIX pesepBHOro
KOnnpoBaHusA

Ecnu BKNtoYeH napametp (cTp. 66) «Cny*kba TeHeBoro KonMpoBaHus Tomos (VSS)», To
nocsefoBaTeIbHOCTb BbINOJIHEHWUA KOMaHA, 1 onepaunit Microsoft VSS byaet cnegytoweii:

KomaHap! «[lo 3axBaTa gaHHbIX» -> [NpuoctaHoBKa VSS -> 3axBaT AaHHbIX -> BosobHoBNeHMe VSS ->
KomaHabl «[locne 3axBata AaHHbIX».

Mcnonb3oBaHMe KOMaHA, 40 M NOc/ae 3aXBaTa AaHHbIX NPeAoCTaBAAeT BO3MOXKHOCTb MPMOCTAHOBKMU U
BO306HOBNEHWNS 6a3bl AHHbIX UAW NPUNONKEHUSA, KOTOPble HeECOBMeCTUMbI € VSS. MOCKobKY 3axBaT
OaHHbIX BbINOJIHAETCA 33 CYMTAHHbIE CEKYHAbI, BPeMA NPOocTos 6a3bl 4aHHbIX MU NPUIOKEHNA
CBOAMTCA K MUHUMYMY.

KoMaHaa Ao 3axBaTa AaHHbIX

Kak ykazame KomaHOy unu nakemHolii ghaiin, komopsie 6ydym ebinosnHeHb! 00 3axeamd
OaHHbIX

1. Bkntouute nepexknyaresib BbinonHeHue KOMaHAbl A0 3aXBaTa AaHHbIX.

2. B none KomaHga... BBeAMTE KOMaHAY WK BbibepuTe NaKkeTHbIV daiin. Mporpamma He
NoAAepyKMBaAET MHTEPAKTMBHbIE KOMAaHAbI, TO €CTb Te KOMaHAbl, KOTopble TPEbYIOT
No/1b30BaTe/IbCKOro BBOAA (Hanpumep, pause).



3. B none Pabouas nanka yKaxkute NyTb K Narnke, B KOTOPOM ByAeT BbINONHATLCA KOMaHAa Uau
nakeTHbIN daiin.

B none AprymeHTbl yKaxkute npu HeobxoAMMOCTU apryMeHTbl BbIMOJIHSEMOM KOMaHAabl.

5. B 3aBucMmocTu oT Kenaemoro pe3ynbtaTta Bbl6€pMTe COOTBETCTBYHOLWMNE NapaMeTpbl U3
ONMNCaHHbLIX B Ta6m4u,e HUXe.

6. Haxmute KHonky loToBso.

dnaxok Bbi6op

MNpepbiBaTb pesepsHoe YcTaHoBUTD CHATb YcraHoBUT CHATb
KonupoBaHue npu c6oe b

KomaHpabi*

He BbINO/HATL 3aXBaT YCcTaHOBUTL YcTaHOBUTL CHATb CHATb

AaHHbIX 40 NOJZIHOIo
BbINO/IHEHUA KOMaHAbI

Pesynbrat

MpepycTaHoBKa BbinoAHUTL H/O BbInoAHUTL 3axBaT

3axBaT AaHHbIX LAHHbIX
BbINONHUTL 3axBaT

nocsie KOMaHAabl OZlHOBPEMEHHO C
OaHHbIX TO/IbKO nocne

He3aBMCMMO OT BbIMO/IHEHNEM
ycnewHoro

pe3ynbTaToB ee KOMaHAbI U
BbIMOJIHEHUA

BbINOJ/IHEHMA He3aBMCMMO OT
KomaHzpbl. MpepbiBaTh

(ycnewHo nam pe3ynbTaToB
pesepsHoe

owunbka). BbINO/IHEHUA
KOMMpoBaHue npu

KOMaHAbl.

cboe KomaHAabl.

* KomaHaa cumntaetca c6oiMHOM, eCin Ko 3aBepLleHNn He paBeH Hyto.

KoMaHaa nocre 3axBaTa AaHHbIX

Kak ykazame KomaHOy unu nakem~Hoilii gpaiin, Komopsie 6ydym ebinosiHeHbl nocsae 3axeama
OaHHbIX

1. Bknwouwute nepexknyaresb BbinonHeHUue KOMaHAbl Noc/sie 3axXxBaTa AdHHDbIX.

2. B none KomaHpa... BBeanTEe KOMaHAy Uan BblbepuTe NakeTHbIN dalin. Nporpamma He
noaAeprKMBaeT MHTEPAKTUBHbLIE KOMaHAbl, TO eCTb Teé KOMaHAbl, KOoTopble TPebyoT
NnoJib30BaTe/IbCKOro BBOAA (Hanpumep, pause).

3. B none Pabouas nanKa yKaxkuTe NyTb K Nanke, B KOTOPOMN ByAeT BbINOAHATLCA KOMaHAA UK
nakeTHbIM daiin.

B nosie AprymeHTbl yKaxXunte npm HeobxoanMmocTu apryMeHTbl BbINOJHAEMON KOMaHAbI.

5. B 3aBMCMMOCTM OT }Kenaemoro pesysibTata BbibepuTe COOTBETCTBYIOLLME NAapaMeTpbl U3
OMWCAHHbIX B TabanLLe HUKe.

6. Haxmute KHoMKy FoTOBO.

dnaxkok Bbibop

MpepbiBaTh pe3epBHOE YcTaHoBUTb CHATb YcTtaHoBUT CHATb
KonupoBaHue npu cboe E

KomaHgb!*

He npogonkatb cosgaHue YcTaHOBUTb YcTaHOBUTL CHATb CHATb

pesepBHOI KonNuu Ao
3aBepLUeHUS BbINO/IHEHUS
KOMaHAb!



Pe3ynbrar

MpepycTaHoBKa MpoaomKuTbL H/4 MpoaomKuTL
esepBHOe e3epBHoOe

MpoponKkutb pesep pesep

KOnMpoBaHue KonupoBaHue
pesepsHoe

nocse KomaHapl OfIHOBPEMEHHO C
KOMMPOBaHMe TOJIbKO

HEe3aBUCMMO OT BbIMOJIHEHNEM
nocsie ycrnewHoro

pe3ynbTaToB ee KOMaHZAb! v
BbINOJ/IHEHMA

BbINOJ/IHEHMA HEe3aBUCMMO OT
KOMaHZbI.

(ycnewHo nam pe3ynbTaTos

owmnbkKa). BbINO/IHEHUSA

KOMaHZbl.

* KomaHaa cuntaetca cbolMHON, eciv Ko 3aBepLUeHNs He PaBeH HYJIO.

2.8.9.18 [lnaHupoBaHue

Jtort napameTp onpenenaet, 3anyCckaloTca M npoLeccbl pe3epBHONo KONMpPoBaHMUA NO pacnnMcaHUo
nnn c BGAEpHKOVI, a TaKXXe KO/IMYeCTBO BUPTYA/IbHbIX MallNH, ON1A KOTOPbIX pe3epBHOE KOMMpoBaHue
BbINO/IHAETCA O4HOBPEMEHHO.

3HaueHue No ymosiyaHuio: Pacnpeaenatb Bpema 3anycka pe3epBHOro KONMpoBaHUA No
AocTtynHomy spemeHun. MakcmmanbHas 3aaepiKa: 30 MUHYT.

MoxHOo Bbl6paTb O4VH U3 cneayrounx BapmnaHTOB:

HaunHaTb BCce onepauum pesepBHOro KONMPOBAHUA CTPOro MO PacnUCaHUIO

Pe3sepBHOe KonuposaHue Gpuanyecknx mMmalliMH 3anyCcTUTCA TOYHO B COOTBETCTBUM C PacrnmcaHUeM.
PesepBHble KONUKU BUPTYasIbHbIX MalUWH ByayT co34aBaTbcs NooYyepeaHo.

Pacnpeaenatb Bpems 3anycka no AoCTYNMHOMY BpeMeHU

PesepBHble KONUK GU3NYECKUX MALLWH BYyAYT 3anyLLeHbl C 3a4eP*KKOM OT 3aN1aHUPOBAHHOTO
BPeMeHW. 3HaYeHMe 3a4ePKKN 1A KarKA0N MalLMHbI BbIOMPAETCA Cy4aHO M Haxo4uTca B
AnanasoHe OT Hy/A A0 MaKCMMAJIbHOTO 3HaYeHMA, KOTOpOoe Bbl YKaxeTe. [apameTp MoOXKeT b6bITb
nosies3eH 15 pe3epBHOro KONUPOBaHMA HECKOJ/IbKMX MALLMH B CETEBOE XPaHWUAULLE, YTOObI
n3bexKaTb YpesmMepHO 3arpyskn cetu. MpoaoKUTENBHOCTb 3a4EPKKM AN KaXKA0MW MaLLMHbI
onpeaenserca npyM NPUMMeEHEHUN N1aHa Pe3ePBHOIO0 KONMPOBAHMA K MalLMHE U OCTaeTcs
HEU3MEHHOW A0 Tex Nop, NOKa B NjaHe pe3epBHOro KONMPOBaHUA He byaeT MU3MEeHEHO
MaKCMMasibHOEe 3HaYeHMe 3a4ePKKN.

Pe3epBHble KONWUK BUPTYaNbHbIX MALLUWH 6y,a,yT CO34aBaTbCA Noo4YepeHO.

OrpaHU4YUTb YNCN0 OAHOBPEMEHHO BbINONHAIOWMXCA onepaLuii pe3epBHOro KONMPOBaHUA Ha
ypoBHe

Jtot napamMmeTp AO0CTyneH TO/IbKO B TOM C/1y4ae, eC/11 NJ1aH pe3epBHOINo KoNnnpoBaHMA NpUMeEHEH
K HECKOJIbKUM BUPTYa/ibHbIM MallNHaAM. JtoT napameTp onpegenaet, oNAa CKOIbKUX
BUPTYa/ZIbHbIX MalLUMH areHT MOoXXeT 0O4HOBPEMEHHO BbINO/IHATb pe3epBHOE KONMMpPoBaHWeE nNpu
BbINO/IHEHUWN 3a4aHHOTO NJ1aHa pe3epBHOro KoONMpPoBaHUA.

Ecnv B COOTBETCTBMM C NJIAHOM PE3EPBHOIO KONMUPOBaHMA areHTy HeobXx0AMMO HayaTb
pesepBHOE KOMMPOBAHME HECKOIbKMX MALLMH CPasy, OH BbibepeT ABe MaluMHbl. (YTo6bI
ONTUMM3NPOBATb NPOM3BOAUTE/ILHOCTL PE3EPBHOMO KOMMPOBAHWA, areHT NbiTaeTcs NofobpaThb
MaLUMHBI, XPaHALLMECA B PA3/IMUHbIX XpaHUAuwWax.) Mocne 3aBepluieHns co3ganHums nobol ns
nepBbIX ABYX PE3EPBHbIX KOMWUI areHT BbibepeT TPeTbo MAaLIMHY U T. 4.

KonnyectBo BUPTYabHbIX MaLUMH, A1A KOTOPbIX areHT 6yp,eT CO34aBaTb pe3epBHble Konnn
OAHOBPEMEHHO, MOXHO M3MeHUTb. MaKcMmanbHOe 3Ha4YeHme paBHo 10.

Pe3epBHOe KOnNMpoBaHue d)MSVI‘-IECKVIX MalWWH 3anyCcTnUTCA TOYHO B COOTBETCTBUU C paCnMCaHUNEM.



2.8.9.19 Pe3epBHOE KOMMPOBAHWE B MOCEKTOPHOM peXxume

3TOT NapameTp AeNCTBYET TO/IbKO NPU pe3epBHOM KOMMPOBAHUM Ha YPOBHE AUCKOB.
JTOT NapameTp onpeaenaeT, co34aBaTb M TOYHYIO KOMUIO AUCKA AN TOMA Ha GU3NYECKOM YPOBHE.
3HayeHMe No yMONYaHMIo: OTKAOYEHO.

Ecnu 3TOT MapameTp BK/IKOYEH, CO34aeTCA pe3epBHan KOMMsa BCEX CEKTOPOB AMCKA UAM TOMA, BK/IOYas
HepacnpegeseHHoe NPOCTPAHCTBO U Te CEKTOPA, B KOTOPbIX HET AaHHbIX. Pasmep nosiydyeHHON B
pesy/nbTaTe pe3epBHON Konuu ByaeT paBeH pasmepy AMCKa, 418 KOTOPOro Co3aeTcA pe3epBHas
Konwus (ecnu napameTpy «YpoBeHb cxKatua» (cTp. 54) 3agaHo 3HayeHne OTcyTcTBYeT). MporpammHoe
obecneyeHne aBTOMaTUYECKM NepenaeT K NOCEKTOPHOMY pe3epBHOMY KOMMPOBAHMUIO ANS OUCKOB C
Hepacno3HaHHbIMU UK Hernogaep:KnusaeMbiMn GanIoBbIMU CUCTEMAMM.

2.8.9.20 Pa3bueHne

Jrort napameTp NPUMEHUM 4J1A Cle4yoWMX CXEM pe3epBHOro KonmposaHuA: Beceraa nosHoe,
ExXeHeaenbHO NONHOe, eXXeaHEeBHO UHKpeMeHTHOoe 1 lNonb3oBaTenbCcKue.

3TOT NapameTp NO3BOISET BblIOpaTb METOA pPa3breHns pe3epBHbIX KOMUI Ha MeHbLUKE Mo pasmepy
dparmeHTbI.

3Ha4yeHune no YMOTYaHUIO: ABTOMaTUYECKMN.

[ocTynHbl cheaytowme HacTPOMKK:

= ABTOMaTUYECKU
Pe3sepBHas Konua byaeTt pa3buta Ha YacTu, ec/iM ee pasmep NPEBbIWAET MAKCUMaAbHbIN pasmep
daiina, KOTopbI NoaaepKMBaeTca B panioBon cucteme.

=  3apaHHbIi pasmep

Beeante nam BbibepuTte U3 PaCcKpbIBaOLLEroCcA CAMCKa HYXKHbIN pasmep danna.

2.8.9.21 O6paboTka owmMbOK 3aaaHNS

JTOT NapameTp onpeaenseT noseaeHne nporpammol npu cboe naaHa pe3epBHOro KONMPOBaHMA.

Ecnv 3TOT NapameTp BKAIOYEH, TO NPOrpamma NonbITaeTca ele pas BbIMOJAHUTbL NAaH pPe3epBHOro
KonupoBaHuA. MOXXHO 3a4aTb BpeMEHHON MHTEPBaA MeXAY NOMNbITKAMU U KOIMYECTBOM MOMbITOK.
MonbITKK ByayT NpeKpaLLeHbl, Koraa 3agaHue 6yaeT BbiNoaHeHo ycnelwHo UM KomyecTBo NoNbITOK
AOCTUTHET YKa3aHHOro npegena.

3HayeHWe No ymonyaHuio: OTKAIOYEHO.

2.8.9.22 Cnyxb6a TeHeBoro konmposaHus TomoB (VSS)

3T0T NnapameTp paboTaeT ToNbKO B onepaumoHHbIX cuctemax Windows.

3TOT NapamMeTp yKasblBaeT, LOJIKEH 1N NOCTABLLMK C/yKObl TEHEBOTO KONMPOBaHMA TomoB (VSS)
yBefoMATb VSS-coBMeCTUMbIe NPUIOKEHUS O NPeACTOoALLEeM 3aMyCKe PE3EPBHOIO KONWPOBAHWA.
370 obecneynBaeT CoriacoBaHHOE COCTOAHME BCEX AAHHbIX, UCNOJb3yeMbIX MPUAOKEHUAMMN. B
YaCTHOCTM, 3aBepLUEHME BCEX TPAH3AKLMIA B MOMEHT CO34aHNA MOMEHTA/IbHOTO CHUMKA AaHHbIX
nporpaMmmHbiM obecneyeHremM pe3epBHOTo KONMpoBaHusa. CornacoBaHHOCTb AaHHBbIX, B CBOIO
ouyepesb, obecneyrBaeT BOCCTAHOB/IEHNE MPUIOKEHNA B KOPPEKTHOM COCTOSIHUM Y BO3MOXKHOCTb
MCMO/Ib30BaHMA Cpasy Noc/je BOCCTAHOB/IEHMA.



3Ha4yeHme no YMOI4YaHUIO: BKIIOYEHO. ABTOMaTUYECKUM Bbl60p NOCTaBLWMKAa MOMEHTA/IbHbIX
CHUMKOB.

MoHOo Bbl6paTb OAMH M3 CheayloLlWmX BapUaHTOB:

= ABTOMATUYECKMU BbI6MpaTb NOCTaBW KA MOMEHTA/IbHbIX CHUMKOB

ABTOMaTUYECKUi1 BbIBOP U3 CAeayoW X BapMaHTOB: annapaTtHblA NOCTaBLMK MOMEHTabHbIX
CHMUMKOB, MPOrPaMmMHble NOCTaBLMKM MOMEHTAIbHbIX CHUMKOB M MPOrPaMMHbI NOCTaBLLNK
TeHeBoro konmposaHua (Microsoft).

"  Ucnonb3oBaTb NPOrpamMmHbIii NOCTAaBLULUK TeHEBOro KonuposBaHusa (Microsoft)

Mbl pekomeHayem BblbpaTh 3TOT MapameTp NPU pe3epBHOM KOMMPOBaHUM cepBepoB
npunoxeHuit (Microsoft Exchange Server, Microsoft SQL Server, Microsoft SharePoint nnm Active
Directory).

OTKAouUTE 3TOT NapameTp, ecnm 6asa AaHHbIX HecoBMmecTuma c VSS. MNpouecc co3gaHus
MOMEHTa/IbHbIX CHUMKOB YCKOPUTCA, HO COrNMAacOBaHHOCTb AaHHbIX MPUNOXKEHUN, B KOTOPbIX

MMEIOTCA He3aBepPLUEHHbIE TPAH3aKLUMK, He rapaHTupyeTca. MoXHO Mcnoib3oBaTb KomaHAbl 40 U
nocne 3axBaTa AaHHbIX (cTp. 63), UTo6bl 06E€CNeUYnTb COrNacoBaHHOCTb AaHHbIX, A1 KOTOPbIX
BbIMO/IHAETCA pe3epBHOE KoNMpoBaHMe. Hanpumep, yKaxKnMTe KOMaHAbl 40 3aXBaTa AAHHbIX,

KOTOpbIe NPUOCTAHOBAT paboTy 6a3bl AaHHbIX U MEPEHECYT COAEPHKUMOE BCEX BPEMEHHbIX XPaHUULL,
Ans obecneyeHns KOPPEKTHOMO BbINONHEHWUA TPAH3aKUNI, YKaXKUTE KOMaHAbl NOC/e 3aXBaTa AaHHbIX,
KOTOpble BO30OHOBAT onepaunmn 6asbl AaHHbIX NOC/E BbINONHEHUS MOMEHTa/IbHOrO CHUMKA.

BKnountb nonHoe pesepsBHoe KonuposaHue VSS

Ecnn aTOT napameTp BKAtOYEH, }KypHanbl Microsoft Exchange Server u gpyrux npuioxKeHun,
noaaeprusatoLmx VSS (Kpome Microsoft SQL Server), byayT coKpallaTbca KaxKapliA pas nocne
MOJIHOTO, MHKPEMEHTHOIO MAN anddepeHUMaNnbHOro pe3epBHOro KONMPOBaAHUA Ha YPOBHE AUCKOB.

3Ha4yeHune no YMOTYaHUIO: OTKAKOYEHO.

OcTaBbTe NapamMeTp OTKAOUYEHHbIM B CIEAYIOWMX CAYYanX:

= Ec/nu onA pe3epBHOro KONMpoBaHKUA AaHHbIx Exchange Server ucnonbsyetcs areHT gaa Exchange
nnm NO CTOPOHHUX Npou3BoauTENEi. B 3TOM Clyuae COKpalleHue XKypHaaoB nomeLlaeT
nocneayloLiemy pe3epBHOMY KOMMPOBAHMIO KYPHANOB TPaH3aKLUUA.

= Ecnau onAa pesepBHOro KONMpoBaHMA AaHHbIX SQL Server ncnoab3yetca NporpammHoe
obecneyeHne CTOPOHHUX NpousBoanTenei. Mporpamma CTOPOHHEro npomnssoauTens byaert
BOCMPUHUMATD NOJTYYMBLLYIOCA PE3EPBHYIO KONUIO AMCKA KAK KCBOO COBCTBEHHYO» MOJIHYIO
pe3epBHYto Konuio. B pesynbTaTte cneayouee auddepeHumanbHoe pe3epBHOE KONMPOBAHNE
AaHHbIx SQL Server 3aBepLlunTCcA OWMOKON. PesepBHOe KonuposaHue ByaeT 3aBepLIaTbCs
OLWMOKOM, NOKa Nporpamma CTOPOHHEro NPou3BOAMTENA HE CO34ACT CIeAYHOLLYI0 COOCTBEHHYIO
NOJIHYIO PE3EPBHYIO KOMWIO.

= EcAu Ha MalluHe paboTatoT gpyrme VSS-coBMECTUMbIEe NPUNOKEHMSA, *KYPHaAsbl KOTOPbIX
HeobX0AMMO XPaHUTb MO KaKoh-1Mbo NpuynHe.

Mpu BKNOYEHMM 3TOFO NapameTpa He NPOUCX0aMT ycedeHus KypHanoe Microsoft SQL Server. YTo6bl
COKPATUTb KypHan SQL Server nocne BbINOJIHEHUA Pe3ePBHOMO KOMMPOBAHMUSA, BKAOUNTE NapamMeTp
pe3epBHOro KonunpoBaHua CoKpalleHue KypHana (cTp. 58).



2.8.9.23 Cnyxb6a TeHeBoro konvposaHus ToMoB (VSS) ans BUpTyanbHbIX
MaLLUWH

DTOT NapameTp onpeaenseTt, cnegyeT M CO34aBaTb 3aMOPOXKEHHbIE MOMEHTA/IbHble CHUMKM

BMPTYaNbHbIX MaWKWH. YTObbl CO34aTb 3aMOPOXKEHHBIN MOMEHTA/IbHbIN CHUMOK, NPOrpammHoe

obecneyeHne pe3epBHOro KONMPOBaHMA NPUMeHAET VSS B BUPTYanbHOW MalIWHE, UCMO/b3YA
VMware Tools nau Hyper-V Integration Services.

3Ha4yeHune no YMOI4YaHUIO: BKIIOYEHO.

Ecnv 3TOT napameTp BK/OYEH, TO TPAH3aKLUUM BCEX MPUAOXKEHUIN C Noaaep Ko VSS, KoTopble
3anyLeHbl Ha BUPTyasibHOW MallMHe, 3aBepLUatoTcs nepes co3gaHnemM MOMEHTa/IbHOrO CHUMKa.
Ecaiv nocne HeCKOMIbKUX MOMbITOK, KOJIMYECTBO KOTOPbIX onpeaeseHo napameTpom «ObpaboTka
oWnBOK» (CTp. 54), He yaaeTcsa co34aTb 3aMOPOXKEHHbIN MOMEHTaNbHbIN CHUMOK U pe3epBHoe
KOMMpPOBaHWE NPUNOXKEHUA OTKAOYEHO, CO34aeTCA 0ObIYHbIM MOMEHTaNbHbIN CHUMOK. Ecnn
BK/IIOYEHO pe3epBHOE KOMMPOBAHWUE NPUNOXKEHWUI, TO pE3EePBHOE KONMPOBAHWE 3aBepLuaeTca cboem.

Ecnun 3TOT napameTp OTK/IIOYEH, co3[aeTcA 06bIYHbIA MOMEHTaNbHbIA CHUMOK. bynet co3gaHa
pe3epBHaA KonuAa BMpTyaI'IbHOf;I MallWnHbI C 3aLLI,MTOI71 oT cboes.

2.8.9.24 BEXxeHenenbHOe pe3epBHOE KOMMpoBaHme

3TOT NapameTp onpeaenseT T, Kakme NPOoLEeCcChl PE3epPBHOro KOMMPOBAHWUA CUUTAIOTCA
«exeHeAeNbHbIMW» B MPaBMaax XpaHeHNa 1 cxemax pe3epBHOro KonmposaHua. «ExkeHeaenbHan»
pe3epBHas KONuUA — 3TO NMepBas KOMusA, KOTopasa CO3AaeTca Noc/e Havyana Heaenu.

3Ha4yeHune no ymon4daHuio: NoHepenbHUK.

2.8.9.25 XXypHan cobbitun Windows

3T10T NnapameTp paboTaeT Tonbko B OC Windows.

3TOT NapamMeTp YKa3blBaeT, A0/IKHbI /I areHTbl 3aMMCbiBaTb COOLITUA ONepaLuii pe3epBHOro
KONMPOBaHWA B }KypHan cobbiTuii npunoxkeHnin Windows (4Tobbl NPOCMOTPETL 3TOT KypHan,
3anyctute ¢aiin eventvwr.exe unam Bbibepute NaHenb ynpasneHua > AGMUHUCTPUPOBaHUE >
MpocmoTp cobbiThid). MoXKHO PUALTPOBaTb COBLITUA, 3aNNCbiBaEMbIe B XKypHa.

3HayeHWe No ymonyaHuio: OTKAIOYEHO.

2.9 BoccraHoBneHue

2.9.1 BoccraHoBMNEeHMe: NaMaTKa

B Taﬁnmu,e HWXe KPaTKO OnncaHbl 40CTYMNMHble MeTOo4bl BOCCTAHOBNEHUA. C ee NnOMOLLBIO Bbl CMOXKeTe
Bbl6paTb CI'IOC06, KOTOprl‘;I ny4yule BCero orseyaeT Ballnm I'IOTpE6HOCTFIM.

O6beKT BOCCTAHOBNEHUA MeTopa, BOCCTaHOB/IEHUA
dur3nyeckan malwnHa Mcnonb3oBaHue Beb-nHTepdeica (cTp. 70)
(Windows mau Linux) Mcnonb3oBaHue 3arpy3o4yHoro Hocutens (cTp. 74)
®usnyeckan malmHa
(Mac) Mcnonb3oBaHue 3arpy3ouyHoro Hocutens (cTp. 74)
BupTyanbHaa mawnHa Mcnonb3oBaHue Beb-nHTepdeica (cTp. 73)

(VMware nnu Hyper-V) Mcnonb3oBaHue 3arpy3o4yHoro Hocutens (cTp. 74)




BupTyanbHasa malmHa

WM KOHTENHep Mcnonb3oBaHue Beb-nHTEpPdEiica (cTp. 73)
(Virtuozzo)
KoHourypaums ESXi Mcnonb3oBaHuWe 3arpy3oyHoro Hocutens (cTp. 81)

Mcnonb3oBaHue Beb-nHTEpPDEiica (cTp. 78)
3arpy3Ka ¢ainoB U3 06,1a4HOro XpaHUAULLA AaHHbIX (cTp. 79)
Mcnonb3oBaHue 3arpysoyHoro Hocutens (crTp. 80)
MN3BneyeHne dainNoB U3 0KaIbHbIX pe3epBHbIX Konuit (cTp. 80)

dalinbl U Nanku

CocTosAHME cUCTEMBI Mcnonb3oBaHue Beb-nHTepdeinca (cTp. 81)
Bba3bl AaHHbIX SQL Ncnonb3osaHue Beb-mHTEpdeica (cTp. 101)
ba3bl gaHHbIX Exchange Ncnonb3oBaHue Beb-nHTepdeica (cTp. 104)
I'qu:(i:aenﬂgtmm Wcnonb3osaHue Beb-uHTepdeiica (cTp. 106)

Moutosbie awmKkn Office .
365 Wcnonb3osaHue Beb-uHTepdeiica (cTp. 111)

MpumeuaHume ana nonb3osareneit Mac

®  HauuHas ¢ 10.11 El Capitan, oTaenbHble CUCTEMHbIE daliibl, ManKkM U NPoL,Eccbl NOMeY€eHbI A1
3aLWMTbI paclMPEHHbIM aTpubyTom daiina com.apple.rootless. 3ta PpyHKUMA Ha3bIBaeTca System
Integrity Protection (SIP). Cpeau 3awmeHHbIX paiioB — NpeayCcTaHOBNEHHbIE NPUNOKEHUSA U
601bLUMHCTBO NanoK B KaTtanorax /system, /bin, /sbin, /usr.

3awwmeHHble ¢panibl M NankM HEBO3MOXKHO NepesanucaTb NPY BOCCTAHOB/IEHUN B
onepauMoHHoM cucteme. Ytobbl nepesanuncaTthb 3alumnLLeHHble Gpaibl, BbIMOAHUTE
BOCCTAHOBJIEHUWE C 3arpy304HOro HOCUTENS.

®  HayuHana c macOS Sierra 10.12, ¢aiinbl, KOTOPbIE UCNONb3YIOTCSA PEAKO, MOXKHO NepemMecTuTb B
iCloud c ncnonbsoBaHnem pyHKUUM coxpaHeHua B obnake (Store in Cloud). B dailinosoit cucteme
ocTatoTca HebosiblwmMe cneabl 3TuX $panos. BMecTo opurimHanbHbIX ¢Galinos co3gaeTca pesepBHan
KonuA 3TMX CNeaoB.

Mpy BOCCTaHOB/IEHUM C/leAa B UCXOAHOE PACcnoioKeHUe OH cMHXpoHu3mpyeTcsa ¢ iCloud, nocne
Yyero CTaHOBUTCA AOCTYNeH OpUrMHanbHbIi ¢ain. Mpu BoccTaHOBAEHUW ciefa B gpyroe
pacnonoXeHne CMHXPOHU3NPOBATb €ro0 HEBO3MOXKHO, MO3TOMY OpPUTMHA/bHbLIN dain byaeT
HeLOCTyneH.

2.9.2 Co3gaHue 3arpy304HbIX HOCUTENEN

3arpysoyHbI HOCUTENb — 3TO KOMMAKT-aucK, DVD-gucK, dnsw-Hakonutenb USB nan gpyroit
CbeMHbIA HOCUTE/b, C MOMOLLbIO KOTOPOT0 MOXHO 3anyCTUTb areHT, He UCMOJIb3yA ONepaLMOHHYO
cuctemy. OCHOBHaA 3a4a4a TaKOro HOCUTENA — BOCCTAHOB/IEHWE OMNEPALLMOHHOM CUCTEMbI, KOTOPYHO
He yZaeTcA 3arpysuTb.

Mbl HacToATeNIbHO peKoMeHayeM CO34aTb U MPOTECTUPOBATb 3arpy30quu‘/’| HOCUTEIb CPa3y XKe nocne
nepBoro Co3agaHnA pe3epBHbIX KOnui ANCKoB. Kpome Toro, pekomeHayeTcA NOBTOPHO CO34aBaTbh
HOCUTENIb NOCNE KaXXJ0ro cepbe3Horo obHOBNEHUS areHTa pe3epBHOro KoNpoBaHUA.

C nomoLLbio OAHOIO0 HOCUTENSE MOXHO BOoCCTaHOBUTL Kak OC Windows, Tak u Linux. Ans
BoccTaHoBeHMA OS X noTpebyeTcs co34aTb OTAE/bHbIV 3arPy304HbIM HOCUTE/Ib Ha MaLLUMHE NOoA,
ynpasnexHnem OS X.

Co30aHue 3az2py304Ho2o Hocumens e Windows u Linux

1. 3arpysute ISO-dainn 3arpy3oyHoro Hocutens. YTobbl 3arpy3mTb gaHHbIN daiin, BbibepuTe
MaLUKHy, 3aTem BblbepuTe NyHKTbI BoccTaHOBAEHUe > ipyrue cnocobbl BOCCTAaHOBNEHMUS. .. >
3arpy3uTb ISO-06pas.

2. BbinonHuTte ntoboe 13 cneayoumx 4encTemiA:



= 3anuwuTe KomnakTt- uan DVD-guck, ncnonbsya ISO-daiin.

= CospgaliTte 3arpy3o4Hbin pasw-Hakonutens USB, ncnonbsys ISO-daiin n oguH ns 6ecnnatHbIx
WMHCTPYMEHTOB, JOCTYMHbIX B MHTepHeTe.

Ona mawuH c UEFI ncnonesyinte ISO to USB mam RUFUS, ans mawmHbl ¢
BIOS —Win32DiskImager. B Linux mo}KHO BOCno/ib30BaTbCA yTuanTol dd.

= [logkntoumte ISO-daiin B KayectBe CD/DVD-AMCKOBOAA K BUPTYaNbHOMN MaLLUMHE, KOTOPYIO
TpebyeTcA BOCCTAHOBUTD.

Co30aHue 3a2py304H020 Hocumensa 8 0S X

1. Ha mawwuHe c ycTaHOBAEHHbIM areHTom Ana Mac wenkHute MpunoxeHuna > Macrep co3aaHus
3arpysouHbIX HOcUTeneii.

2. B nporpamme oTo6pasaTca NOAKAOYEHHbIE CbeMHble HocuTenu. Boibepute HocuTeNb, KOTOPbIN
TpebyeTca caenatb 3arpy304HbIM.

MpedynpexcdeHue Bce 0aHHbie Ha OucKe 6yoym yoaseHsl.

3. Haxmute KHonKy Co3aatb.

[loxanTech co3gaHua 3arpy304HOro HOCUTENS.

2.9.3 BoccTraHoBneHne MalunHbI

2.9.3.1 dusmyeckasa MalmnHa

B 3TOM pa3zaesie onmMcaHoO BOCCTAHOB/EHUE PU3MYECKMX MALLUH Yepes Beb-uHTepdelic.

Ucnonb3yiite BMecTo Beb-nHTepdeiica 3arpy3oyHblii HOCUTENb, ECAN BaM HEOHX0AMMO
BOCCTQHOBUTb:

= cucrtemy OS X;

" no6ylo onepauMoHHY0 CUCTEMY Ha KT010€ Kene3o» IN60 Ha OTK/IIOYEHHOM MallMHE.

[ns BOCCTaHOB/IEHMA ONEepPaUMOHHOM cMCTeMbl NoTpebyeTcs nepesarpyska. Bol moxkeTe
nepes3anycTuTb MallMHY aBTOMaTUYECKN AN MPUCBOUTL i cTaTyc Tpebyetca BmeluaTenbCTBO.
BoccTaHoB/IEHHAA onepaLMoHHaa CUCTEMA aBTOMATMYECKM 3aMnyCKaeTcs.

BoccmaHoeneHue ghusuveckoli MawuHbl

1. BblbepuTe MalInHY, 411 KOTOPOW eCcTb pe3epBHas Konus.

2. UWenkHnTe BocctaHoBNEHMeE.

3. BbibepuTe TOUKy BoccTaHOBAEHMA. O6paTUTe BHUMAHUE Ha TO, YTO TOUYKM BOCCTAHOB/IEHUA
OTOUABTPOBAHbI MO XPaHUAULLY.

Ecnn malwmHa OTKoUYEHa, TOYKM BOCCTAaHOBIEHUA He oTobpaXKatoTca. BbinosHuTe noboe 3
cnenyowmx oencTBui:

=  Ec/v pe3epBHas KOMWA PacnosioyKeHa B 06/1a4HOM MK 06LLEeM XpaHWUIULLE AaHHBIX (T .e.
ApYyrve areHTbl MOryT NOYYUTb K Hel 4oCTyn), WenKHMTe BbibpaTbh mawuHy, Bbibepute
LeneBylo MalUMHY, KOTOpan NOAKAOYEHA, @ 3aTEM BblibepuTe TOUKY BOCCTAaHOBAEHWUA.

= BblbepuTe TOYKY BOCCTaHOB/IEHWNA Ha BKNaaKe «Pe3epBHble Konum» (cTp. 88).

®  BoccTaHOBMTE MalUMHY, KaK ONMCcaHo B Teme «BoccTaHOB/IEHME ANCKOB C MOMOLLLBLO
3arpyso4yHoro HocuTens» (ctp. 74).

4. TNocnepoBaTenbHO BbibepuTe NyHKTbI BoccTaHoBNeHUe > Bca malwimHa.

I'IporpaMN\Hoe obecneyeHne aBTOMaTUYECKN CONOCTaBUT ANCKN n3 pe3epBH0171 Konun ¢ AuCKamum
LI,EJ'IeBOﬁ MaLWNnHBbI.



®  Y106bl BbINONHUTb BOCCTAaHOB/IEHME B APYrYH0 BUPTYa/bHYIO MalIWHY, WenkHuTe Llenesan
MALUMHA 1 BbibepUTe BKIIOUYEHHYIO LeN1eByi0 MaLLUHY.

=  ECAM BbINOAHUTb CONOCTaBAEHMNE He YAan0Chb, BOCNO/b3yATeCh NpoLeaypoid, KoTopan
onucaHa B pasgene «BoccTaHoBNAEHME ANCKOB C MOMOLLIbIO 3arpy304HOro HocuTens» (cTp. 74).
C NOMOLLLbO 3arpy304HOTO HOCUTENA MOXKHO BblBpaTh ANCKWN ANA BOCCTAHOBAEHMWA U
BPYYHYIO CONOCTaBUTb UX.

PUIMYECKan MallliHa
ABRTTMMS

Disk 1 — Disk 1

HAYATE @ NAPAMETPL
BOCCTAHOBNEHINA

BOCCTAHOBNEHWE

Ha*kmuTte KHONKy 3anycK BOCCTaHOBNEHUA.
MNoaTBepanTe Nepesanmcb AUCKOB BEPCUAMM U3 pe3ePBHOM KONUN. YKaXKUTe, crenyeT in
ABTOMATMUYECKN Nepe3anyCTUTb MaLLnHY.

Xop, BoCCTaHOBAEHUA 0T06pa)KaeTc9| Ha BK/Z1agKe AEﬁCTBMﬂ.

2.9.3.2  BoccraHoBneHne m3nYeCcKkor MallnHbl B BUPTYasbHYHO

B aTOM pasgene onMcaHo BOCCTaHOBAEHUE GU3NYECKON MaLLMHbI B Ka4eCcTBe BUPTYabHOM C
ncnonb3oBaHWem Beb-mHTepderica. 3Ty onepaumto MOXHO BbINOJHUTbL, €CIN YCTAaHOBAEH U
3aperncTpupoBaH xota bbl oguH areHT ana VMware unm areHt gns Hyper-V.

JononHuTtenbHyo HGopmauuio o murpaumm P2V cm. B pasgene «Murpauma mawwmHbl» (cTp. 120).

BoccmaHoenerue gpusuvecKoii MawuHbl KaK supmyasnbHoli
1. BbibepuTe mallnHY, ANA KOTOPOI eCcTb pe3epBHaa Konus.
2. UWenkHnte BoccTaHoBNEHMe.

3. BblbepuTe TOUKY BoccTaHoBAEHUA. O6paTUTe BHUMaHME Ha TO, YTO TOYKMU BOCCTaHOBAEHMA
oTOUNBTPOBAHbI MO XPaHUANLLY.
Ecnmn malimHa OTKAo4YEHa, TOYKM BOCCTAHOBAEHUNA He oTobparkatotca. BoinosHuTe noboe ns
cnenyowmx oencTBui:
= Ecnu pesepBHas KONKUA pacnosioxeHa B 061a4HOM MM 06LLEeM XPaHUAULLE AaHHbIX (T .e.
ApYyrve areHTbl MOryT MNONYYMTb K Heit A0CTyn), WenKHMTe Bbi6paTbh MaluuHy, Bbibepute
MallMHY, KOTopasa NOAK/OYEHA, a 3aTeM BblibepuTe TOUKY BOCCTAaHOBAEHMA.

= BbibepuTe TOUYKY BOCCTAaHOB/IEHUA HA BKNaAKe «Pe3epBHble Konum» (cTp. 88).

®  BOCCTaHOBMTE MaALLUMHY, Kak ONMCaHO B TeMe «BoccTaHOBAEHME ANCKOB C MOMOLLbHO
3arpyso4yHoro Hocutens» (cTp. 74).



MocneposaTenbHO BbibepuTe NyHKTbl BocctaHoBNAEHUe > BcA malumHa.
B nosie BocctaHOBUTD B BbibepuTe NYHKT BUpTyanbHaa mawunHa.
LLlenkHnTe LleneBasa mawunHa.
a. Bbibepute runepsusop (VMware ESXi nunu Hyper-V).
JonxeH bbITb yCTaHOBNEH XOTA 0A4MH areHT ana VMware unu arent ana Hyper-V.

b. Bbibepute malwmnHy, B KOTOpYLo ByAYT BbINONHATLCA BOCCTAaHOB/IEHUE: HOBaA UK
cywecTeytowasn. Bbibop HOBOW MalwMHbI NPeANoYTUTEIbHEE, NMOCKO/bKY A5 Hee He
TpebyeTca, UTobbl KOHOUTYpaLUS ANCKA LeIeBOM MalUMHbI B TOYHOCTM COOTBETCTBOBA/A
KOH}UIrypaLmm g1cKa B pe3epBHOM Konuu.

C. BblbepuTe XOCT M yKaXKnUTe MMsi HOBOM MaLLMHbI U BblDepuTe CYLLLECTBYIOLLYIO LLeNEBYHO

MalLLMVHY.

d. Haxmute KHonKy OK.

aencreums:

[HeobazaTenbHO] Mpyn BOCCTAHOBAEHUW B HOBYHO MaLLUMHY TaK}Ke MOXKHO BbINOJHUTbL Cneaytolme

" llenkHute XpaHuauwe gaHHbix ans ESXi nauv Mytb ana Hyper-V v Bbibepute xpaHuauiie

AaHHbIX AN AaHHOW BUPTYanbHOM MaLLUUHbI.

" Y106bl UISMEHUTL Pa3Mep NAaMATH, KOJIMYECTBO NPOLLECCOPOB M CETEBbIE NOAKNOYEHUS
BMPTYaNbHOM MalUUHBI, WenAKHUTe HacTpoiiku BM.

BUpTyansHaa MallkHa v

New machine Ha 10.250.151.182) Hoswii

datastore-share-iscsi-bender

NamATk: 1.00 T6
BUpTyankbHbIe MPoLECcopbI: 1
CeTeBble aganTtepsl: 0

HAYATE @ NAPAMETPLI
BOCCTAHOBNEHIA

BOCCTAHOBNEHWE

8. HaxmuTe KHOMKy 3anycK BOCCTaHOBJ/IEHUA.

9. [pw BOCCTAHOBNEHMM B CYLLECTBYIOLLYHO BUPTYaIbHYIO MALWMHY NOATBEPAUTE Nepesanuch
AVICKOB.

Xoz BOCCTaHOB/IEHUA OTobpaxKaeTcs Ha BKAagKe OeicTeua.



2.9.3.3  BupTyanbHasa MalnHa

B x04e BOCCTaHOB/IEHWNA AaHHbIX HA BUPTYabHYHO MaLLWUHY OHa A0/XHa 6biTb OCTaHOBAEHA.
Mporpamma ocTaHaBAMBaET ee 6e3 npeaynpexaeHua. MNocne 3aBeplieHna BOCCTaHOBEHUA MaLLIUHY
notpebyeTca 3anyCcTUTb BPYUHYIO.

37O noBeaeHUe MOXHO U3MEHUTb, UCNONb3YA NapameTp BOCCTAHOBAEHUA «YNpaBaeHne NUTaHuem
BM» (wenkHuTe MapameTpbl BOCCTAaHOBAEHUA > YNpaBaeHUe nutaHuem BM).

BoccmaHoeneHue eupmyaanoﬁ MAWUuHbsI

1.

2.
3.

BbINONHUTE OAHO U3 CneayoLWmX AeNCTBUIA:

. BblﬁepMTe MalWunHy, anAa KOTOpOl71 CO34aHa pe3epBHAA KonuA, WenkKHUTe BoccraHoBAEHME U
BbIGEpMTe TOYKY BOCCTaHOB/EHUA.

= BbibepuTe TOUYKY BOCCTAaHOB/IEHUA HA BKNAAKe «Pe3epBHble Konum» (cTp. 88).
LLlenkHUTe BoccTaHoBNEHMe > Bca mawimHa.

Y106bl BbINONHUTL BOCCTAHOB/IEHNE B GM3MYECKYIO MaLLUHY, B cNMcKe BoccTaHOBUTDL B BbibepuTe
NYyHKT ®u3nueckaa mawimnHa. B npoTMBHOM cayyae nponycTuTe 3TOT Liar.

BoccraHoBneHUe B ¢M3MH€CKYPO MalWnHY BO3MOXKHO TO/IbKO B TOM C/1y4ae, eCnin KOH(I)MI'ypaLI,MH
LLEHEBOVI MalWKnHbl B TOYHOCTUN COOTBETCTBYET KOHd)MI'ypaLI,MM ANCKa B AaHHOVI pe3epBH017| Konuu.

Ecnum 3To MMeeT mecTo, NpoaoKuTe ¢ wara 4 B pasgene «dPusmyeckas mawnHa» (ctp. 70). B
NPOTUBHOM C/ly4ae PeKOMEHAYEM BbINOAHUTb MUrpaumio V2P, ncnonb3sya 3arpy3oyHbiii
HocuTensb (cTp. 74).

[aHHoe nporpammHoe obecrneyeHne aBTOMaTUYECKM BbIODMPAET MCXO4HYIO MALLMHY B KAYecTBe
LueneBou.

YT106b! BbINO/IHUTL BOCCTAHOB/IEHME B APYIYI0 BUPTYaNbHYIO MalUMHY, WwenkHuTe Lienesasn
MallUKHa U BbINOJHUTE C/ieaytolme AeCTBUA:

a. Boibepute runepsusop (VMware ESXi, Hyper-V nnu Virtuozzo).

TonbKo BMPTyanbHble MallnHbl Virtuozzo Mo»KHO BOCCTaHOBUTb B Virtuozzo.
JononHutenbHyo nHbopmaumio o murpaummn V2V cm. B pasgene «Murpaumsa mawmHbly (CTp.
120).

b. Bbibepute mawmnHy, B KOTOpyto ByAyT BbINONHATLCA BOCCTAHOB/IEHNE: HOBAA UK
CYL,eCTBYIOLLAA.

c. BbibepuTe XOCT M yKaxnTe MMA HOBOW MaLUMHbI UAUN BbIDEpUTE CYLLECTBYIOLLYIO Lie/IeBYHO
MaLUNHY.

d. Haxkmwute KHonKy OK.

[HeobsazaTenbHo] Mpw BOCCTAHOBAEHUM B HOBYHO MalLIMHY TaK}Ke MOXHO BbINOJIHATbL Caeaytowme
nencTeums:

= |lenkHute XpaHunuuie aaHHbix ana ESXi uam Nytb ans Hyper-V n Virtuozzo u Bbibepute
XpaHWAMLLE AAHHbIX A1A AaHHON BUPTYaibHOW MalLMHbI.



" Y7106bl UI3MEHUTL PAa3Mep NAMATU, KOJIMYECTBO NPOLLECCOPOB M CETEBbIE NOAK/IOYEHUSA
BMPTYa/NibHOM MalWHBI, WenkHUTe HacTpoiiku BM.

BUpTyansHaa MallkHa v

New machine Ha 10.250.151.182) Hoswii

datastore-share-iscsi-bender

NamATk: 1.00 T6
BUpTyankbHble MPOLECCophI: 1
CeTeBble agantepsl: 0

HAYATE EES NAPAMETPLI
BOCCTAHOBJIEHMA

BOCCTAHOBNEHWE

Hax»Xmunte Hayatb BOoccTaHOBAEHME.
Mpw BOCCTaHOBAEHMW B CYLLLECTBYIOLLYIO BUPTYaNbHYIO MalLMHY NOATBEPAMTE Nepes3anmcb
AWNCKOB.

Xop, BoCCTaHOBAEHUA 0T06pa)KaeTc9| Ha BK/1agKe AEﬁCTBMﬂ.

2.9.3.4  BoccCTaHOB/IEHNE AMCKOB C MOMOLLbIO 3arpy304HOro HOCUTENS

NHdOopMaLMIo O TOM, KaK CO3AaTb 3arpy304HbIi HOCUTENb, CM. B pa3aene «CosaaHne 3arpy304HoOro
Hocutensa» (cTp. 69).

Mopsadok eoccmaHoaneHuUsa OUCKOB C MOMOWbIO 3a2PY304YHO20 Hocumesns

1. 3arpysuTe LeneBylo MallvHY C NOMOLLbIO 3arpy304HOro HOCUTENSA.

2. BblbepuTte JlIoKanbHOe ynpaBaeHue 3Toi MALWUMHON NN ABAXKAb! LLEIKHUTE 3arpy304HbIn
HOCUTE/Ib B 3aBMCMMOCTU OT TOTO, KaKoM TUM HOCUTENA UCMOb3YeTe.

3. Ecau B Balel ceTu BKAOYEH NPOKCU-cepBep, WeakHuTe MHCTpymeHTbl > MpoKcu-cepeep n
yKaxuTe nms xocta/IP-agpec v NnopT NpoKcu-cepsepa. B NpoTMBHOM C/lyyae nponycTuTte sToT
war.

Ha sKpaHe npmMBeTCTBMA HaXXMnUTe KHONKY BoccTaHOBUTD.
LLlenkHMTe BblBpaTb AaHHbIe U HaxkMuTe KHonKy 0630p.
YKarKnTe XpaHUAULLEe pe3epBHbIX KOMWNA.

" Y106bl BOCCTAHOBMTb AaHHble N3 061a4HOro XpaHUAMLLA AaHHbIX, BbibepuTe O6nauHoe
XpaHuAMLLE AaHHbIX. BBeaWTe AaHHble YYETHOM 3anncK pe3epBHOro KONMPOBaHUA,
CBA3aHHOW C MALLUWHOW, pe3epBHan KOMMA KOTOPOM Bam HyKHa.



10.

11.

12.

"  YT106bl BOCCTAHOBUTb AaHHbIE U3 JIOKA/IbHOM AW CETEBOM MAMKK, yKaxKuTe ee B pasgene
JlokanbHble nanku uam CetesBble Nanku.

Haxkmute KHonKy OK, 4Tobbl noaTBepAuTb BbIGOP.

BbibepuTe pesepBHYO KOMWIO, N3 KOTOPOI HEOBXO0AMMO BOCCTaHOBUTL AaHHbIe. [py noABAEeHUM
COOTBETCTBYIOLLErO 3aMpoca BBeAUTE Napob AN PE3EPBHOM KOMUK.

B pasgene Cogepxnumoe pesepBHOI KONUKU BbibepuTe ANCKM, KOTOPbIE HYXKHO BOCCTAHOBUTb.
Haxkmute KHonKy OK, 4Tobbl noaTBepAuTb BbIGOP.

B pasaene MecTo BOCCTaHOBAEHUA nporpammHoe obecneyeHne aBTOMaTUYECKU CONOCTaBUT
Bbl6paHHbIe AUNCKU C LLenesbiMmu.

EC/v BbINOAHWUTL COMOCTaB/IEHNE He YAaN0Ch UM ero pesyabTaT Bac He yCTPanBaeT, CONoCTaBbTe
ANCKM 3aHOBO BPYYHYIO.

ViameHeHuUe cmpykmypsl OUCKO8 MOX(em M08AUAMb HA 302pyHaeMocme onepayuoHHol cucmemel. Ecau
8bl He ysepeHsl 8 MOAHOM ycriexe, Ucronb3ylime UcXo0Hy cmpyKmypy OUCKO8 MAUUHbI.

[Mpw BoccTaHosneHnn OC Linux] Eciv Ha malinHe, pe3epBHaa KOnma KOTOPOW co3a4aBasiach,
MMenucb siornyeckme Toma (LVM), a Bam HeobXxoaMMO BOCNPOU3BECTM UCXOOHYIO CTPYKTYpY LVM,
BbINOJIHUTE NEPEYNCTEHHbIE HUXKE AeNCTBUA:

a. Yb6eautecnb, YTO KOJIMYECTBO AMCKOB Ha LLENEBOM MaLUMHE M EMKOCTb KaXKA0ro AUCKa paBHbI
aHa/IorMYHbIM 3HaYEHMAM UCXOAHOW MalLMHbI, @ 3aTem wenkHute NpumeHuTsb RAID/LVM.

b. MpocmoTpute CTPYKTYPY TOMOB, a 3aTem HaxkmuTe KHonKy Mpumenntb RAID/LVM, uT06bI
co3aarb ee.

[Heobs3atenbHo] LLenkHuTe MapameTpbl BOCCTAaHOBAEHUA, YTOObI YKa3aTb AOMNO/IHUTE/IbHbIE
HACTPOMKM.

HaxkmuTe KHonky OK, yTobbl HauaTb BOCCTAHOBEHUE.

2.9.3.5 Ncnonb3oBaHue Universal Restore

HoBelilwne Bepcmm onepaumoHHbIX CUCTEM COXPAHAOT 3arpy*KaemocCTb NPy BOCCTaHOB/IEHNW Ha
oTnnyatoleeca obopyaosaHue nam nnatpopmbl VMware u Hyper-V. Ecamn BoccTaHoBNeHHan
onepaunoHHaa CUCTEMA He 3arpyXkaeTcs, ncnonoayite cpenctso Universal Restore, 4To6bl 06HOBUTD
ApaiiBepbl U MOAY/IU, HEObXOAMMbIe 417 3arpy3KM CUCTEMBI.

Universal Restore Mo*KHO NpUMeEHUTb K onepaunoHHbIM cuctemam Windows u Linux.

Mopadok ucnonv3oeaHus Universal Restore

1.
2.
3.

3arpysuTe MalUMHY C 3arpy304HOro HocuTens.
LLenkHuTte MpumeHeHue Universal Restore.

Ecnun Ha MalMHe HECKOIbKO ONePaLLMOHHbIX CUCTEM, BbIBEPUTE, K KAaKOWN U3 HUX cneayeT
npumeHntb Universal Restore.

[Tonbko ans Windows] HacTpoliika fononHUTeNbHbIX HacTpoek (cTp. 75).
Haxmunte KHonky OK.

Universal Restore B Windows

MoAaroToBKa

NopgroTtoBbTe ppaiisepbl

Mpexxae yem npumeHATb Universal Restore kK onepaunoHHoi cucteme Windows, yaoctoBepbTech B
HaMuYMM ApaliBepoB A1 HOBOrO KOHTPO/I/IEPa KECTKUX AUCKOB M Habopa MUKPOCXem. ITH
ApanBepbl ABNAIOTCA KPUTUYECKMMM ANA 3aMyCKa OnepaumoHHOi cuctemsl. Micnonb3yiiTe



KOMMAKT-gUCKM Unn DVD-aUCKM, NpenocTaBaeHHble NOCTaBLUMKAMM annapaTHbIX CPeacTs, Uam
3arpysute gpamnsepbl ¢ Beb-caliTa nocTtaBwmKa. Dalinbl ApaliBepoB A0/IKHbI UMETb paclmpeHue *.inf.
B cnyyae 3arpysku apaiisepoB B popmaTax EXE, CAB unu ZIP nonyynte mx c NOMOLLbO CTOPOHHEro
NPUAOXKEHMA.

Havnyywmm pelueHmem sBnseTca XpaHeHne ApanBepoB 418 BCeX annapaTHbIX CPeacTs,
MCMNO/Ib3YEeMbIX B OpraHM3aumum, B eAMHOM PENO3UTOPUM C COPTUPOBKOM MO TUMY YCTPOICTB UK
annapaTHbIM KoHGUrypaumam. Konuvio penosnuTtopmns MoXKHO XpaHuTb Ha DVD-gucke nam
bn3Ww-HakonNuTene, NOMECTUTb Hy}KHble ApaiBepbl Ha 3arpy304HbIA HOCUTENb UM CO34aTb
No/Ib30BaTE/IbCKUIN 3arpy304HbIii HOCUTENDb C TPEByeMbIMK ApariBepamu (a TakKe dannamm
KOHUIrypaLmm ceTn) gna Kaxkaoro cepeepa. Mam mMorKHO NPOCTO YKasbiBaTb MyTb K PENO3UTOPUIO
Kaxkgplli pas, Korga ucnonbsyercs KomnoHeHT Universal Restore.

MpoBepbTe HanMuMe [OCTYNA K ApaiBepam B 3arpy3ouHoi cpege

Yb6eautecb B Ha/IM4MM AOCTYNA K YCTPOMCTBY C ApanBepamu npu paboTe ¢ 3arpy304HOro HoOCUTeNs.
Mcnonb3ayite HocuTenb Ha ocHoBe WinPE, ecnu ycTpolictBo gocTynHo B Windows, HO HOcuTe b Ha
ocHoBe Linux He oBHapy»Kun ero.

Hactpowku Universal Restore
ABTOMaTUUYECKUIT NOUCK ApaiiBepoB

YKaKuTe, rae Nporpamma f0/1XKHa UCKaTb ApaiBepbl c1os abeTparnpoBaHna obopyaosaHus (HAL),
KOHTPOJI/IEPA *KECTKUX SUCKOB M CeTEBbIX a4anTepos.

=  Ecnu apaiBepbl HAXOAATCA Ha AWCKE OT MPOU3BOAUTENS AU APYTOM CbEMHOM HOCUTENE,
ycTaHosuTe ¢a*KoK MOUCK Ha CbeMHbIX HOCUTENSAX.

= Ecnuv apaiBepbl HAXOAATCA B CETEBOM MarnKke WaM Ha 3arpy304HOM HOCUTEse, YKasuTe MyTb K
3TOW nankKe, HaxkaB KHOMNKyY [,o6aBUTb Nanky.

Kpome Toro, Universal Restore BbINONHWUT NOUCK ApaliBepoB B Nanke, UCNo/ib3yeMoi No YMOAYaHUIo
ANnA xpaHeHua apansepos Windows. Ee pacnonokeHune onpeaenserca 3HadeHnem peecrpa
DevicePath B pasgene HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion.
O6b1uHO 370 Nnanka WINDOWS/inf.

Universal Restore BbINONHUT PeKYPCUBHbIM NMOWCK BO BCEX MarKax, BIOXKEHHbIX B YKa3aHHYH Nanky,
0b6HapyKUT Hanbosiee noaxogalme apavisepbl HAL M KOHTPO//Iepa KECTKUX ANCKOB U3 BCEX
MMEIOLLMXCA M YCTAHOBUT X B oMnepaunoHHyto cuctemy. Universal Restore Takske BbIMOAHAET NMOUCK
ApaviBepa ceTeBoro agantepa. [Mocne ero obHapykeHma Universal Restore nepegaet nyTb K
HallgeHHOMY ApaliBepy onepaLyMoHHON cucTeme. ECamM Ha malwMHe YCTaHOBAEHO HECKO/IbKO CEeTEBbIX
nHTepdeiicHbIX naaT, Universal Restore nonbiTaeTcAa HaCTpOUTbL ApaiBepbl Bcex naart.

[ paiiBepbl 3aNOMUHAIOLWMUX YCTPOCTB ANA 0693aTeNIbHOMN YCTAaHOBKM

3TOT NapameTp HeOobXOAUM B CNELYIOLLMNX CyYasnX.

= Ha KoMnbloTepe yCTaHOB/IEH 0CObbI KOHTPOAEP 3aNOMMHAOLLERO YCTPOICTBA, Hanpumep RAID
(ocobeHHo NVIDIA RAID) unu agantep Fibre Channel.

= CucTema NepeHeceHa Ha BUPTYa/ibHYO MallMHY, KOTOPAA UCNO/b3yeT KOHTPOJ/IEDP XKECTKOTo
auncka SCSI. Ucnonb3yiTe gpansepbl SCSI, npegocTaBaeHHbIe B NaKeTe NPOrpammHoOro
obecneyeHna BUPTYanM3aLnn, UNK 3arpysmTe nocnegHue Bepcun apaieepos c Beb-canta
pa3paboTumKa NnporpammHoro obecneyeHus.

="  ECAu He YAaN0Cb 3arpy3ntb CUCTEMY C NMOMOLLBKO aBTOMATUYECKOIro NOUCKa ,u,paﬁaepos.



YKarKnTe Hy*KHble gpaliBep, HaxkaB KHoMky [lo6aBuTb ApaiiBep. YKasaHHble gpansepbl byayT
YCTaHOBJ/IEHbI, la*Ke eCNn NPOrpamma HalaeT Nydlmnii Apaneep, C BblAadyeli COOTBETCTBYHOLLENO
npegynpexaeHus.

MNpouecc Universal Restore

YKa3aB Tpebyemble HACTPOMKM, HarkKmmUTe KHOMKy OK.

Ecnm Universal Restore He yaaeTca HaliTU COBMECTMMbI ApaiiBep B YKa3aHHbIX PaclONOMKEHUSAX,
6yaeT BbiBeAeHO cooblieHne 0 NpobaeMHOM ycTpoicTee. BbiNnoHUTE 04HO U3 ceayowmnx
AencTeni:

= [lob6aBbTe ApaiBep B t060E U3 paHee YKasaHHbIX PACMONOXKEHUN N HAXKMUTE KHOMKY
MoBTOpPUTD.

= EC/M Bbl HE MOMHMWTE PACMONOKEHMSA, HAXKMUTE KHOMKY MPonycTuTb, 4To6bl NPOAOIKUTD
npouecc. Mpun Heya0BNETBOPUTENBHOM pe3ybTaTe 3aHOBO NpumeHuTe Universal Restore. Mpu
HaCTpoOViKe onepaummn yKaxnTe Heobxoanmblii gpaisep.

Mocne 3arpy3kn Windows HauyHeTcA CTaHAAPTHAA NpoLeAypa YCTaHOBKU HOBbIX YCTPOMCTB. [palisep
ceTeBoOro aganrtepa byaet yctaHoBAeH 6e3 yBeAOMAEHWUI NPU HannMuum y Hero noanucu Microsoft
Windows. B npotnsHom csiydae Windows nonpocuT noATBEPANTb YCTaHOBKY HEMOANUCAHHOTO
Apansepa.

Mocne 3Toro NoAb30BaTE/Ib CMOMKET HAaCTPOMUTb CETEBOE NOAK/OYEHNE U YKa3aTb ApaliBepbl ana
BMaeoagantepa, USB v gpyrux ycTponcTs.

Universal Restore B Linux

Universal Restore morkeT npUMeHATbLCA K onepauMoHHbIM cucTemam Linux ¢ Bepcueit agpa 2.6.8 unu
6onee nosgHe.

Ecnn Universal Restore npumeHsAeTcs K onepaumMoHHoi cucteme Linux, 06HOBAAETCA BpeMeHHas
daiinosan cucTema, M3BECTHAA KaK HayabHbIN 3N1EKTPOHHBIN ANCK (initrd). 9To obecneunBaeT
3arpysKy onepawlmoHHOM CUCTEMbI Ha HOBOM 060pYA0BaAHUMN.

Universal Restore go6aBnseT K Ha4asibHOMY 31EKTPOHHOMY AMCKY MOAY/IM ANSi HOBOTO
0bopyaoBaHusA (BKAOYaA gpansepbl ycTponcTs). ObbIMHO BCe HeObXoaMMble MOAY /N
obHapysumeatotca B nanke /lib/modules. Ecan Universal Restore He MOKeT HaliT! HYXHbI MOAY /b,
nms danna moayns 3anmMcbiBaeTca B XKypHan.

Universal Restore moKeT U3MeHUTb KOHPUrypauuto 3arpysunka GRUB. Bo3MoKHO, A4 3TOro
notpebyetca obecneunTb 3arpyaeMocTb CUCTEMbI, EC/TU CTPYKTYPA TOMOB HOBOM MaLUMUHbI
OT/INYAETCA OT UCXOAHOM MALLMHBI.

Universal Restore HuKorga He nameHsaet sagpo Linux.
Bo3spart K ucxogHomy HayasnbHomy RAM-aucKy
Mpu HEOHXOAMMOCTU MOXKHO BEPHYTHCA K UCXOAHOMY HayanbHOMYy RAM-AUCKY.

HauanbHbii RAM-auck xpaHutca B paine Ha mawmnHe. MNepes nepsbiM 06HOBAEHMEM HAYaNIbHOTO
RAM-auncka Universal Restore coxpaHseT ero Konuto B To e nanke. ma Konuu — 3to umsa daina c
npubasneHnem cydbdukca _acronis_backup.img. Mpu 3anycke Universal Restore 6onee ogHoro pasa
(Hanpumep, nocne nobaBneHMa HeAOCTAOWMX APABEPOB) 3Ta KOMKA He Nepe3anmCcbiBaeTCs.

YT106bI BEPHYTLCA K UCXOAHOMY HadanbHoMy RAM-aucky, BbINoNHUTE N0boe U3 cneayoLmx
AencTsni.



MN3meHUTE MMA KONUKM COOTBETCTBYHOWMM 06pa3om. Hanpumep, BbINOJAHUTE KOMaHAY, NOA06HYI0
cnepyowen:

mv initrd-2.6.16.60-0.21-default_acronis_backup.img
initrd-2.6.16.60-0.21-default

YKaruTte Konuio B cTpoke initrd KoHdurypaumm sarpysunka GRUB.

2.9.4 BoccTaHoBneHue hannos

2.9.4.1  BoccraHoBneHne hannoB C NOMOLLbIO BEG-UHTEpPdENCa

1.

10.

BbibepuTe MalluMHy, Ha KOTOPOW paHee pacnosarainch AaHHble, KOTopble Heo6Xx0AMMO
BOCCTAaHOBWUTb.

LLlenkHnTe BoccTtaHoBAEHMeE.

BbibepuTe TOUKY BOCCTaHOBEHUs. OBpaTUTe BHUMaHWE Ha TO, YTO TOUYKM BOCCTAaHOB/IEHUA
OTPUABbTPOBAHbI NO XPaHUAMLLY.

Ecnv BbibpaHa ¢pu3MUecKas MalnHa UAN MaLLMHA B aBTOHOMHOM PEXUME, TO TOUKU
BOCCTaHOB/IeHWNA He 0TOBpasKatoTcA. BbibepnTe TOUKY BOCCTAHOBAEHMUSA Ha BKNagKe «Pe3sepBHble
Konum» (cTp. 88) nam ncnonbayiite apyrue cnocobbl BOCCTAHOBAEHMUS:

®  3arpysKa ¢ainnos U3 061a4HOro XpaHnauiLLa AaHHbIx (cTp. 79)
"  |Acnosib3oBaHUe 3arpy3o4Horo Hocutens (ctp. 80)
LLlenkHnTe BocctaHoBUTb > daiinbl/nanku.

MepenguTe K HYXKHOM NANKe UAM UCNOb3YIATe NOUCK ANA NOYYEHUA CNINCKA HYXKHbIX GaiiioB m
narnok.

MOHO MCMONb30BaTb OAMH WM HECKOJIbKO NOACTAaHOBOYHbIX CUMBOOB (* 1 ?). MoapobHyio
NHdopMaumio 06 MCNoNb30BaHMM NOACTAHOBOYHbIX CUMBOJIOB CM. B pasgene «dunbTpbl dpaitnar
(cTp. 55).

BbibepuTe dainbl, KOTOpble HEOHXOAMMO BOCCTaHOBUTD.

Y106b1 COXpaHUTb daiinbl Kak ZIP-daiin, wenkHute 3arpy3nTb, BbibepuTe pacnonioxKeHme gnn
COXPaHEeHMA AaHHbIX U WenkHuTe CoXxpaHUTb. B NpoTMBHOM Ccay4ae nponycTuTe STOT Lwar.

Ha*kmute KHONKy BocctaHOBUTD.
B BoccTaHOBUTb B byaeT oTobpakaTbCs O4MH M3 CAeayHoLLMX BAPUAHTOB:

®  MalluMHa, Ha KOTOPOM M3Ha4Ya/bHO 6blNK Palinbl, KOTOpble HEOBXO0AMMO BOCCTaHOBUTL (eC/n
3TO MALUMHA C areHTOM WM BUPTyasibHasa mawwmHa ESXi).

®  MallmMHa, Ha KOTOPOM yCTaHOBEeH areHT ansa Hyper-V unm areHt gns Virtuozzo (ecnu daiinsi
M3HaYaNIbHO HAX0AATCA Ha BUPTYanbHOM mawmHe Hyper-V naum Virtuozzo). ®alinbi ¢
BMPTYyanbHOM MawmHbl Hyper-V nam Virtuozzo HEBO3MOXKHO BOCCTaHOBUTb Ha UCXOAHYHO
MaLLUHY.

370 ueneBan MallMHa A7 BOCCTaHOBAEHUS. Mpu HEOBXOAMMOCTM MOXKHO BbIOpaTb APYryio
MaLUWHY.

[TonbKo Npw BOCCTaHOBAEHUM Ha BUPTYaNbHYIO MawmnHy ESXi] YKaxKuTe yuyeTHble gaHHble
NoNb30BaTeNA rOCTEBOM CUCTEMbI. [laHHbIM N0Ab30BaTENb A0XKEH 6bITb YHaCTHUKOM rpynnbl
AamuHuctpatopbl 8 Windows nam npuBmMaerMpoBaHHbIiM Nosib3oBaTtenem B Linux.

B none nyTb Bbl6epMTe LeneBoe MecTo BOCCTaHOBAEHMA. MOXKHO Bbl6paTb OAVH U3 cheayrwmnx
BapnaHTOB:

" lcxogHoe pacnosioxeHue (Mpu BOCCTaHOBAEHMM Ha UCXOAHYIO MaLIUHY)
= JloKanbHaA Nanka Ha Luenesoin mallnHe

= CeTeBaA Nanka, KOTOpaAa A0CTyMNHa C Ll,el'IEBOI‘;I MaLlKnHBbI.



11. HakmuTe KHONKY 3anycK BOCCTAaHOBNEHUA.

12. Bbibepute oaAnH U3 BapuaHToB nepesanuncu damna:

Xopa, BoccTaHOBAEHUA oTObpaXkaeTca Ha BKaaake Oeicreua.

2.9.4.2

Bbl MOXKeTe NpocMaTpuBaTb CoAepHKMMOoe 061a4HOro XpaHUIMLLA AaHHbIX U Pe3epPBHbIX KONui, a

= [lepe3anucbiBaTb cyliecTByoLme paitnbl
= [lepe3anucbiBaTb CyW,ecTBYOWMIA ¢aiin, ecnam oH cTapuie

"  He nepe3anucbiBaThb cywecteyowme Gaibl

TaKXe 3arpy»atb Heobxoammsble dainbl.

OrpaHuyeHue: pe3epBHble KoMK COCTOSHMA cncTeMbl, 6a3 gaHHbix SQL 1 Exchange HegocTynHbI Ans

npocmoTpa.

3a2py3Ka ¢paiinoe u3z 061a4H020 XPAHUNUWA OAHHbIX
1.
2.
3.

BbibepuTe MaluMHy, AN KOTopol 6blia co3gaHa pe3epBHan Konus.

LLlenkHnTe BocctaHoBaeHue > [lpyrue cnocobbl BOCCTaHOBAEHUA... > 3arpy3uTb ¢aiinbl.

3arpy3ka annoB 13 0671a4HOro XpaHunuila AaHHbIX

Beepgute paHHble YHETHOVI 3anncu pe3epBHOro KoONmMpoBaHua, CBA3@aHHOW C MALLMHOM, pe3epBHan

KonuAa KOTOpOVI BaM HYXKHa.

Mpu npocmoTpe pe3epBHbIX KON ANCKOB: B pasaene Bepcuu BbibepuTe pesepBHYO KOMNUIo, U3
KOTOPOWN HEOHXOANMMO BOCCTAHOBUTL daisibl.

Bepcun

MMA

-
E Backup #1

ralex-vm-1 Win2008R2 clea...

LATA

03/06/15 05:26

PASMEP

Pazmep: 2,64 TE

Mpu npocmoTpe pe3epBHbIX KONWii GanaoB: Ha cAeaytoLeMm 3Tane Bbl CMOXKeTe BblObpaTb AaTy U
BpEMA CO3aHMA pe3ePBHOM KOMUK C MOMOLLbIO 3HAYKa WecTepeHKKn cnpasa oT ¢aina. Mo
YMONYaHMIO BOCCTAHABAMBAOTCA daisibl U3 CaMOM HOBOM pe3epBHOM KOMUM.

MepeauTe K HY*KHOM Nanke UAN UCMONb3YINTE NOUCK ANA NOAYYEHUA CNIMCKA HYKHbIX GainaoB u

nanok.
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6.

7.

YcTaHOBUTE BNaKKKM TEX 91EMEHTOB, KOTOPble HEOHXOANMMO BOCCTAHOBUTD, U LLLENKHUTE
3arpy3uTb.

Ecnn BbIOpaH oanH dain, OH 3arpy*Kaetca Kak ecTb. B npoTMBHOM ciydae BblbpaHHbIe gaHHble
apxusupytotca B ZIP-dainn.

BblﬁepMTe MeCTO ANA COXpaHeHNA OaHHbIX U HAXXMUTE KHOMKRY COXpaHMTb.

2.9.4.3 BoccraHoBneHue ¢annos C NOMOLLbIO 3arpPy304HOro HOCUTESS

NHbopMaLMio 0 TOM, KaK co34aTb 3arpy304Hblii HOCUTENb, CM. B pasaene «Co3aaHue 3arpy304Horo
HocuTena» (cTp. 69).

BoccmaHoeneHue dmﬁnoe C NomMouwibro 3aepy304YHo020 Hocumesns

1.
2.

10.

11.

12.

3arpysuTte LeneByro MallMHY C MOMOLLLbIO 3arPy304HOr0 HOCUTENA.

BbibepuTte JIoKanbHoe ynpasBieHue 3Toii MaLWUMHOWN NN ABaXKAbl LENKHUTE 3arpy30UHbIit
HOCUTE/Ib B 3aBMCMMOCTU OT TOTO, KAKOM TUM HOCUTENA UCMONb3YETE.

Ecin B BalLiel ceTU BKJIIOYEH NMPOKCU-CePBEP, WeNKkHUTe MHCTpymeHTbl > Mpokcu-cepeep U
yKaxkute nmsa xocrta/IP-agpec v nopt npoKcu-cepsepa. B npoTMBHOM ciyyae nponycTute 3ToT
war.

Ha akpaHe NpuBETCTBUA HAXKMUTE KHONKY BOoccTaHOBUTD.
LLlenkHMTe BblbpaTb AaHHbIe U HaxkMUTe KHoMKy 0630p.
YKaxuTe XpaHWauLLLE pe3epBHbIX KOMUN.

" Y706bl BOCCTAHOBMUTb AaHHble M3 06/1a4HOrO XpaHUAULLA JAHHbIX, BbibepuTe O6aauHoe
XpaHWUAULLE AaHHbIX. BBeguTe AaHHble yYETHOM 3anncy pe3epBHOro KONMPoBaHMs,
CBA3aHHOW C MaLLUMHON, pe3epBHas KOMUA KOTOPOM BaM HYKHa.

" YT106bl BOCCTAHOBUTbL AAHHbIE U3 JIOKAJIbHOM MW CETEBOM MAMKK, yKaXKuTe ee B pasgene
JNlokanbHble nanku nnv Cetesble NanKu.

Haxkmute kKHonky OK, 4yTobbl noaTBepanTb BbIOOP.

BbibepuTe pe3epBHYIO0 KONWIO, U3 KOTOPOI HEOBXOAMMO BOCCTAHOBUTb AaHHble. [pn NoABAEHMM
COOTBETCTBYIOLWLErO 3aNpoca BBeAMTe Napob AN PE3EPBHON KONUM.

B o6nactn Coaepmmoe pesepBHOMN Konum Bbibepute daitabl/nanku.

BbibepuTe AaHHble, KOTOpble HE0HX0AMMO BOCCTaHOBUTbL. HarkmuTe KHoMKy OK, 4To6bl
noATBepAUTL BblbOp.

B pasaene MecTo BOCCTAaHOBJ/IEHUA YKAXKMUTE HYXKHYIO NankKy. Mpu }KenaHUM MOXKHO 3anpeTuTb
nepesanucb 6onee HOBbIX BEPCUiA $aliioB MAN UCKAIOYNUTL HEKOTOPbIE Gait/ibl U3 CNIUCKA
BOCCTaHaB/IMBAEMbIX.

[Heob6sazaTenvHo] LLenkHute MapameTpbl BOCCTaHOBAEHUSA, YTOObI YKa3aTb AOMNOAHUTEbHbIE
HaCTPOMKN.

Ha*kKmute KHOMNKy OK, YyTObObI HayaTb BOCCTAHOBEHME.

2.9.4.4 W3BneuyeHue hannoB 13 NOKaNbHbIX PE3EPBHBIX KOMWUIA

MOXHO NPOCMOTPETL COAEPHKUMOE PE3EPBHBIX KOMUI U U3BNEYb HeobXxoanmble aibl.

TpeboBaHusa

3Ta GYHKUMOHANbHOCTb A0CTYyNHA ToAbKo B Windows npu MCNonb30BaHUKM NPOBOAHMKA.

Ha mawmHe, Ha KOTOpOI‘/JI BbIMO/THAETCA NOUCK pe3epBHoﬁ Konum, HEO6XOAI/IMO YCTaHOBWUTb areHT
Pe3epBHOIo KOMNMpPoOBaHUA.



= dannosana cMctema, A1 KOTOPOM CO3AaETCA pe3epBHan KONuA, A0/}KHA UMETb OAMH U3
cnepyowmx Tmunos: FAT16, FAT23, NTFS, ReFS, Ext2, Ext3, Ext4, XFS nan HFS+.

= Pe3epBHaA KONMA AONXKHA XPaHUTCA B IOKaNbHOM Nanke, cetesoli nanke (SMB/CIFS) unu 8 3oHe
6esonacHoCTw.

Mopsadok uzeneyeHus ¢paiinoe uz pesepsHoii Konuu
1. Mepenaute B XpaHWUAULLE pe3epPBHbIX KOMWUI, NCNONb3ySA NPOBOAHMK.

2. [Baxabl wenkHuTe daitn pesepsHOM Konuu. Painbl UMEOT MMEHA Ha OCHOBE CAeAyHoLWEero
wabnoHa:

<UMA MalWuHb> - <GUID nnaHa pe3epBHOro KOMUpoOBaHMA>

3. Ecau pesepBHan Konus 3awndpoBaHa, BBeAUTE Naposib LWKMpPOBaHUA. B NpoTMBHOM C/lyyae
nponycTuTe aToT War.

B npoBoAHMKE OTOBPAXKAOTCA TOYKM BOCCTAHOB/IEHUS.
4. [BakApl WEeNKHUTE TOUKY BOCCTaHOBAEHMUA.
B npoBoaHMKe 0TObparkatoTcs AaHHble, 419 KOTOPbIX CO34aHbl Pe3epBHbIe KOMUN.
0630p Tpebyemoit nanku.
CkonupyiTe Tpebyemble daiinbl B Ntobyto nanky B paiiioBon cucteme.

2.9.5 BoccTraHoBNEHMEe COCTOAHMUS CUCTEMBI
1. BbIGEpMTe MaWwuHy, onAa KOTOpOVI XOTUTe BOCCTAaHOBUTb COCTOAHWME CUCTEMDI.
2. UWenkHnTe BocctaHOBNEHME.

3. Bbl6epMTe TOYKY BOCCTAaHOB/NEHNA COCTOAHUA CUCTEMbI. OﬁpaTMTe BHMMaAHUE HA TO, YTO TOYKU
BOCCTaHOB/1IEHUNA OT(I)VII'IprOBaHbI No XpaHUAULLY.

4. Haxmute BoccTaHOBUTb COCTOAHUE CUCTEMDI.

5. TlopaTtsepauTe nepes3anncb COCTOAHMA CUCTEMDbI BepCMEVI n3 pe3epBHoi/'1 Konuu.

Xop, BoCCTaHOBAEHUA 0To6pa>KaeTc5-1 Ha BK/Z1agKe AEVICTBMH.

2.9.6 BoccraHoBneHue KoHpurypaumm ESXi

Y106b1 BOCCTAHOBUTbL KOHOUTrypaLumto ESXi, Heobxoanm 3arpy304HbIi HOCUTe/ b Ha OCHOBe Linux.
NHbopMaumio 0 TOM, KaK co34aTb 3arpy304Hblii HOCUTENb, CM. B pasaene «Co3aaHue 3arpy304yHoro
Hocutensa» (cTp. 69).

Ecan npu BoccTaHOBAEHUM KOHDUIypauum ESXi Ha XOCT, KOTOPbIN He ABAAETCA MCXOAHbIM, MCXOAHbIM
xocT ESXi Bce ewe noakntoveH K vCenter Server, OTKAKOUMTE M yganuTe 3T0T XocT u3 vCenter Server,
yTobbI N36€EKaTb HEOXKUAAHHbIX NPobsiem Npu BoccTaHOBAEHUU. YTOBbI COXPaHUTb UCXOAHbIA XOCT
BMECTe C BOCCTaHOB/IEHHbIM, MOXHO CHOBa A06aBUTb €ro No OKOHYaHUM BOCCTAaHOB/IEHMA.

BMpTyaﬂbele MallKnHbl, KOTOPbIE BbIMO/THAKOTCA Ha AaHHOM XOCT€E, HE BK/1lOYEHbI B p€3€PBHYIO
Konuio KoHourypauum ESXi. Co3gaTb 414 HUX pe3epBHYH KOMUIO MU BOCCTAHOBUTb UX MOXKHO
oTAeNbHO.

Mopadok eoccmaHosneHusa KoHguzypayuu ESXi

1. 3arpysute LeneByr MalWHY C NOMOLLbIO 3arpy304HOro HOCUTENS.

2. LUWenkHuTe JIoKkanbHOe ynpaBseHue 3TOU MaLLIUHOIA.

3. Ecau pesepBHan KONUs HaxoauTcA B 06/1a4HOM XPaHWUIMLLLE AaHHBIX, JOCTYN K KOTOpOMY
BbINOJIHAETCA Yepes NPOoKCU-cepsep, WekHMTe UHCTpymeHTbl > MpoKcu-cepsep, a 3atem



10.

11.

12.

13.

14.

YKaXKuTe nms xocta/IP-agpec npokcu-cepsepa 1 ero NopT. B NpoTMBHOM C/lyyae nponycTuTe 3TOT
war.

Ha akpaHe NpuBETCTBUA HAXKMUTE KHOMNKY BoccTaHOBUTD.

LLlenkHMTe BblbpaTb AaHHbIe U HaxkMUTe KHonKy 0630p.

YKarKnTe XpaHUAULLE pe3epBHbIX KOMUN.

" YKaxkuTe nanky B pasgene JIokanbHble nanku nnv Cetesble Nanku.
Haxkmute KHonKy OK, 4Tobbl noaTBepAuTb BbIGOP.

B none Nokasatb BbibepuTe KoHpurypaumum ESXi.

Bbibepute pe3epBHYIO KOMMIO, U3 KOTOPOI HEOBXOAMMO BOCCTaHOBUTL AaHHble. [py NosBAeHUN
COOTBETCTBYIOLLLErO 3anpoca BBeAMTE Naposib 419 pe3epBHON KOMuu.

Haxkmunte KHonky OK.
B pa3szene AAUCKK ANS HOBbIX XPaHWUAULL, AAHHbIX BbINOJHUTE Cieaytowme AencTBus:

= B none BocctaHoBuTb ESXi B BbibepuTe ANCK, Ha KOTOPbLIN ByAET BOCCTAHOB/IEHA
KOHOUrypauma xocra. MNpun BoccTaHOBAEHUWN KOHOUIYPaLMM Ha UCXOAHbIN XOCT UCXOAHbIN
ANCK BbIBMpaeTca No yMoA4YaHuUIo.

= [Heobs3atenbHo] B none Ucnonb3oBaTth 419 HOBbIX XPAHU/ULL, AAHHbIX BblbepuTe ANCKU, B
KOTOPbIX BYAyT co34aHbl HOBblE XpPaHUANLLA AAHHbIX. BybTe BHMMATEIbHbI, MOCKOJIbKY BCE
[JaHHble Ha BbIOPaAHHbIX AMUCKaxX MOTYT bbITb yTpayeHbl. YTOObl COXPaHUTb BUPTYasibHble
MaLLUMHbI B CYLLLECTBYHOLIMX XPAHUINLLAX AAHHbIX, HE BbIOMPANTE HUKAKUE AMUCKM.

Ecnn ana HOBbIX XpaHUAUL, AaHHbIX Bbl6paHbI Kakue-nmbo ANCKH, Bbl6€pMTe MeTo[, Co34aHnA
XpaHUAnua gaHHbIX B Nosie Co3paHue HOBbIX XpaHUAUL, AaHHDbIX: Cospaatb ogHO XpaHuauwe
AaHHbIX HA aAUCK unm Co3patb 0O4HO XpaHUauuie Ha Bcex BblspaHHbIX EeCTKUX AUCKaX.

[Heobs3atenbHo] B pasaene ConocraBneHmne CeTU U3MEHUTE pesy/ibTaT aBTOMaTUYECKOTO
COMOCTaB/IEHNA BUPTYaNbHbIX KOMMYTaTOPOB, MPUCYTCTBYHOLLMX B PE3E€PBHOMN KOMUK, C
dU3NYECKMMU CETEBBIMU KapTaMu.

[HeobnaszaTenbHo] LenkHute MapameTpbl BOCCTAHOBNAEHUA, YTOObI YKA3aTb AOMNONHUTENbHbIE
HACTPOMKMU.

Haxkmute KHonKy OK, 4Tobbl HayaTb BOCCTAaHOB/IEHUE.

2.9.7 [lapaMeTpbl BOCCTAHOBEHMS

YT106bl U3MEHUTL MaPaMeTPbl BOCCTAaHOBAEHUSA, LWeNKHUTe MapameTpbl BOCCTaHOBAEHUA NpU
HaCTPOliKe BOCCTaHOB/EHMUSA.

[ oCTYyNHOCTb NapameTpoB BOCCTaHOB/IEHUA

Habop goCTynHbIX NapaMeTPOB BOCCTAHOBAEHMSA 3aBUCUT OT Ceayowmx GakTopos..

Cpepna, B KOTOpoW paboTaeT areHT, BbINoHAKLWMIA BoccTaHoBAeHUe (Windows, Linux unu
3arpy3ouHblii HOCUTEND).

Twun pgaHHbIX, ANA KOTOPbIX BbINO/THAETCA BOCCTaHOB/1EHNE (LI,MCKVI, d)aﬁﬂbl, BUPTya/JibHble
MalWnHbIl, AaHHble I'IpMﬂO)KEHMﬂ).

Cnepayiouan Tabnunua BLaoYaeT B ceba obuime ceegeHNa 0 AOCTYMHOCTM NapameTpoBs
BOCCTaHOB/IEHMA.

BuptyanbH
DOucku daiinbl ble
MaLLMHbI

SQL un
Exchange




Windows
Linux
3arpy3ou4H
bIl
HOocutenb
bl
Hocutenb
ESXi,
Virtuozzo

+ | Hyper-V n
+ | Windows

+ | Windows

+ Linux

+ OS X
3arpy3oy4H

+

+
+
+

lNpoBepka
pesepBHbIX
Konui (cTp. 83)

[aTta v Bpema
ons gainos
(cTp. 84)

ObpaboTKa
OLWKMBOK (cTp. 84)

UckntoueHma
daiinos (ctp. 84)

be3onacHoCTb Ha
ypoBHe daiinos
(cTp. 85)

Flashback (cTp.
85)

BocctaHoB/eHME
MOJIHOTO NyTH
(cTp. 85)

Toukmn
NnoAKAtoYeHUA
(cTp. 85)

lNpoussoautenb
HocTb (cTp. 86)

KomaHpgb! Ao n
nocne
npoueaypsbl (cTp.
86)

M3meHeHune
naeHtTuduKaTop
a besonacHocTu
(cTp. 87)

YnpasneHue
nutaHnem BM
(cTp. 88)

+ - - + - - - Tonbko +
Hyper-V

MypHan
cobbITni
Windows (cTp.
88)

2.9.7.1 TpoBepka pe3epBHON KOMUK

3TOT NapameTp onpesenseT, BbINOJHATL IM NPOBEPKY Pe3ePBHOMN KONMUKU HA NOBPEXKAEHUA Nepes,
BOCCTAaHOBJ/IEHNEM U3 HEE AaHHbIX.

3Ha4yeHune no YMONYaHUIO: OTKAOYEHO.



Mpu NpoBepKe pe3epBHOMN KONUKU TOMa BbIYMCAAETCA KOHTPOJIbHAA CyMMa 415 Kaxaoro 6,10Ka
[AaHHbIX, COXpPaHEHHOTro B pe3epBHOM Konuu. EGUHCTBEHHOE UCK/TIOYEeHNEe — NPOBEPKA PE3EPBHbIX
KONuii Ha ypoBHe $alinoB, KOTOPbIE PACNONOMKeHbl B 06/1a4HOM XPaHUAULLE AAHHbIX. DTN pe3epBHble
KOMWW NPOBEpPAITCA NyTeM NPOBEPKMN COrNacoBaHHOCTY METaAaHHbIX, COXPAHEHHbIX B Pe3epBHOM
Konuwu.

MpoBepKa — 3TO A/IUTENbHBIN NPOLLECC AaKe NPU UHKPEMEHTHOM nnu anddepeHumanbHoOm
pe3epBHOM KONMMPOBaHWUM HEGONbLINX 06bEMOB AaHHbIX. [PUUYMHA 3aK0YaAETCA B TOM, YTO BO
BPEMA onepaumm NPoBEPAIOTCA He TO/IbKO AaHHble, PU3MYECKM NPUCYTCTBYIOLME B pe3epBHOW
KOMWW, HO U BCe AaHHble, KOTOPble BOCCTAHAB/IMBAKOTCA NPW BbibOpe 3TOM pe3epBHOM Konun. ITo
TpebyeT A0CTyNna K CO34aHHbIM PaHee pe3epBHbIM KONUAM.

2.9.7.2  [ata v Bpems ans ¢annos

3TOT NapameTp NPMMEHNM TOIbKO NPU BOCCTaHOBAEHUM $aiinos.

3TOT NapameTp onpeaenseT, NoAYyYnTb M ATy U BPems BOCCTAaHOB/IEHHbIX $alifoB U3 pe3epBHOM
KOMWUW UAM NPUCBOUTL paitiam TEKYLLYIO AaTy U Bpems.

Ecnv 3TOT napameTp BKAtOYEH, pannam bygeT Ha3HaYeHa TeKyLlasa AaTta U Bpems.

3Ha4yeHune no YMOTYaHUNIO: BKZIIOYEHO.

2.9.7.3 Ob6paboTka oLmbok

OHM NO3BONAIOT YKa3aTb, KaK A0/KHbl 06pabaTbiBaTbCA OWNOKM, BO3HMKILME NPU BOCCTAaHOBIEHWUN.,

B cnyyae owm6KM NOBTOpUTE Onepauuio

3HayeHMe No yMOoNYaHuUIo: BKAoUYeHOo. Konnuecteo nonbiTok: 30. UHTepBan mexay nonbitkamu: 30
CeKyHA.

ECnv BO3HMKAA yCTpaHMManA ownbKa, nporpamma byaeT NpoaoKaTb NOMNbITKM BbINONHUTbL
onepauuio. 3agaiite BpeMeHHOW MHTepPBaa U KOIMYECTBO NOMbITOK. MONbITKM ByayT NpeKkpaLleHbl B
cnydae, ecnm onepauma 6yaeTt ycnewHo BbinoaHeHa, UM nocae ykazaHHOro MakCMManbHOro Ymcaa
MOMbITOK.

He oto6pakaTtb Bo Bpemsa 06paboTku coobeHna u guanorosble oKHa (pexxum 6e3
BblBOAA COO6LLEHWIA)

3HayeHWe No ymonyaHuio: OTKAIOYEHO.

B perkume 6e3 BbiBOAa COOBLEHMI NPOrpaMma aBTOMaTUYECKM paspeLlaeT CuTyaumm, Tpebytowme
BMellaTebCTBa NOAb30BaTeNA. Eciv onepauma He moxKeT bbiTb NpoaoxKeHa 6e3 BMellaTe1bCcTBa
nonb3oBaTeNA, OHa He byaeT BbiNo/HeHa. JonoAHUTeNbHbIe cBegeHMA 06 onepaLum, BKaoyan
MHPOpPMaUMio 06 oLWMBKax (eCM OHU eCTb), CM. B XKypHaae onepauni.

2.9.7.4  Wckntoyenns dannos

3TOT NapamMeTp NPUMEHMM TOJIbKO MPU BOCCTAHOBNEHUM daitioB.

3TOT NnapameTp onpeaensaet paibl M NanKku, KoTopble ByayT NPonyLLeHb! B NpoLecce
BOCCTaHOB/IEHMA M MO NPUYMHE 3TOTO UCKKOUYEHbBI U3 CMMCKA BOCCTAHOBAEHHbIX 3/1eMEHTOB.



MpumeyaHue. VicknoveHusa nepeonpedensom 8blbop snemeHmos OaHHbIX 0418 8occmarosneHus. Hanpumep,
ecsu 8blbpame soccmaHosneHue galina MyFile.tmp, Ho npu amom uckaoyume ece TMP-galinel, ¢palin
MyFile.tmp He 6ydem soccmaHoeseH.

2.9.7.5 Cpepacra 6e30nacHOCTN Ha YpoBHe (hainos

ITOT NapameTp AeNCTBYET TONbKO A1 BOCCTaHOBAEHUA U3 pe3epPBHOM Konun Ha ypoBHe daiinos B
Windows.

3TOT NapameTp onpeaensneT, A0J/IKHbl I BOCCTaHaBAMBaTbCA paspelleHns NTFS BmecTe ¢ pannamm.
3HayeHMe N0 YMOJTHAHMIO: BKIIKOYEHO.

Ecnu paspewwenns NTFS 6bliM coOXpaHeHbl MPY BbINOJHEHUW Pe3epPBHOroO KonunposaHusa (cTp. 57),
MOXHO BblbpaTb BOCCTAHOB/IEHME pa3peLleHnii nan HacnegoBaHue danamm nx paspeweHnin NTFS
13 Manku, B KOTOPYHO OHM BOCCTAHOB/IEHbI.

2.9.7.6  Flashback

3TOT NapameTp paboTaeT, eCAM BOCCTAHOBNEHWE B BUPTYAsIbHYHO MALUMHY BbIMOJHAETCA areHTOM g8
VMware, areHTOM ana Hyper-V nauv areHtom ana Virtuozzo.

TexHonorua Flashback yckopsaeT BocctaHoBneHWE BUPTYaabHbIX MaLLMH. Ecan aToT napameTp
BKJ/IHOYEH, BOCCTAaHAB/NBAIOTCA TO/IbKO PA3/iNuMa MeXKAyY Pe3epBHOM KONnen n uenesbiMm 0ObEKTOM.
[aHHble cpaBHMBaAlOTCA HA YpOBHE B/1I0KOB.

3Ha4yeHune no YMOTYaHNIO: BKZIIOYEHO.

2.9.7.7  BoccraHoBneHue nosiHoro nyTu

3TOT NnapameTp AeNCTBYET TO/IbKO NPU BOCCTAHOB/IEHMM M3 Pe3epBHOMN KOMUKU Ha ypoBHe ¢ainos.
ECnv 3TOT NapameTp BK/IOYEH, B LLE/IEBOM XPaHW/IMLLLE BOCCO34aETCA MNOHbIN NyTb K daitny.

3HayeHne No ymonyaHuio: OTKAIOYEHO.

2.9.7.8  Touku noaktoyeHuns

I3TOT NapameTp gencteyeT ToabKo B Windows 15 BOCCTaHOBNEHWUA AAHHbIX C PE3EPBHOM KOMMM Ha
ypoBHe ¢pannos.

BK/1tOUMTE 3TOT NapameTp A1 BOCCTaHOBAEHMA Galt/ioB M NanoK, KOTOPble XpaHATCA Ha
MOAK/IIOYEHHbIX TOMax M pe3epBHble KOMUN KOTOPbIX CO34aBa/IMCh C BK/IOYEHHbIM NapaMeTpom
TouKku nogktoueHus (crp. 59).

3Ha4yeHuMe No yMO4YaHMo: OTKAKOYEHO.

otoTt napametTp p360T36T TOJZIbKO B TOM C/1y4dae, eC/i AnAa BOCCTaHOBNEHUA BblﬁpaHa nanka, KoTopan
B Mepapxmun nanokK HaxoanTCA Bbille TOYKMN NOAK/THOHEHUA. Ecnan ana BocctaHoBNEHMA Bbl6paHbI
Nankun B TOYKe NOAKNKOYEHNA NN CaMa TOYKA NOAKNIHOYEHNA, Bbl6paHHbIe 3/1IEMEHTDI 6y,u,yT
BOCCTAHOB/EHbI HE3AaBMCMMO OT 3HaYeHUA NapameTpa TOYKKU NOAKNAIOUEHMUA.

MpumeyaHue. MomHUMeE, YMO, €C/IU MOM He MOOKAKYEH 8 MOMEHM 80CCMAHO8/eHUSA, OaHHbIe Bydym
80CCMAHO8B/EHbI HAMPAMYIO 8 MAMNKY, Komopas 6bisa MOYKOU NOOK/AOYEHUA 80 8PEMSA pe3epeHo20
KONUpOoBaHUA.




2.9.7.9 [lpon3BoanNTENLHOCTb

3TOT NapameTp onpeaensieT NPMOPUTET NPOLLECCa BOCCTAHOBAEHUA B ONEepPaLnoHHON cucteme.
JocTynHble 3HayeHuA: HU3Kuid, O6blYHbI, BbICOKMNA.
3HayeHne no ymonyaHuio: OBbIYHbIIA.

MpuopuTeT NpoLecca, BbINO/HALLErOCA B CUCTEME, onpeaenseT KOAUMYECTBO BblAeNEHHbIX emy
pecypcos LM un cuctembl. MoHU3NB NpUOPUTET BOCCTAHOB/IEHMSA, MOXKHO 0CBOBOANTb YacCTb PECYPCOB
AN APYrUX NpUAoXKeHuiA. MNoBbilleHne NPUopUTETa BOCCTaHOBEHMUA MOXET YCKOPUTb NpoLecc
BOCCTAHOB/IEHWNA 3@ CYET BblAeNEeHUA OnepaLnoHHoON cuctemon b6onbliero obbema pecypcos
NPUIOXKEHWUIO, BbINOHAOLEMY BOCCTaHOBAeHMe. OgHaKo pe3y/ibTaT byaeT 3aBMCeTb OT obLien
3arpysKku npoueccopa v Apyrux ¢pakTopos, HaNnpMmep CKOPOCTN BBOAA-BbIBOAA ANCKA U CETEBOTO
Tpaduka.

2.9.7.10 KomaHAabl 4O 1 nocne npoueaypsb!

Jrort napaMeTp NO3BONTAET onpeaenTb KOMaHAbl, KOTOPble A0/1XKHbI BbIMO/THATLCA aBTOMATUYECKU
nepea sbinoO/IHEHMEM Npouenypbl BOCCTAHOB/IEHUA AaHHbLIX U MOC/E HEe.

Mpumep 1cnonb3oBaHMA KOMaHA 40 U Noc/e npoueaypbl:

= 3anyctute komaHay Checkdisk, uTobbl HaliTU 1 MCNPaBUTb NorUYECKME OLWMOKKU PaliNioBOM
cucTembl, GU3NYECKME OWNBKM UK NOBPEKAEHHbIE CEKTOPA A0 3anyCcKa BOCCTAaHOBNEHUA UK
noc/e ero OKOHYaHus.

Mporpamma He Noaaep>KNBaeT MHTEPaAKTUBHbIE KOMaHdbl, TO €CTb Teé KOMaHAbl, KOTOpble TPebyoT
Nno/sb30BaTeNbCKOro BBOAA (Hanpumep, pause).

KomaHga nocne BoccTaHoBEHMA He ByAeT BbINOJIHEHA, EC/IM BOCCTAHOB/IEHWE 3aKaHUYMBaeTCA
nepesarpysKkon.

KOMaHLI,a, BbIMNOJ/IHAEMasA nepea BoOCCTaHOB/IEHUEM

Kak ykazame komaHOy unu nakem~Holii ghalin, 8binonHaemolii neped Ha4asn10M
80cCMaHoeneHus

1. Bkntouyute nepexknyartenb BbinonHeHue KOMaHAbl 40 BOCCTaHOB/1IeHUA.

2. B none KomaHpa... BBEanTE KOMaHAy UAn BblbepuTe NakeTHbIN daiin. Nporpamma He
noaAep*KUBaeT NMHTEPAKTUBHbIE KOMaHAbl, TO €CTb Te€ KOMaHAbl, KOTOpble TPebyoT
NnoJib30BaTe/IbCKOro BBOAA (Hanpumep, pause).

3. B none Pabouana nanka ykaxuTe nyTb K Nanke, B KOTOPOM ByaeT BbINOAHATLCA KOMaHAa UK
nakeTHbIN daiin.

B nose AprymeHTbl YKaxKute npn HeobxoaMMOCTU apryMeHTbl BbINOAHAEMON KOMaHAbI.

5. B 3aBucMmocTu oT Kenaemoro pe3ynbraTta Bbl6€pMTe COOTBETCTBYHOLME NapamMeTpbl U3
ONMNCaHHbIX B Taﬁnmu,e HUXe.

6. Haxmute KHoMKy FoTOBO.

dnaxkok Bbibop

MNpepBaTb BOCCTaHOBNEHME YcTaHoBUTH CHATb YcTaHoBUT CHATb
npu c6oe KomaHabI* b

He HauMHaTb BOCCTAHOBNEHME YcTaHoBUTH YCTaHOBUTD CHATb CHATb

D00 3aBepLUeHUsA BbINONHEHUA
KOMaHAbl



Pe3ynbrar

MpepycTaHoBKa BbinoaHUTb H/A, BbINOAHUTL

BOCCTAHOBNEHUNE BOCCTaHOB/IEHUNE
BbINOAHUTL

nocne napannenbHo ¢
BOCCTaHOB/EHUE

BbINO/IHEHUA BbIMOJIHEHNEM
TONIbKO nocne

KOMaHAbI KOMaHAbI
ycnewHoro

HEe3aBUCMMO OT HEe3aBUCMMO OT

BbIMONHEHUA

pe3ynbTaToB ee pesynbTaTa ee
KomMmaHabl. [TpepBaTb

BbIMNO/IHEHUA BbINONHEHMA.
BOCCTaHOBNEHME MpPU

(ycnewHo nau
cboe KomaHabl.

owmnbkKa).

* KomaHaa cuntaetca cboMHON, eciv Ko 3aBepLUeHNs He PaBEH HYJIHO.

KoMaHaa nocne BOCCTaHOBIEHUS

Kak ykazame KomaHOy unu ucnoaHaemolii ¢palin, Komopbie 6y0ym ebinosnHeHbI nocne
3aeepuwieHus 60cCMAHOB/MEHUA

1. Bkntounte nepekntoyaTtesib BbinonHeHUe KOMaHAbl NOC/e BOCCTAHOB/EHUA.

2. B none KomaHpga... BBeaute KomaHay unm Bbibepute nakeTHbI dpaii.

3. B none Pabouas nanKa yKaxkuTe NyTb K Nanke, B KOTOPOWN ByAeT BbINOAHATLCA KOMaHAA UK
nakeTHbI ¢paiin.

B nosie AprymeHTbl yKaxXunte npm HeobxoanMMocTu aprymMeHTbl BbINOJHAEMON KOMaHAb!.

5. YcraHoBuTe ¢pnaxkok MpepbiBaTb BOCCTaHOBAEHMe Npu cboe KomaHAbl, ec/iM ANA BaC BaXKHO
ycnelHoe BbINosiHeHne nporpammbl. CYMTaeTca, YTO KOMaHAa He BbINO/IHEeHa, eCv KOoA, BbIXxoAa
He paBeH Hynto0. Mpu cboe BbINOAHEHMA KOMaH/bI CTaTyCy BOCCTaHOBAEeHUA byaeT 3a4aHo
3HayeHune OwmnbKa.

Ecnv GnarkoK He YCTaHOBMEH, Pe3y/bTaT BbINOJIHEHNA KOMaHAb! HE BAMAET Ha YCNELWHOCTb
BbINO/IHEHWNA BOCCTAHOBAEHMA. MOXKHO OTCNeANTb pe3ynbTaT BbiNOJHEHUA KOMaHAbI, M3y4nB
NMHdopMaUMio Ha BKNaaKe [eAcTBuA.

6. Haxmute KHoMKy loTOBO.

MpumeyaHue. KomaHAa nocne 8occmaHoeseHUs He bydem 8binosiHeHa, ecsu 80CCMaHosneHue
3aKaH4Yusaemcs nepesazpysKodl.

2.9.7.11 W3MeHeHne naeHTudukaTopa 6esonacHoCcTn

3T0T NnapameTp aencteyeT npu BocctaHoBaeHUn OC Windows 8.1 1 Windows Server 2012 R2 nau
6onee paHHUX BepCUil.

3TOT NapameTp He AEeiNCTBYET, eCM BOCCTAaHOB/IEHME B BUPTYA/IbHYIO MALUUHY BbINOAHAETCA areHTOM
ana VMware nnav areHTom gna Hyper-V.

3Ha4yeHuMe No yMO4YaHMo: OTKAKOYEHO.

370 nNporpaMmHoe obecneyeHne MOXKET reHepMpPOBaTb YHUKANbHbIN naeHTUdUKaTOop BesonacHoCTH
(SID KomnbtoTepa) AN BOCCTAHOBNEHHOM ONEpPaLMOHHOMN cucTembl. ITOT NapameTp TpebyeTca
TOJ/IbKO A/1a obecneyeHns paboTocnocobHOCTM NPOrpaMmMHOro obecneyeHns CTOPOHHNUX
npousBoguTenen, B KOTOPoM mcnonbsyetcs SID KomnbloTepa.

Kopnopauua MalikpocodT He nogaepkmsaeT odpuumanbHo nsmeHeHue SID B pa3BepHYTbIX MK
BOCCTaHOBJ/IEHHbIX CMCTEMaX. ITO 03HAYaeT, YTO, UCMO/b3yA 3TOT NapamMeTp, Bbl NPUHUMAETe Ha ceba
BECb PUCK.



2.9.7.12 YnpasneHue nutaHnem BM

3TM napameTpbl paboTatoT, eCM BOCCTAHOB/EHUE B BUPTYa/IbHYIO MALLUWHY BbINOJHAETCA areHTOM
ana VMware, areHTom ana Hyper-V nnam areHtom ans Virtuozzo.

BbiKno4aTh Lenesble BUPTYasZibHble MalUMHbI NPU 3aNyCKe BOCCTAaHOBNAEHUA

3Ha4yeHune no YMOI4YaHUIO: BKIIOYEHO.

HeBO3MOXHO BbINOAHUTb BOCCTAHOBEHWNE B CYLLECTBYIOLLYIO BUPTYA/IbHYHO MALUMHY, €CAN OHa
BK/IIOYEHA, NO3TOMY MaLUMHA BbIK/JOYAETCA aBTOMATUYECKM NPW 3anyCKe BOCCTAHOBAEHUSA.
MNMonb3oBaTenu 6yayT OTKAOYEHDBI OT 3TOM MALLMHbI, @ 0Oble HECOXPAHEHHbIE AaHHble NOTEPAHbI.

CHuMmuTe G1aXKOK, COOTBETCTBYIOLLMIM 3TOMY NapameTpy, eCau npeanovymtaeTe BPYUHYO BblK/IOYaTb
BUPTYa/ibHble MalLUMHbI Nepes BOCCTaHOB/IEHUEM.

BKatouunTte yenesyro BUPTYaZIbHYIO MALLUHY NO OKOHYaHUU BOCCTAaHOBJ/IEHUA.

3HauyeHune no ymonyaHuio: OTKAOUEHO.

Mocne BocCTaHOBNEHWA MaLLMHbI U3 Pe3ePBHOM KOMUKU Ha APYroi MallMHe CyLLEecTBYET BEPOATHOCTb
NoABNEHNA KOMUW CYLLLECTBYIOWEN MaLUMHbI B ceTU. Ha BCAKMIA c/lyyall BKAOYMTE BOCCTAHOBJIEHHYIO
BMPTYasIbHYIO MaLUWHY BPYYHYIO NOC/e NPUHATUS BCEX HEOBXOAMMbIX Mep NPesoCTOPOXKHOCTH.

2.9.7.13 XypHan cobbitun Windows

3T10T NnapameTp paboTaeT Tonbko B OC Windows.

ITOT NapamMeTp yKa3bIBAET, AO/IKHbI /M areHTbl 3aNUCbiBaTb COObITUA OnepaLmii BOCCTAaHOBEHUA B
KypHan cobbiTnin npunoxeHnin Windows (4Tobbl NPOCMOTPETb 3TOT KypHas, 3anyctute ¢aiin
eventvwr.exe unu sbibepute MaHenb ynpasneHua > AGMUHUCTPUpPOBaHUe > NMpocmoTp cobbiTuin).
MoOHO PpuAbTPOBATL COObITMA, 3aNUCbIBAaEMbIE B KYPHaI.

3HayeHWe No ymonyaHuio: OTKAIOYEHO.

2.10 Onepaunn c pesepBHLIMU KOMUAMMU

2.10.1 Bknagka «Pe3epBHble konum»

Ha BKnaake pe3epBHble KONWUKU NPeaoCTaB/ieH 4OCTYN KO BCEM pe3epBHbIM KOMNUAM, BKAOYanA
dBTOHOMHbIE MalUUHbI N MallNHbI, KOTOPblE 6onblie He 3aperncTtpmnpoBaHbl B cepBuce pe3epBHOro
KOnnpoBaHuA.

PesepBHble KONUK, KOTOPbIE XPaHATCA B 06LLEM pacnonoxKeHUM (Hanpumep Ha obLliem pecypce SMB
nnn NFS) BUAMMBI BCEM NONb30BaTENAM, KOTOPbIE MMEIOT pas3peLlleHme Ha YTeHNE B AaHHOM
PacnonoKeHUMN.

B 061a4HOM XpaHUAULLE AaHHbIX Y NONb30BaTeNel ecTb AOCTYN TONbKO K COBCTBEHHbIM pPe3epBHbIM
Konuam. AGDMUHUCTPATOP MOXKET NPOCMaTPUBaTb pe3epBHble KoMK OT UMeHU Nt06oI yYeTHOW
3anucK, KoTopas NPUHAANENKUT AaHHOMY OTAENY AW KNMEHTY U ero AoYepHMM rpynnam. 3Ta
y4yeTHas 3anucb KOCBEHHO BblbpaHa B 061acTM MawuHa gna o63opa. Ha Bknaake PesepBHble Konun
NnokKasaHbl pe3epBHble KONUU BCEX MaLUUH, KOraa-1Mb0 3apernMcTpmupoBaHHbIX Noa OAHOW yYeTHOM
3aMMUCbo C 3TOM MaLLMHOWN.



XpaHuavuia pesepBHbIX KONWUIM, KOTOPbIE UCMO/b3YIOTCA B N1aHAX PE3EPBHOTO KOMMPOBAHWA,
aBTOMATUYECKMN A06aBAAIOTCA Ha BKNagKy PesepBHble Konuu. YTobbl 406aBUTL APYryto Nanky
(Hanpumep, cbemHoe USB-ycTpoiCTBO) B CNUCOK XPaHWUAULL, PE3EPBHbIX KOMUN, LeKHUTe 0630p m
YKayKuTe nyTb K nanke.

Ymobbi Bbl6pGMb MOYKY 860CCMAHOB/1EHUA, UCMNO/b3YA eKnade «Pe3epeHble Konuu»,
eblnosaHumMe cnedyroujue delicmesus:
1. Ha BKnagKe Pe3epBHble KonNuu BbibepuTe XpaHUANULLE pe3epPBHbIX KOMUNA.
B nporpammHom obecneyeHnm oTobpaxKatoTca BCe pe3epBHbIe KOMUU, KOTOPbIE pa3peLleHo
NpocmaTpmBaTh B BbIBPaHHOM XpaHWAWLLE ANA Balel yYeTHOM 3anucu. PesepsHble Konum
06beanHeHbI Mo rpynnam. Fpynnbl UMEOT MMeHa Ha OCHOBE c/eayHoLLero wabaoHa:
<MMA MaWMWHLI> - <UMA MNJlaHa pe3epBHOro KOMWpoBaHUA>
BbibepuTe rpynny, ¢ KOTOPON HEOHXOANMMO BOCCTAHOBUTL AAHHbIE.
[HeobszatenbHo] WenkHute UameHuTtb pagom c nonem MawmuHa ana o63opa u Bbibepute
ApYyryto mawmHy. O630p HEKOTOPbIX Pe3ePBHbIX KOMUIA MOTYT BbINOJIHUTL TOJIbKO OMNpeaeneHHble

areHTbl. Hanpumep, 4Tobbl NPOCMOTPETL pe3epBHble Konuu 6a3 aaHHbIx Microsoft SQL Server,
HeobXxo4MMO BbIOPATb MaLLMHY C 3anyLLEeHHbIM areHTom aaa SQL.

BaxcHas uHdpopmayua. Vimelime e sudy, Ymo pacnosnoxeHue, ykasaHHoe 8 nose MawuHa 04 0630pa,
A819eMmCcsA pacnosnoneHUem o yMmoa4aHuto 0189 80CCMAHOB/EHUA C pe3ep8Holl Konuu gusudyeckoli
mauwuHsl. llocsie mo2o KakK 8l 8bibepeme MoYKy 80CCMAHO8/EHUSA U WeaKkHUme BoccmaHoeneHue,
08ax0bl nposepbme Hacmpoliky Ljenesas mawuHa, Ymobbl y6edumoecs 8 NpasuabHOCMU YKA3aHHOU
MAWUuHbl, 8 KOMopyto bydym 8bINoSHEHO 80CCMAHOB/AeHUe. Ymobbl U3MeHUMb yesnesoe mecmo
80CCMAHOB/EHUS, yKaxcume Opyayto MawuHy e nose MawuHa da: o63opa.

LLlenkHuTe MoOKa3aTb pesepBHbIe KOMUMU.
5. BblbepuTe TOUYKY BOCCTAHOB/EHMUS.

2.10.2 [NoakntoyeHre TOMOB U3 PE3EPBHON KOMUK

MoAKNoYeHNE TOMOB U3 pe3epPBHOM KONWUM Ha YPOBHE AUCKOB NO3BOAAET NOAYYUTH AOCTYN K TOMaM
TaK e, KaK U K pU3nYecknm amckam. Toma NoAKN0YAIOTCA B PEXUME TOIbKO /1A YTEHUS.

TpeboBaHusa
" 3Ta QYHKUMOHANbHOCTb AOCTYNHa To/bKo B Windows npu ncnonb30BaHUM NPOBOAHMKA.

®  Ha malurHe, KOTOpas BbINOJHAET ONepPauUmio NOAKAOYEHUS, fONKeEH OblTb YCTAHOBAEH areHT A8
Windows.

= dainoBas cucTema, o158 KOTOPOW co3aaHa pe3epBHas KONMUA, A0KHa NoAAepKMBaTbCS B TOM
Bepcumn Windows, KoTopas BbINOAHAETCA Ha AaHHOW MalUUHe.

= Pe3epBHaA KONMA A0NXHA XPaHUTCA B IOKabHOM Nanke, cetesol nanke (SMB/CIFS) unu 8 3oHe
6e30nacHOCTMH.

lMopAdok nodknrvYeHUA moma u3 pesepeHoli Konuu
1. MNepeianTe B XpaHUIULLE PE3EPBHbIX KOMMIA, MCMNO/b3YA NPOBOAHUK.

2. [OBaxkabl WwenkHuTe daiin pesepBHoO Konuu. Gaiabl UMET UMeHa Ha OCHOBE CleayioLero
wabnoHa:

<UMA MalWuHb> - <GUID nnaHa pe3epBHOro KOMUpPoOBaHMA>

3. Ecau pesepBHan Konusa 3awndposaHa, BBeAMTe Naposb WndpoBaHUa. B NpoTMBHOM C/yyae
nponycTuTe 3TOT LWar.

B npoBogHUKeE OT06pa)KaIOTCF| TOYKN BOCCTAHOBNEHUA.

4. [BaxAbl WeEeNKHUTE TOYKY BOCCTAHOB/IEHUA.



B npoBogHUKe OT06pa)KaIOTCFI TOMa, AN1A KOTOPbIX CO34aHbl pe3epBHbIE KONn.

Cosem. [lsax0bl wesakHUMe mom 014 0630pa e2o codepicumozo. MoxHO ckonuposame ¢halinel u NAnKu
u3 pesepeHoli Konuu 8 ntobyro nanky 6 galinosoli cucmeme.

LLlenKHUTE NOAK/0YaeMblil TOM NPaBOM KHOMKOM MbIlLK 1 BbiBepuTe NyHKT B pekume «TONbKO
uTeHue».

Ecnu pesepBHas KOMWUA XPaHUTCS B CETEBOM ManKe, YKaxKuUTe yyeTHble AaHHble AN goctyna. B
NPOTUBHOM C/ly4ae NPOnycTMUTe 3TOT Lar.

Mporpamma NoAKNOYMT BblIOpPaHHbIM TOM. laHHOMY TOMY Ha3Ha4aeTcs nepsas
Heucnonb3oBaHHas byKsa.

Mopadok omkaoveHua moma

1.

B npoBoaHuKe oTkporiTe Komnblotep (3ToT KOMmnbtoTep B Windows 8.1 n 6onee nosgHen
Bepcum).

MpaBoi KHOMKOM MbILWN WEAKHUTE NOAKNOYEHHbIA TOM.
LLlenkHnTEe OTKNOUYUTD.

Mporpamma OTKAOUYUT BbIBPAHHBIN TOM.

2.10.3 YpaneHwe pe3epBHbIX KOMUi

Mopadok ydaneHus pe3epeHbIx KONuii MaQWUHbI, KOMOPAA 8KAKOYEHd U npucymcmeayem Hd
KOHCO/U pe3epB8HO20 KONupoeaHus

1.

5.

Ha Bk/iagxe Bce ycTpoicTBa Bbibepute MallmMHY, pe3epBHbIe KoMK KOTopoi Heobxoaumo
yA3anUTb.

LLlenkHuTe BoccTaHOBAEHMe.

BbibepuTe XpaHUAuLLE, B KOTOPOM Pacro/IoxeHbl pe3epBHble KOMuUK A1 yaaneHusA.
BbINOAHUTE OAHO U3 CAeayioLWMX AeNCTBUIA:

="  Y7106bl yA3AUTb OAHY PE3EPBHYIO KOMNWIO, BbIBEPUTE ee U LeNKHMUTE 3HaYOK KOP3UHbI.

"  Y106bl yANUTb BCE Pe3ePBHbIE KOMWUM B BbIBPAaHHOM XpaHUAULLE, LWeNKHUTE YAanuTb Bee.
MoaTeepanTe onepaumio.

Mopsadok ydaneHus pe3epeHbix Konuli ntob6oii MawuHbl

1.

Ha Bknaake Pe3epBHble Konuu Bbl6epMTe XpaHuauule, U3 KoOToporo HeO6XO,CI,MMO YOanunTb
pe3epBHble Konuu.

B nporpammHom obecnedyeHnn oTobparkatoTca BCe pe3epBHble KOMUK, KoTopble paspeLleHo
NpocMaTpmBaThb B BbIBpaHHOM XpaHUAULLE ANA Ballei yYeTHOW 3anncu. PesepBHble Konuu
06beamHeHbl No rpynnam. Fpynnbl UMET MMeHa Ha OCHOBE C/ieayoLero WwabioHa:

<UMS MaWMWHbI> - <UMS MJiaHa pe3epBHOro KOMUPOBaHUA>
BbibepuTe rpynny.
BbINO/IHUTE O4HO M3 CeAyIOLWMX AENCTBUN:

= Y106bl yAANUTL O4HY PE3EPBHYIO KONUIO, LWeKHWUTe MoKas3aTb pe3epBHble KONuu, Bbibepute
pe3epBHYIO KOMUIO A8 yAaNeHWs, 3aTEM LLLEIKHUTE 3HAYOK KOP3UHbI.

" Y106bl yAANUTb BbIOPaHHYIO rpynny, WeaKHUTe Y4anuTb.

MoaTBepanTe onepauumio.



2.11 Onepaunn c nnaHaMn pe3epBHOro KONMpoBaHUS

U3meHeHue naaHa pe3epeHO20 KONMUPOBaHUA

1. Y706bl U3MEHUTbL NNAH PE3EPBHOIO KONUPOBAHMA AR BCEX MALUMH, HA KOTOPbIX OH MPUMEHEH,
BblbepuTe 04HY M3 HUX. B NnpoTMBHOM C/lydae BbibepUTE MaLLMHBbI, S8 KOTOPbIX XOTUTE
WU3MEHUTb NNaH.

Haxkmunte KHONKy Pe3epBHOe KonupoBaHue.
BbibepuTe NaaH pe3epBHOrO KONMMPOBAHWUA, KOTOPbLIA XOTUTE NSMEHUTD.

LLLlenKHUTE NO 3HaYKy LWecTepeHKM PALOM C UMEeHEM MNJ1aHa pe3epBHOro KONMpoBaHUa 1
BblbepuTe KomaHay MU3meHUTb.

Y106bI UISMEHUTB napameTpbl nNJ1aHa, WeaKHUTe COOTBETCTByPOLLI,MVI pa3gen Ha ero naHenu.
Ha*kmute KHONKy Coxpanrb UnimeHeHuA.

YT06bI UI3MEHUTH NNaH pe3epBHOro KonnMposaHmA onAa BCexXx MmallH, Ha KOTOPbIX OH MPUMEHEH,
wenkHuTe NMpMmeHnTb USMEHEHUA K 3TOMY NaHy pe3epBHOro KONUPOBaHUA. Unn wenkHute
Cospartb HOBbIA NaH pe3epBHOro KonNnuposaHUA TONbKO ANA Bbl6paHHbIX YCTPOﬁCTB.

Om3bie naaHa pe3epeHo20 KonupoeaHus 0758 MAWUH
1. BbibepuTe MallKUHbI, AN1A KOTOPbIX HY*HO 0TO3BaTb N1aH Pe3epPBHOr0 KOMMPOBAHUS.
2. Haxmute KHonMky Pe3epBHOe KonupoBaHue.

3. Ecaum gna mawwuH NPUMeHeHO HECKOJIbKO NJ1IaHOB, Bbl6epMTe TOT U3 HUX, KOTOprVI HEO6XOAMMO
OTO3BaThb.

4. LllenkHWTe NO 3HAYKY LLIECTEPEHKU PALOM C UMEHEM NaaHa pe3epBHOro KOMMPOBaHUA U
BblbepuTe KomaHay OTo3BaTh.

Y0aneHue naaHa pe3epeHo20 KONUPOBaHUSA

1. BbibepuTte N10bYy0 MallUHY, A5 KOTOPOW NPUMEHEH MNAaH Pe3epPBHOro KONMMPOBaHUA,
noanexalmii yaaneHuo.

HakmuTe KHOMNKy Pe3epBHOE KONMMUpPOBaHMe.

Ecnv ana mawmnHbl NPUMMEHEHO HECKOJIbKO N1aHOB, BbibepuTe TOT U3 HUX, KOTOPbI HEOBX0ANMO
YOanuTb.

4. LLenkHuTe No 3HAUKY LIECTEPEHKMN PAAOM C UMEHEM MNaHa Pe3epPBHOro KOMMPOBaHMA U
BblbepuTe KomaHay YAaanuTrb.

B pe3synbTaTte nnaH 6yaeT 0To3BaH ANS BCEX MALLMH U NOAHOCTbIO yaaneH us seb-uHtepdeitca.

2.12 3awmTta MObUbHbIX YCTPOUCTB

YT06b! BbINOAHWUTL PE3EPBHOE KOMMPOBAHUE U BOCCTAHOB/IEHNE AAHHbIX HA MOBUAbHBIX YCTPOMCTBAX,
MCNONb3yHTe NPUNOMKEHME PE3EPBHOMO KOMMPOBAHMA.

NoppepxnBaembie MOBUNbHDbIE YCTPOIiCTBA
= CmapTtdoHbl 1 nnaHwetHble MK ¢ Android 4.1 unu 6onee nosgHen Bepcuun.

= Ycrpoiictea iPhone, iPad niPod ¢ iOS 8 unu 6onee nosgHei Bepcum.

[aHHble, ANA KOTOPbIX MOXKHO CO34aTb pe3epBHYI0 KONUIo
®  KoHTaKTbl

= doTorpadum

=  Buaeo

= KaneHgapu



TekcToBble coobleHMA (ToNbKo B ycTpolicTtBax Android)

HanomuHaHuA (TonbKo B ycTpolicTBax i0S)

YTro He06X0aMMO 3HaTbL?

CKOI'IMpOBaTb AaHHbl€ MOXHO TO/IbKO B obnavyHoe XpaHunnumue gaHHbIX.

an Ka*X40M OTKPbITUMN NPUNOKEHUA OTO6pa)'Ka}OTCF| WUTOroBble U3MEHEHMA AaHHbIX. Bbl moxeTe
APUCTYMNMUTb K CO34aHUIO pe3epBH017| KOMUN BPY4HYIO.

oL [ &

Backup

Mew data to back up!

(D 1 change in contacts

@ 1 change in photos

4 O O

®yHKUMA HenpepbiBHOE pe3epBHOE KOMMUPOBaHMUE BK/IIOYEHA MO YMOIYaHUIO. B 3TOM perkume
NPUNONKEHNE PE3EPBHOMO KONMPOBAHMA NPOBEPAET U3MEHEHMUA AAHHbIX KaKAble WeCTb YacoB U
aBTOMATUYECKM 3aNyCKaeT pe3epBHOE KONUPOBaHWUE, EC/IM HEKOTOPbIE AaHHbIE U3MEHEHDI.
MOHO OTKAOUYNTbL HEMPEPbIBHOE Pe3epPBHOE KOMUPOBAHME UAN U3MEHUTL €ro Ha ToNbKO Npu
3apAgKe B HACTPOMKAX NPUNOKEHNUA.,

MOHO NONYYUTb AOCTYN K aHHbIM pe3epBHOM KONuK ¢ 1to60ro MobuIbHOIo YCTPOMUCTBA,
3aperncTpupoBaHHOro B Ballel y4eTHOM 3anncK. 3TO NOMOXKeT nepesaTb AaHHbIE CO CTaporo
MOBMNBHOTO YCTpONCTBa Ha HoBoe. KoHTaKTbl M dpoTorpadum ¢ yctpoictea Android moXKHO
BOCCTAaHOBWUTb Ha ycTpoiicTBo iOS 1 B obpaTHOM nopsake. Kpome Toro, Ha KOMMNbIOTEP MOXKHO
3arpy3uTb doTorpadun, BUAEO NN KOHTAKTbI, UCMO/Ib3YA KOHCO/b PE3E€PBHOIO KOMMPOBaHUA.

JaHHble, ona KOTOPbIX pe3epBHAA KONhA CoO34aHa C MOBU/IbHbIX YCTpOﬁCTB,
3apPerncTpmpoBaHHbIX B Ballen yquHoﬁ 3anncu, AOCTyNHbl TO/IbKO B aToM yLIeTHOVI 3anucu.
Kpome Bac, HUKTO He CMOXKeT MPOCMOTPETb UM BOCCTAHOBUTb 3TU JaHHbIE.

B npnnoxkeHnn pe3epBHOro KONMPOBAHMA MOXHO BOCCTaHOBUTb AaHHbIE TONbKO C nocne,a,Heﬁ
pe3epBH0171 Konuu. Ecnun HEO6XO,CI,MMO BbINO/IHUTbL BOCCTAHOB/IEHMeE C bonee CTapbIX pe3epBHbIX
Konwuia, MCI'IO!1b3yVITe KOHCO/1b pe3epBHOIo KOMMPOBAHMA HA NAaHWeTHom K nam komnbloTepe.

MpaBuna xpaHeHUA He NPUMEHSIOTCA K Pe3epPBHbIM KONMUAM MOBUbHbIX YCTPOMCTB.

Mpu Hannunm SD-KapTbl B XO4€ BbINOJIHEHUA PE3ePBHOr0 KOMMPOBAHMUA XPaHALMECS Ha Hell
[JaHHble TaKkKe byayT CKOMMPOoBaHbl. 3TU AaHHble ByayT BOCCTaHOBAEHbI Ha SD-KapTy, eciv oHa
6yneT LOCTyNHa NpU BOCCTAHOBAEHMU. B NpOTMBHOM C/ly4ae OHM byayT BOCCTAaHOB/IEHbI HA
BHYTPEHHEE XPaHUAULLE AAHHbIX.



He3aBMcMMO OT TOro, 6bIAN N OPUTMHAbHbIE AAHHbIE COXPaHEHbl BO BHYTPEHHEM XpaHUAULLE
ycTpoiicTBa uau Ha SIM-KapTe, BOCCTaHOB/IEHHbIE AaHHble ByAyT NOMeLLeHbl BO BHYTpeHHee
XPaHUANLLE OAHHbIX.

MowaroBble UHCTPYKL UK

MopAadok noay4yeHUsA NPUAOHEHUA pe3epeHo20 KONUpPoeaHus

1.

5.
6.

Ha mobunbHOM ycTpoMncTBe OTKpoiTe bpaysep 1 BBeante URL-aapec KOHCONM pe3epBHOro
KONMpPOBaHUA.

BonauTte c NOMOLLbIO Y4ETHOM 3anuncK.
LLlenkHuTe Bce ycTpoicTea > [lo6aButhb.
B pasaene MobunbHble yCTpoUCTBa BbibepuTe TMN yCTPOICTBA.

B 3aBMCMMOCTM OT TMNA YCTPOICTBA ByAeT BbINONHEHO NepeHanpaBneHme B App Store nam
Google Play Store.

[Tonbko B ycTpomncTeax iOS] LenkHuTe MonyunTsb.
LLlenKkHUTe YCTaHOBUTDb, YTOObLI YCTAaHOBUTL MPU/IOKEHME PE3EPBHONO KOMMPOBAHUS.

Mopsadok co3daHusa pe3epeHoli Konuu ycmpolicmea iOS

1.
2.
3.

OTKpounTe NPUIOKEHME PE3EePBHOIO KONMPOBAHUS.
BonauTte c NOMOLLbIO YY4ETHOM 3aMNMUCK.

BbibepuTe KaTeropun AaHHbIX, PE3ePBHYHO KOMUIO KOTOPbIX HE0BX0AMMO co34aTh. o
YMO/YaHMIO BblBPaHbI BCe KaTeropuu.

KocHuTech 3Hauyka Co3aaTb pe3epBHYIO KONUIO ceivac.

PaspewmnTe NnpuaoKEHUIO NONYYaTb AOCTYN K BaWMM NINYHbIM JaHHbIM. ECn Bbl 3anpeTute
AO0CTYN K HEKOTOPbIM KaTeropmam AaHHbIX, ANA HUX HE 6yp,eT CO34aHa pe3epBHaAa KonuAa.

HauHeTca pe3sepBHOE KONUpPOBaHMe.

Mopsadok co3daHusa pe3epeHoli konuu ycmpolicmea Android

1.
2.
3.

5.

OTKpOWTE NPUNOKEHME PE3EPBHOr0 KONMPOBaHUA.
BonauTte c NOMOLLbIO yYETHOM 3anmch.
[B Android 6.0 1 6onee no3aHWx Bepcuit] Paspelwnte NPUAOKEHMIO NOAYYaTh AOCTYN K BaWMM

JIMYHBbIM AaHHbIM. EC/iM Bbl 3anpeTuTe A0CTyN K HEKOTOPbIM KaTeropmam AaHHbIX, ANA HUX He
byaeT co3aaHa pesepBHas Konus.

[JononHutenbHo] Boibepute KaTeropuu AaHHbIX, A1 KOTOPbIX HE HYXHO CO34aBaTb PE3epPBHYH0
Konuio. [118 3TOro KOCHUTECh 3HAYKa LECTEPHU, KOCHUTECH MOI3YHKOB AJ/1A KaTeropuin AaHHbIX,
KOTOpble HEOBXOAMMO UCKIOUUTL M3 PEe3EePBHONO KOMMPOBAHUA, @ 3aTEM KOCHWUTECH CTPEJIKM
Ha3ag,

KocHuTecb 3HayKka Co3aaTtb pe3epBHYI0 KONUIo.

Mopadok eoccmaHoaneHus AaHHbIX Ha MobusbHoe ycmpolicmeo

1.

2.
3.
4

OTKpoWTe NpUNOKEHME Pe3ePBHOr0 KONUPOBaHUA.
CMaxHuWTe BNIeBO M KOCHUTECH [LoCcTyn U BOCCTaHOBNIEHME.
KocHuTecb MMeHM yCTpoicTea.

BbINO/IHUTE O4HO M3 CeAyIOLWMX AENCTBUN:

®  Y10bbl BOCCTAHOBMUTL BCE AaHHble, ANnA KOTOPbIX CO34aHa pe3epBHaA KONnA, KOCHUTECDL
BocctaHOBUTb BCe. HMKaKUX JONOAHUTENbHbIX AEVICTBMﬁ He Tpe6yeTcn.

" Y106bl BOCCTAHOBUTH OAHY MAN HECKO/IbKO KaTeropuit AaHHbIX, KOcHUTeCh BbibpaTb, 3aTem
KocHMTeCb GNaxKKoB ANs Tpebyembix KaTeropuit AaHHbIX. KocHMTeCh 3HaYKa BoccTaHOBUTD.
HWKaKMx AONONHUTENbHbIX AeNCTBUI He TpebyeTcs.



" Y106bl BOCCTAHOBUTbL OAMH U/ HECKONILKO 3/1EMEHTOB AlaHHbIX, KOTOpble NpUHaaneKaT K
O/IHOW KaTeropmm AaHHbIX, KOCHUTECh 3TOIN KaTeropmn AaHHbiX. MPoAoAXKUTe BbINOAHATD
JanbHelnwme AencTBus.

P~ ny) L AN REAT:
€  Nexus5 Select
= Contacts >
™ Photos >
I3 videos >
(& calendars >
B Messages »

*+ Recover all

BbINONHUTE OAHO U3 CAeayoLWmMX AeNCTBUIA:
" Y7106bl BOCCTAHOBUTb OAMH 3N1EMEHT AaHHbIX, KOCHUTECH ero.

" Y106bl BOCCTAHOBUTb HECKOIbKO 3/1IEMEHTOB AaHHbIX, KOCHUTECL BbIBpaTb, 3aTeM KOCHUTECH
dnaxKKoB A1a TpebyemMblx 3/1eMEHTOB AaHHbIX.
o = @ ¥ 178

Photos Select




6. KocHuTtecb 3Hauka BocctaHOBUTDL.

Mopadok nonyyeHus docmyna K OaHHbIM Yepe3 KOHCOsb pe3epeHO20 KOMUpPoB8aHUs
1.
2.
3.

Ha KomnbloTepe oTKpoitTe 6paysep u BBeaute URL-aapec KOHCOMM pe3epBHOro KONMPOBaHUA.

Bonaute c NOMOLLbIO Y4ETHOM 3anucu.

Ha Bknaake Bce ycTpoiicTBa BbibepuTe MMA MOBUILHOTO YCTPOMCTBA, 3aTEM LWENKHUTE
BocctaHoBneHMe.

Bbib6epuTe TOUKY BOCCTaHOB/IEHUSA.

BbinosHUTe Nt0boe U3 cneayroLmnx A4enNCTBUR:

Y1o6blI 3arpy3uTb Bce poTorpadmm, BUAEO AN KOHTAKTbI, BbIbDepUTE COOTBETCTBYHOLLYIO
KaTeropuio AaHHbIX. HaXXmuTe KHOMKy 3arpysurb.
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[na npeaBapuTeIbHOrO MPOCMOTPA TEKCTOBOIO Co0bLLeHUnA, GoTorpadun UM KOHTAKTa,
LEeNKHMTE MMA COOTBETCTBYHOLLEN KaTeropum AaHHbIX, 3aTEM LLEeIKHUTE Tpebyemblit 31emMeHT
OaHHbIX.




[ononHuTtenbHyo MHboPMaLMIo CM. Mo cebliike https://docs.acronis.com/mobile-backup. 3ta
CMpaBKa TaKXe AOCTYMHa B NPU/IOKEHUW PE3EPBHOTO KOMMPOBAHMA (B MEHIO MPUIOKEHUSA
nocaeaoBaTeNbHO KOCHUTECh NYHKTOB HacTpoiku > CnipaBKa).

2.13 3awuTa npunoXxeHumn

3awmTta Microsoft SQL Server u Microsoft Exchange Server
EcTb aBa MeTo4a A/1A 3aLLMUTbI STUX MPUIOKEHUIA:

= PesepBHan Konua 6a3bl AaHHbIX

3710 pe3epBHOE KONMPOBAHME Ha YPoBHe $aliioB 6asbl AaHHbIX U MeTaZaHHbIX, CBA3AHHbIX C HEN.
basbl A4aHHbIX MOXXHO BOCCTAHOBMWTb B 3aNyLLEHHOE NPUIOXKEHME NAN KaK daisbl.

= Pe3epBHOEe KONMUPOBaHUE C NOALEPIKKON NPUNOKEHUN

370 pesepBHOE KOMMPOBAHME Ha YPOBHE AMCKOB, MPU KOTOPOM TaKKe BbinoaHAeTcsa cbop
MeTaAaHHbIX NPUAOXKEHMI. DTN MeTaAaHHble MO3BO/AIT BbINOMHWUTL 0630p U BOCCTaHOB/IEHNE
AaHHbIX NPUIOXKEHMI, HE BOCCTAHAB/IMBAA BECb ANCK WM TOM. [IUCK MM TOM TaKXKe MOXHO
BOCCTaHOBWTb MOJIHOCTbIO. 9TO 03HAYAET, YTO MOXKHO MCNO/Ib30BaTb €4MHOE pelleHne U OAnH
nnaH pe3epBHOro KOMMPOBaHMA KaK AN aBapMIHOIO BOCCTaHOB/IEHNA, TaK M A/1A 3aLLMTbI
OaHHbIX.

3awuTta Microsoft SharePoint

depma Microsoft SharePoint coctout 13 cepsepoB Beb-nHTepdeinca, Ha KOTOPbLIX BbINMOHAKTCS
cny*K6bl SharePoint, cepsepos 6a3 gaHHbIX, Ha KOTOpbIX BbinonHAeTca Microsoft SQL Server u
(HeobA3aTeNbHO) CepBEPOB NPUNOMKEHWUIN, KOTOPbIE PA3rpy»KatoT cepBepbl Beb-nHTepdeica ot
HeKoTopbIx cnyXb SharePoint. HekoTopble cepsepbl Beb-uHTEpdeiica n cepsepbl NPUNOKEHUA MOTYT
6bITb MAEHTUYHDBI APYT APYTY.

YT06bI 3aWMTHTL BClo depmy SharePoint, BbINONHWTE YKa3aHHbIE HUMKE AeUCTBUA:

= CospaliTe pe3epBHble KONuUK cepBepoB 6a3bl AaHHbIX, BbINOJHUB pe3epBHOE KOMUPOBAHME C
noAnep KoM NPUIOKEHNIA.

= Co3paliTe pe3epBHble KOMUK BCEX YHMKA/bHbIX cepBepoB Beb-uHTepdeica 1 cepsepos
NPUNONKEHWU, BbINONHWUB 06bIYHOE PE3epPBHOE KONMPOBAHME Ha YPOBHE ANCKOB.

Pe3epBHble KONWK BCeX CepBEPOB A0/IKHbI 6bITb BbIMNO/IHEHbI MO OAHOMY pacCnnCaHuto.

YT106bl 3aLLMTUTL TONIbKO COAEPHKMMOE, MOXKHO CO34aTb pe3epBHble Konuu 6a3 AaHHbIX Mo
OTAEe/IbHOCTH.

3awmTa KOHTpoanepa AOMeHa

MalwwnHy no4 ynpasaeHnem AOMeHHbIX cy»kb Active Directory MOXHO 3aLUTUTb pe3epBHbIM
KOMMPOBaHMEM C NOAAEPKKOW NPUNONKEHWNIA. ECIM LOMEH COAEPKUT HECKONIbKO KOHTPO/1EPOB
AOMeHa, TO NPU BOCCTAHOB/JIEHMM OAHOIO M3 HUX BbINOHAETCA HEMPUHYAUTEIbHOE BOCCTAHOBAEHUE;
npu 3Tom oTKaT USN He BbINOAHAETCA NOCAE BOCCTAaHOBAEHMA.

BoccTtaHOB/NEHME NPUNOXKEHU

B Ta6ﬂMLl,e npueeaeHa CBoAKa AOCTYMNHbIX MeTo40B BOCCTAHOBNEHUA ﬂpI/IﬂO)‘KeHVIﬁ.

W3 pe3sepBHO Konum 6a3bl M3 pe3epBHOI KOnuK €

. .. | U3 pesepBHOI KONUKM AUCKa
AaHHbIX noAAEepPKKOM NPUNOKEHUA




Microsoft SQL Server

ba3bl AaHHbIX B
3anyLLeHHbIM 3K3emnnap
SQL Server (cTp. 101)
ba3bl AaHHbIX KaK daiinbl
(cTp. 101)

Bca mawuHa (ctp. 70)
ba3bl faHHbIX B
3anyLWEeHHbIN 3K3eMNAAp
SQL Server (cTp. 101)
Ba3bl AaHHbIX KaK dalinbl
(cTp. 101)

BcAa mawwmHa (ctp. 70)

Microsoft Exchange
Server

bas3bl AaHHbIX B
3anyuweHHbI Exchange
(cTp. 104)
ba3sbl AaHHbIX KaK dalinbl
(cTp. 104)
®parmeHTapHoe
BOCCTaHOB/NEHME B
3anyweHHbIM Exchange
(cTp. 106)

Bca mawwuHa (cTp. 70)
ba3bl AaHHbIX B
3anyLweHHbIM Exchange
(cTp. 104)
ba3bl AaHHbIX KaK ¢dalinbl
(cTp. 104)
dparmeHTapHoe
BOCCTaHOB/IEHME B
3anyLeHHbI Exchange
(cTp. 106)

Bca mawuHa (ctp. 70)

CepBepbl 6a3bl
AaHHbIX Microsoft
SharePoint

ba3bl AaHHbIX B
3anyLLeHHbIM 3K3emnnap
SQL Server (cTp. 101)
basbl gaHHbIX KaK ¢panbl
(cTp. 101)
¢dparmeHTapHoe
BOCCTaHOB/IEHME C
MCnosib3oBaHMEM
SharePoint Explorer

Bca mawuHa (cTp. 70)
ba3bl faHHbIX B
3anyLLLeHHbI 3K3emnnap
SQL Server (ctp. 101)
ba3bl AaHHbIX KaK ¢alinbl
(cTp. 101)
dparmeHTapHoe
BOCCT@HOB/IEHME C
MCnosib3oBaHMEM
SharePoint Explorer

Bca mawwmHa (cTp. 70)

NHTepdeincHble
Beb-cepsepbl
Microsoft SharePoint

Bca mawwmHa (ctp. 70)

JomeHHble cnyxobl
Active Directory

BcAa mawwmHa (ctp. 70)

2.13.1 TllpenBapuTenbHble TpeboBaHMS

Mepes, HaCTPOMKOMN pe3epBHOro KOMMPOBAHWUA NPUNOKEHUIN YyBeANTECh, YTO NEePEeUYNCIEHHbIE HUXKe
TpeboBaHMA BbINONHEHDI.

YT106bI NPOBEPUTL COCTOAHUE MOoAYAA 3anucK VSS, ncnonb3yiite KomaHay vssadmin list writers.

O6wue TpeboBaHuA

Ana Microsoft SQL Server y6egutecb, YTO BbINOJ/IHEHbI YKa3aHHblIe HUXKe TpeboBaHUA:

= 3anyuleH xoTa 66l 0aAuH 3k3emnaap Microsoft SQL Server.

= BkatouyeHbl ciy>kba o6o3pesatens SQL Server u npotokon TCP/IP. MHCTpyKLMM NO 3anycKy
cnyx6bl 0bo3peBaTens SQL Server cm. Ha cTpaHuULe
https://msdn.microsoft.com/ru-ru/library/ms189093.aspx. BkatounTb npotokon TCP/IP moHO ¢
NMOMOLLbIO aHANOTUYHOM NpoLeaypbl.

= Mogaynb 3anmcu SQL ana VSS BratoveH.

Dna Microsoft Exchange Server ybeautecb, 4To BbiNno/IHEHbI YKa3aHHble HUKe TpeboBaHuA:

= 3anyuleHa cnyxba 6aHka gaHHbIx Microsoft Exchange.




®  YcraHoBneHa obonoyka Windows PowerShell. Ecan ucnonbsyetca Exchange 2010 nnu 6onee
nosgHen sepcuu, To o6ono4uka Windows PowerShell nonkHa nmeTb no KpaliHelt mepe Bepcuto
2.0.

®  YcraHoBneHa nnatdopma Microsoft .NET Framework.

Ecnun ucnoneayetca Exchange 2007, To Microsoft .NET Framework gonxHa nmeTb No KpaliHel
mepe sBepcuto 2.0.

Ecnu ucnoneayetca Exchange 2010 unn 6onee nosaHei sepcumn, To Microsoft .NET Framework
AONIXKHa MMETb No KpaliHel mepe Bepcuto 3.5.

= Mogaynb 3anucu Exchange ana VSS BrkatoveH.

Ha KoHTponnepe pomeHa y6eaurecb B TOM, UTO:

= Mogaynb 3anucu Active Directory gna VSS BkatoyeH.

Mpwu co3aaHnmn nnaHa pesepBHOro KONMpPoBaHUA ybegutecb B TOM, YTO:

= 105 GUINYECKUX MALLMH BKAIOYEH MapameTp pe3epBHOro KonmposaHus Cny:xba TeHeBOro

KonupoBaHus Tomos (VSS) (cTp. 66).

= [1nA BUPTYaNbHbIX MalWMH BKAKOYEH NapamMeTp pe3epBHOro KonmposaHusa Ciyxba TeHeBoro
KonupoBaHua TomoB (VSS) ans BUpPTyanbHbIX MaluH (CTp. 68).

[DononHuTtenbHble TpeboBaHMA ANa onepauuit pesepBHOro KONUPOBaHUA C
noaAep>KKou NPUNOXKeHU

Mpu co3gaHMm NnaHa pesepBHOro KONMpPoBaHUA ybeanTecb B TOM, YTO ANA PE3EPBHOMO
KonupoBaHuWA BbibpaH NapameTp Bca mawmuHa.

Ecnm npnnoxeHua BbINONHAKOTCA HA BUPTYaNbHbIX MALLUMHAX, pe3epBHAA KONMA KOTOPbIX CO34aHa
areHtom ana VMware, ybeamutecb B TOM, YTO:

= BupTya/bHble MallWHbI 41 Pe3ePBHOI0 KOMMPOBaHWUA COOTBETCTBYIOT TPeboBaHMAM
COBMECTUMOTO C MPUNONKEHMAMM 3aMOPaXKMBaAHNA, KOTOPbIE MEePeUNCNEHbI B CIeAyIOLLei cTaTbe
6a3bl 3HaHUK VMware:
https://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vddk.pg.doc%2FvddkBk
upVadp.9.6.html

®  Ha malmHax ycTaHoBAeH 1 06HoBAeH Habop yTuamuT VMware Tools.

" VYyeTHble 3anucu nonb3osaTeneit (UAC) oTKAtOYEHbl Ha MallMHaX. Ecaun Bbl He XOTUTe OTKAOYaThb
y4yeTHble 3anuncu nosbsosatenei (UAC), To Npu BKAOYEHUN Pe3ePBHONO KOMMPOBAHUSA
NPUNOXKEHNS HEOHXOAMMO NPEeAOCTaBUTb YYETHbIE AaHHbIe BCTPOEHHOrO aAMUHUCTPATOPA
aomeHa (DOMAIN\Administrator).

2.13.2 Pe3epBHas konms 6a3bl AaHHbIX

Mpexae Yem NPUCTYNMUTb K CO34aHUI0 pe3epBHbIX Konuit 6a3 AaHHbIX, y6eaANTEeCh, YTO BbIMOAHEHbI
TpeboBaHMA, nepeyncaeHHble B pasgene «MpeasaputenbHble TpebosaHua» (ctp. 97).

BbibepuTe 6a3bl aHHbIX, KaK YKa3aHO HUMKeE, A 3aTeM YKaXKMUTe Apyrue HaCTPOWKM NiaHa pe3epBHOro
KOMMPOBAHMWA B 3aBUCUMOCTU OT TpebosaHuii (cTp. 37).

2.13.2.1 Bbibop 6a3 aaHHbIX SQL

PesepBHasa Konusa 6a3bl AaHHbIX SQL coaepRuT dainbl 6a3bl (.mdf, .ndf), »kypHansl (.1df) n gpyrue
cBA3aHHble daiinbl. X pesepBHble KONUKM CO34a0TCA C MOMOLLbIO CYK6ObI SQL Writer. OHa AonkHa



6bITb 3aNyLEeHa B MOMEHT, Korga c/yxba TeHeBoro KonMpoBaHua TomoB (VSS) oTnpasaseT 3anpoc Ha
pesepBHOE KONMPOBaHME UAN BOCCTAHOBEHME,

MNocne Kaxaoro ycnewHoro pes3epBHOro KONMpPoOBaHMA BbINOJIHAETCA COKpPaLLEHUNE KYPHaAIOoB
TpaH3aKkumin SQL. CokpalLeHue KypHaaa SQL MOXKHO OTKAKOUYNUTL B MapameTpax NaaHa pe3epBHOro
KonuposaHua (cTp. 58).

Mopadok evibopa 6a3 daHHbIX SQL
1. UWenkHute Microsoft SQL.
MoABUTCA CMNCOK MaLLWH, Ha KOTOPbIX yCTaHOBAeH areHT ana SQL.
2. lMepenguTe K 4aHHbIM, ANA KOTOPbIX TPebyeTca co34aTb pe3epBHbIe KONUMK.

[Baxapl WwWenkHuTe MalnHy, yTOObI NMOCMOTPETb, KaKM1e aK3emMmnnAapbl SQL Server Ha Helt ecTb.
[Baxapl WwWenkHuTe aK3emMmnnAap, yTOObI NOCMOTPETb, Kakne 6a3bl A3aHHbIX OH COA4EPXHKUT.

3. BblbepuTe faHHble, pe3epBHYIO KOMUIO KOTOPbIX HEOBX0AMMO co3aTb. MOXKHO BbIGMpaTh Lenble
3K3eMNAApPbl UK OTAeNbHble 6asbl.

= Ecnun BbIbpaTh ak3emnasp SQL Server, byayT co3gaHbl pe3epBHble KONMUK BCex
copepKawmxca B Hem 6a3 AaHHbIX; KpoMme TOro, BnocneacTsmMm 6yayT co34aBaThCs
pe3epBHble Konuu Bcex 6a3, obasaseMbix B HEro B byayLiem.

= Ecnmn Bbl6paTb oTAeNbHble 6a3bl, 6yp,yT CO34aHbl pe3epBHble KOMUKU TOZIbKO ANA HUX.

4. HaxkmuTte KHOMKy Pe3epBHOoe KonupoBaHue. Eciin noTpebyeTcs, BBeAUTE yYeTHble AaHHble Ans
poctyna K SQL Server. CooTBeTCcTBYIOLWAA YY4E€THAA 3aNMCb A0NXKHA BXOAMTb B rpynny Onepartopbl
apxmBa Ui ABMUHUCTPATOPbI HA STON MalLMHE, a TaKXKe MMeTb Poab sysadmin B KaxKaom 13
9K3eMnAApOoB, ANA KOTOPbIX CO34aeTCA pe3epBHan Konus.

2.13.2.2 BbIbop aaHHbIX Exchange Server

B Tab/iMLe HUXKe NpuBeaeHbl OCHOBHbIE CBeAEHMNA O TOM, Kakne MmeHHO AaHHble Microsoft Exchange
Server MOKHO BblIBPaTb A/17 Pe3ePBHOro KOMMPOBAaHMSA, a TaKKe 0 MUMHUMAa/bHbIX NpaBax
no/b30BaTeNA, KOTopble A4/1A 3TOro HeobxoAnMMbI.

Bepcusa Exchange dnemeHTbl JaHHbIX MpaBa nonb3oBarensa
2007 Fpynnbl XpaHeHms YyacTue B rpynne posaeii AABMUHUCTPATOPbI
opraHusauum Exchange
2010/2013/2016 Basbl JaHHbIX YyacTue B rpynne posel YnpaBneHue

opraHusaumen.

Mpu NoNHOM pe3epBHOM KOMMPOBaHMM B KOMWIO BK/HOYAIOTCA BCe BbibpaHHble AaHHble Exchange
Server.

MNHKpeMeHTHanA pe3epBHan KONUA COAEPHKUT 3MeHeHHble 610KK daitnos 6a3 AaHHbIX, Gaibl
KOHTPO/IbHbIX TOYEK, @ TaKKe Hebo/bLioe KOANYecTBo GainoBs KypHanos, 6osee HOBbIX NO
OTHOLLUEHMIO K COOTBETCTBYIOLMM KOHTPO/IbHbIM TOYKaM 6a3bl. [TOCKONbKY B pe3epBHYI0 KONUIo
BK/1HO4AIOTCA M3MEHEHWA, BHECEHHbIE B 6a3y AaHHbIX, 406aBAATL B HEE BCE 3aNNCU U3 XKYPHANO0B
TPaH3aKUMI C MOMEHTa NPeablayLLEro Pe3epPBHOM0 KOMMPOBAHMA He HY*KHO. [locne BOoCcCTaHOB/IEHNA
BOCMPOU3BOANTCA TONLKO XKypHas, 6onee HOBbIN, YEM KOHTPO/IbHAA TOUYKA. 3TO NO3BOAAET YCKOPUTb
BOCCTaHOB/IeHWNe 1 0becneymnTb pe3epBHOE KONMpoBaHue 6asbl, 4aXKe eCn BKAYEHO UMKANYECKoe
BEAEHME XKypHana.

Mocne Kaxaoro ycnewHoro pe3epBHOro KOMMPOBaHUSA BbINOJIHAETCA ycedeHue GpaiiioB KypHaia
TPaH3aKUNii.



Mopadok evibopa daHHbIX Exchange Server
1. UWenkHute Microsoft Exchange.
[MoaBuTCA CNUCOK MalWKnH, Ha KOTOPbIX YCTAaHOBNEH areHT gnAa Exchange.
2. lMepenguTe K 4aHHbIM, ANA KOTOPbIX TPebyeTca co34aTb pe3epBHbIe KONUMK.

[BaXKabl WEeNKHUTE MaLUMHY, YTO6bl NOCMOTPETb, Kakne 6a3bl AaHHbIX (rpynnbl XpaHeHMaA) Ha
Hel ecTb.

3. BbibepuTe AaHHble, pe3epBHYHO KOMKUIO KOTOPbIX Heobxoammo co3aatb. Ecan notpebyetcs,
BBeAWTE yYyeTHble AaHHble AN A40CTyna K MHbopmMauuu.

4. Haxmunte KHOMKy Pe3epBHOe KonupoBaHue.

2.13.3 Pe3epBHOE KOMMPOBAHME C NOAAEPXKKOW NMPUIOXKEHN

Pe3epBHasa KONMA Ha yPOBHE ANCKOB C NOAAEPHKKOM NPUAOKEHUIN A0CTYNHA ANA GU3NUECKMX MALUWH
W BUPTYaNbHbIX MawuH ESXi.

Mpun pesepBHOM KONMMPOBAHUM MalLMHbI, HA KOTOPO BbiNoaHAeTcAa Microsoft SQL Server, Microsoft
Exchange Server unun gomeHHsble cay»bbl Active Directory, Bkatounte PesepBHoe KonupoBaHue
an/II'IO)KeHVIVI ana ,EI,OI'IOI'IHVITG}'IbHOVI 3alNTbl AaHHbBIX 3TUX NPUNOXKEHUA.

Bca mawwmHa B ObnavHoe G
XpaHuUnuLe AaHHbIX 04

BCa MalliHa w

OTKNHYEHD

Mouyemy HYXXHO UCNOb30BaTb pe3epBHOE KONUPOBaHUE C NOAAEPIKKOM
NPUNOXKEeHUn?

Mcnonb3ya pesepBHOe KONMPOBaHWUE C MOAAEPIKKON NPUNOKEHUI, Bbl 0becneumBaeTe cnegyouee:

1. Pe3epBHble KOMWUU NPUNOKEHMUI B COrNAaCOBAHHOM COCTOAHWUM, MO3TOMY AOCTYNHbI HEMEANEHHO
noc/e BOCCTaHOB/EHWUA MALLMUHBI.

2. MOKHO BOCCTaHOBUTb Hasbl AaHHbIX SQL n Exchange, no4yToBble AWLMKN N 9NEMEHTbI NOYTOBbLIX
ALWLNKOB 6e3 BOCCTaHOB/IEHWNS BCEI MalLUHbI.

3. TMocne Kax[oro ycnewHoro pe3epBHOro KOMMPOBAHUA BbINOIHAETCA COKPaLLeHNe XKypPHaNoB
TpaH3aKumit SQL. CokpalLeHme *KypHana SQL MOXKHO OTKAOYMUTbL B NapameTpax naaHa
pe3epBHOro KonupoBaHua (cTp. 58). MypHanbl TpaH3akuuii Exchange coKpaluatoTea ToNbKO Ha
BMPTYasibHbIX MalLMHAX. YTO6bl COKPATUTDL KypHasbl TpaH3aKkuuin Exchange Ha ¢pusmnueckom
MallMHE, MOXKHO BK/IIOUYUTb NapameTp NOAHOro BocctaHoBneHuaA VSS (cTp. 66).

4. Ecav pomeH coAepXUT HECKO/IbKO KOHTPO11epoB AOMeHa, TO NMPM BOCCTAaHOB/IEHUM OL4HOIO U3
HUX BbINOJIHAETCA HENPUHYAUTE/IbHOE BOCCTAHOB/IEHUE; NMPU 3TOM OTKAT USN He BbInoaHAeTCA
nocsie BOCCTaHOB/1EHUA.



Y10 Heob6X0AMMO ANA UCNONb30BAHMUA Pe3ePBHOro KONMPOBAHUA C NOAAEPHKKOU
NPUNOXKEHNIA?

Ha ¢um3myeckoit mawmHe Kpome areHTa ana Windows foKeH 6biTb ycTaHOBAEH areHT asia SQL u
(nnn) arent gna Exchange. Ha BUpTyanbHOM MalMHE HAaIMYMeE YCTAHOB/IEHHOTO areHTa He TpebyeTcs.
MpeanonaraeTca, YTO pe3epBHAA KOMWA BUPTYaIbHOM MallMHbI CO34aHa areHTom ana VMware
(Windows).

Opyrve TpeboBaHMA nepeuncneHsl B pasgenax «lMpeasapurenoHble TpeboBaHMA» (cTp. 97) u
«Heobxoanmble npasa nosb3osatens» (crtp. 101).

2.13.3.1 TpebyemMble npaBa Nonb30BaTenNs

Pe3epBHb|e Konuu c ﬂOﬂ,,ﬂ,ep)KKOVI ﬂpVIﬂO)'KeHVIﬁ coaeprat meTagaHHble I'Ile'IO)KEHMﬁ C ﬂO,ﬂ,Aep)KKOl\/‘I
VSS, KOTOpble NpeacrtaBzieHbl Ha ANCKe. Y106bI areHT mor nony4nTb AOCTYN K Me€TadaHHbIM, ON1A HEro
HEO6XO[],MM3 y4e€THaA 3anncCb C COOTBETCTBYHOWMMU NMpaBamMn, KOTOPble NepedncsieHbl HNXKeE.
Monb3oBaTento NOCTynaeT 3anpoc Ha yKasaHue yHETHOﬁ 3anncum nNpwn BKAKKYEHUN pe3epBHOTO
KOonnpoBaHnA I'IpMJ'IO)KEHMVI.

= [NnaSQL Server:

CooTBeTcTBYIOLLAA yY4eTHanA 3aMncb A0NXKHA BXOAUTb B rpynny OnepaTopbl apxuBa uUam
AAMMUHUCTPATOPDI Ha 3TOM MalLMHE, a TaKKe MMeTb PoJib sysadmin B KaXKZ0M U3 3K3EMMNIAPOB,
[ON1A KOTOPbIX CO34aeTcA pe3epBHan Konus.

= [ina Exchange Server:

Exchange 2007: [laHHan y4YeTHasA 3anuncb A0/I’KHA BXOAWUTL B rpynny poneii AGMUHUCTPATOPbI
opraHusauum Exchange.

Exchange 2010 1 6onee nosgHel Bepcum: [laHHaA yuyeTHasA 3anncb A0/KHA BXOANUTb B rpynny
poneii YnpaBneHue opraHusaumei.

= [na Active Directory:
[aHHaAa yyeTHasA 3anuCb AOMKHA ObITb aAMUHUCTPATOPOM AOMEHA.

2.13.4 BoccraHoBneHue 6a3 aaHHbIX SQL

B aTOM pasgene onmMcaHo BOCCTAHOB/IEHME U3 pe3ePBHbIX KON 6a3bl AaHHbIX U Pe3ePBHbIX KOMWUiA C
NoAAEPKKON MPUNOKEHUN.

Mo3KHO BOCCTaHOBMTb 6a3bl AaHHbIX SQL B ak3emnasp SQL Server, ecnn Ha MalUMHE C 3TUM
3K3EeMNNSAPOM YCTaHOB/EH areHT ansa SQL. na atoro notpebyerca ykasaTb AaHHble YYETHOM 3anucy,
KOTOpas BXoAuT B rpynny Onepatopbl apxmBa 1an AGMUHUCTPATOPbI HA 3TOM MaLLMHE, a TaKXe
nmeeT posnb sysadmin Ha LeneBoM aK3emnaspe.

Basbl AaHHbIX TaKXe MOXHO BOCCTaHAaBANBATb B BUAE Pali/ioB. ITO MOXKET OKa3aTbCsA NONE3HO, eC/n
TpebyeTcs BOCCTaHOBUTL 6a3bl Ha MaLUUHY, rae areHT gna SQL He ycTaHoBAeH, 1Mb6o Heobxoaumo
BOCCTAaHOBWUTb AaHHble A1A UHTENIeKTyalbHOro aHan3a, ayauTa uian ganbHenwen ob6paboTkm
CcpencTBamm CTOPOHHUX NOCTaBLWMKOB. MOXKHO NnpucoeamHUTb daibl 6asbl gaHHbIX SQL K
ak3emnnsapy SQL Server, kKak onncaHo B Teme «MoaknoyeHne 6a3 aaHHbIX SQL Server» (cTp. 103).

Ecnn ncnonb3syetca TonbKo areHT ana VMware, 10 EAMHCTBEHHbIVI ,EI,OCTYI'IHbIl‘;I MeTo
BOCCTaHOB/IEHUA — BOCCTAaHOBUTb 6a3bl AaHHbIX KaK d)aﬁﬂbl.

CuctemHble 6a3bl AaHHbIX BOCCTAHAB/IMBAOTCA B LLE/IOM TaK ¥Ke, KaK U N0/1b30BaTe/IbCKue.
OcobeHHOCTN 3TOM Npoueaypbl OnMcaHbl B pasaene «BocctaHoBneHMe cucTemHbIx 6a3 AaHHbIX» (CTp.
103).



IMopadok eoccmaHoaneHusa 6a3 daHHbix SQL

1.

10.

Mpwn BOCCTaHOBAEHMW U3 pe3epBHON Konum H6a3bl AaHHbIX WwenkHuTe Microsoft SQL. B
NPOTMBHOM C/ly4ae NPOnycTUTe 3TOT LWar.

BblﬁepMTe MalWWnHy, Ha KOTOpOVI paHee pacnosaraincb AaHHbIE, KOTOpPbIE HeO6XO,CI,MMO
BOCCTAHOBUTb.

LLlenkHnTe BocctaHoBNEeHMe.

BblbepuTe TOUKY BoCcCTaHOBAEeHUA. O6paTUTe BHUMAaHKE Ha TO, YTO TOUKM BOCCTaHOBAEHMA
OTGUNBLTPOBAHbI NO XPaHUAULLY.

EcAn malmHa OTKAOYEHa, TOYKM BOCCTAHOB/IEHUA He oTobparkatoTca. BbinonHUTE 04HO U3
cnenyowmx encTBuin:

= Ec/v pe3epBHas KOMWA Pacno/ioyKeHa B 06/1a4HOM UK 06LLEeM XpaHUAULLE AaHHbIX (T .e.
Apyrve areHTbl MOTyT NOYYUTb K HEl ZOCTyN), WeKHMTe BbibpaTb mawuHy, Bbibepute
BK/IFOYEHHYIO MaLLUMHY, Ha KOTOPOW YCTaHOB/EH areHT ana SQL, a 3aTem BbibepuTe TOUKY
BOCCTaHOB/IEHMA.

= BblibepuTe TOYKY BOCCTAaHOB/IEHUA HA BKNAAKe «Pe3epBHble Konum» (cTp. 88).

MaluurHa, BbibpaHHaa ana o63opa NtobbiM U3 ABYX BbllLEONUCAHHbIX AeUCTBUIA, CTAHOBUTCA
Lenesoi MallMHOM ANA BocCcTaHoBNEHMA 6a3 AaHHbIX SQL.

BbINOAHUTE O4HO U3 Cneayowmx 4eACTBUI:

" [lpM BOCCTAaHOBAEHUU U3 Pe3epPBHOI KOMNK 6a3bl AaHHbLIX BbIDEPUTE MYHKTbI
BoccraHoBneHue ba3bl gaHHbix SQL.

®  [lpy BOCCTAHOBAEHWM U3 Pe3ePBHOM KOMUK C NOAAEPHKKON MNPUIOKEHUI BbIBEPUTE NYHKTbI
BoccTtaHoBneHue > bBa3sbl gaHHbIX SQL.

BbibepuTe AaHHble, KOTOpPble He0HX0AMMO BOCCTaHOBUTL. [lBaxdb! WENKHUTE SK3eMMAAp, YTobbl
MOCMOTPETb, Kakune 6a3bl AaHHbIX OH COAEPKMT.

EC/An Bbl XOTUTE BOCCTAaHOBUTL 6a3bl AaHHbIX B BUAE $alinos, WeakHUTe BOCCTaHOBUTb KaK
daiinbl, BbIbEpPUTE NOKANbHYIO UK CETEBYIO NaMKy, B KOTOPYIO UX TPEBYETCA COXPaHUTb, U
HaXmuTe BoccTaHOBUTL. B NpoTMBHOM Cnydae NponycTmTe 3TOT Lar.

HaxXmunte KHOMKy BoccTaHOBUTD.

Mo yMONYaHUIO AaHHblEe BOCCTAaHAB/IMBAOTCA B UCXOAHbIX 6a3ax. Ecim ncxoaHas 6a3a AaHHbIX He
CYLLEeCTBYET, OHa byaeT co3zaHa. Bbl MoxkeTe BbIGpaTh APYryto MalIMHY UV SK3EMMASAP cepBepa
SQL Server, Kyaa TpebyeTca BOCCTAaHOBUTb 6asbl.

BoccTaHoOBNEHWE faHHbIX B ApYyroi 6ase Ha TOM e 3K3emnaspe

a. LUlenkHute uma 6asbl AaHHbIX.

b. B none BocctaHOBUTDL B BbibepuTe BapuaHT HoBas 6a3a gaHHbIX.
YKarKute Mmsa HoBoW H6asbl AaHHbIX.

d. VYKarkuTe nyTb K HOBOW 6a3e JaHHbIX U XKypHany. B yKazaHHOW nanKke He JOMKHO 6biTb
dalinos ncxoaHom 6asbl AaHHbIX U ee KYPHaNoB.

Heo6s3aTe/IbHO: YTOObI UISMEHUTbL COCTOSIHME Ha3bl AAHHbIX NOC/AE BOCCTAHOB/IEHWS, LWENKHUTE

€e UMs 1 BbIbepute 0aNH U3 NEePeYNCIEHHBIX HUXKE BapUaHTOB.

"  [oToBO K ucnonb3zosaHuio (RESTORE WITH RECOVERY) (no ymonyaHuio)
Mocne 3aBepLlUeHNsA BOCCTaHOB/EHUA 6a3a AaHHbIX byAeT roTosa K UCMO/Ib30BaHUIO.
Monb3oBaTenu byayT UMETb K Hel NOAHbIM AocTyn. Mporpamma BbINOJIHUT OTKAT BCEX
He3apUKCUPOBAHHbIX TPAH3aKLMIA BOCCTAHOBNEHHOM 6a3bl AaHHbIX, XPAHALMXCA B KypPHanax
TPaH3aKUUI. Bbl HE CMOKETEe BOCCTAHOBUTL AOMNOJ/IHUTE/IbHbIE XKYPHA/bl TPAH3aKL M U3
pesepBHbIX Konui B cobcTtBeHHOM popmaTte Microsoft SQL.

® He pa6otaet (RESTORE WITH NORECOVERY)



Ucnonb3oBaTb 633y AaHHbIX NOC/E 3aBepLLEHNA BOCCTAHOBAEHNA By AeT HEBO3MOXKHO.
Monb3oBaTenun He ByayT UMeTb K HeW AocTyna. Mporpamma CoxpaHUT Bce
He3aduKCMpoBaHHbIe TPAH3AKLMN BOCCTAHOBAEHHOW 6a3bl AaHHbIX. Bbl cMmoKeTe
BOCCTAHOBUTb AOMNOJHUTENbHbIE XKYPHAbl TPAH3AKLMIA U3 pe3epBHbIX KOMUiA B COBCTBEHHOM
dopmate Microsoft SQL 1 Taknm 06pasom AOCTUYb HY*KHOM TOYKN BOCCTAHOBAEHMS.

®" TonbKo uyteHne (RESTORE WITH STANDBY)

Mocne 3aBeplueHnsa BOCCTaHOBAEHUA 6a3a AaHHbIX byaeT 4OCTyrnHa Nob30BaTENAM TOIbKO
ANA yTeHuA. Mporpamma BbINOAHUT OTKAT BCex He3adMKCMPOBaHHbIX TPaH3aKumii. OgHaKo
OEeNCTBUS NO OTKATy ByAyT COXpaHEHbl BO BpeMEHHbI pe3epBHbIi ¢hai, 4Tobbl MOXKHO bbl1o
BEPHYTb 6a3y AaHHbIX B COCTOSHME 4,0 BOCCTAHOB/EHMUS.

3T0 3Ha4YeHMe B OCHOBHOM MUCMONb3YeTCA A/ onpeaesieHns TOYKM BO BPEMEHM, rae
npousolna owmnbka SQL Server.

11. Ha)kmuTe KHONKY 3anycK BOCCTAaHOBNEHMUA.

Xoga BoccTaHOB/MEeHUA oTobpaskaeTca Ha BKAaaKe JeicTeua.

2.13.4.1 BoccraHoBneHne cMCTeMHbIX 6a3 JaHHbIX

Bce cuctemHble 6a3sbl AaHHbIX 3K3EMMNAPa BOCCTaHaBAMBAIOTCA O4HOBPEeMEHHO. Mpu
BOCCTaHOB/IEHMM CUCTEMHbIX 633 Nporpamma aBTOMaTUUYECKU Nepe3anycKaeT LeIeBOi 3K3emMmnisap B
0/HOMO/1b30BaTE/IbCKOM peskume. Mocie 3aBepLIeHUs BOCCTaHOB/IEHUA NporpamMmma nepesarnyckaeTt
3K3eMN/IAP 1 BOCCTaHaBAMBAET Apyrme 6asbl JaHHbIX (ecan ecTb).

Mpu BOCCTaHOBNEHUMN CUCTEMHOM 6a3bl JaHHbIX TaKKe 0bpallanTe BHUMaHUE Ha NepevyncieHHble
HUNXXe MOMEHTbI.

= CuctemHble 6a3bl AaHHbIX MOXHO BOCCTaHOBUTb TO/IbKO Ha 3K3eMMiape TOM Ke BepCuu, Y4To U
WUCXOAHbIN.

=  CuctemHble 6a3sbl AaHHbIX BCeraa BOCCTaHAaB/INMBAKOTCA B COCTOAHUN «TOTOBO K NCMO/Ib3OBAHUIO».

BoccraHoBNeHuUe 6a3bl AaHHbIX master

B uncno cnctemHbix 6a3 AaHHbIX BXoAMT 6a3a master. B 6a3e AaHHbIX master cogeprKaTtca ceeaeHuns
060 Bcex H6a3ax AaHHbIX 3K3emnaapa. ITo o3HavaeT, YTo 6a3a gaHHbIX master B pe3epBHO KONUK
coaepuT nHdopmaumio o 6asax AaHHbIX, CYLLECTBOBABLUMX B IK3EeMMNAPE Ha MOMEHT pe3epBHOro
KonupoBaHusA. Mocae BoccTaHoBAeHUA 6a3bl AaHHbIX master MoxeT notTpeboBaTbCA Cieaytollee.

= Basbl AaHHbIX, KOTOPbIE NOABUANCH B SK3eMMNAApe NOCe BbINOJHEHUA pe3epPBHOI0 KONMPOBaHWUA,
CTQHOBATCA HEBMAMMbIMM A5 3K3emnaapa. YTobbl CHOBA NEPEBECTUN UX B PEKMM IKCNIyaTauuu,
NPUKpenuTe UX K 3K3eMNAApy BPyYHYto ¢ nomouwbio SQL Server Management Studio.

= Basbl AaHHbIX, KOTOpble 6blIN yaaneHbl Nocae BbIMNOJHEHMA PE3ePBHONO KONMPOBaHUS,
oTObOparKatoTCA B IK3EeMMNIsipe KaKk HaxogdAwmMecs B aBTOHOMHOM pexume. Yaanute atm 6asbl
OaHHbIX ¢ nomoubto SQL Server Management Studio.

2.13.4.2 ToakntoyeHne 6a3 aaHHbIX SQL Server

B aTom pasgene onucbiBaeTca npoueaypa noAxkaodeHma 6asbl AaHHbIX B SQL Server ¢ nomoubto
cpepbl SQL Server Management Studio. OgHoBpeMeHHO MOXKeT bbITb NOAKIOYEHA TO/IbKO 04Ha 6asa
OAHHbIX.

Ons nogknoveHus 6asbl AaHHbIX HEOBX0AMMO MMeTb Ntoboe u3 cneaytolmx paspelueHmin: CREATE
DATABASE (Co3aaHue 6a3bl gaHHbix), CREATE ANY DATABASE (Co3gaHue ntoboi 6a3bl AaHHbIX) UK
ALTER ANY DATABASE(/13meHeHMe ntoboit 6a3bl AaHHbIX). O6bIYHO 3TU paspelleHus
npeaocTaBAstoTcA poan sysadmin sksemnaspa.



Kak nodknroyumes 6a3y 0aHHbIX

3anyctute cpeay Microsoft SQL Server Management Studio.

MoakntoumTechb K Tpebyemomy aksemnnapy SQL Server n passepHuTe ero.
LLlenKHMTe NpaBoit KHOMKOM MbllKM NyHKT Ba3bl AaHHbIX 1 BbiOepuTe MoaKAOUUTD.
HaxkmuTe KHonky [,06aBUTb.

B ananorosom okHe Mouck ¢aitnos 6a3s gaHHbIX HaliauTe u BbibepuTe MDF-daitn 6a3bl AaHHbIX.

A A e

B pasgene CBegeHun o 6ase AaHHbIX yb6eauTech, UTo ocTaNbHble daibl 6asbl AaHHbIX
(NDB-daiinbl u LDF-¢aiinbl) Tak:Ke HangeHsl.

MNoapo6Hee. dalinbl 6a3bl gaHHbIX SQL Server moryT 6bITb He HallAeHbl aBTOMATUYECKU, ECN:

= OHM Haxo4ATCA B PACMONOXKEHUN, OTAUYHOM OT PACNONOKEHUA NO YMOIYAHUIO, U OHU He
Haxo4saTcA B O4HOM Nanke ¢ OCHOBHbIM dainiom 6asbl gaHHbIX (MDF). PeweHune. YKaxurte
nyTb K TpebyembiMm darinam BpyyHyto B cTosibue MyTb K TeKywemy dpainny.

= Bbl BOCCTAaHOBUAWN HEMNOJIHbIN Habop ¢aitnos, coctaBasowmx 6asy AaHHbIX. PelleHune.
BoccraHoBuTe oTcyTcTBYOWME danbl 6a3bl AaHHbIX SQL Server n3 pesepBHOMN KOMUN.

7. Korga Bce dainbl byayT HanaeHbl, Haxmute KHonky OK.

2.13.5 BoccraHoBneHue 6a3 gaHHbIX Exchange

B aTOM paszgene onMcaHoO BOCCTAHOBEHME U3 pe3epPBHbIX KoMK Basbl AaHHbIX U pe3epPBHbIX KOMWUiA C
NoAAepPXKKOM NPUSIOKEHNIA.

Mo»KHO BOCCTaHOBMUTb AaHHble Exchange Server B paboTatowmin Exchange Server. 3To MoKeT bbITb
ncxogHblii Exchange Server unu Exchange Server Tol )ke Bepcum, BbINONHAIOWMNCA HA MaLLUHE C
TaKUM e MoIHbIM AoMeHHbIM nmeHem (FQDN). AreHT ans Exchange gonkeH bbITb yCTaHOBAEH Ha
Lueneson malunHe.

B Tabauue HMXKe NpuBeaeHbl OCHOBHbIE CBeAeHUA 0 TOM, KakmMe MMeHHO AaHHble Exchange Server
MOKHO Bbl6paTh AN BOCCTAHOB/IEHUSA, @ TAK}KE 0 MUHMMAa/IbHbIX MPaBax Nno/ib3oBaTens, KoTopble
ANA 3TOro HeobxoAnMblI.

Bepcusa Exchange AnemeHTbl AaHHbIX MNpaBa nonb3oBatens
A
2007 Fpynnbl xpaHeHms YyacTtue B rpynne ponein AAMUHUCTPATOPbI
opraHusauum Exchange.
2010/2013/2016 Basbl AaHHbIX YuyacTtue B rpynne ponen YnpasneHue

opraHusaumen.

Bba3bl AaHHbIX (rPYNnbl XpaHEHMA) TaK:Ke MOXKHO BOCCTaHaB/MBaThb B BuAe ¢alinos. Oaiinbl 6a3
OaHHbIX M KYPHa/bl TPaH3aKLUMA M3BNEKAIOTCA M3 Pe3ePBHOM KOMWM B YKa3aHHYO Nanky. 3To MOXKeT
OKa3aTbCA NoJIe3HO, eC/IN HEOBXOAMMO M3B/IEYb AaHHbIE 418 ayAnUTa UK AanbHelwer 06paboTku
CpeAcTBamM CTOPOHHUX Npoussoauteneii Anbo B cayyae, Koraa BbiNOAHUTb BOCCTAHOB/IEHWE MO
KaKoMh-n1Mbo NnpuumnHe He yaaeTcsa u Tpebyetca obxogHoe pelleHre Ana NoAakatoYeHna 6a3 AaHHbIX
BpPYuYHyto (cTp. 105).

Ecnu MCNOIb3YETCA TOJIbKO areHT anAa VMware, TO eAMHCTBEHHbIVI AOCTyngIﬁ MeTo/
BOCCTAaHOB/IEHUA — BOCCTAHOBUTb 6a3bl AaHHbIX KaK d)aﬁﬂbl.

BoccmaHoeneHue daHHbIx Exchange

B aTOl npoueaype Kak 6a3bl AaHHbIX, TaK U rpynnbl XpaHEHUA ONUCLIBAIOTCA TEPMUHOM «6asbl
JaHHbIX .



1. MMpw BOCCTaHOB/IEHMM M3 pe3epBHOMN Konuu 6asbl AaHHbIX WwWenkHuTe Microsoft Exchange. B
NPOTMBHOM C/ly4ae NponycTuTe 3TOT LWar.

2. BbibepuTe malMHy, Ha KOTOPOW paHee pacno/iarainch AaHHble, KOTOpble He0HX0AMMO
BOCCTaHOBWUTb.

3. LlWenkHuTe BoccTaHoBNEHME.

BbibepuTe TOUYKY BOCCTaHOBAEHUS. O6paTuTe BHUMaHWE Ha TO, YTO TOUYKM BOCCTAHOB/IEHUA
OTOUNBTPOBAHbI MO XPaHWUAULLY.

Ecnmn malimHa OTKAoYEHa, TOYKM BOCCTaHOB/IEHUA He oTobparkatotca. B atom cayyae
BOCMO/Ib3YUTECH OAHMUM U3 MEPEUYNCTEHHbIX HUXKE CrnocobosB.

= Ecnu pesepBHas KONWUA pacnosioxKeHa B 06/1a4HOM XpaHUauLe Man obwem xpaHuauue (T .e.
ApYyrue areHTbl MOTyT NONYYUTb K Hei 40CTynN), WenKHMTe Bbi6bpaTbh MmaluuHy, Bbibepute
BK/IIOYEHHYIO MaLLMHY, Ha KOTOPOW yCTaHOB/EH areHT ana Exchange, a 3atem BbibepuTe
TOYKY BOCCTAHOBJ/IEHUS.

= BblibepuTe TOYKY BOCCTAHOB/IEHUA HA BKNAAKe «Pe3epBHble Konum» (cTp. 88).

MauwuHa, BbibpaHHaa ansa 063opa NtobbiM M3 ABYX BbILLEONMUCAHHbIX AENCTBUIA, CTAHOBUTCA
LeneBoi MallMHON AaA BOCCTAaHOBAEHMA AaHHbIX Exchange.

LLenkHnTe BocctaHoBneHue > basbl gaHHbIX Exchange.
BbibepuTe gaHHble, KOTOPble HEOOXOAMMO BOCCTaHOBUTb.

ECnn Bbl XOTUTE BOCCTAaHOBUTL 6a3bl AaHHbIX B BUAE $Galinos, LWeaKHUTe BOCCTaHOBUTb Kak
daiinbl, BbIbEpPUTE NOKANBHYIO UK CETEBYHO NaMKy, B KOTOPYIO UX TPEBYETCA COXPaHUTb, U
HaXmuTe BoccTaHOBUTL. B NpoTMBHOM cnydae NnponycTmTe 3TOT Lar.

8. HaxkmuTe KHonky BocctaHoBUTL. Ecin noTpebyeTca, BBeAUTE yYeTHble AaHHble AnA [OCTYNa K
Exchange Server.

9. [o ymoiYaHWIo AaHHble BOCCTaHAB/IMBAKOTCA B MCXOAHbIX 6a3ax. Ecam ncxoaHan 6asa gaHHbIX He
cyliecTeyert, oHa byaeT cos3aaHa.

BoccTaHoBNEHWe faHHbIX B Apyrol 6ase

a. LUlenkHute uma 6asbl AaHHbIX.

b. B none BocctaHOBUTDL B BbibepuTe BapuaHT HoBas 6a3a gaHHbIX.
YKarKute Mmsa HoBoW H6asbl AaHHbIX.

d. VYKarkuTe nyTb K HOBOM 6a3e AaHHbIX U XKypHany. B ykazaHHOM nanKke He JOMKHO ObITb
dalinoB ncxoaHoM 6asbl AaHHbIX U ee KYPHaNoB.

10. HaxmuTe KHONKY 3anycK BOCCTAaHOBAEHMUA.

Xoga BoccTaHoBAEHUA oTobpaykaeTca Ha BKiaaKe Jencrsus.

2.13.5.1 TloakntoveHune 6a3 aaHHbIX Exchange Server

Mocne BoccTaHoBNEHMA aitoB 6a3bl AaHHbIX MOMKHO BKAOYUTL 6a3bl aHHbIX, NOAKIIOYMB UX.
MogKntoueHne BbINOIHAETCA C UCMONb30BAHMEM KOHCOM yripasaeHua Exchange, aucnetyepa
Exchange nnn komaHaHo KoHconun Exchange.

BoccTaHoBeHHble 6a3bl gaHHbIX 6yAyT B COCTOAHUM «HenpaBuabHoe OTKtoYeHWe». basa AaHHbIX B
COCTOAHMM «HenpaBuibHOE OTKAIOYEHNE MOXKET BbITb NOAKNOYEHA CUCTEMOW, €C/IU OHa
BOCCTAaHaB/IMBAETCA B UCXOAHOE XpaHuauLLe (To ecTb, UHGoOpMauma 06 ncxogHol 6ase gaHHbIX
npucytcTeyeT B Active Directory). Mpu BoccTaHoBAEHWM 6a3bl AaHHbIX B APYroe XpaHuauue
(Hanpumep, HoBytO H6asy AaHHbIX AWM B KadecTBe 6a3bl AaHHbIX BOCCTAaHOB/EHMA) 6a3y AaHHbIX
HEBO3MOXHO NOAK/OYNTL A0 TEX NOP, NOKa OHa He ByaeT nepeBeseHa B COCTOAHUE «Yucroe
OTK/Il0YEHME» C Ucnonb3oBaHnem KomaHabl Eseutil /r <Enn>. <Enn> ykasbisaet npeduKc paiina



KypHana ans 6asbl AaHHbIX (MKW FPYNNbl XPaHUAWLLA AaHHbIX, KOTOPasA COAEPKMUT 6a3y AaHHbIX), K
KOTOPOM HEOBXOAUMO NPUMEHUTL dalibl }KypHana TPaH3aKLUMN.

YueTHOI 3anuncK, KoTopas UCMosib3yeTca A1A NnoaKkNto4YeHnsa 6asbl AaHHbIX, HeobxoAUMo
AenernpoBaTtb pPosib agMUHUCTPaTopa cepBepa Exchange Server n nokanbHyto rpynny
aAMMHUCTPATOPOB A8 AAHHOIO LLe/1IeBOro cepeepa.

MNoapobHyto MHPOPMALMIO O TOM, Kak MOAKAUYNTL 6a3bl AaHHbIX, CM. B CIeAYOWMX CTATbAX:

= Exchange 2016: http://technet.microsoft.com/ru-ru/library/aa998871.aspx

= Exchange 2013: http://technet.microsoft.com/ru-ru/library/aa998871(v=EXCHG.150).aspx
= Exchange 2010: http://technet.microsoft.com/ru-ru/library/aa998871(v=EXCHG.141).aspx
=  Exchange 2007: http://technet.microsoft.com/ru-ru/library/aa998871(v=EXCHG.80).aspx

2.13.6 BoccTraHoBMEeHMe NOYTOBbLIX AWMKOB Exchange n anemeHTOB
MOYTOBOIO ALLMKA

B aTom pasgene onvcaHa npouenypa BOCCTAHOB/IEHMA NOYTOBbIX AWMKOB Exchange 1 anemeHTOB
MOYTOBOIO ALLMKA N3 PE3EPBHbIX KONUI 6a3bl AAaHHbIX U Pe3ePBHbIX KOMWUI C NoAAEPKKOM
NPUAOXKEHWUA.

0630p

dparmeHTapHOE BOCCTAaHOB/IEHME MOXHO BbINoHUTL B Microsoft Exchange Server 2010 Service Pack
1 (SP1) n 6onee nosaHen Bepcun. MicxoaHan pesepsBHas KOMUA MOXKET coaepaTb 6a3bl AaHHbIX
nobon nogaep>knsaemoit sepcum Exchange.

®parmeHTapHOE BOCCTAHOB/IEHME MOXKET ObITb BbINOAHEHO areHTOM A Exchange wau areHTom ana
VMware (Windows). Lilenesoit Exchange Server n malumHa ¢ BbINOAHAOLWMMCA areHTOM A0JTKHbI
6bITb B 0a4HOM necy Active Directory.

MO»HO BOCCTaHOBUTb cnegyroume snemMmeHTbl:

" MOYTOBbIE AWMKM (33 UCKIOYEHNEM aPXMBUPOBAHHbIX MOYTOBbIX ALMKOB);
" obuwue nanku;

" 3/1eMeHTbl 06LWMX NanokK;

" ManKku 371eKTPOHHOW NOYTbI;

" coObLWEeHNA 31EKTPOHHOM NOYTbI;

= cobbiTnA KaneHaaps;

" 33/aHus;

B KOHTaKTbl;

" 3anucK XKypHana.

"  [lpumeyaHue

Y106bI HAlTK 3TU 3/1EMEHTbI, MOXXHO BOCNO/1b30BaTbCA MONCKOM.

Ecnn noyToBbIl AWNK BOCCTaHaB/INBAETCA B CyU.I,ECTByIOLLI,VIﬁ NMoYTOBbLIN AWMK, cyuiecTeyrouimne
9/1EMEHTbI C OANHAKOBbIMUA M,CI,eHTMd)MKaTOpaMM nepe3anncbiBatoTCA.

an BOCCTAHOB/IEHUUN I/1IEMEHTOB NOYTOBOIO ALWKMKA Nepe3anncb HeE MNPOUCXOAUT. SnemeHTbl
NOYTOBOrIO ALLMKa BCerga BOCCTaHAB/IMBAKOTCA B NAMNKy BoccTraHOB/IEHHbIE 3/1IeMEHTbI LLe1eBOro
NOoYTOBOrO ALUKA.



TpeboBaHMA K yueTHbIM 3anMcAM NoJib3oBaTtenen

MouTOBbIN ALLMK, BOCCTAHABANBAEMbIV U3 PE3EPBHOM KONUU, AOKEH UMETb CBA3AHHYIO C HUM
y4eTHy'o 3anncb nonb3oBaTtena B Active Directory.

Monb3oBaTesIbCKME MNOYTOBbIE ALLMKM N UX COAEPHMMOE MOXKHO BOCCTAaHOBUTb, TO/IbKO eC/n
BK/IH04eHbl CBA3AHHbIE C HUMM YYeTHble 3anncu nonb3osatesei. ObLiMe NoYTOBbIE ALMKM, NOYTOBbIE
AWMKN NOMeLLeHMA 1 060pyA0BaHNA MOTYT 6bITb BOCCTAHOB/IEHbI, TO/IbKO €C/IN COOTBETCTBYIOLWMNE
yyeTHble 3anMcK Nob3oBaTeNet OMK/HOYEHbI.

MoyToBbIM AWUK, HE COOTBETCTBYIOLLI,VM 3TUM yCNnoBUAM, NpPpU BOCCTaHOBNEHUN 6y,£l,€T nponyweH.

Ecnum HeKoTOpble MOYTOBbIE ALWUKK ByayT NPONYLIEHbI, BOCCTAHOB/IEHME MPOAOIKNTCA C
npeaynpexaeHuem. Ecav Bce noyToBsble AWMKNM ByayT nponyLleHbl, BOCCTaHOB/IEHME 3aBEPLUNTCA
cboem.

2.13.6.1 BoccTaHOBEHME NOYTOBbLIX ALIMKOB

1. MMpw BOCCTAaHOB/IEHMM M3 pe3epBHON Konuu H6a3bl AaHHbIX WwenkHuTe Microsoft Exchange. B
NPOTUBHOM C/lydae nponycTuTe 3TOT Lwar.

2. BbibepuTe maWwmMHy, Ha KOTOPOW paHee pacno/saraimch AaHHble, KOTopble Heo6Xxo0aAMMO
BOCCTaHOBWTb.

3. LlWenkHuTte BoccTaHOoBNEHME.

BbibepuTe TOUYKY BOCCTaHOBEHUs. OBpaTUTE BHUMAHWE Ha TO, YTO TOUYKM BOCCTAHOB/IEHUA
OTPUABbTPOBAHbI NO XPaHUAMLLY.

Ecnn mawnHa oTKAtoYeHa, TOYKM BOCCTAHOB/IEHUA He 0T06pa)+(aPOTCF|. B aTtom cnyyae
BOCI'IOJ'Ib3yf;ITECb OAHUM U3 NepevYnCneHHbIX HUXe cnocobos.

= Ec/nuM pesepBHasa KONWA PacnooXKeHa B 061a4HOM UK 0BLLLEM XpaHUAULLE AaHHbIX (T .e.
ApYyrve areHTbl MOryT NOAYYUTb K Hel AOCTynN), WeKHMTe BblbpaTb mawuHy, Bbibepute
BK/IHOYEHHYIO MaLLMHY, Ha KOTOPOW YCTaHOBAEH areHT ana Exchange nau areHT gna VMware,
a 3aTem BblbepUTe TOYKY BOCCTAHOB/IEHUS.

= BbibepuTe TOUKY BOCCTAHOB/IEHUA Ha BKNaaKe «Pe3epBHble Konum» (cTp. 88).

BmecTo BbIKAOYEHHOW VICXOLI,HOVI MalWHbl BOCCTaHOB/1IEHNE 6yAET BbIMO/IHEHO MALUNHON,
KOTOpaA Bbl6paHHaﬂ ANnAa NPpoCcMoTpa O AHUM U3 ABYX YKAa3aHHbIX Bbllle ,D,eVICTBMﬁ.

LLlenkHnTe BocctaHoBneHue > MouTtoBble AwmKu Exchange.
BbibepuTe NoYTOBbIE ALLMKN, KOTOPblE HEOBXOAMMO BOCCTaHOBUTD.

MOHO BbINONHUTL MOMUCK MO UMEHW NOYTOBbIX AWNKOB. nO,CI,CTaHOBO‘-IHbIe CMMBO/Ibl HE

noggepxmnBaroTca.
exw.win8.dcon.local @ @
Q, Mowuc O BOCCTaHOBWTL
Tant  Wms AZpEC 3MeKTPOHHOA NoYThl Pazmep
Q Administrator Administrator@wing.dcon.local
Q EXW CFD7F4F9-LGUOO CFD7F4F9-LGU000000@wing.dco...
Q EXW CFD7F4F9-LGUOO CFD7F4F9-LGU000001 @wind.dco...

7. HaxmuTte KHoMKy BoccTaHOBUTD.



8. YT106bl BbIGPATH NN U3MEHUTH LLESIEBYIO MALLMHY, WenkHuTe LieneBaa mawuHa ¢ Microsoft

Exchange Server. 370 aeiicTBMe NO3BOIUT BOCCTAHOBUTb MaLLMHY, HA KOTOPOM He 3aMyLLEeH areHT
ans Exchange.

YKarKnTe NoNHOe JOMEHHOE MMA MalUMHbI, HA KOTOPOI BKAOYEHA ponb KnneHTCKu goctyn
Microsoft Exchange Server. 3Ta mawunHa AoAXKHA NPUHAAAEKaTb TOMY e necy Active Directory,
YTO W MALLMHA, KOTOPaA BbINOJIHAET BOCCTaHOB/EHME.

Mpu NOCTYNAEHUN COOTBETCTBYIOLLLErO 3anpoca YKaXKMTe AaHHble yY4eTHOM 3anncu, Kotopas
BXOAMT B COCTaB rpynnbl ponv YnpasneHne opraHusaume.

[HeobsazaTtenbHo] YTo6Obl U3MEHUTL aBTOMATMYECKM BbIOpaHHYIO 6a3y AaHHbIX, WenkHUTe basa
DAHHDbIX ANA BOCCO34aHMUA OTCYTCTBYIOLMUX NOUYTOBbIX ALLUKOB.

10. Haxkmute KHOMNKy 3anycK BOCCTaHOBNEHUA.

11. NoaTBepamTe onepaumtio.

Xop BOCCTaHOB/eHUA oTobparkaeTcs Ha BKNaaKe OdeicTeua.

2.13.6.2 BoccTtaHoOBNneHWe 3NeMEeHTOB MOYTOBbLIX ALWMKOB

1.

Mpn BOCCTaHOB/IEHUN U3 pe3epBHOM Konuu 6asbl AaHHbIX WenkHuTe Microsoft Exchange. B
NPOTMBHOM C/ly4ae NPONycTUTe 3TOT War.

BbibepuTe MallMHy, Ha KOTOPOW paHee pacno/siaraiMch AaHHble, KOTopble Heo6Xx0AMMO
BOCCTaHOBWTD.

LLlenkHnTe BocctaHoBNEHMe.

BbibepuTe TOUKY BOCCTaHOBEHUA. OBpaTuTe BHMMaHWE Ha TO, YTO TOUYKM BOCCTAHOBJ/IEHUA
OTPUABbTPOBAHbI NO XPaHUAMLLY.

Ecnn mawnHa oTKItoYeHa, TOYKM BOCCTAHOB/IEHUA He 0T06pa)+(aPOTCF|. B aTtom cnyyae
BOCI'IOJ'Ib3yf;ITECb OAHUM U3 NepevYnCneHHbIX HUXe cnocobos.

= Ecnu pesepBHas KOMWUA pacnofioXeHa B 061a4HOM UM 0bLeM XpaHMAULLE AaHHbIX (T .e.
ApYyrve areHTbl MOTyT MONYYMTb K Helt A0CTynN), WeKHMTe Bbi6paTbh MaluuHy, Bbibepute
BK/IIOYEHHYIO MALUWHY, Ha KOTOPOW YCTaHOBAEH areHT gns Exchange nau areHt gns VMware,
a 3aTeM BblbepuTe TOUYKY BOCCTaHOBNEHMUA.

= BbibepuTe TOUKY BOCCTAHOB/IEHUA Ha BKNagKe «Pe3epBHble Konum» (cTp. 88).

BMecTO BbIK/HOYEHHOW UCXOAHON MalLMHbI BOCCTAaHOB/IEHME OyAeT BbINO/IHEHO MALLMHOW,
KoTopas BblOpaHHan gas NPOCMOTPA OAHUM U3 ABYX YKAa3aHHbIX Bblle AEeACTBUNA.

LLlenkHnTe BocctaHoBneHue > MouTtoBble AwmKu Exchange.

LLlenKHUTE NOYTOBLIM ALMK, B KOTOPOM M3HAYa/IbHO COAEPKANNCH S/IEMEHTbI, KOTOPbIE
Heo6X04MMO BOCCTAaHOBUTD.

BbIGEpMTe 3/1EMEHTbI, KOTOpPbIe HEO6XO,CJ,MMO BOCCTAHOBMUTb.

l£|,OCTyI'IHbI YKa3aHHbI€ HMNXKE napamMeTpbl NOUCKA. MNoAacTaHOBOYHbIE CUMBO/IbI HE
noaaepXmBaroTcA.

= Nina COO6LLI,EHMI7I 3I'IEKTp0HHOI7I noYTbl: BbINO/IHUATE NOUCK NO TEME, OTNPABUTENIO,
nonyyaTtento n aate.

= [na COBbITHIA: BbINOJIHATE NOUCK NO 3aroz1oBKy n aate.
= [1nA 3a4a4: BbINOJHUTE MOMCK NO Teme U gaTe.

= [1nA KOHTAKTOB: BbIMOJIHUTE MOUCK MO MMEHU, aSPECy 3/IEKTPOHHOM NOYTbI U HOMEpPY
TenedoHa.

Korga Bbl6paH0 3TO COO6LLI,€‘HVIe 3}'IeKTp0HHOI‘;I NOYTbl, MOXKHO WenKHYTb NMoKasaTb coaepumoe,
yTObbI MOKa3aTb ero coaepxnmmoe, BKNo4Yaa BNOXKEHUA.



Cosem 4Ymobbi 3a2py3ume 8s10xceHHbIl alin, weskHUmMe e2o ums.

YT06bl MMETb BO3MOMKHOCTb BblOpaTh ¢aisibl, WEAKHUTE 3HAYOK BOCCTAaHOBEHMA NamnoK.

exw.win8.dcon.local = Administrator ® @
—= B - MokazaTb
Manku M= M CkpbiTs Nankmn Q rMowuc 1 cosepxKHMoe
Deleted It Administrat
[ Deleted ltems ministrator O BOCCTAaHOBUTh
1
] Drafts
1
] Inbox

8. Haxmunte KHONKy BoccTaHOBUTD.

Y106bl BbIOPATL MM UISMEHUTDL LENEBYIO MaLLUHY, WenkHuTe Llenesaa mawmHa ¢ Microsoft
Exchange Server. 310 gelicTBMe NO3BO/IUT BOCCTAHOBUTb MaLLUWHY, HAa KOTOPOI He 3aMyLLEH areHT
ans Exchange.

YKaxute NoNHOE JOMEHHOE MMSA MALUMHbI, Ha KOTOPOW BKAOYEHa posib KnneHTcKuiA gocTtyn
Microsoft Exchange Server. 9Ta mawunHa AoNKHa NpUHaANeKaTb TOMy e siecy Active Directory,
YTO W MaLLMHA, KOTOPAA BbINOJIHAET BOCCTaHOB/EHME.

Mpwn NOCTYyNAEeHNUM COOTBETCTBYIOLLLEFO 3aMNpoca YKaXKMTe AaHHble yYeTHOM 3anumcu, KoTopas
BXOAMT B COCTaB rpynnbl poau YnpasaeHue opraHusaumei.

10. Pasgen LleneBoit NOYTOBLIN ALWMK NO3BOIAET MPOCMOTPETb, USMEHUTb W/IN YKa3aTb LLEeNeBOM
NOYTOBbIN ALLUK.

Mo ymo/i4aHuto BbIGPaH MCXOAHbIN MOYTOBbIV ALWMK. EC/IN 3TOT NOYTOBbIN ALMK HE CYLLLEeCTBYEeT
W BblbpaHa LeneBasa MallMHa, KOTopas He ABIAETCA UCXOAHOMN, HEOOX0AUMO YKa3aTb LiesieBoi
NOYTOBbIN ALLUK.

11. HaxmuTe KHONKY 3anycK BOCCTAaHOBAEHMUA.
12. NoaTsepamTe onepaumtio.

Xop, BOCCTaHOBAEHUA 0To6pa>KaeTc9| Ha BK/Z1agKe AEVICTBMH.

2.14 3awmTa noytoBbIX awmkosB Office 365

3auem co3gaBaTb pe3epBHYI0 Konuio NouToBbIX Awmnkos Office 365?

HecmoTps Ha To uto Microsoft Office 365 — 3T0 061auHbIN CepBUC, peryiapHoe co3gaHue
pe3epBHbIX KOMUIM 0becneynT AOMNONHUTE/IbHbIM YPOBEHb 3aLLMTbl OT OLMOOK NOb30BaTENA U
npegHamepeHHbIX BpeA4OHOCHbIX AeACTBUI. YAaneHHble 3/1eMeHTbl MOXKHO BOCCTaHOBUTb M3
pe3epBHON Konuu, gaxke ecnm nepuogd xpaHeHus B Office 365 nctek. Kpome Toro, MOXKHO COXpPaHUTb
JIOKaNbHYI Konuto noyToBbix AlwmKkos Office 365, ecm 3To HEO6XOANMMO B COOTBETCTBUM C
HOPMATUBHbIMW TPEHOBAHUAMMU.

Yto HE06X0AUMO ANA pe3epBHOro KONMPOBAHUA NOUYTOBbIX ALLUKOB?

[ns BbINONHEHWUS pe3epPBHOro KONMPOBaHMA NOYTOBbLIX AwMKoB Office 365 HeobxoANMMO MMETb PO/b
rnobanbHoro agmuHuctpaTtopa B Microsoft Office 365.

YctaHoBuTe areHT ana Office 365 Ha mawmnHe Windows, KoTopas nogkntodeHa K MHTepHeTy. B
opraHusaumm (rpynne KAMEHTOB) AOMKEH BbITb TONbKO 0AMH areHT ans Office 365. AreHT AoKeH
6bITb 3aPErUCTPMPOBAH NOL YYETHOM 3aNUCbIO aAMUHUCTPATOPA KIMEHTA.



=  BpeauTe y4YeTHble AaHHble aAMUHUCTPATOPA KNMEHTOB NPW YCTaHOBKE areHTa 1 Npu BXo4e B
Beb6-uHTepdelic.

= BBeguTe yYeTHble gaHHble rnobanbHoro agmmHuctpatopa Office 365 Ha cTpaHuue Microsoft
Office 365 Beb6-nHTEPdECa.

AreHT 6yaet BxoauTb B Office 365, ncnonb3ys sty yuyeTHyto 3anmcb. YTobbl 0b6ecneynTsb Aoctyn
areHTa K CoAaepKMMOMY BCEX NMOYTOBbIX ALLMKOB, 3TON YYETHOM 3anncK byaeT HasHaYeHa posb
ynpasnexua Applicationimpersonation.

Kakue anemeHTbl MOXXHO BOCCTAaHOBUTb?
N3 pe3epBHOI KOMUKU NMOYTOBOTO ALLMKa MOMKHO BOCCTAHOBUTb CAEAYIOLME 3N1EMEHTbI:

" MOoYTOBbIE AWMKK;

u nanku QHEKTpOHHOVI MOYTbl;

" co0bUEeHMA INEKTPOHHOM NOYTbI;
= cobbITMA KaneHaaps;

= 334aHUS;

B KOHTaKThbl;

" 3anucK KypHana.

" [IpumeyaHue

Y106bI HAlTK 3TU 3/1EMEHTbI, MOXXHO BOCNO/1b30BaTbCA MONCKOM.

EC/iv NoYTOBbINM ALMK BOCCTaHABAMBAETCA B CYLLECTBYIOLLMIA MOYTOBbIN ALWMK, CYyLLECTBYOLIMNE
3/1eMEHTbI C OANHAKOBbIMWN MAEHTUPUKATOPAMU NEePe3anmncbiBatoTca.

Mpwv BOCCTaHOB/IEHNM 371 MEHTOB NOYTOBOIO ALLMKA Nepe3anmcb He NPOUCXOLMT. dnemeHTbl
NOYTOBOTO ALMKA BCerga BOCCTAaHaB/IMBAIOTCA B Nanky BocctaHOBAEHHbIe 3/IeMeHTbI Lie/1eBOoro
NOYTOBOrO ALLUNKA.

OrpaHuyeHmA

"  HeBO3MOXHO CO34aTb PE3EPBHYIO KOMUIO apXMBUPOBAHHbIX NOUYTOBbIX ALLMKOB (apXUB Ha
mecre).

®  HeBO3MOHO BbIMO/IHUTb BOCCTAHOB/IEHWE B HOBbI NOYTOBbIM AWwmMK. CHayana HGOGXOAMMO
CO34aTb HOBOTO NOJ1b30BaTENA Office 365, 3aTem BOCCTAaHOBUTb 3/1€MEHTbI B MOYTOBbIN AWNK
9TOro No/2ib3oBaTenA.

= BoccTaHOBAEHME B yYETHYIO 3anucb Apyroi opraHmsaummn Microsoft Office 365 nnun B nokanbHble
pasBepTbiBaHMA cepBepa Microsoft Exchange Server He noaaeprKMBaeTcs.

2.14.1 Bbibop noutosbix swmko Office 365

BbibepurTe NOYTOBLIN ALWLMKA, KaK YKAa3aHO HUXKE, @ 3aTeM YKaXKuUTe Apyrne HacTPoMKM nnaHa
pe3epBHOro KoNMpoBaHMA Kak Tpebyetca (cTp. 37).

Mopadok evibopa noumoessix Auukos Microsoft Office 365

1. UWenkHute Microsoft Office 365.

2. Boiiaute B Microsoft Office 365 Kak rnobanbHbIi aAMUHUCTPATOP NPU NOCTYNAEHUN
COOTBETCTBYIOLErO 3anpoca

3. Bbl6epMTe noYyToBblE AWNKNU, ANA KOTOPbIX HEO6XOAI/IMO CO34aTb pe3epBHbIE KONMUNA.

HakmuTe KHOMKy Pe3epBHOE KONMUpOBaHUe.



2.14.2 BoccTraHoBneHWe NoYToBbIX SAWMKOB U 3/1EMEHTOB
noytoBoro awmka Office 365

2.14.2.1 BoccTtaHOBNEHWE NMOYTOBbLIX ALLMKOB
1. UWenkHute Microsoft Office 365.
2. BblﬁepMTe I'IO‘-ITOBbIl7I AWNK ANA BOCCTaHOBNAEHUNA U LLENKHUTE BoccTaHOBUTD.

MO3KHO BbIMOJIHUTb MOMCK MO MMEHMU NOYTOBbIX ALLMKOB. [10ACTaHOBOYHbIE CUMBOJIbI HE
noaaepsKusatorca.

Ecnv noyToBbIN AWMK OblN yaaneH, BbibepuTe ero Ha BKiagKe PesepBHble Konuu (cTp. 88) u
WwenkHuTe MoKasaTb pe3epBHbIe KONUU.

3. Bbibepute TOUKy BoccTaHoBeHUA. ObpaTuTe BHUMAHME Ha TO, YTO TOYKM BOCCTAaHOBAEHMA
OTOMIBLTPOBAHbI MO XPaHUAULLY.

NocneposatenbHO Bbl6epVITe NyHKTbl BoccTaHOBNEeHue > MNouTtoBbI AWMK.

5. Pasgen LieneBoit NouTOBbIM AWMK NO3BOIAET NPOCMOTPETb, USMEHUTb U/IN YKa3aTb Lie/IeBOM
MOYTOBbIN ALLUK.

Mo ymonyaHu1Io BbIBpaH MCXOAHbIN MOYTOBbIN AWMK. ECIM STOT NOYTOBLIN ALIMK HE CYLLEeCcTBYeT,
HeobXoAMMO YKa3aTb LLe/1eBON NOYTOBbIN ALMK.

6. HaxmuTte KHOMKy 3anycK BOCCTaHOBJ/IEHUA.

2.14.2.2 BoccTtaHOBNEHWE 3N1EMEHTOB MOYTOBbLIX ALWMKOB
1. UWenkHuTe Microsoft Office 365.

2. BbibepuTe NOYTOBLIN ALWMK, B KOTOPOM M3HAYA/IbHO COAEPHANCh S/IEMEHTbI, KOTOPble
HeobX04MMO BOCCTaHOBUTb, M HAXKMUTE KHOMKY BoccTaHOBUTD.

MOHO BbINONHUTL MOMUCK MO UMEHWN NOYTOBbIX ALWLMKOB. [10ACTAHOBOYHbIE CMMBO/Ibl HE
noaaepXmnBaroTcA.

Ecnv nouToBbIV AWMK 6bI1 yaaneH, BbibepuTe ero Ha BKAagKe PesepBHble Konuu (cTp. 88) u
wenkHuTe NMoKasaTb pe3epBHbIe KONUM.

3. BblbepuTte TOUKy BoccTaHOBAEHUA. OBpaTUTe BHUMAHME Ha TO, YTO TOYKN BOCCTAHOB/IEHUA
OTPUABbTPOBAHbI NO XPaHUAMLLY.

MocnenosaTtenbHO BbibepuTe NYHKTbI BocctaHoBAeHUe > Co06LEeHNA 3NEeKTPOHHOI NoYTbI.
5. BbibepuTe 3n1emMeHTbl, KOTOPble HE06X0ANMMO BOCCTaHOBUT.

JOCTyNHbI YKa3aHHble HMXKe napameTpbl NOUCKaA. NoacTaHOBOYHbIE CUMBO/IbI HE
noaaepXmnBaroTcA.

= [na COO6U.I,EHMVI aﬂeKTpOHHOﬁ NoYTbl: BbINO/IHUATE NOUCK NO TEME, OTNPaBUTENIO,
nonyyartento n gate.

= Nina COBbITHIA: BbINOJIHATE NOUCK NO 3aronoBKy M aare.
= [1nA 3a4ay: BbINOJIHUTE MOMCK NO Teme u gaTe.

® 1N KOHTAKTOB: BbINOJIHATE NMOWUCK NO MMEHMU, aAPECY 3/IEKTPOHHOM NOYTbI U HOMEPY
TenedoHa.

Korga Bbl6paH0 3TO COOﬁLLI,EHVIG BHEKTpOHHOVI noYTbl, MOXKHO LWENTIKHYTb Mokasartb coageprKumoe,
yTOObI MOKa3aTb ero coaepxmmoe, BKK4Yaa BOXKEHUA.

Coeem Ymobbl 3a2py3ume 8n0xceHHbIl ¢alin, wenkHume e2o UMs.




Koraa BbibpaHO 3TO co0bLLEHME 3NEKTPOHHOM NOYTbI, MOMKHO LLLEIKHYTb OTNPABUTb KaK
coobLeHne 31IeKTPOHHOM NOYUTbI, YTOObI OTNPABUTL COOOLLEHWE MO aapecy 3/1eKTPOHHOM NOYTbI.
CoobuieHune oTnpasaseTcs C agpeca 31eKTPOHHOW NoYTbl agMUHUCTPATOPA YY4ETHOM 3anuci.

v
YT06bI MMETb BO3MOMKHOCTb Bbl6paTb nanky, WenkKHNTe 3Ha40K BOCCTAaHOB/1EHNA NANOK: it

Haxmunte KHoOMKy BocctaHOBUTD.

Pasgen LieneBoi NOYTOBbIN ALWMK NO3BOAAET NPOCMOTPETb, USMEHUTb MU YKA3aTb LLe1IeBOM
MOYTOBbIN ALLUK.

Mo ymonyaHu1Io BbIBpaH MCXOAHbIN MOYTOBbIN AWMK. ECIM 3TOT NOYTOBLIN ALMK He CyLLecTByeT,
HeobXxo04MMO yKasaTb LLe/IeBOM NOYTOBbIN ALWMK.

8. Harkmute KHOMKY 3anycK BOCCTAaHOB/IEHUA.
9. TMopaTtBepanTe onepaumio.

DN1eMeHTbl MOYTOBOrO ALMKA BCerga BOCCTaHAB/IMBAOTCA B nanky BocctaHOBAEHHbIE 31eMeHTbI
LLenesBoro no4YToBoro AuWuKa.

2.15 [JononHuTenbHble onepaunn ¢ BUPTYasbHbIMU
MalLMHaM

2.15.1 3anyck BUpTyanbHOW MalLMHbI U3 PE3EPBHOM KOMWK
(MrHOBEHHOE BOCCTaHOBJIEHME)

MOKHO 3anyCTUTb BUPTYa/ibHYIO MALLIMHY C PE3EPBHOM KOMUKN Ha YPOBHE AMCKOB, KOTOPAn COAEPKUT
onepaLMoHHYIo cucTeMy. OTa onepaumn, KOTopas TakKe M3BECTHA KaK MTHOBEHHOE BOCCTAaHOB/IEHME,
No3BOAAET YCKOPUTb BUPTYa/IbHbIN CEPBEP 3@ CYMTAHHbIE CEKYHAbI. BUpTyanbHble ANCKK
3MY/IMPYHOTCA HENOCPEACTBEHHO C Pe3ePBHOM KOMWUM M NO3TOMY HE 3aHMMAIOT MECTO B XpaHUAULLE
AaHHbIX. MecTo xpaHeHuMsa TpebyeTca TONbKO A1 TOro, YTO6bl COXPAaHUTb U3MEHEHUA B BUPTYaNbHbIX
AVCKax.

PekomeHayem 3anyCcTUTb 3Ty BPEMEHHYIO BUPTYasIbHYIO MaLUMHY Ha CPOK A0 Tpex AHeil. Mocne 3Toro
MOKHO MOJIHOCTbIO YAANUTH €€ UM NPeobpa3oBaTh B 06bIYHYIO BUPTYaNbHYHO MALLIUHY
(dnHanusmposatb) 6e3 npocros.

lMoKa cywecTByeT BpeMeHHaa BUPTyasibHaa MallMHa, NpaBuaa XpaHeHUA Heslb3A NPUMEHUTD K
pe3epBH01‘/’1 KON, KOTOpPaAa NCNOJIb3yeTcA 3TOM MaLLMHON. Pe3epBHble Konum MCXO,EI,HOﬁ MallnHbI
MOTyT NPOAO0/IKAaTb BbIMO/THATLCA.

Mpumepbl UCNONb30BaHUA
= ABapMifHOe BOCCTAaHOB/IeHKe

MrHoBeHHO€e BOCCTaHOB/IEHUE BMpTyaﬂbHOVI MallnHbI, Ha KOTOpOﬁ npounsowen cboit.
=  TecTupoBaHMe pe3epBHOro KONMPOBaHUA

3anycTuMTe mallMHy C pe3epBHOM Konun 1 ybeamTech B ToM, 4To roctesas OC M NPUAOKeHUA
paboTaloT NpaBubHO.

= [ocTyn K AaHHbIM NPUNOXKEHUA

Korga mawuHa 3anyLeHa, BOCI'IO}'Ib3y[;1Ter BCTPOEHHbIMU UHCTPYMEHTAMM YyNMpPaBAEHNA B
NPUNOKEHUMN, yTOObI nony4YnTb JOCTyN K Tp66y6MbIM AaHHbIM N U3BNEYD UX.



MpeaBaputenbHble TpeboBaHUA

B cepBuce pe3epBHOro KONMPOBaHUA HEOBXOAMMO 3apPerncTpMpoBaTh XoTA Bbl OAMH areHT ana
VMware unu areHt gna Hyper-V.

Pe3epBHasa KOMMA MOMKET XPaHUTbCA B CETEBOM ManKe UAW B IOKaNbHOW Nanke maluHbl, Ha
KOTOPOW yCTaHOB/EH areHT ans VMware nam areHT ans Hyper-V. CeTeBad nanka Ao/’KHa bbiTb
[AOCTYMHOW C A@HHOM MalUMHbI. BUPTYasibHYO MalLMHY MOXKHO TaK¥e 3anyCcTUTb U3 pe3epBHOM
KOMWK, KOTOpPas XPaHMTCA B 06/1a4HOM XpPaHUAMLLE AAHHbIX, HO B 3TOM C/ly4ae OHa byaet
paboTaTb MegneHHee. MNprUynMHa COCTOUT B TOM, YTO A/1A 3TON onepauunm Tpebyerca MHTEHCUBHOE
YTeHWe 13 pe3epBHOI KOMUK C NPOM3BOJIbHbIM AOCTYNOM K AaHHbIM.

Pe3sepBHasa KONMA A0/1KHA COAEpPKaTb BCIO MalLMHY UK BCe TOMa, KOTOpble HEOBXoAUMbI ANA
3anycKa onepauyoHHON CUCTEMbI.

MOI’yT MCNoNb30BaTbCA pe3epBHbIE KOMUN ¢M3VILIGCKMX 1 BUPTYaA/IbHbIX MallUH. Henb3A
MCNONb30BaTb pe3epBHbIE KOMUN KOHmEUHepOG Virtuozzo.

2.15.1.1 3anyck MalUuHbI

1.

3.

BbINOSHUTE O4HO U3 Cneayowmx 4eACTBUI:

= Bbibepute MalIMHY, /19 KOTOPOW CO34aHa pe3epsBHas Konus, WweakHuTe BocctaHoBnaeHue u
BbIGEpPUTE TOUKY BOCCTAHOBJ/IEHUA.

= BbibepuTe TOUKY BOCCTaHOB/IEHMA Ha BKNaaKe «Pe3epBHble Konuu» (cTp. 88).
LLlenkHuTe 3anyctuTtb Kak BM.

Mporpamma aBTOMaTMYECKM BblIBEPET XOCT U Apyrue Tpebyemble napameTpbl.

ABRTTMMS_temp Ha 10.250.151.182

datastore-share-iscsi-bender

MNamaTte: 1.00 B
CeteBble agantepol: 0

Brn. w

3ANYCTWUTE CEMYAC

[HeobsazatenbHo] LenkHute LieneBaa malwinHa, 3aTeEM U3MEHUTE TUN BUPTYaNbHOW MalUUHbI
(ESXi nnn Hyper-V), XoCT UAKU UMS BUPTYasIbHOM MaLLUHBI.

[HeobsazaTtenbHo] LLlenkHuTe XpaHuauwe aanHbix aaa ESXi nuam Mytb ana Hyper-V n Bbibepute
XPaHUAMLLE AaHHbIX 415 BUPTYaIbHOM MaLUMHBI.

M3meHeHusA, BHeCEHHbIe B BUPTYyaJibHbl€ ANCKUN, HAKAM/INBAKOTCA, NOKa MallMHa 3anylieHa.
yﬁe,ﬂ,MTECb, 4YTO B Bbl6paHHOM XpaHuaunue gaHHbIX 40CTAaTOYHO CBOGOAHOI’O NPOCTPaHCTBA.



5. [HeobnasaTenbHo] LLenkHnTe HacTpoilku BM, 4uTobbl M3MEHUTbL pasmep NaMATU U ceTeBble
NOAK/OYEHNA BUPTYaIbHOM MaLLMHbI.

6. [HeobasatenbHo] Bbibepute cocTtoAaHMe akTMBHOCTM BM (BKntoueHo/BbiKaloueHo).
7. LWenkHuTe 3anycTUTb ceitvac.

B pe3ysibTaTte 3TOro MallnHa NOABNAETCA B Be6-MHTep¢eﬁce C OgHUNM 13 Ceayrounx 3Ha4KOB:

‘o

KonnpoBaHuA.

. Takune BUPTya/JibHblé MalUMHbl HEBO3MOXHO Bbl6paTb Ana pe3epBHOro

2.15.1.2 YpaneHue MaluHbI

He pekomeHAyeTcA yoanATb BpeMEHHYI0 BUPTYa/IbHYIO MALIMHY HENOCPEACTBEHHO B
vSphere/Hyper-V. 3To MOXeT NpUBECTM K BO3HUKHOBEHMIO apTedaKkToB B Beb-uHTepdelice. Kpome
TOrO, pe3epBHan KOMus, C KOTOPOI 3anycKanacb MallMHA, MOXKET bbITb 3a0/10KMPOBaHa B TEYEHUN
HEKOTOPOro BpeMeHU (HEBO3MOXKHO ByAeT ee yaanuTb COracHO NpaBuiamM XpaHeHus).

Mopsadok ydaneHusa supmyanbHoli MawuHbl, KOmopas 3anyweHa u3 pe3epeHoli Konuu

1. Ha BKnaake Bce ycTpoiicTBa BbibepuTe MallMHY, KOTOpPas 3anyLeHa U3 pe3epBHON KOMuu.

2. UWenkHute Yaanurb.

MawwnHa byaeT yaaneHa m3 seb-uHtepoeiica. OHa TakKe yaansaeTca us MHBEHTAPA U XPaHMAMLLIA

AaHHbIX vSphere nan Hyper-V. Bce nameHeHMA AaHHbIX, KOTOpble Obl/IN BHECEHbI, KOraa MmalluHa
6blna 3anyLweHa, byayT yTpayeHol.

2.15.1.3  ®PuHanm3aums MalLnHbI

Koraa BupTyanbHan mMalluMHa 3anyLiLeHa U3 pe3epBHON KONUK, COAEPKUMOE BUPTYasbHbIX ANCKOB
bepeTca HenocpeaCTBEHHO U3 3TOM pe3epBHOI Konuu. MoaTomy Npu yTpaTe NOAKAOYEHNA K
XPaHUAWLLY pe3epBHbIX KOMWA UK areHTy pe3epBHOro KOMMPOBaHUA MallMHA CTAHOBMTCA
HeZOCTYNHOW AW AaKe NoBpeXKaaeTcs.

MawwmnHy ESXi moXKHO caenatb NOCTOAHHON, TO eCTb BOCCTAHOBMUTb BCE ee BUPTya/ibHble AMUCKU
BmecCTe C USMeHeEHUAMU, BHECEHHbIMU NPU pa60Te MalUnHbl, B XpaHUAMLLE AaHHbIX, B KOTOPOM
XPaHATCA 3TU U3MEHEHMA. DTOT NPOLLeCC Ha3sbiBaeTcA pUHANM3aLME.

duHanmsauma sbinonHaetca 6e3 npocrtos. Mpu BbINOAHEHUM PUHANU3ALMM BUPTYabHAA MaLlUHA He
BbIK/1lOYaeTcA.

Mopadok ¢puHanuzayuu MawuHsbl, KOMOPAs 3anyweHa u3 pe3epsHoli Konuu

1. Ha BknagKe Bce ycTpoiicTBa BbibepuTe MallMHY, KOTOPas 3anyLieHa U3 pe3epBHON KOMUMU.

2. UenkHute duHanusmnposarb.

3. [HeobnasaTenbHo] YKaxuTe HOBOE MMA A/ AaHHOW MaLUMUHbI.
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[Heobs3aTenbHO] U3MeHUTE pexxnm pacnpeseneHns pecypcos AMcKa. Mo ymonyaHuio 3agaHa
HACTpPoiKa IKOHOMHOE.

5. LllenkHnte PHanu3npoBaTb.
MmAa malmHbl cpasy e meHaeTcA. XoA BbINOSHEHMA BOCCTAHOB/IEHUA NOKa3aH Ha BKIaJKe

DeWctBua. MNocne BbINOJHEHNA BOCCTAHOBAEHMA 3HAYOK MaLUNHbI MEHAETCA Ha 3HAYOK MNOCTOAHHOW
BMPTYaNbHON MalLUHBI.



2.15.2 Pennukauusa BMpTyanbHbIX MaLIWH

Pennnkaumna goctynHa ToNbKO AN1a BUPTYanbHbIX MawmnH VMware ESXi.

Pennaunkauma — 3To npouecc co3gaHua TOYHON Konuu (penankun) BUpTyanbHOM MallUHBbI C
nocneaytollel Noaaep*KKo pennnmkm B CUHXPOHU3MPOBAHHOM COCTOAHUMN C UCXOAHOW MaLLMHOM.
Penankauma KpUTUYECKKN BaXKHbIX MaLLWH NO3BOASAET BCEraa MMeTb KONUIO 3TOM MallMHbI B FOTOBOM
K 3aMyCKy COCTOSHMM.

PennvKaumio MOXKHO 3anycTUTb BPYYHYIO UM NO PacnmcaHuio, KOTOPOoe onpeaenseTcs
nonb3oBaTesneMm. Mepsas penankauma ABAAETCA NONHOW (BbINONHAETCA KONUMPOBaHWE BCE MALLMHbI).
Bce nocneayowme peninkauum ABASIOTCA MHKPEMEHTHBIMU M BbIMOHAIOTCA C NOMOLLbIO GYHKUUK
Changed Block Tracking (cTp. 118), ecnu 3TOT napameTp He OTK/IIOYEH.

Pennukauma n pesepsHoe KONUpoBaHue

B oTAMYMe OT 3aM1aHMPOBaHHbIX NPOLIECCOB PE3EPBHOMO KOMMPOBaHMA, B PEMNJIMKY COXpaHsaeTca
TO/IbKO aKTya/ibHOE Ha MOMEHT CO34aHUNA PeniMKu coctoaHue. [na peninku Heobxoanumo
MPOCTPAHCTBO XPaHUANLLA AAHHbIX, @ Pe3ePBHbIE KOMUMU MOTYT XPaHUTbCA Ha bosiee AelleBbIx
XPaHUANLLAX AaHHbIX.

OfZHaKO BK/IOYEHME PENIMKM BbINOJHAETCA ropasno bbicTpee, YeM BOCCTAHOB/IEHME U 3aMyCK
BMPTYaNbHON MalLWHbI U3 pe3epPBHON KONUK. BKAtoueHHasa penanka paboTaeT bbicTpee BUPTYaIbHOM
MaLUWHBI, 3aNyLEeHHOM N3 pe3epBHON KONUK M He 3arpykaeT areHT ans VMware.

anMepbl ncnosib3oBsaHuA
®  PenauKauuvA BUPTYasibHbIX MALLWH HA YAANEHHYIO NIOWAAKY.

PennvKauma no3BoAsieT COXPaHUTb paboToCcnocobHOCTb NPW YaCTUYHOM UM NOJTHOM OTKase
LeHTpa 06paboTKM AaHHbIX. TO BO3MOXKHO 3a CHET KNOHUPOBAHMUA BUPTYaIbHbIX MaLWH C
OCHOBHOM NNOWAAKM Ha BTOPUYHYIO NOLLAAKY. ITa BTOpMYHAA NioLagKa 06bIuHO
pacnonaraeTcs Ha yaaseHHoOM 060pyA0BaHMM, KOTOPOE He NOoABEPraeTcs BO3AENCTBUIO TEX
$aKTOPOB OKpPY*KatoLLeN cpeabl, MHPPACTPYKTYPHbLIX AN UHBIX GAaKTOPOB, KOTOPbIE MOTN
NPMBECTUN K OTKA3y OCHOBHOW MJ/IOLLAAKM.

®"  PenauKauuvA BUPTYyasibHbIX MALUWH B paMKaxX O4HOM NAOWAAKM (C 04HOro XocTa/XpaHunuu,a
OaHHbIX HA APYroii XocT/apyroe XpaHMAULLE AaHHBIX).

PennvKaumio Ha mecTe MOKHO MCNONb30BaTb B cleHapuax High Availability n asapuitHoro
BOCCTaHOB/IEHMA.

[eAcTBnA, KOTOpPble MOXXHO BbINONHUTb C PenINKoun
= TecTtupoBaHue pennuku (ctp. 117)

PennvKka byaet BKAOYEHA ANA TECTUPOBAHMA. YTOObI NPOBEPUTL NPABUALHOCTL PabOTbl PENUKMY,
BOCMO/b3YWATECH KNMEHTOM VSphere nan Apyrumm MHCTPYMeHTamu. Mpu BbINOAHEHMM
TECTMPOBAHMA PeniMKauma NpUocTaHaBANBaETCA.

= [lepexop K penauke (cTp. 117)
Mepexopg, K penanke — 3T0 nepeHoc paboyeli HarpysKu C UCXOA4HOM BUPTYasibHOM MALIMHbI Ha ee
penauky. Mpu BbINOJHEHUW NEPEX0aa K PensiMKe peninkauus npMocTaHaB/IMBaAETCs.

= Pe3sepBHOe KONUPOBAHUE PENINKU

Kak oA pe3epBHOro KONUPOBaHUA, Tak U 41 penanKkaLmm HeobxoaMm JOCTYN K BUPTYabHbIM
AVMCKam. ITO BAUAET HA NPOM3BOAUTENIbHOCTb PaboTbl XOCTa, HA KOTOPOM 3anyllleHa BUpPTyasibHan
MalwnHa. Ecin HeobxoauMMo MMETb U PENIMKY, U pe3epBHbIe KOMWUU BUPTYaNbHON MallUHBI, TO,
4yTObbl HE CO34aBaTb AOMOJHUTE/IbHYIO Harpy3Ky A/1A paboyero XxocTa, penmumpynTe MaWwnHy Ha
APYroit XocCT v 3agaliTe pe3epBHble KoMK JaHHOMN PEnanKu.



OrpaHuyeHusa
HeBO3MOXHO BbINOJHUTD penMnKaULnio YKa3daHHbIX HUXKE TUNOB BUPTYaA/IbHbIX MalLNH!

= OTKa30yCTOMYMBbIE MALLMHbI, KOTOPbIE BbINOAHAOTCA B ESXi 5.5 1 6onee paHHUX BepCUN.
= MaLKHbI, KOTOPble 3aNyLLEHbI U3 PE3EPBHbLIX KOMWNA.

" Penauku BUPTYa/ZIbHbIX MalLUKnH.

2.15.2.1 Co3gaHue nnaHa pennukaumm

MnaH penankaumm HeobxoAMMO CO34aTb OTAENbHO ANA KaXKA0W MallMHbl. HeBO3MOXKHO NPUMEHUTD

CYLLECTBYIOLWMIA NAAH K APYTUM MaLLUMHAM.

MopAdok co30aHuA naaHa penaukayuu

1. BbibepuTe BUPTYanbHYO MALMHY A48 PENAUKALMK.

2. Haxmute KHoNKy PenanKaums.
B nporpamme otobparkaeTcsa HOBbIM Wab/IOH NiaHa pennKaumu.

3. [HeobaszaTenbHo] YTO6bI USMEHUTb UMSA MJIaHA PENINKALUMN, LLEIKHUTE MMSA MO YMOAYAHMIO.
LLenkHuTe Lienesas malumMHa M BbINONHMTE YKa3aHHbIe HUXKe AeCTBMA:

a. BbibepuTe, co3gaBaTb M HOBYHO MM UCMO/Ib30BATD YXKE CYLLLECTBYIOLLYIO PEMNJIMKY UCXOAHOM
MaLUWHBI.

b. Bbibepute xocT ESXi M yKaxKnTe MMA HOBOW PENJIMKM UIN BbIDEPUTE CYLLECTBYIOLLLYIO
pennky.

HoBan pennvka 6yget umeTb UMa No ymondaHuo [MUma ncxogHoi mawmHbl]_replica.
c. Haxmute KHonKy OK.

5. [TonbKo npu penavkaummn Ha HOBYIO MalmHy] LLenkHMTe XpaHuauwe gaHHbIX U BbibepuTe
XPaHUAMLLE AaHHbIX 415 BUPTYaIbHON MaLUMHBI.

6. [Heob6naszatenbHo] LlenkHuTe Pacnucanue, YTobbl U3MEHUTbL pacnimcaHue penauKkaumum.

Mo yMONYaHUIO PENIMKaLMA BbINOHAETCA eXKegHEBHO C NoHeAe/IbHUKa No NATHULY. MOXHO
BbIOpPaTb BpemMs A/1a 3anycKa penimkaLmm.

YT06bI UISMEHUTB YaCTOTY BbINO/IHEHUNA peENNNKAUNN, NepeTanUTeE NON3YHOK U 3ap,al7|Te
pacnuncaHune.

MOXHO TaKe BbIMOJIHUTL C/ieaytoline AeNCTBUA:

= 334aTb MHTEPBaA AaT, B TeYeHMe KOToporo 6yAeT MCNo/b30BaTbCA YKazaHHOe pacnucaHue.
YcTaHoBUTe GpNaXKoK BbINONHATL N1aH B AMana3oHe AaT W YKaXKuTe AManasoH Aar.

= OTKAOYUTD pacnucaHue. B aTom cayyae pennKaunio MOXKHO 3anyCTUTb BPYYHYIO.

7. [HeobaszatenbHo] LLlenKHMTe 3HAYOK WeCTepHU, YTOObl U3MEHUTb NapaMeTpbl penMKkauum (cTp.
118).

Ha*kmute KHonKy NMpumeHuUTb.

9. [HeobsasaTtenbHo] YTob6bl 3aNycTUTL NJ/1aH BPYYHY!IO, LEeNKHMUTE 3anyCTUTb ceiduac Ha NnaHenu
nnaHa.

B pe3ynbTaTe BbINOAHEHMA NIaHA penanKaLnm penanka BMpTya}'IbHOI\;I MalWWHbl NOABNAETCA B CNMUCKE

Bce yCcTPOMCTBA C YKa3aHHbIM HUXKE 3HAYKOM:



2.15.2.2 TectupoBaHWe pensimkm
nOpHOOK noo2o0moeKu PEenAUKU K mecmupoeaHuro

W N

6.

Bbibepute pennunKky ana TecTMpoBaHuA.
Haxkmunte KHoMKy TecTUMpoOBaTb peniuKy.
Haxmunte KHoMKy HayaTtb TectupoBaHue.

BbibepuTe, NOAKNOUYNUTL /1M BKAIOYEHHYIO PENANKY K ceTU. Mo ymonYaHUio penaunka He byayT
MOAK/OYEHa K CeTu.

[HeobszaTenbHO] Ecam BbIBpaHO NOAKIOUYEHNE PENIMKM K CETU, YCTaHOBUTE (NAXKOK
OCTaHOBUTb UCXOAHYIO BUPTYa/IbHYIO MALLMHY, YTOObI OCTaHOBUTbL MCXOOHYIO BUPTYa/IbHYLO
MaLUMHY [0 BKAOYEHWUS PENnInKM.

Haxxkmute KHonKy 3anycTuTb.

I'Iopﬂdor( OCMAHOBKU mecmupoeaHuA penauku

1.

2.
3.
4

Bbibepute pennunKy, 4na KOTOPOM BbINONHAETCA TECTUPOBaHME
Haxkmute KHonKy TecTpoBaTb penunKy.
Haxkmunte KHonKy OCTaHOBUTb TeCTUPOBaHMUeE.

MoaTeepanTe onepaumio.

2.15.2.3 T[lepexopn K pennuke

Mepexod c mawuHbl K penauke

1.

2.
3.
4

6.

BbibepuTe penamnKy, K KOTOpoi HeobxoaMMmo nepenTu.
LLlenkHuTe [eiAcTBUA C pENIMKON.
LLenkHuTe Nepexoa K penauke.

BbibepuTe, NOAKNHOUUTL 1N BKAKOYEHHYIO PENAKKY K ceTu. Mo ymoadYaHuio penaunka byaet
MOAK/IIOYEHA K TOM e CeTU, YTO U MCXOAHasA MalunHa.

[Heob6s3aTenbHO] Ecam BbIBpaHO NOAKIOUYEHNE PEMNIMKU K CETU, CHUMUTE (NaKOK OCTaHOBUTb
MCXOAHYIO BUPTYa/IbHYIO MALLUHY, YTO6bl HE BbIK/HOYaTb UCXOAHYIO BUPTYaNbHYIO MaLLMHY.

Haxxmute KHoNKy 3anycTuTb.

Mpw BbINOAHEHMM Nepexoaa K Peninke MOXKHO BblIOpaTb 04HO M3 YKA3aHHbIX HUXKEe AeACTBUIA:

OcTaHOBUTbL Nepexog, K penauke (cTp. 118)

OcTaHoBUTE nepexoz K pensinke, ecam UCXo4HaA malnHa ucnpasneHa. Pennmka 6yAET
BbIKAtOYeHa. Penaunkauuma 6YLI,E'T npoAaoixKeHa.

BbINONHUTL OKOHYaTe/bHbIN Nepexos Ha penauKy (cTp. 118)

3Ta MrHOBEHHaA onepawuma No3BoAAET yaannTb Gnar «penamnKa» M3 BUPTyasIbHON MaLLMHbI,
4yTObbI CAENATL PENINKALMIO HEBO3MOXKHOM. YTOObI NPOAOIKUTDL PENNKALMIO, USMEHUTE NNAH
penanKaumm Takum obpasom, 4tobbl 3Ta MalLMHA 6bina BbIOpaHa Kak ncxoaHas.

Bo3Bpar 13 penauku (cTp. 118)

Bbinonxute BO3BpaT U3 penJIMKKn, eC/im BbiNOJIHEH Nepexo Ha NaoWwagry, KoTopaa He
npegHasHa4vyeHa aAnAa HenpepbiBHbIX onepau,MVl. Pennuka 6y,CI,ET BOCCTaHOB/1IEHA HAa UCXOA4HYHO NN
HOBYIO BUPTYa/IbHYIO MalLUUHY. o OKOHYaHWMKM BOCCTAHOBAEHUA Ha NUCXOA4HYHO MAWUNHY OHa
BK/TKOYAETCA U peninkauma npoaoaKaeTcAa. Ecan Bbl6paHO BOCCTaHOB/IEHME Ha HOBYIO MalUUHY,
U3MEHUTE NN1aH peninkaunn Takmum o6pa30N\, yTOb6bI 3T MaLMHA bbina Bbl6paHa KaK NCxogHasA.



OcTtaHoBKa nepexoaa K pernsuke

MopAadok ocmaHoBKU nepexooda K pensauke

1. BbibepuTe pensnky, K KOTOPOW BbIMNOJHAETCA NEPEXOL,.
2. LUWenkHuTe AeicTBuaA c penanKoii.

3. LWenkHnTte OCTaHOBUTbL NEepexoa K pen/imke.
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MoaTBepanTe onepauumio.

BbinonHeHne oKoH4YaTeNbHOro nepexoaa Ha penyinky
lMopsAdok ebinosHeHUs OKOHYamesnbHO20 nepexood Ha penauKky
BbibepuTe pennunky, K KOTOPOI BbIMONHAETCA Nepexos.

LLlenkHuTe [eiAcTBUA C pENIUKON.

LLlenkHnTe OKOHYaTENbHbIN Nepexos Ha PensinkKy.
[Heob6sa3aTtenoHo] UameHUTE MMA BUPTYasibHOM MALUMHDbI.

[HeobszaTenbHo] YcTaHoBUTE hNaxkoK OCTaHOBUTb UCXOAHYIO BUPTYaNbHYIO MALUUHY.

A O N

Haxkmunte KHOMKy 3anycTuThb.

Bo3Bpat 13 pennukn

MopAdok ebinosHeHUsA 8038pama u3 penauKku

1. BbibepuTte pensinKky, K KOTOPOI BbIMOJHAETCA NEPExXoa.
2. LUWenkHuTe AeicTeuaA ¢ penanKoii.

3. LWenkHnTe Bo3Bpar U3 peninku.

[aHHoe nporpammHoe obecneyeHme aBTOMaTUYECKM BbIBMPAET NCXOAHYIO MALLNHY B Ka4ecTBe
LeneBon.

4. [HeobsasatenbHo] LLenkHuTe LleneBas malumHa v BbINONHUTE Caeaytowme 4encTeuma:
a. BblbepuTe HOBYIO MW CYLLECTBYIOLLYIO MalLMHY A8 BO3BPaTa U3 PEN/INKU.

b. Bbibepute xocT ESXi 1 yKaKuTe MMA HOBOW MaLUMHbI UK BbIBEPUTE CYLLECTBYIOLLYIO
MaLUWHY.

c. Haxmwute kKHonky OK.

5. [Heo6naszatenbHo] Mpu Bo3BpaTe U3 PEMNINKN HA HOBYIO MaLUMHY TaKKe MOHO BbIMNOAHWUTb
cnegyouime AencTena:

= |lenKkHWUTe XpaHUAULLE AaHHDBIX, YTOObI BbI6GPaTb XPaHWIMLLE AaHHbIX ANA BUPTYyaabHOWM
MaLUWHBI.

" Y7106bl UIIMEHUTL PAa3Mep NAMATU, KOJIMYECTBO NPOLLECCOPOB U CETEBbIE NOAK/OYEHUSA
BMPTYa/NibHOM MallMHbI, WenkHuTe HacTpoiiku BM.

6. [Heob6aszatenbHo] LlenkHuTe MapameTpbl BOCCTAHOBAEHUA, YUTOBbI MU3MEHUTHL NapameTpbl
BO3BpaTa U3 penauku (ctp. 119).

HaxXmunte KHOMKY 3anycKk BOCCTAaHOBNEHMUA.
MopTteepanTe onepauuio.

2.15.2.4 T[lapamMeTpbl pennnkauum

YT06bI UISMEHUTB napamMmeTpbl pennkaunmn, WENKHNUTE 3HAYOK WWeCTePHUN PAAOM C UMEHEM NJ1aHa
penanKauum u Haxkmute KHonky MapameTpbl penavKauum.



®dyHKumna Changed Block Tracking (CBT)

3T0T NapameTp nogobeH NnapameTpy pesepBHoro konnposaHua «Changed Block Tracking (CBT)» (cTp.
54).

PacnpegeneHue pecypcos guUcKa
3TOT NapameTp onpeaenaeT HaCTPOMKK pacrnpeaesieHns PecypcoB ANCKa ANA PEnInKM.
3HaueHue No ymonuaHuio: JKOHOMHOe pacnpegeneHue.

[octynHbl cneayoume 3HadyeHMsA: IKOHOMHOe pacnpegeneHune, HeakoHoMHoe pacnpegeneHue,
CoxpaHUTb NepBOHaYabHYI0 HaCTPOIMKY.

O6paboTka ownb0oK

3TOT NapameTp nogobeH NapameTpy pe3epBHOro KonnposaHma «O6paboTKa oWwmMboK» (cTp. 54).

KomaHpgb! 0 1 nocne npoueaypbl

3TOT NapameTp nogobeH napameTpy pe3epBHOro KONMPoBaHna «KomaHapl 40 M nocae npoueaypbi»
(cTp. 61).

Cnyx6a TeHeBOro KonuposaHusa Tomos (VSS) ana BUpPTyanbHbIX MaLLUH

3TOT NapameTp nogobeH NapameTpy pe3epBHOro KoNMpoBaHusa «Ciy»ba TEHEBOro KONMMPOBAHMUA
TomoB (VSS) Ans BUPTyanbHbIX MalWKUH» (CTp. 68).

2.15.2.5 T[lapaMeTpbl BO3BpaTa U3 pensimkm

YT106bI M3MEHWTb NapaMeTPbl BO3BPATa U3 PENINKMK, WeKHMTe MapameTpbl BOCCTAaHOBAEHUA NpU
HacTpoliKe BO3BpaTa U3 PenmnKu.

O6paboTka owmnbok

3T0T NapameTp nogobeH NnapameTpy BoccTaHoBAeHUA «OBpaboTKa owmboK» (cTp. 84).

MponsBoaUTEeNbHOCTb

3TOT NapameTp nogobeH napameTpy BOCCTaHOB/eHUA «[pon3BOAMTENBHOCTLY (CTp. 86).

KomaHpgb! 0 1 nocne npoueaypbl

3TOT NapameTp nogobeH napameTpy BOCCTaHOBEHUA «KomaHApl A0 1 nocae npoueaypbi» (cTp. 86).

YnpasneHue nutanmem BM

3TOT NapameTp nogobeH NnapameTpy BoCCTaHOBAEHUA «YNpaB/ieHue nuTaHnem BM» (cTp. 88).

2.15.3 YnpasneHve cpegamu BUpTyanu3aumm

Mo»KHO npocMmoTpeTb cpeapl vSphere, Hyper-V 1 Virtuozzo B nx cobctBeHHOM NpeacTaBAeHUN.
Mocne yCTaHOBKM M permcTpaLLmm COOTBETCTBYHIOLLENO areHTa B pasaesie YCTpOMUCTBa NOABAAIOTCA
Bknagkn VMware, Hyper-V nan Virtuozzo.

Bknagka VMware no3sonaeT U3SMeHUTb y4eTHble JaHHble gocTtyna ana vCenter Server nnm
aBTOHOMHOrO xocTa ESXi 6e3 nepeycTaHOBKM areHTa.



UzmeHeHue yuemHbix daHHbIX docmyna vCenter Server unu xocma ESXi
1. B pasgene YcrpoiictBa wenkHute VMware.
2. LUWenkHnTe XOCTbl U KNactepbl.

3. B cnucke XocTbl U Knactepbl (cnpasa oT Aepesa XocTbl U KnacTepbl) Bbibepute vCenter Server
WKW aBTOHOMHbIN XocT ESXi, KoTopbli 6bln yKasaH Npu ycTaHOBKe areHTa aas VMware.

HaxkmuTe KHonky O630p.
B 061acTv YueTHble gaHHble WeKHUTE MMA N0/1b30BaTeNA.
YKaxkuTe HOBble y4YeTHble AaHHble 40CTyna U WenkHuTe OK.

2.15.4 Mwurpauust MalnHbI

YT106bI BbINOAHUTD MUrpaumto malmHbl, MOXXHO BOCCTAHOBUTb €€ pPeE3EPBHYIO KOMUIO Ha p,pyroi/'l
MallnHe.

JocTynHbie BapMaHTbl MUIPaLUKn NpMBeaeHbl B TabnLe HUXKe.

TUN MaLmHBbI [ocTynHble MecTa BOCCTaHOB/IEHUA
ANA PE3EPBHOTO | )13 1yeckan BupTyanbHas BupTyanbHas BupTyanbHas KoHTeliHep
konuposaHuA MallMHa malmHa ESXi | mawwmHa Hyper-V MallMHa Virtuozzo
Virtuozzo
dusmyeckan + + + - -
MaLlMHa
BupTyanbHas + + + - -
MalluMHa
VMware ESXi
BupTyanbHas + + + - -

MawmnHa Hyper-V

BupTyanbHas + + + + -
MalLMHa
Virtuozzo

KoHTeitHep - - - - +
Virtuozzo

MHCTPYKLMK NO BbINONHEHWNIO MUTPALIMK CM. B CNeayIoLWmMX pasaenax:
= Murpaums cuctem ¢ pusanyYeckoi MallMHbl Ha BUPTYanbHyto (P2V): Murpauma cuctem c
dU13MYeCKO MaLlKNHbBI HA BUPTYanbHyto (CTp. 71)

= Murpauma cuctem ¢ BUPTyanbHOW MalWHbI HA BUPTYanbHyto (V2V): BupTyanbHas mawmHa (cTp.
73)

= Mwurpaumsa CMCTEM C BUPTyanbHOM MallMHbI Ha dusmndeckyto (V2P): BupTyanbHaa mawunHa (cTp.
73) nnu BoccTaHoOBNEHWE AUCKOB C NOMOLLbIO 3arpy304HOro Hocutens (cTp. 74)

Mwurpauuio TMna V2P MOXKHO BbINONHATL B BEG-UHTEpdelice, HO B onpeaeneHHbIX Cydanx
pPeKoMeHAYeTCA MCNOb30BaATb 3arPy304HbIi HocuTenb. MHOraa HocuTenb MoXKeT NnoTpeboBaTbeA ANA
murpaumm B ESXi nam Hyper-V.

Mcnonb3ya HoCKTe b, MOXKHO BbIMONHATL caeaytoLme AeﬁCTBMHZ

. BbI6MpaTb oTAeNbHblE AUCKN UK TOMa 017 BOCCTAaHOBNIEHUA;

®  BpPY4YHYIO CONOCTABAATb AUCKU U3 pe3epBH01‘/'| KOMnn ¢ ANCKamMu Ll,Gl'IEBOVI MaLllWnHbI,



"  MOBTOPHO CO34aBaTb Aoruyeckme Toma (LVM) nnm nporpammubie RAID-maccuBbi Linux Ha
Lueneso mallunHe;

" npeAocCTaBAATb ApaiiBepbl 4N onpeaeneHHoro obopyaosaHus, HeobxoaAMmoro ans
HOPMa/IbHOW 3arpy3Ku cUCTEMBI.

2.15.5 AreHT ansg VMware — pe3epBHOe KonmpoBaHue 6e3
MCMONb30BaHNS NIOKaNbHON CETU

Ecan ¢ ESXi ncnonbsyetca SAN-xpaHunuLLe, yCTaHOBUTE areHT Ha MallnHY, NOAK/IOYEHHYIO K TOM Ke
cetn SAN. AreHT byaeT co3gaBaTb pe3epBHbIe KOMUK BUPTYaAJIbHbIX MalUWH NPAMO U3 XPaHUANLLA
OaHHbIX, a He Yyepe3 XocT ESXi n noKanbHYO CeTb. 9Ta BO3MOMKHOCTb Ha3bIBAETCA PE3EPBHbLIM
KonnpoBaHuem 6e3 1Crnoib30BaHUA IOKa/IbHOM CeTun.

Ha cnegytoliem pucyHKe NoKasaHO pe3epBHOE KOMMPOBAHME C UCMOb30BaHNEM U 6e3
NCNO/1Ib30BaHWUSA SI0KaIbHOM ceTu. JoCTyn K BUPTyaNbHbIM MallMHam 6e3 Mcnosib30BaHWA NOKAIbHOWM
CETM BO3MOMKEH MNPU HAa/IMYMU ONTOBOSIOKOHHOTO KaHana (FC) unu cetn xpaHeHua gaHHbIx (SAN) iSCSI.
YT106bI NONHOCTLIO UCKNIOYMTL Nepesayy pe3epBHbIX KOMUIM AaHHbIX MO NOKA/IbHOM CETU, XpaHUTe
pe3epBHble KOMNUU HA IOKANIbHOM AMCKE MALLMHbI C YCTAHOB/IEHHbBIM areHTOM UAN B
npucoeanHeHHOM xpaHuaunwe SAN.

PesepBHoe konnposaHue ¢
NcnonbL3oBaHUeM nokanbHoON ceTu

INokanbHasa ceTb
|

—
-

AreHT unﬁ Vmware
(Windows)

Hanpsamyio nogkniovaemoe
UK npyUcoeguHeHHoe xpaHunuwe SAN
AN pe3epBHbIX Konwui

MpucoeanHeHHoe xpaHunuwe BM SAN

o e

Mopadok eKnarveHUA NPAMO20 00Ccmyna K XpaHuauwy 0aHHbIX 0489 azeHmd.

1. YcraHosuTe areHT ana VMware Ha mawnHy Windows, Ha KOTOpO# ecTb CeTEeBOM AOCTYN K
vCenter Server.



2. lNopgKnwouunTte K malmHe normyeckoe YCTDOﬁCTBO, Ha KOTOPOM pPacnosioXKeHO XpaHuaumwe gaHHbIX.
anMMTe BO BHMMaHUE chegyrouime C006pa)'KeHVIF|I

" cnonb3yiTe TOT e npoToko (iSCSI nunm FC), KoTopbln CNO/Ib30BaICA A1A NOAKNOYEHNS
XPaHWUANLWA AaHHbIX K ESXI.

= Jlornyeckoe yCTPOMCTBO He O0AHXCHO NHULMANN3MPOBaTbCA. BMeCcTo 3Toro oOHO A0/IKHO
NoABUTCA KaK KaBTOHOMHbIN» AMCK B pa3aene YnpasaeHue guckamm. Ecam Windows
MHULMANM3NPYET N0TMYECKOe YCTPOMCTBO, OHO MOXKET ObITb MOBPEXKAEHO U CTaTb
Heuntaembim ana VMware vSphere.

B pe3ynbTate areHT 6yAeT MCN0Ab30BaTb PEXUM TpaHcnopTa ceTu SAN AnA fOCTyna K BUPTYabHbIM
AMCKaMm, T. . OH byieT NOCEeKTOPHO CYUTbIBATb CEKTOPbI N0rMYEcKoro ycTpoiictea no iSCSI/FC, He
pacno3HaBsas ¢ainoBoi cuctembl VMFS (KoTopas HenssecTHa aas Windows).

OrpaHuyeHmA

= BvSphere 6.0 u 6onee No3aHEN BEPCUN areHT HE MOXKET UCMNONb30BaTb peXxum TpaHcrnopTa SAN,
ecnm ogHu anckn BM pacnonoxeHbl B VMware Virtual Volume (VVol), a gpyrne — Ha gpyrux
ToMax. PezepBHOE KONMpPOBaHME TaKMUX BUPTYasIbHbIX MALlLWH 3aBepunTca cboem.

Mpumep

Ecnun ncnonbsyetca ceTb XpaHeHus aaHHbIX (SAN) iSCSI, HacTpoiTe MHMUMaTop iSCSI Ha malKHe ¢
Windows, Ha KoTopo# ycTaHoBAeH areHT gns VMware.

Y106bI U3bEKaTb NMHUUMann3aymm normn4eckoro yCTpOVICTBa, npexage 4yem noaKa4aTb ero,
YCTaHOBUM ON1A NapaMeTpa Moantuka SAN 3HaueHne HEPEBOA B aBTOHOMHOe coCcToAHuUue 06LI.IMX
pecypcos.

Hacmpoliika nonumuku SAN

1. BoWauTe Kak aAMUHUCTPATOP, OTKPOITE KOMaHAHYIO CTPOKy, BBeauTe diskpart v Haxmute
Knasuwy BBOA.

Beeaute san policy=offlineshared v HaxmuTe Knasnwy BBOA,

Y106bI NPOBEPUTL NPABUIBHOCTb NPUMEHEHWUS HACTPOMKK, BBEAMTE SAN U HAXKMUTE KNaBULLY
BBO/. Y6eauTecb, 4to otobparkaetca Monutuka SAN: NepeBos B aBTOHOMHOE COCTOAHUE
06w mnx pecypcos.

4. T[lepesanycTtuTe MaLINHY.
Hacmpolika uHuyuamopa iSCSI

1. MNocnenoBaTenbHO BblbepuTe NyHKTbI MaHenb ynpaBaeHusa > AAMUHUCTPUPOBaHMUe >
MHuumartop iSCSI.

Modckaska. Ymobesl Halimu npunoxceHue AGMUHUCMPUPOBAHUE, 803MOXHO, Heobxodumo bydem
usmeHumeo npedcmassneHue NAHenu ynpaenaeHusa Ha omsaudyHoe om FnaeHas unu Kameaopusa unu
80CI10/163080MbCA MOUCKOM.

2. Ecnu uHuumatop iSCSI Microsoft 3anyckaeTtcs Bnepsble, noaTBEPAUTE, UTO HEOOXOANMO
3anycTuUTb CAyX6y nHuumaTopa iSCSI (Microsoft).

3. Ha Bknagke LUenu BBegnte nonHoe gomeHHoe nma unu IP-agpec uenesoro yctporictea SAN u
wenkHuTe bbicTpoe noaKkaoueHue.

4, Bbl6epMTe norn4yeckoe YCTpOVICTBO, Ha KOTOPOM PacCnosIoKEHO XpaHUAULWeE AaHHbIX, U HAXXMUTE
KHOMKY MoAaKnoUnTb.

Ecnv normyeckoe ycTponcTeBo He oTobparkaertcs, ybeautech, UTo pacnpegeneHne 30H Ha
uenesom yctpoicTee iSCSI No3BoNAET MallMHe, Ha KOTOPOM BbINOJHAETCA areHT, NONAY4YNTb



OOCTYN K NOrMyeckomy ycTponctay. MawmnHy Heob6xoaMmo fo6aBUTb B CMIMCOK paspeLleHHbIX
MHMUMaTopoB iSCSI B 3TOM LLeIeBOM 0ObEKTeE.

5. Haxmute KHonKy OK.

[oToBOE normnyeckoe yctpoictso SAN AoKHO NOABUTCA B pasgene YnpaBieHue gUCKamMm, Kak
NOKa3aHO Ha CHMMKE 3KpaHa HuXKe.

A Computer Management = [
File Action View Help
e 1D EE 2=
A Computer Management (Local|| Volume | Layout | Type | File System | Status Actions
a [[’j Systern Tools e (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Du Disk Management Y
3 @ Task Scheduler —wSystem Reserved Simple Basic NTFS Healthy (Systemn, Active, Primary P :
. [&] Event Viewer CoVMs (F) Simple Basic NTFS Healthy (Logical Drive) More Actions 4
. &2] Shared Folders CwWorkspace (E)  Simple Basic NTFS Healthy (Primary Partition)

- ¥ Local Users and Groups
3 IZ%‘E‘:JZI Performance
& Device Manager
4 (=5 Storage
=f Disk Management
= Services and Applications

i Disk 0

Basic Sysi (C:) Workspace (E: § | VMs (F:)

931,51 GB 102 || 474,89 GB NTFS ||231,91 GB NTFS §|224,61 GB NTF §| £
Online Hea || Healthy (Boot, P. || Healthy (Primar || | Healthy (Logic

“@IDisk 1 1

Unknown

499,_?2 GB 499,72 GB
Offline i Unallocated
Help

M Unallocated [ Primary partition [ll Extended partition || Free space [l Logical d

4 T

2.15.6 AreHT ana VMware: HeobxoamMble npuBuiernm

[nA BbINONHEHMA ONepaumin Ha BCex XOCTax M BO BCEX KAacTepax, KOTopble HaXoAATCA nog,
ynpasneHnem vCenter Server, areHT ana VMware gomkeH nmetb npmsunaernn B vCenter Server.
Y106b1 06ecneumnTb paboTy areHTa To/IbKO Ha onpeaeneHHoM xocTe ESXi, yKaXKunte areHTa ¢ TakMumu
e NPUBUAErMAMM Ha fLaHHOM XOCTe.

YKarKnTe y4eTHYI0 3aNnCb C HEOHBXOAMMbIMU NPUBUIETMAMM NPU YCTAHOBKE MJIM HAaCTPOMKe areHTa
ans VMware. YTo6bl USMEHUTb YY4ETHYIO 3aNM1Cb NO3XKEe, CM. MHbOpMaLMIO B pa3aene «YnpasnieHue
cpefamu BUpTyanusaumm» (ctp. 119).

Onepauusa

O6beKT Mpusunerusa PesepBHoe | BoccraHoBne | BocctaHoBne | 3anyck BM

KOMUPOBAHM | HUE B HOBYIO | HUE B us

e BM BM CYLLEeCTBYIO | pe3epBHOM

wyto BM Konuu
XpaHunuuwe PacnpepeneHune + . .
AAHHbIX npocTpaHcTBa
0630p xpaHunuwa .

BaHHbIX




Onepauusa

O6beKT

Mpusunerua

Pe3epBHoe
KONMMPOBaHU
e BM

BoccraHoBne
HUe B HOBYIO
BM

BoccraHoBne
Hue B
CyLLEecTBYHO
wyto BM

3anyck BM
u3
pe3sepBHoOW
Konuu

Hacrtpoiika
XpPaHUAULLA AaHHDbIX

HuskoyposHeBble
dainosbie
onepauum

TnobanbHble

NuueHsumn

MeToabl
OTKNIOYEHUA

MeTopabl BKAKOYEHUA

Xocr >
KoHdurypauus

KoHdurypauus
aBTo3anycka BM

KoHdurypauus
pa3saena xpaHeHus
BaHHbIX

Xocrt >
WUHBeHTapusauma

U3meHeHue
Knacrepa

Xoct > JlIoKanbHble
onepauuu

Co3paHune BM

YpaneHuwe BM

MNepeHacTpoiika BM

Cetb

HasHaueHue cetn

Pecypc

HasHaueHue BM
nyny pecypcos

UmnopTt

VvApp

BupTyanbHas
MaluMHa >
KoHdurypauus

Dob6asneHue
cyliecTByloLero
AUCKa

Do6asneHne HoBOrO
AUCKa

Do6asneHune nnn
yhaneHune
yCcTpoicTBa

JononHutenbHo

U3meHeHue uncna

un

OTcnexXuBaHue
U3MeHeHU gUcKa

ApeHpa aucka




Onepauusa

O6beKT

Mpusunerua

Pe3epBHoe
KONMMPOBaHU
e BM

BoccraHoBne
HUe B HOBYIO
BM

BoccraHoBne
Hue B
CyLLEecTBYHO
wyto BM

3anyck BM
u3
pe3sepBHoOW
Konuu

Mamatb

YpaneHue aucka

MepeunmeHoBaHue

Hacrtpoiika
aHHOTauumn

Hacrtpoiikun

BupTtyanbHas
MalnHa >
lFocreBble
onepauuu

BbinonHeHue
nporpammbil
rocteBoii onepauum

+*

3anpocbl rocteBoi
onepauum

4

BupTtyanbHasa
MaluuHa >
B3aumogeiicteue

MonyyeHue
KOHTPOJ/IbHOIO
6unera rocta (B
vSphere 4.1 1 5.0)

HacTpoiika Hocutens
CcD

B3aumogpeiictBue ¢
KOHCO/IbIO

YnpasneHue
rocreBoii
onepauuoHHOMN
cUcTemMoi ¢
nomouibto API VIX (B
vSphere 5.1 n 6onee
No3aHWX BEPCUIA)

OTKAOYEeHue

BknroueHue

BupTyanbHas
MaluHa >
UHBeHTapusauua

Co3paHue us
CyLLecTBylOLLEN

Co3pgaHue HOBOM

MepemeweHune

Perncrpauusa

YpaneHue

OTmeHa
peructpauyum




Onepauusa
O6beKT Mpusunerua PesepBHoe [ BoccraHoBne | BocctaHoBne | 3anyck BM
KOMUPOBaHM | HUE B HOBYIO | HUE B us
e BM BM CYLLECTBYIO | pe3epBHOWM
wyto BM Konuu
BuptyanbHasa PaspeweHune
MalnHa > [0CTyNna K AUCKY + + +
PacnpepeneHune
PaspeweHue
[0CTyNna K AUCKY + +
TONIbKO ANA YTeHUuA
PaspeweHune
+ + + +
3arpysku BM
BupTtyanbHasa CospaHue
MaluHa > MOMEHTaNbHOro + + +
CocrosaHue CHUMKA
YpaneHue cCHUMKaA + + +

* JTa npuBuaerMa TpebyeTcsa TObKO ANA PE3EPBHbIX KOMWIA C NOAAEPHKKON NPUOKEHWUN.

2.15.7 BwupTyaneHble MawmHbl Windows Azure n Amazon EC2

Y106bl CO34aTb pPe3epBHYIO KONWIO BUPTYasibHOM MalwmnHbl Windows Azure nan Amazon EC2,
YCTQHOBMTE Ha 3Ty MaLLMHY areHT pe3epBHOro KonnposaHua. Onepauum pe3epBHOro KONMPoBaHUA U
BOCCTAHOBJ/IEHMA BbINOJIHAKOTCA TOYHO TaK Xe, KaK U Ha p13nMdyeckon mawmnHe. Tem He meHee
MaLUMHA CYMTAETCA BUPTYanbHOW, €CM 33 @aHbl KBOTbl Ha KOJIMYECTBO MALLMH.

OT/Mume oT PU3MYECKOW MALLMHbI COCTOUT B TOM, YTO BUPTYasibHble mawmnHbl Windows Azure n
Amazon EC2 HeBO3MOKHO 3arpy3uTb C 3arpy304Horo Hocutens. Ecam Heo6xoaMMo BbINOAHUTD
BOCCTaHOB/IEHME B HOBYIO BUPTyanbHyto mawwmnHy Windows Azure nnm Amazon EC2, cneayiite
YKa3aHHOW HUKe npoueaype.

IMopadok eoccmaHosneHUa MawUHbl Kak supmyasabHoii mawuHsl Windows Azure unu
Amazon EC2

1. Co3pgaiiTe HOBYIO BUPTYaNbHYIO MaliMHy n3 obpasa/wabnoHa 8 Windows Azure uan Amazon EC2.
HoBaa malumHa AOMKHA UMETb TaKyto e KOHOUTypaLmio ANCKA, KaK U MallMHA, KOTOPYHO
Heo6X04MMO BOCCTaHOBUTD.

YcTtaHoBuTe areHT ana Windows nau areHTt gaa Linux Ha HOBOM MaluuHe.

BoccTaHOBWTE MalUMHY U3 pe3epBHOI KOMUK, KaK ONUCaHO B pasgene «dusnyeckas malimHa»
(cTp. 70). Mpwu HacTpoVike BOCCTAaHOBNEHMSA BblibepuTe HOBYIO MaLLWHY B KAYecTBe Lie/IeBOW.

2.16 YcTpaHeHne HencrnpaBHOCTEN

B aTOM pasgene obbACHAETCA, KaK COXPaHUTb XKypHan areHTa B ZIP-dpann. 31oT dpaiin nomoKeT
COTPYAHMKaM TEXHUYECKOM NOAAEPHKKN ONpeaennTb Npobaemy B Clydyae HeylayHOro pe3epBHOro
KOMMpoBaHnA no HeACHOWM npuynHe.

lMonyuyeHue x3cypHanose

1. BbibepuTe MalUKHY, AN KOTOPOU HYXKHO COXPaHMUTb KYpPHabl.

2. HaxkmuTe KHoMKy [OeicTBuUA.



3. Haxmute KHonky C60p cBeaeHuit o cucteme.

4. Tpw nosaBNEHMM COOTBETCTBYIOLLLErO 3anpoca B Beb-6pay3epe yKarKuTe MecTo COXpaHeHun
daiina.



3 Cnoapb TepMUHOB
1

AnddepeHumanbHoe pe3epBHOe KOMMpoBaHWe

B anddepeHumMancHOM pe3epBHOM KOMUM XPAHATCA USMEHEHMA, NPOM3BEAEHHbIE B fAaHHbIX
OTHOCUTE/IbHO CamMoli No3aHel Bepcum NoaHow (cTp. 128) pesepsHoit Konun. s BOCCTAHOB/IEHUS
OaHHbIX U3 gnddepeHLmanbHOM pe3epBHO KONMKU HEOBXOAMMO MMETb AOCTYN K NOJIHOW pe3epBHOM
Konuu.

14

MHKpEMEHTHOE pe3epBHOE KOMMPOBaHUE

PesepBHasA Konus, B KOTOPOM XPAHATCA MSMEHEHMA, NPOM3BEAEHHbIE B 4aHHbIX OTHOCUTENIbHO CaMoi
nosgHen pesepBHON Konuu. 18 BOCCTaHOBAEHMA AAHHbIX U3 Hee HeobXxoaMM AOCTYN K APYrMm
pe3epBHbIM KOMUAM.

H

Habop pe3epBHbIX KOnuiA

lpynna pe3epBHbIX KOMWI, K KOTOPbIM MOXHO MPUMEHUTb OTAENbHOE NPABUIO XPaHEHUSA.

[na HacTpanBaemoii cxembl Ppe3epBHOIO KONMPOBAHMA Habopbl pe3epPBHbIX KONUIM COOTBETCTBYIOT
MeToZ.aM pPe3epBHOro KonMpoBaHua (MNoAHbIN, guddepeHUNanbHbli ¥ UHKPEMEHTHDI).

Bo Bcex Apyrunx cayyvanax MCNob3yOTCA eXXeMeCAYHbIN, exXeAHEBHbIN, eXXeHeAeNbHbIA 1 NOYacoBOM
Habopbl pe3epBHOro KONUPOBAHMUA.
=  E)XeMecs4Has pe3epBHas Konus — 3TO NepBas KoMus, KOTopas Co34aeTcsA Noc/e Havana Mmecsaua.

= ExeHenesbHasA pe3epBHas KOMWA CO34AETCA B AeHb HeAenn, KOTOPbIM 3a4aH C MOMOLLbHO
napameTpa ExxeHefienbHaa pe3epBHasa KONUA (LLe/IKHWUTE 3HAUYOK LUECTEPEHKM U Bbibepute
MapameTpbl pe3epBHOro KONMPoBaHUA > ExXxeHegenbHas pe3epBHan KONuaA).

=" ExeaHeBHaA pe3epBHaa KonnAa — 3TO NepBadA KONUA, KOTOpaA Co34aeTcA Nocsie Havala gHA.

"=  [loyacoBas pe3epBHaA KOMMA — 3TO NepBan KoMuA, KOTOpaA co34aeTcA Nocae Hadyana mecaua.

Il

MNonHasa pe3epBHaa konmg

CamocTosTe/IbHas pe3epBHas KOMus, CoAepKallasn Bce Heobxoanmble faHHble. [118 BOCCTAaHOBEHUA
OaHHbIX NOJIHOM pe3epBHOMN KoNuK He TpebyeTca MMeTb JOCTYN K Nto6on Apyroi pesepBHON Konuu.

D

dopmaT pe3epBHOM KoMK B BUAE 0AHOro daiina

HoBbilh popmaT pesepBHbIX KONWIM, B KOTOPOM HavasibHas NOJIHAsA U NOCAeAYIOLWME UHKPEMEHTHbIE
pesepBHble KOMUU COXpaHAloTCcA B ogHoM TIBX-¢paline BMecTo Lenoyku dainos. MpenmyLiecrsom



aToro ¢opmarta ABAAETCA CKOPOCTb MHKPEMEHTHOIO METOAa; NPU 3TOM OH JIMLIEH OCHOBHOTO
HeZoCTaTKa — C/IOXKHOCTEN, CBA3AHHBIX C YAa/leHNeM ycTapeBWwMX Konuid. Mporpamma nomeyaet
6/710KM, KOTOPbIE NCNOJIb3YHOTCA TAKUMM KOTIMAMM, Kak CBOBOAHbIE, M 3aNUCbIBAET Ha UX MECTO HOBble
pesepBHble KOMuK. B pesyibTaTe 04MCTKA BbINOHAETCA O4YEHb BbICTPO U C MUHUMA/IbHBIM
noTpebseHnem pecypcos.

dopmaT pe3epBHOI Konuu B BUAE OAHOTO dpalina HefoCTyNeH NP pe3epBHOM KONUPOBaHUK B
XpaHUAWLLA, KOTOpble He NoAAEPKUBAIOT ONepaLymn NPOU3BO/IbHOTO YTEHUA U 3aMUCHK.



	1  Руководство администратора
	1.1 О документе
	1.2 О сервисе резервного копирования
	1.2.1 Учетные записи и группы
	1.2.2 Компоненты
	1.2.3 Поддерживаемые веб-браузеры

	1.3 Пошаговые инструкции
	1.3.1 Активация учетной записи администратора
	1.3.2 Доступ к сервису резервного копирования
	1.3.3 Создание группы
	1.3.4 Создание учетной записи партнера
	1.3.5 Создание учетной записи клиента
	1.3.6 Создание отчета об использовании сервиса

	1.4 Дополнительные примеры
	1.4.1 Развертывание агентов с использованием групповой политики
	1.4.2 Ограничение доступа к веб-интерфейсу


	2  Руководство пользователя
	2.1 О сервисе резервного копирования
	2.2 Требования к программному обеспечению
	2.2.1 Поддерживаемые веб-браузеры
	2.2.2 Поддерживаемые операционные системы и среды
	2.2.3 Поддерживаемые версии Microsoft SQL Server
	2.2.4 Поддерживаемые версии Microsoft Exchange Server
	2.2.5 Поддерживаемые версии Microsoft SharePoint
	2.2.6 Поддерживаемые платформы виртуализации
	2.2.7 Совместимость с программами шифрования

	2.3 Поддержка файловых систем
	2.4 Активация учетной записи
	2.5 Доступ к сервису резервного копирования
	2.6 Установка программного обеспечения
	2.6.1 Подготовка
	2.6.2 Настройки прокси-сервера
	2.6.3 Пакеты Linux
	2.6.4 Установка агентов
	2.6.5 Обновление агентов
	2.6.6 Удаление агентов

	2.7 Представления консоли резервного копирования
	2.8 Резервная копия
	2.8.1 План резервного копирования: памятка
	2.8.2 Выбор данных для резервного копирования
	2.8.2.1 Выбор дисков и томов
	2.8.2.2 Выбор файлов и папок
	2.8.2.3 Выбор состояния системы
	2.8.2.4 Выбор конфигурации ESXi

	2.8.3 Выбор места назначения
	2.8.3.1 Информация о разделе Зона безопасности

	2.8.4 Расписание
	2.8.5 Правила хранения
	2.8.6 Репликация
	2.8.7 Шифрование
	2.8.8 Запуск резервного копирования вручную
	2.8.9 Параметры резервного копирования
	2.8.9.1 Оповещения
	2.8.9.2 Консолидация резервной копии
	2.8.9.3 Проверка резервной копии
	2.8.9.4 CBT (Changed Block Tracking)
	2.8.9.5 Уровень сжатия
	2.8.9.6 Обработка ошибок
	2.8.9.7 Быстрое инкрементное или дифференциальное резервное копирование
	2.8.9.8 Фильтры файлов
	2.8.9.9 Моментальные снимки резервных копий на уровне файлов
	2.8.9.10 Средства безопасности на уровне файлов
	2.8.9.11 Сокращение журнала
	2.8.9.12 Создание моментальных снимков LVM
	2.8.9.13 Точки подключения
	2.8.9.14 Многотомный моментальный снимок
	2.8.9.15 Производительность
	2.8.9.16 Команды до и после процедуры
	Команда до резервного копирования
	Команда после резервного копирования

	2.8.9.17 Команды до и после захвата данных
	Команда до захвата данных
	Команда после захвата данных

	2.8.9.18 Планирование
	2.8.9.19 Резервное копирование в посекторном режиме
	2.8.9.20 Разбиение
	2.8.9.21 Обработка ошибок задания
	2.8.9.22 Служба теневого копирования томов (VSS)
	2.8.9.23 Служба теневого копирования томов (VSS) для виртуальных машин
	2.8.9.24 Еженедельное резервное копирование
	2.8.9.25 Журнал событий Windows


	2.9 Восстановление
	2.9.1 Восстановление: памятка
	2.9.2 Создание загрузочных носителей
	2.9.3 Восстановление машины
	2.9.3.1 Физическая машина
	2.9.3.2 Восстановление физической машины в виртуальную
	2.9.3.3 Виртуальная машина
	2.9.3.4 Восстановление дисков с помощью загрузочного носителя
	2.9.3.5 Использование Universal Restore
	Universal Restore в Windows
	Universal Restore в Linux


	2.9.4 Восстановление файлов
	2.9.4.1 Восстановление файлов с помощью веб-интерфейса
	2.9.4.2 Загрузка файлов из облачного хранилища данных
	2.9.4.3 Восстановление файлов с помощью загрузочного носителя
	2.9.4.4 Извлечение файлов из локальных резервных копий

	2.9.5 Восстановление состояния системы
	2.9.6 Восстановление конфигурации ESXi
	2.9.7 Параметры восстановления
	2.9.7.1 Проверка резервной копии
	2.9.7.2 Дата и время для файлов
	2.9.7.3 Обработка ошибок
	2.9.7.4 Исключения файлов
	2.9.7.5 Средства безопасности на уровне файлов
	2.9.7.6 Flashback
	2.9.7.7 Восстановление полного пути
	2.9.7.8 Точки подключения
	2.9.7.9 Производительность
	2.9.7.10 Команды до и после процедуры
	Команда, выполняемая перед восстановлением
	Команда после восстановления

	2.9.7.11 Изменение идентификатора безопасности
	2.9.7.12 Управление питанием ВМ
	2.9.7.13 Журнал событий Windows


	2.10 Операции с резервными копиями
	2.10.1 Вкладка «Резервные копии»
	2.10.2 Подключение томов из резервной копии
	2.10.3 Удаление резервных копий

	2.11 Операции с планами резервного копирования
	2.12 Защита мобильных устройств
	2.13 Защита приложений
	2.13.1 Предварительные требования
	2.13.2 Резервная копия базы данных
	2.13.2.1 Выбор баз данных SQL
	2.13.2.2 Выбор данных Exchange Server

	2.13.3 Резервное копирование с поддержкой приложений
	2.13.3.1 Требуемые права пользователя

	2.13.4 Восстановление баз данных SQL
	2.13.4.1 Восстановление системных баз данных
	2.13.4.2 Подключение баз данных SQL Server

	2.13.5 Восстановление баз данных Exchange
	2.13.5.1 Подключение баз данных Exchange Server

	2.13.6 Восстановление почтовых ящиков Exchange и элементов почтового ящика
	2.13.6.1 Восстановление почтовых ящиков
	2.13.6.2 Восстановление элементов почтовых ящиков


	2.14 Защита почтовых ящиков Office 365
	2.14.1 Выбор почтовых ящиков Office 365
	2.14.2 Восстановление почтовых ящиков и элементов почтового ящика Office 365
	2.14.2.1 Восстановление почтовых ящиков
	2.14.2.2 Восстановление элементов почтовых ящиков


	2.15 Дополнительные операции с виртуальными машинами
	2.15.1 Запуск виртуальной машины из резервной копии (мгновенное восстановление)
	2.15.1.1 Запуск машины
	2.15.1.2 Удаление машины
	2.15.1.3 Финализация машины

	2.15.2 Репликация виртуальных машин
	2.15.2.1 Создание плана репликации
	2.15.2.2 Тестирование реплики
	2.15.2.3 Переход к реплике
	Остановка перехода к реплике
	Выполнение окончательного перехода на реплику
	Возврат из реплики

	2.15.2.4 Параметры репликации
	2.15.2.5 Параметры возврата из реплики

	2.15.3 Управление средами виртуализации
	2.15.4 Миграция машины
	2.15.5 Агент для VMware — резервное копирование без использования локальной сети
	2.15.6 Агент для VMware: необходимые привилегии
	2.15.7 Виртуальные машины Windows Azure и Amazon EC2

	2.16 Устранение неисправностей

	3 Словарь терминов
	Дифференциальное резервное копирование
	Инкрементное резервное копирование
	Набор резервных копий
	Полная резервная копия
	Формат резервной копии в виде одного файла


