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1 O cepsuce pe3epBHOro KonNMpoBaHus

C nomouwbto aTOM CJ'Iy>K6bI BbIMNO/THAETCA pe3epBHOE KONMPOBAHUE N BOCCTAHOB/1IEHUNE (I)VI3M‘-IeCKVIX n

BUPTYa/ZIbHbIX MalUnH, d)aﬁnos n 6a3 AaHHbIX C UCNOJ1Ib30BaHNEM JTOKAJZIbHOTO NN obnayHoro
XpaHunnunua.

[ns ynpasneHns um npumeHaeTca Beb-nHtepoeiic.

2 TpeboBaHus K NporpaMMHOMY obecrieyeHunto

2.1 TloanepxmBaeMble Beb6-6pay3epsl

Beb-uHTepdeic cepBrca pe3epBHOro KONMPOBaHMA NOAAEPKUBAET NEPEYNUCTIEHHbIE HUXKE
6pay3epsl:

= Google Chrome 29 unu 6onee nosgHen sepcun

=  Mozilla Firefox 23 unu 6onee nosaHen Bepcum

= QOpera 16 unu 6onee nosgHen Bepcum

= Windows Internet Explorer 10 unu 6onee nosgHen sepcum

= Safari 5.1.7 unm 6onee nosgHen Bepcuun B onepaLmoHHbIx cuctemax OS X 1 i0S

B apyrux Beb-6paysepax (BKAoUYan 6paysepsbl Safari, 3anyLieHHble B Apyrnx onepaLuoHHbIX

cUCTeMax) MOXeT HenpaBUAbHO oTobpaxkaTbcsa MHTepdelic NoNb30BaTeNss UM MOTYT BbITb
He[OoCTYMNHbl HEKOTOPbIE PYHKLUMU.

2.2 TllogaepmBaeMble onepaunoHHbIE CUCTEMBI U
cpeabl

AreHT gnha Windows
Windows XP Professional c naketom o6HoBneHus 3 (SP3) (x86, x64)
Windows Server 2003/2003 R2 — Bbinycku Standard u Enterprise (x86, x64)
Windows Small Business Server 2003/2003 R2
Windows Vista — Bce BbinycKku
Windows Server 2008 — Bbinycku Standard, Enterprise, Datacenter u Web (x86, x64)
Windows Small Business Server 2008

Windows 7 — Bce BbInycKu

Windows Server 2008 R2 — BbInycku Standard, Enterprise, Datacenter, Foundation u Web

Windows MultiPoint Server 2010/2011/2012

Windows Small Business Server 2011 — Bce BbInycKu

Windows 8 unu 8.1 — Bce Bbinycku, kpome Windows RT (x86, x64)
Windows Server 2012/2012 R2 — Bce BbInycKu

Windows Storage Server 2003/2008/2008 R2/2012/2012 R2
Windows 10 — Bbinycku Home, Pro, Education u Enterprise

Windows Server 2016 — Bce BapuaHTbl yCTaHOBKK, Kpome Nano Server



AreHT ana SQL, areHT ana Exchange un areHT gnsa Active Directory

Ka)KLI,bIVI M3 3TUX areHToB MOXXHO YCTaHOBWUTb Ha MalllHe C nobon ns3 nepevyncineHHblXx sbille
onepaumoHHbIX CUCTEM U nop,p,epmmsaemoi/'l BepCVIeﬁ COOTBETCTBYHOLWLErNO NPUNOXHKEHUA.

AreHT gna Office 365
Windows Server 2008 — Bbinycku Standard, Enterprise, Datacenter n Web (Tonbko x64)
Windows Small Business Server 2008
Windows Server 2008 R2 — BbInycku Standard, Enterprise, Datacenter, Foundation u Web
Windows Small Business Server 2011 — Bce BbInycKu
Windows 8 unu 8.1 — Bce BbINycku, Kpome BbinyckoB Windows RT (TonbKo x64)
Windows Server 2012/2012 R2 — Bce BbInycKku
Windows Storage Server 2008/2008 R2/2012/2012 R2 (TonbKo x64)
Windows 10 — Bbinycku Home, Pro, Education u Enterprise (Tonbko x64)
Windows Server 2016 — Bce BapuaHTbl YyCTaHOBKM, Kpome Nano Server (TonbKo x64)

AreHT ans Linux
Linux c Bepcueit agpa ot 2.6.9 1o 4.9 u glibc Bepcum 2.3.4 nnmn 6onee nosaHemn
PasnuuyHble gucTpmnbyTmebl Linux x86 1 x86_64, BKtovasn:
Red Hat Enterprise Linux 4.x, 5.x, 6.x,7.0,7.1,7.2,7.3

Ubuntu 9.10, 10.04, 10.10, 11.04, 11.10, 12.04, 12.10, 13.04, 13.10, 14.04, 14.10, 15.04,
15.10, 16.04

Fedora 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23
SUSE Linux Enterprise Server 10 n 11

SUSE Linux Enterprise Server 12 — nogaepkusaetca B $painnoBbIX cMCTeMax, 3a
nckatoveHnem Btrfs

Debian4,5,6,7.0,7.2,7.4,7.5,7.6,7.7,8.0,8.1, 8.2,8.3,8.4, 8.5
Cent0OS5.x,6.x,7,7.1,7.2,7.3

Oracle Linux 5.x, 6.x, 7.0, 7.1, 7.2, 7.3 — Unbreakable Enterprise Kernel n Red Hat
Compatible Kernel

CloudLinux 5.x,6.x,7,7.1
ClearOS5.x,6.x,7,7.1

Mepen yCTaHOBKOM NPOAYKTa B CUCTEME, B KOTOPOM HE UCNOJIb3yeTcA AMCNETYEp NaKeToB
RPM, Takoi Kak Ubuntu, Heo6x041MMO YCTaHOBUTL 3TOT AMCMNETYEP BPYYHYIO, HAanpumep
BbINO/IHMB CAEAYIOLLYI0 KOMaHAY B KayecTBe cynepnosib3oBatens: apt-get install rpm

AreHT gna Mac
OS X Mountain Lion 10.8
OS X Mavericks 10.9
OS X Yosemite 10.10
OS X El Capitan 10.11
macOS Sierra 10.12 — Apple File System (APFS) He noaaeprkuBaeTca

AreHT gna VMware

3TOT areHT NpeAoCTaBAseTca B Buae npunoxexmsa Windows ans paboTbl B nto6oli ns
NnepeyncaeHHbIX BbllLe ONepaLMoHHbIX CUcTeM Ans areHTa ana Windows, 3a cneayiowmmm
UCK/TIOYEHUAMM:



= 32-pa3pagHble onepaunoHHble CUCTEMbI HE NOAAEPHNBAIOTCS;

= Windows XP, Windows Server 2003/2003 R2 n Windows Small Business
Server 2003/2003 R2 He nogaepKuBatoTca.

VMware ESXi 4.1, 5.0, 5.1,5.51 6.0

AreHT ana Hyper-V

Windows Server 2008 (x64) c Hyper-V

Windows Server 2008 R2 c Hyper-V

Microsoft Hyper-V Server 2008/2008 R2

Windows Server 2012/2012 R2 c Hyper-V

Microsoft Hyper-V Server 2012/2012 R2

Windows 8, 8.1 (x64) c Hyper-V

Windows 10 — Bbinycku Pro, Education un Enterprise c Hyper-V

Windows Server 2016 ¢ Hyper-V — Bce BapuaHTbl yCTaHOBKU, Kpome Nano Server
Microsoft Hyper-V Server 2016

AreHTt ana Virtuozzo

Virtuozzo 6.0.10

2.3 TlloppepxxmBaemMble Bepcnn Microsoft SQL Server

Microsoft SQL Server 2016
Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2008 R2
Microsoft SQL Server 2008
Microsoft SQL Server 2005

2.4 TloppepxmBaeMble Bepcun Microsoft Exchange

Server

Microsoft Exchange Server 2016 — Bce BbINycKM.
Microsoft Exchange Server 2013 — Bce BbINyCcKUW, HAKONUTENbHbIN NakeT o6HoBneHns 1 (CU1)
nnu 6onee NnosgHen sepcun.

Microsoft Exchange Server 2010 — Bce BbINycKM, BCce NakeTbl 06HOBNEHUA. BoccTaHOBNEHME
NOYTOBbLIX ALLMKOB U 3/1EMEHTOB NOYTOBOIO ALLMKa nogaep*KmnBaeTca, Ha4nHaA C NakeTa
obHoBneHuns 1 (SP1).

Microsoft Exchange Server 2007 — Bce BbINycKM, BCce NakeTbl 06HOBNEHUA. BoccTaHOBNEHME
MOYTOBbIX ALLMKOB M 3/1IEMEHTOB NMOYTOBbLIX ALMKOB HE NOAAEPKNBAETCA.

2.5 TloppepxmnBaemMble Bepcnmn Microsoft SharePoint

Backup Service noagep:xusaet cnegytowme sepcum Microsoft SharePoint:

Microsoft SharePoint 2013
Microsoft SharePoint Server 2010 SP1
Microsoft SharePoint Foundation 2010 SP1



= Microsoft Office SharePoint Server 2007 SP2*
"  Microsoft Windows SharePoint Services 3.0 SP2*

* Ytobbl cnonb3osaTb SharePoint Explorer ¢ aTumun Bepcnamm, Heobxoamma pepma BOCCTaHOBAEHUA

SharePoint ana npukpenneHuns 6a3 gaHHbIX.

Pe3epBHb|e Konuu nnu 6asbl AaHHbIX, N3 KOTOPbIX N3B/1EKAOTCA AaHHbIe, AO0/1XKHbl NPONCXOAUNTb U3

TOW ke Bepcum SharePoint, yto 1 Bepcus, rae yctaHosneH SharePoint Explorer.

2.6 [lopaep>kmBaemble NnaTdoOpMbl BUPTYanM3aumm

B cnepytoueit Tabnunue npeacrasaeHa cBoAHas MHPOPMALLMA O Pa3HbIX NOAAEPKUBAEMbIX

nnaaTpopmax BUPTyanmsaumm.

VMware ACE

VMware Player

Mnatdopma Pe3epBHOe Pe3epBHoe
KONUPOBaHUE HA YPOBHE | KOMMPOBAHUE U3HYTPU
rMmnepsMsopa roctesou OC
(pesepBHOe
KonupoBaHue 6e3
areHTa)

VMware
Bepcun VMware vSphere: 4.1, 5.0, 5.1, 5.5, 6.0
Bbinycku VMware vSphere:
VMware vSphere Essentials*
VMware vSphere Essentials Plus*

+ +
VMware vSphere Standard*
VMware vSphere Advanced
VMware vSphere Enterprise
VMware vSphere Enterprise Plus
VMware vSphere Hypervisor (becnnaTHasn +
HW3KoypoBHeBaa 06oa04Kka ESXi)**
VMware Server (VMware Virtual Server)
VMware Workstation

+

Microsoft




Mnatdpopma

Pe3epBHOe

KonnpoBaHue Ha ypoBHe

runepsusopa
(pe3epBHOe
KonupoBaHue 6e3
areHTa)

Pe3epBHoe
KOMMWPOBaHUe U3HYTPU
roctesot OC

Windows Server 2008 (x64) c Hyper-V
Windows Server 2008 R2 c Hyper-V
Microsoft Hyper-V Server 2008/2008 R2
Windows Server 2012/2012 R2 ¢ Hyper-V
Microsoft Hyper-V Server 2012/2012 R2
Windows 8, 8.1 (x64) c Hyper-V
Windows 10 c Hyper-V

Windows Server 2016 c Hyper-V — Bce
BapuaHTbl yCTaHOBKMK, Kpome Nano Server

Microsoft Hyper-V Server 2016

Microsoft Virtual PC 2004 n 2007
Windows Virtual PC

Microsoft Virtual Server 2005

Citrix

Citrix XenServer 4.1.5,5.5, 5.6, 6.0, 6.1, 6.2, 6.5

ToNbKO NONAHOCTbIO
BMPTYya/IN3MPOBaHHbIE
(n3BECTHbIE TaKKe KaK

HVM) roctesble

CUCTEMDI
Red Hat u Linux
Red Hat Enterprise Virtualization (RHEV) 2.2,
3.0,3.1,3.2,3.3,3.4,35,3.6,4.0

+
BupTyanbHble MalLuMHbl Ha ocHoBe Agpa (KVM) +
Parallels
Parallels Workstation +
Parallels Server 4 Bare Metal +
Oracle
Oracle VM Server 3.0 1 3.3 +
Oracle VM VirtualBox 4.x +




Mnatdpopma Pe3epBHOe Pe3epBHoe
KOMMpPOBaHMWe Ha YPOBHE | KOMWPOBaHUE USHYTPU
rMnepsMsopa roctesot OC
(pe3epBHOe
KonupoBaHue 6e3
areHTa)
Virtuozzo
Virtuozzo 6.0.10, 6.0.11 (Tonbko BUpTYanbHble
+ MaLwmnHbl. KoHTelHepbl
He noaAepKunsatoTca)
Amazon
Sk3emnaapbl Amazon EC2 +
Microsoft Azure
BupTyanbHble malwmnHbl Azure +

* B 3TUX pedakumax TpaHcnopT HotAdd ana BupTyanbHbIX ANCKOB nogaep:kusaetca B vSphere 5.0 n 6onee
nosaHeu Bepcuun. B Bepcum 4.1 pesepBHble KONMUKW MOTYT BbINONAHATLCA MeA/IEHHEe.

** PesepBHOE KONMPOBAHME Ha YPOBHE rMNEpPBM30pa He nogaepKunsaeTca Ana vSphere Hypervisor, Tak Kak B
3TOM NPOAYKTE AOCTYN K yAaneHHOMY MHTepdeiicy KomaHaHoM cTpoku (RCLI) BO3MOMKEH UCKNHOUUTENBHO B
PEKMME KTOJIbKO OJ1A YUTeHuA». AreHT paboTaeT B TeueHne npobHoro nepunoaa vSphere Hypervisor ao
BBEJEHWNA CEPUIMHOTO KAtoya. [ocie BBeAeHWA CEPUMHOTO K/toUa areHT nepecraeT paboTaTb.

OrpaHuyeHmA

OTKa3oycTonumBble MaLlUHbI

AreHT gna VMware BbINONHAET pe3epBHOE KONMPOBaHWE 0TKa30yCTOMYMBOM MaLLUHbI, TO/IbKO
ecan B VMware vSphere 6.0 n 6onee nosgHein Bepcmm BKAOYEHA OTKA30yCTOMYMBOCTb. pun
BbINOJIHEHNWN 06HOBNEHUA ¢ 6onee paHHel Bepcum vSphere A0CTaTOYHO OTKOUYNUTL M CHOBA
BK/IIOYUTb OTKA30YyCTOMUYMBOCTb A/1A KaXKA0W MaLluHbl. Mpu ncnonb3osaHnun 6osee paHHe
Bepcum vSphere ycTaHOBMTE areHT B rOCTEBON ONEepPaUMOHHON cucTeme.

He3asucumbie guckm n RDM-aucku

AreHT gna VMware He co3gaeT pe3epBHble Konum RDM-guckos B perknume GrUanYeCcKom
COBMECTMMOCTU UM HE3aBUCUMBbIX AUCKOB. [1pn BbINONHEHMN pe3epBHOro KONMPOBAHUA areHT
NPONYyCKaeT 3TN ANCKM U AoOaBAAET NpeaynpexaeHns B XKypHa. YTobbl He noayyaTb 3TH
npeaynpexaeHuns, cnegyeTt UCKAOUYUTb He3aBUCUMble ANCKM M RDM-gucku B pexxnme
$u13MYeCcKo COBMECTMMOCTM M3 NAaHa pe3epBHOro KonnpoeaHuA. Ecan HeobxoaMMO BbINMOAHUTD
pe3epBHOE KONUPOBAHME 3TUX ANUCKOB MM AAHHbIX Ha 3TUX AMCKaX, YCTAaHOBUTE areHT B rOCTEBOW
onepaLnoHHON cucteme.

Auvckn npamoro gocryna

AreHTbl aAns Hyper-V He BbINOHAIOT Pe3epPBHOIO KONMPOBaHNA ANCKOB NPAMOro AocTyna. Bo
BPEMA Pe3epBHOro KOMMPOBAHMA areHT NPONYCKaeT 3TU AUCKKN M AobaBndeT NnpeaynpexaeHus B
XypHan. YTobbl He NoayYaTb 3TU NpPeaynpexXaeHUa, cneayeT UCKAYMTb AMCKM NPAMOro A0CTyna
M3 NiaHa pe3epBHOro KoNMpoBaHua. Ecnn Heo6xoAMMO BbINOAHWUTL pe3epBHOE KoMMpoBaHue
3TUX ANCKOB UAW AaHHbIX Ha 3TUX AMCKaX, YCTaHOBUTE areHT B roCTeBOM onepaLMoHHOM cucteme.

2.7 CoBMeCTMMOCTb C nNporpaMmMaMu LWNdpoBaHnS

HeT orpaHunyeHunit Ha pe3epBHOE KONUMPOBAHWE U BOCCTAaHOBAEHME AAHHbIX, 3alIMPOBAHHbIX
nporpammoit wudpoBaHus Ha yposHe ¢alisnos.



Mporpammbl WKMPOBAHUA HA YPOBHE OUCKO8 WNPYIOT AaHHble Ha neTy. Mo3Tomy gaHHble,
cogeprkalumeca B pe3epBHOM Konuu, He wndpytotca. Mporpammbl WNdGpPoBaHMA Ha YPOBHE AUCKOB
4acTo MeHAIT 061acTU CUCTeMbI: 3arpy304dHble 3anucK, Tabanubl pasaenos nav Tabanubl Gpatnosoit
cuctembl. 3TN GaKTopPbl BAUAIOT Ha pe3epBHOE KOMMPOBaHUE U BOCCTAHOB/IEHWE Ha YPOBHE ANCKOB, a
TaK)Ke Ha BO3MOXHOCTb 3arpy3KM BOCCTaHOB/IEHHOM cUCTeMbl U ee AOCTyna K pa3geny 3oHa
6e3onacHocTu.

MOHO c034aTb pe3epBHYIO KOMWIO AaHHbIX, 3alWMGPOBAHHbIX MPU MOMOLLM YKA3aHHbIX HUXKe
nporpamm wudpoBaHMA Ha ypoBHe $alinos:

= |ndposaHune anckos Microsoft BitLocker
= McAfee Endpoint Encryption
= PGP Whole Disk Encryption.

,ﬂ,!’lﬂ HageXHOoro BOCCTaHOB/1EHNA HA YpOBHE AUCKOB cne,u,yﬁTe O6LLI,MM npasuiam U pekomeHgaumam
No KOHKPETHOMY NPOAYKTY.

TunuuHble NPaBUNA YCTAaHOBKM

HactoaTe/ibHO peKoMeHAyeTca YCTaHOBUTb Nporpammy LndpoBaHUA nepes yCTaHOBKON areHToB
pe3epBHOro KONUpPoBaHMUA.

Cnoco6 ucnonb3oBaHUA pa3aena 3o0Ha 6e3onacHoCTH

Paspen 3oHa 6e3onacHOCTU He AOIXKeH 6bITb 3aLLIVId)pOBaHa Ha ypoBHE AUCKOB. o710 eAMHCTBeHHbIVI
CNocob 1cnosib3oBaHUA pa3gena 30Ha 6e30MnacHOCTU:

1. YcraHosuTe nporpammy WinMdpoBaHUA, a 3aTeM YCTaHOBUTE areHT.
2. Cospaitte pasgen 3o0Ha besonacHoCTu.
3. Wcknounte pasgen 3oHa 6e3onacHOCTU Npu WNdPOBAHUU ANCKA UAU €r0 TOMOB.

O6uiee npaBnNo pe3epBHOro KONMPOBaHUA

[Mo3BosAET BbINONHUTL pe3epBHOE KONUPOBaHME Ha YPOBHE ANCKOB OﬂepaLLMOHHOVI Cncrembl.

Mpoueaypbl BOCCTAHOBNAEHUA ANA KOHKPETHbIX Nporpamm

WndposaHue guckos Microsoft BitLocker
Kak BoccTaHOBUTL cucTeMy, 3alndpoBaHHy0 dyHKumen BitLocker

1. 3arpysuTe malluHy C 3arpy304HOro HocuTens.

2. BoccTaHoBUTe cucTeMy. BoccTaHOB/IEHHbIE AaHHble ByayT He3alWwmndpoBaHbI.

3. [epe3arpy3uTe BOCCTAaHOB/IEHHYIO CUCTEMY.

4. Bkntouute PpyHKumio BitLocker.

Ecnmn Heo6Xxo0a4MMO BOCCTAHOBUTbL TONIbKO OAUH Pa3gen AUCKA, BbINOJHUTE BOCCTAHOB/IEHUE U3

OI'IepaLI,MOHHOﬁ cuctembl. [1py BOCCTAHOBAEHMUM C UCMONb30BAaHUEM 3arpPy304HOro HoCuTenA
BOCCTAHOB/IEHHbI pa3aen MmoXeT He paCno3HaBaTbCA cuctemoit Windows.

McAfee Endpoint Encryption u PGP Whole Disk Encryption

MOHO BOCCTAaHOBUTb WNGPOBAHHbIV CUCTEMHbIV Pa3Aen, UCMOb3ys TONbKO 3arpy304HbIi
HoCuTeNb.

EC/iv BOCCTaHOB/IEHHYIO CUCTEMY HE YAACTCA 3arpy3nTb, BOCCTAHOBUTE OCHOBHYIO 3arpy304HYI0
3anucb, Kak onMcaHo B ctaTbe 6a3bl 3HaHMI MailKpocodT Mo cebinke
https://support.microsoft.com/kb/2622803



3 Tloaaepxxka hannoBbIX CUCTEM

AreHT pe3epBHOro KOMMPOBAHMA MOXET CO34aTb Pe3epPBHYIO Konuto Atoboi ¢ainoBoi cuctemsl,
OOCTYMHOW N3 onepaLMoHHOM CUCTEMBI, B KOTOPOW YCTaHOBAEH areHT. Hanpumep, areHT aas
Windows MmoKeT BbINONHUTb pe3epBHOE KONMPOBAHWE U BOCCTaHOBAEHME $ainaoBOM cucTemol exts,
€C/IM COOTBETCTBYOWMIN ApanBep ycTaHoBAeH B Windows.

B cnepytolwelt Tabnuue npeactasneHa cBoaHan MHPopmauma o palinoBbIX CUCTEMAX, B OTHOLLEHUN
KOTOPbIX MOYHO BbIMOHATL pe3epBHOE KONMPOBaHMeE U BOCCTaHOB/EHME (3arpy30UHble HOCUTENN
noAaAep*KMBatoT TO/IbKO BOCCTaHOBAEHMe). OrpaHMYeHUsa NPUMEHSAIOTCA KaK K areHTam, Tak U K
3arpy304HbIM HOCUTENAM.

Mopaepixka
dainosasn 3arpy3ouHble .
3arpy3ou4Hbin OrpaHuyeHusa
cuctema HOoCcUTEeNu ana
AreHTbl . HOCUTENb AN
Windows u
. Mac
Linux
FAT16/32 + +
NTFS Bce areHTbl + +
be3 orpaHnueHuin
ext2/ext3/ext4 + -
HFS+ AreHT ana Mac - +
JFs + B daiinbl HEBO3MOXKHO
WCKIOYUTD U3
ReiserFS3 AreHT ana Linux + - PE3EPBHOM KOMUM ANCKA
. " ®daliNbl HEBO3MOXKHO
ReiserFS4 + -
WUCKNOYUTD U3
pe3epBHOM Konuu
ReFS + + ANCKa
®  HeB0O3MOXHO
Bce areHTbl N3MEHUTb pasmep
XFS + + TOMOB npwn
BbINO/IHEHUMU
BOCCTAaHOB/IEHMA
Linux SWAP AreHT ana Linux + - bes orpaHuyeHui

MporpammHoe obecnevyeHme aBTOMaTUYECKM NepergeT K NMOCEKTOPHOMY Pe3epBHOMY KOMMPOBaHMIO
ANA AMCKOB C Hepacno3HaHHbIMK UK HenogaepKuBaembimu GannoBbiMmu cuctemamu. MocekTopHoe
pe3epBHOE KONMPOBaHME BO3MOXKHO Ana Ntoboi $palinoBoi cuctembl, KOTOPas:

®  OCHOBAHa Ha 6/10Kax;

" 33HMMAET OAMH AMCK;

" MMeeT cTaHAapTHYLo cxemy pasaenos MBR/GPT.



Ecau d)aﬁnosaﬂ CNCTEeéMa He COOTBETCTBYET 3TUM TPEGOBaHMHM, npouecc pe3epBHOro KONnMpoBaHuA
3aBepwunTca cboem.

4 AKTMBALMSA YYETHOM 3aMnUcK

Mocne Toro Kak agMMHUCTPATOP CO34acCT 4J1A Bac y4eTHYIO 3anucb, Ha Ball aApec 3/1eKTPOHHOM
noyTbl 6yAeT 0TNpaBaeHo COObLLEHNE. ITO COOBLLEHNE COAEPHKUT CNeayIoLLY0 MHPOPMaLMIO:

= Ccbl/IKa HA aKTUBALMIO YYETHOM 3anuUcK. LLLenKHWTe 3Ty CCbIIKY M 3a4aiTe napo/b Aas AaHHOM
YYETHOM 3anuncuK. 3anoMHUTE CBOE MMA AN BXOAa, KOTOpOoe oTobparkaeTca Ha CTpaHuue
aKTUBALMKM YYETHOM 3anuncK.

= CcblIKa Ha CTPaHULY BXOAA B KOHCOJIb agMUHUCTPaTopa. Mcnosib3yiiTe 3Ty CCbIIKY 414 A0CTyna
K KoHcon B 6yayuiem. Mpu 3Tom noTpebyerca ykasaTb MMA 417 BXO4a U Naposib U3
npeaplayuiero wara.

5 JloCcTyn K cepBuCy pe3epBHOIro KOnMpoBaHUS

Mocne aktneaumun yHETHOVI 3anuncK Bbl CMOXKETE BONTU B CcepBUC pe3epBHOro KoNmnMpoBaHUA.

Bx00 e cepsuc pe3epeHO20 KONUpPOBaHUs

1. OTKpoO#Te CTpaHuMLYy BXOAa B CEPBUC Pe3ePBHOIO KONMPOBaHMA. AApec CTpaHuLLbl Bxoda 6bin
YKa3aH B COOBLLEHUN 3/IEKTPOHHOM MOYTbI CO CBEAEHUAMM 06 aKTUBaLIMM.

2. BeeauTte MmA NoAb30BaTENA M NAPOb YYETHON 3aNnCK.
3. HaxkmuTe KHOMKy BoidTu.

MOKHO M3MeHUTb A3bIK BEG-MHTepdeica, WeKHYB 3Ha4YOK B BUAE GUTypbl YEOBEKA B BEPXHEM
npasom yray.

6 YcTaHOBKa NporpaMMHOro obecneyeHus

6.1 [logroTtoBka
War 1

Bbl6€pMTe areHT B 3aBUCMMOCTU OT TOTO, 4N1A KaKOro MMeHHO obbeKTa HY*HO CO34aTb pe3epBHYIO
Konuto. B Ta6n14u,e HWXe npuseaeHbl OCHOBHbIE CBeAEeHMNA, KOTOPbIE NOMOTYT BaM MPUHATbL
peweHune.

O6paTtute BHMMaHUe, yto areHT ana Windows yctaHaBimMBaeTca BMecTe ¢ areHTom ans Exchange,
areHTom ana SQL, areHtom gna VMware, areHtom ana Hyper-V n areHtom gna Active Directory.
Hanpumep, yctaHoBMB areHT gnsa SQL, Bbl TaKXKe CMOXKeTe C034aBaTb pe3epBHble KoMK BCel
MaLUMHBI.

[Ona Kaknmx 06beKToB Kakolii areHT cneayet Kypa ero cneayert ycTaHOBUTH?
HY»KHO €034aTb YCTaHOBUTb?
pesepBHble Konun?

dusnueckme MmalluHbl




[Onsa KaknMx 06beKToB
HY}KHO CO3AaTb
pesepBHble KoNuu?

Kakoli4 areHT cneayet
YCTaHOBUTb?

Kyaa ero cnepyeTt ycTaHOBUTH?

dusnyeckmne mallmHbl
nog, ynpasneHnem
Windows

AreHT ana Windows

dusnyeckne malmnHbl
noa ynpasneHnem OC
Linux

AreHT gnsa Linux

dusnyeckme mallmHbI
noA ynpasaeHmem OS X

AreHT ana Mac

Ha mawuHy, pesepBHasa Konusa KoTopoi byaeT
co3paHa.

MpunorxkeHusa

ba3bl AaHHbIX SQL

AreHT ana SQL

Ha mawwmHy c cepsepom Microsoft SQL Server.

basbl AaHHbIX Exchange

AreHT ana Exchange

Ha malumrHy ¢ ponbto noytoBoro sawmka Microsoft
Exchange Server.

MouToBbIE ALLMKM
Microsoft Office 365

AreHT ansa Office 365

Ha mawwuHy ¢ Windows, KoTopaa nogKato4yeHa K
UHTepHeTy.

MaLwmnHbI ¢ 4LOMEHHbBIMM
cnyxbamu Active
Directory

AreHT ana Active Directory

Ha KoHTpoasnep gomeHa.

BupTyanbHble MaluUHbI

BupTyanbHble MalUWHbI
VMware ESXi

AreHT gna VMware

Ha mawwuHy nog ynpasneHvem Windows c ceTeBbiM
poctynom K vCenter Server u XxpaHUAumLLy
BMPTYa/bHbIX MaLLUH. *

BupTyanbHble MalnHbI
Hyper-V

AreHT gna Hyper-V

Ha xocTt Hyper-V.

BupTyanbHble MalUnHbI
N KOHTenHepbl Virtuozzo

AreHT gnsa Virtuozzo

Ha xocte Virtuozzo.

BupTyanbHble MalUWHbI,
pa3smelleHHble B
Amazon EC2

BupTyanbHble mallnHbI B
cpeae Windows Azure

BupTyanbHble MalIWHbI
Ha xocTe Citrix
XenServer

Red Hat Enterprise
Virtualization (RHEV)

BupTyanbHble MaLiMHbI
Ha ocHoge Agpa (KVM)

BupTyanbHble MalLMHbI
Oracle

To e camoe, 4To U gnA
dU3MYECKUX MalINH**

Ha malwmHy, pesepBHas Konusa KoTopon byaet
co3faHa.

Mo6unbHble ycTpoucTBa

Mo6unbHble ycTpoiicTBa
c Android

Mob6uabHOE NpUNoNKeHNE
ana Android

Ha Mobu/ibHOE YCTPOICTBO, Pe3epBHYIO KOMMUIO
KOTOPOrO HY»KHO CO34aTb.




Kakoli4 areHT cneayet Kyaa ero cnepyet ycTaHOBUTL?

YCTaHOBUTb?

[Onsa KaknMx 06beKToB
HY}KHO CO3AaTb
pesepBHble KoNuu?

MobunbHble ycTpoicTBa | MobunbHOE NpuioKeHue
ciOoS ana ios

* Ecnm ¢ ESXi ncnonbsyetca SAN-xpaHUANLLE, YCTAHOBUTE areHT Ha MalMHY, NOAKAIOUYEHHYIO K TOW XKe ceTu
SAN. AreHT 6yaeT co34aBaTb pe3epBHble KOMUM BUPTYA/IbHbIX MaLLMH NPAMO M3 XPaHUAULLA AaHHbIX, @ He
yepes xocT ESXi n noKanbHyto ceTb. MoapobHble MHCTPYKUUKM CM. B pasgene «AreHT ana VMware — pesepsHoe
KonunpoBaHWe 6e3 NCcnoab30BaHUA IOKaNbHOM ceTu» (cTp. 111).

**BMpTyaanaﬂ MallnHa CHUTAETCA BVIpTyaJ'IbHOl;'I, €C/in ee pe3epBHaa KonuA 6bina CO34aHa C UCno/sib3oBaHNeEm
BHeLWHero areHTa. Ecan areHT yctaHOB/IEH B roctesom cncrteme, To onepaunun pe3epBHOro KONNMpPoBaHMA U
BOCCTAaHOB/1IEHMNA BbINO/IHAKTCA TOYHO TaK XKe, Kak U Ha BMpTya/’IbHOﬁ MawnHe. Tem He meHee MallnHa
CYUTaeTCA BVIpTyal]bHOVI, €C/I1 3a4aHbl KBOTbl Ha KO/IMYECTBO MalUUH.

War 2
MpoBepbTe TPebOBaHUS K CUCTEME AN areHTOB.
AreHT Mecro Ha AucKe, 3aHUMaemoe areHTaMmu
AreHT ans Windows 550 Mb
AreHT ans Linux 500 Mb
AreHT ana Mac 450 Mb
600 MbB (50 MB + 550 Mb ans areHTa ana
AreHT ana SQL Windows)
750 MB (200 MB + MB
AreHT 479 Exchange 50 (200 .550 ONA areHTa ana
Windows)
AreHT gns Office 365 550 Mb
MB MbB + MB
AreHT ana Active Directory 600 (50 .550 AJIA aTEHTa ANA
Windows)
AreHT ans VMware 700 Mb (150 Mb +.550 MB ana areHta gna
Windows)
600 MbB (50 MbB + 550 MbB gns areHTa ana
A H -V
reHt ana Hyper Windows)
AreHT ana Virtuozzo 500 Mb

Kak npaswuno, areHT ncnosnbsyet 300 Mb nommmo namaAtu, notpebasemoit onepaLMoOHHOM CUCTEMO
W 3anyLWEeHHbIMW NPUAOKEHUAMU. MaKcumanbHoe notpebaeHmne namaTn MoxKeT gocturatb 2 b B
3aBMCUMOCTM OT ob6bema 1 TMNa AaHHbIX, 06pabaTbiBaeMbIX areHTamMU.

War 3

3arpysuTe nporpammy yCTaHOBKK. YTOBbl HalTK CCbIIKM 3arpy3KK, NOCNeA0BaTeNbHO Bbibepute
NyHKTbI Bce ycTpoiictBa > [,06aButhb.

Ha cTpaHuue [,06aBUTb YCTPOMUCTBA €CTb CCbIIKM Ha Be6-YCTaHOBLUMKK 411 BCEX areHTOB, KOTopble
ycTaHasameatotca B OC Windows. Beb-ycTaHOBLMK — 3TO HEGObLLOW MCNOAHAEMbIN dalin,
KOTOPbIN 3arpy»KaeT OCHOBHYHO NPOrpammy yCTaHOBKM U3 MIHTEPHETA U COXPaHAET ee B KayecTse
BpemeHHoro daiina. 1ot dpann yaanseTca cpasy Ke nocse yCTaHOBKU.

YT106bl COXPaHUTb NPOrpaMmbl YCTaHOBKM N0KAbHO, 3arpy3unTe NakeT CoO BCEMM areHTammn ans
ycTaHoBKM B Windows Mo ccblIKe B HUXKHEN YacTu CTpaHuLbl ,06aBUTb ycTpoiicTBa. [JoCTynHbI
32-paspsagHblii U 64-pa3pagHbli NakeTbl. 3T NaKkeTbl NO3BOIAIOT HACTPOUTL CMIUCOK KOMMOHEHTOB
AN YCTaHOBKM. C MOMOLLbIO 3TUX MAKETOB TaK»Ke MOXKHO HAaCTPOUTb aBTOMATUUYECKYIO YCTaHOBKY



(Hanpumep, c UICNONb30BaHWEM TPYNNOBOM NONAUTUKM). ITa NpoLeaypa A8 ONbITHbIX NO/b30BaTeNEeN
onucaHa B PykoBoacTBe agMUHMCTPaTOPA.

YctaHosKa B OC Linux 1 OS X BbINOAHAETCA C NOMOLLbIO 06bIYHbBIX MPOrPaMM YCTaHOBKM.

Bcem nporpammam ycTaHOBKU HEOBX0AMMO NOAKAOYEHME K MHTepHEeTY ANA perncTpaumm malnHbl B
cepBuce pe3epBHOro KoNUpoBaHua. EcvM NogxAoYeHNe OTCYTCTBYET, BbINOAHWUTbL YCTAHOBKY He
yaacrcs.

War 4

MNepepn yctaHoOBKOM ybeauTech B TOM, YTO BpaHAMayapbl U APYrMe KOMNOHEHTbl CUCTEMbI
6e3onacHOCTU ceTu (Hanpumep, NPOKcU-cepBep) He BAOKUPYIOT BXoAALLME U UcxoadAllme
noaknatyeHua yepes cnegytowme TCP-nopTol:

= 443 1 8443 — 3TV NOPTbl UCNONBL3YIOTCA ANA AOCTYNa K KOHCO/IM pe3epBHOro KONUpPOBaHUA,
perncTpaumnmn areHToB, 3arpy3ku ceptudmKaToB, aBTOPU3aLLMKM NOIb30BATENEN, A TaKKe
CKaumBaHus ¢ainoB n3 06,1a4HOro XpaHUANLLA;

= 7770...7800 — areHTbl UCNO/b3YIOT 3TU NOPTbI A1 06MEHa AaHHbIMU C CEPBEPOM YN paB/IeHUS
pe3epBHbIM KOMUPOBAHUEM;

= 44445 — areHTbl UICNONL3YIOT 3TOT NOPT 41A Nepesaym AaHHbIX BO BPeMs Pe3epBHOro
KONMPOBaHMA U BOCCTAHOBAEHMS.

Ec/n B Balweit CeTU BKAKOYEH NPOKCU-CepBEp, CM. pa3aen «HacTpoliku npokecun-cepsepa» (ctp. 17),
KOTOPbIN NOMOXKET NOHATb, HYXKHO /1M KOHPUIYPUPOBATb 3T HACTPOMKM Ha KaXK4OoM MalLMHE C
3anyLLeHHbIM areHTOM Pe3ePBHOIO KOMMUPOBaHMA.

6.2 HacTpounku npokcu-cepeepa

AreHTbl pe3epBHOro KONMPOBaHMA MOTYT NepeaaBaTtb AaHHble Yepe3 Npokcu-cepsep HTTP.

[na ycTaHOBKM areHTa TpebyeTtca noakaoveHme K MHTepHeTy. Ecamn NpoKcu-cepeep HacTPOEeH B
Windows (MaHenb ynpasneHus > CeoiictBa 6paysepa > MogKaoueHUs), To NPorpamma yCTaHOBKM
CYMTAET HACTPOMKM NPOKCU-CEPBEPA U3 PEECTPa M UCMOb3YET UX aBTOMaTMYecKu. B Linux n OS X
HeobXoAMMO YKa3aTb HAaCTPOMKM MPOKCU-CEPBEPA A0 YCTAaHOBKM.

YT06bl YKa3aTb HAaCTPOMKM NPOKCU-CepBEpa Nepes, yCTaHOBKOW areHTa uam U3MeHUTb UX Nocae 3Toro,
BOCNO/Ib3yWTEeCh NpoLeLypamMm, KOTOPbIMU ONMUCaHbI HUMKE.

B OC Linux
1. Cospaiite dain /etc/Acronis/Global.config 1 oTkpoliiTe ero B TeKcTOBOM peaakTope.
2. CronupynTe 1 BCTaBbTe B 3TOT Gann cnepytowime CTpoKu:
<?xml version="1.0" ?>
<registry name="Global">
<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"proxy.company.com"</value>
<value name="Port" type="Tdword">"443"</value>
</key>
</registry>

3. 3ameHuTe proxy.company.com umeHem xocta unu IP-agpecom npokcu-cepsepa, a 443 —
HOMepOoM MnopTa B AecATUYHOM popmare.

4. CoxpaHute dann.



5. Ecam arent pe3epBHOro KonnposaHMA elle He yCTaHOoB/1IEH, TO MOXHO YCTAaHOBUTbL €ro ceiyac. B
NPOTUBHOM CNly4ae nepe3anyCctuTe areHT, BbInOZIHUB CheayOLWYyO KOMaHA4y B nobom Katanore:

sudo service acronis_mms restart

In OS X

1. Cospaire dairn /[Library/Application Support/Acronis/Registry/Global.config n oTkpoiite ero B
TEKCTOBOM pejakTope, Hanpumep Text Edit.

2. CronupyiTe 1 BCTaBbTe B 3TOT daia cneayowme CTpoKu:

<?xml version="1.0" ?>
<registry name="Global">
<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"proxy.company.com"</value>
<value name="Port" type="Tdword">"443"</value>
</key>
</registry>
3. 3ameHuTe proxy.company.com nmeHem xocta nau IP-agpecom npokcu-cepsepa, a 443 —
HOMepPOM NopTa B AecATUYHOM PopmaTe.

CoxpaHuTte dann.

5. Ecnu areHT pe3epBHOro KOMMPOBaHMA ELLLE HE YCTaHOB/IEH, TO MOXHO YCTAaHOBUTbL €ro ceiyac. B
NPOTUBHOM C/ly4ae BbINOJIHUTE Ceaytolme AeNCTBUA, YTOObl Nepes3anycTUTb areHT:

a. Ortkpoiite MpunoxeHusa > Yruautol > TepmuHan
b. BbinonHuTe cneaytowme KOMaHAabl:

sudo launchctl stop acronis_mms
sudo launchctl start acronis_mms

B Windows

1. Co3paviTe HOBbIN TEKCTOBbLIMA AOKYMEHT M OTKPOITE ero B TEKCTOBOM pefaKTope, Hanpumep
Notepad.

2. CronupyiTe 1 BCTaBbTe B 3TOT $pais cneaytowime CTPOKM:
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Acronis\Global\HttpProxy]
"Enabled"=dword:00000001

"Host"="proxy.company.com"

"Port"=dword:000001bb

3. 3ameHuTe proxy.company.com MmeHem XocTa uaun IP-agpecom nNpoKcu-cepsepa, a
000001bb — wecTHagUaTEPMUHbIM 3HAYEHNEM HOMEpPaA NopTa. Hanpumep, 000001bb
COOTBETCTBYET HOMepy nopTa 443.

CoxpaHuTe AOKYMEHT C UMEHEM Proxy.reg.
3anyctuTe ¢pain oT UMEHU agMUHUCTPATOPA.
MoateepanTe nsmeHeHue peectpa Windows.

N o v ks

Ecnv areHT pe3epBHOro KONnposaHMA elle He yCTaHOB/1IEH, TO MOXHO YCTAaHOBUTb €ro ceiyac. B
NPOTUBHOM C/ly4ae BbINO/IHUTE caeagyouine AEVICTBMH, YTOObI nepe3anyCctuTb areHT:

a. B meHto MycK Bbibepute KomaHay BbinonHutb 1 BBeanTe: cmd
b. Haxmute KHonky OK.
c. BbinonHuTe cnegytowme KomaHabl:

net stop mms
net start mms



6.3 TlakeTbl Linux

Y106b1 L,06ABUTE HEOBXOAMMBIE MOAYAM K AApPY Linux, nporpamme ycTaHOBKM TpebytoTca
nepeyncieHHble HUXKe nakeTobl Linux.

= [laKeT C 3aro/IoBKamMm WM UCXOOHbIMK KOAaMu apa. Bepcus naketa go/KHA COOTBETCTBOBATbL
BepcuM Agpa.

= Habop komnunsatopos GNU Compiler Collection (GCC). Bepcusa GCC gonKHa 6bITb TOM Ke, €
KOTOPOW BbINI0 CKOMAUANPOBAHO AAPO.

" UHcTpymeHT Make.

" UHTepnpetaTtop Perl.

MmeHa 3TMX NaKeToB 3aBUCAT OT ncnoab3yemoro ,D,MCTpM6YTMBa Linux.

B OC Red Hat Enterprise Linux, CentOS u Fedora nakeTbl 06bI4HO YCTaHABAMBAOTCA NPOrPamMmMoin
YCTaHOBKU. B apyrnx guctpnbytmusax Bbl AO/IXKHbI CAMU YCTAHOBUTb NAKETbI, €C/IN OHU HEe
YCTaHOBJ/IEHbI UJIN 3TO He Te BePCUU, KOTopble TpebytoTcs.

YcTaHoBAEHbl 1M HeobXxoaumble NaKeTbl?
Y106bI NpPoBEPUTL, YCTAHOB/IEHbI ZIN NAKETHI, cp,enaﬁTe cneaymwoulee:

1. BbINosHUTE CieaytoLLyo KOMaHAy, YTobbl y3HaTb Bepcuto Agpa n Heobxoaumyto Bepcuto GCC:
cat /proc/version
3Ta KOMaHA4a BO3BpaLLaeT NPUMEPHO TakMe CTPoku: Linux version 2.6.35.6 1 gcc version
4.5.1

2. BbINonHWTE cneaytowyto KOMaHAy, YTobbl y3HaTb, YCTAHOBAEH I MHCTpYyMeHT Make u
Komnunatop GCC:

make -v
gcc -v
[na gcc ybeantecb B TOM, YTO KOMaH/Aa BO3BPALLAET Ty e BEPCUIO, YTO M B NapameTpe gcc
version B ware 1. s MHCTpyMeHTa make NpocTo NpoBepbTe, YTO KOMaHAA BbIMOJHAETCS.
3. [lpoBepbTe, yCTaHOB/IEHA I COOTBETCTBYIOLLLAA BEPCUA NAKETOB A/1A CO34aHUA Moayaen aapa.
= B Red Hat Enterprise Linux, CentOS v Fedora BbIno/HWUTE CheayoWwy0 KOMaHAY:
yum list installed | grep kernel-devel
= B Ubuntu BbinonHUTe cneayrolime KOMaHAobl:
dpkg --get-selections | grep linux-headers
dpkg --get-selections | grep linux-image
B KaxK4oM 13 3TMX cnydaes ybegutecb B TOM, YTO BEPCMM TaKMeE e, KaK B napameTpe Linux
version s ware 1.
4. Y106bl BbIACHUTD, YCTAHOB/IEH N MHTepnpeTaTop Perl, BbinosHWUTE cneaytoLyto KOMaHAy:
perl --version

Ecnv Ha 3KpaHe 0To6pa>Ka+0Tcs| cBeaeHunAa o Bepcun PerI, 3TO O3HAYaEeT, YUTO MHTEPNPETATOP
YCTaHOB/1EH.

YcTaHOBKa NakeToB U3 peno3utopusa

B cneaytoleit Tabamue yKasaHo, Kak YCTaHOBUTb HEOBX0AMMble MaKeTbl B Pa3/iMYHbIX
anctpubyTmsax Linux.



Auctpubytus MUmeHa nakeToB Kak yctaHoBUTH
Linux
Red Hat kernel-devel Mporpamma yCTaHOBKM 3arpy3uT U YCTaHOBMUT NaKeTbl aBTOMaTUYECKU
Enterprise gce no Bawei nognucke Ha Red Hat.
Linux make
perl BbinoNHUTE CeayoLWwyo KOMaHAay:
yum install perl
CentOS kernel-devel Mporpamma yCTaHOBKM 3arpy3uT U yCTaHOBMT NaKeTbl aBTOMATUYECKU.
Fedora gee
make
perl BbinoNHUTE CneayoLwyo KOMaHAay:
yum install perl
Ubuntu linux-headers BbINoNHUTE CneayoWmMe KoOMaHAabl:
linux-image
gee sudo apt-get update
make sudo apt-get install linux-headers-"uname -r°
sudo apt-get install linux-image- uname -r°
perl X .
sudo apt-get install gcc-<package version>
sudo apt-get install make
sudo apt-get install perl

MakeTbl 6yayT 3arpy*KeHbl U3 Peno3nTopua ANCTPMBYTMBA U YCTaHOB/IEHbI.

Ona gpyrnx auctpnbytmneos Linux obpatuTech K AOKYMeHTauum no gucTpmbyTnay, 4Tobbl BbISCHUTL
TOYHbIE MMEHa HEObX0AMMbIX NAKETOB U CNOCOObI UX YCTaHOBKM.

YcTaHOBKA NAaKeTOB BPYYHYHO
YcTaHOBKa nNakeToB BPYYHYIO MOXeT I'IOTpE6OBaTbCFI B C/ieAyHOWmnX cnyvyaax:

" Y MalUMHbl HET aKTUBHOM NoanMcku Ha Red Hat nnm nogkntoveHma K UHTepHeTy.

= [Iporpamma yCTaHOBKM He MOKeT HaiTu Bepcuto kernel-devel n gcc, cooTBeTcTBYOLLYIO BEPCUM
Aappa. Ecam poctynHan sepcus kernel-devel Hosee Bepcum sapa, Heob6xoaMMo 06HOBUTL SAPO
WKW YCTAHOBUTb COOTBETCTBYOLLYIO Bepcuto kernel-devel spyyHyto.

- HeO6XOAMMbIe nakeTbl UMEITCA B IOKA/IbHOM CETU, N Bbl HE XOTUTE TPaTUTb BpeEMA Ha
aBTOMATMYECKMI MOUCK U 3arpysky.

3arpy3MTe NnaKkeTbl U3 CBOEW JIOKa/NbHOW CeTU UK c Beb-canTa HaEeXHOro TPpeTbero NoCTaBLWMKa n
YCTaHOBUTE, KaK ONMUCAHO HUXe.

= B Red Hat Enterprise Linux, CentOS v Fedora BbInonHWUTE CneayoLyo KOMaHAY Kak
NPUBUAErMPOBAHHLIM NONb30BaTe/b:

rpm -ivh PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3
= B Ubuntu BbinonHWTE cneaytoLLyto KOMaHAy:

sudo dpkg -i PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3
Mpumep: YcTaHOBKa NakeToB Bpy4Hylo B Fedora 14

[ns ycTaHOBKM Heobxoaumbix naketos B Fedora 14 Ha 32-pa3pAgHoi MallnHe BbINOIHUTE
cnepgytowpe waru.

1. BbINosHUTE CieaytoLLyto KomaHay, YTobbl y3HaTb Bepcuto Aapa n Heobxoaumyto Bepcuio GCC:
cat /proc/version



Bbixo4Hble faHHble aTOM KOMaHbl BKNKOYAOT cieaytoulee:

Linux version 2.6.35.6-45.fc14.i686
gcc version 4.5.1

Monyuute naketbl kernel-devel 1 gcc, KoTopble COOTBETCTBYIOT BEPCUM SAPA:
kernel-devel-2.6.35.6-45.fc14.1686.rpm
gcc-4.5.1-4.fc14.1686.rpm

Monyunte naket make ans Fedora 14:

make-3.82-3.fc14.1686

YcTaHOBUTE NaKeTbl, BbINOJIHMB cieAyrulyro KOmaHAay KaK I'IpVIBVIﬂeFVIpOBaHHbII\/‘I nosb3oBaTe/ib:

rpm -ivh kernel-devel-2.6.35.6-45.fc14.i686.rpm
rpm -ivh gcc-4.5.1.fc14.i686.rpm
rpm -ivh make-3.82-3.fc14.1i686

Bce 3TK nakeTbl MOXKHO yKa3aTb B O[l,HOﬁ KOMaHAge rpm. YCTaHOBKA 3TUX NAKETOB MOXKET
I'IOTpE6OBaTb YCTAaHOBKU AONOJIHUTE/IbHbIX NAaKETOB ANA pa3pelleHnA 3aBUCMMOCTEN.

6.4 YCTaHOBKA areHToB
B Windows

1.

2
3.
4.
5

8.

Y6eauTecb B TOM, YTO MalUMHA NOAKAOYEHA K MIHTepHeTy.

Bonaute Kak agMUHUCTPATOP M 3anyCcTUTE NPOrpammy YCTaHOBKMU.

Haxkmunte YcTaHOBUTD.

YKaxKuTe yyeTHble AaHHble YYETHOM 3anuncu, KOTOPON HEOHBX0AMMO Ha3HAYMUTb MALLUHY.

LLlenkHUTe MOKa3aTb HAaCTPOIKKN NPOKCU-cepBepa, YTobbl NPOBEPUTb MU U3MEHUTD
nmsa/IP-agpec 1 NopT XocTa NPOKCU-cepBepa. B NpoTUBHOM Cyyae NponycTute aToT war. Ecam
npokKcu-cepsep BKAoUeH B Windows, oH onpegenseTca u UCnob3yetca aBTOMaTUYECKMU.

[TonbKo npu ycTaHoBKe areHTa aaa VMware] YKaxXuTte agpec v yyeTHble gaHHble A40CTyna A8
cepsepa vCenter Server unm aBTOHOMHOro xocTa ESXi, 412 KOTopbIX areHT byAeT BbINOAHATb
pe3epBHOE KOMMPOBAHWE BUPTYa/IbHbIX MalLMH. PekomeHayeTcA MCnoAb30BaTb YHETHYHO 3aMUCh,
KOTOPOW Ha3HayeHa poab AGMUHUCTPATOP. B NPOTUBHOM C/ydae yKarKuTe YYeTHYHO 3annchb C
HeobxoamMmbiMn Npusunernamm (ctp. 114) Ha vCenter Server nnm ESXi.

To/IbKO NP YCTaHOBKE Ha KOHTPOJI/IEP LJOMEHA: YKaXKMUTe YYETHYIO 3amnnch NnoJib3osaTens, noa,
KoTopoW byaet paboTatb ciy»ba areHTa. B Lensx 6€3onacHOCTM NPoOrpamma YCTaHOBKM He
MOXET aBTOMATUYECKMN CO3aBaTb YYETHbIE 3aMUCKU Ha KOHTPOJIIEpe AOMEHA.

Ha*kmute Hauyatb ycTaHOBKY.

YT106bl M3MEHWTb NYTb YCTAHOBKM M YYETHYIO 3aNKNCb CYXKObI areHTa, WwenkHute HacTpoiika
napameTpoB YCTAHOBKM Ha NepBOM 3Tane macrepa yYCTaHOBKMU.

B OC Linux

1.

2.
3.
4

Y6eautecb B TOM, YTO MalUMHA NOoAKAOHYEHa K MHTepHeTy.
3anycTuTe ¢ain yCTaHOBKM OT UMEHM Cynepnoab3oBaTeis.
YKaKuTe yyeTHble AaHHble YYEeTHOW 3anncu, KOTOpoit He06X0AMMO Ha3HAYUTb MaLLUHY.

YcTaHoBUTE d)J'Ia)KKVI ANnA areHToB, KOTOpble HeO6XO,CI,MMO YCTaHOBWUTb. ,ﬂ,OCTyrleI cnegywoouimne
areHTbl:

= AreHT gna Linux
= AreHT gna Virtuozzo

AreHT ana Virtuozzo HeBO3MOXKHO YCTaHOBUTb 6e3 areHTa gns Linux.



5. 3aBeplumTe npoueaypy yCTaHOBKM.

CeefeHua 06 yCTpaHeHMM HEeNONAAoK NpeacTaBaeHbl B paitne
Jusr/lib/Acronis/BackupAndRecovery/HOWTO.INSTALL.

In OS X

1. Yb6epuTecb B TOM, YTO MaLUMHA NOAKAOYEHA K IHTEpHETY.

2. [Baxabl wenkHute DMG-daiin ycTaHOBKM.

3. [Joxantecb, NOKa onepaumoHHas cuctema noaxKAYMT 06pa3 yCTaHOBOYHOIO AMCKaA.

4. [BaxAbl WenKHUTEe YCTaHOBUTD.

5. MMpu HeobxoAMMOCTM BBEAMTE yYETHbIE AaHHblE AAMUHUCTPATOPA.

6. YKaxKute yyeTHble AaHHble Y4ETHOM 3aNMCK, KOTOPOI HEOBXOAMMO HAa3HAYMUTL MALLMUHY.
7. 3asepwwuTe npoueaypy YCTaHOBKMU.

6.5 QO6HOoBNEHMe areHToB

AreHTbl YKa3aHHbIX HUXKE BEPCUI MOXKHO 0B6HOBUTL Yepes Beb-uHTepdelic.

= AreHT ana Windows, areHT gna VMware, areHT aas Hyper-V — 11.9.191 v 6onee nosgHue
BEpPCUM

= AreHT ans Linux — 11.9.179 1 6onee nosgHMe BEpCUM

= [lpyrve areHTbl: MOXHO 06HOBUTb Nt06YI0 Bepcuto

YT106bl HATM BEPCUIO areHTa, BbiIbEPUTE MALLNHY M HaxkMKUTe KHOMKy O630p.

ECv aAMMHUCTPATOPOM CEPBUCA Pe3ePBHOr0 KOMMPOBAHUA BKAKOYEHO aBTOMaTUYECKOE
06HOB/IEHME, TO NPU BbIMYCKE HOBOW BEPCMM areHTbl 06HOBAAIOTCA aBTOMaTMYeCcKn. Ecan
aBTOMAaTUYECKOe 0BHOBNEHME OTKIOYEHO WM NO KaKoM-1MB0o NPUYMHE ero He yA4anoch BbIMOAHWUTD,
MCNOb3YyITE OMMCAHHYIO HUXKE NpoLeaypy.

Y1061 0OHOBUTL areHT 6oee paHHe BEPCUU, 3arpy3nTe U YCTaHOBUTE HOBYO BEPCUIO BPYYHYIO.
YT106bI HATK CCbIZIKK 3arpy3Ku, NocnenoBaTeNibHO BbibepuTe NyHKTbI Bee ycTpoiictBa > [lo6aBuTh.
ObHoeneHue azeHma Yepe3s seb-uHmepdgelic

1. LUWenkHute HacTpoikn > AreHTbl.

B nporpamme 6yaeT BblBe4EH CIMCOK MaLlIMH. MalumHbI C areHTamMu ycTapeBLnx Bepcuin byayT
NMoMeYeHbl OPaHMKEBbIM BOCK/IMLATE/IbHBIM 3HAKOM.

BblibepurTe MaLlMHbI, Ha KOTOPbIX HY»KHO 0BHOBUTL areHTbl. MalWHbI 4OMKHbI BbITb BK/IOYEHbI.
LLlenkHMTe OBHOBUTb areHT.

Xopa 06HOBAEHMA OTOBparkaeTca B CTONBLE COCTOAHMA ANA KaXKA0MW MalLUHbI.

6.6 YpaneHue areHToB
B Windows

ECNV HYXKHO yAaNUTb OTAE/IbHbIE KOMMOHEHTbI NPOAYKTa (Hanpumep, OAWH U3 areHTOB UAN MOHUTOP
pe3epBHOro KOMMPOBaHMA), 3aNycTUTE NPOrpaMmmy yCTaHOBKKU Bce areHTbl ANA YCTaHOBKU B
Windows, BbibepuTe n3MeHeHMe NPOAYKTa M OTMEHUTE BbIBOP KOMMOHEHTOB, KOTOPbIE HYXKHO
yAanuTb. Ccblaika Ha NPOrpaMmmy YCTaHOBKM AOCTYNHa Ha CTpaHuue 3arpysKu (LeNKHUTE 3HaYOoK
YUYEeTHOM 3an1cK B NPaBOM BEPXHEM YTy M BbibepuTe NYHKT > 3arpysKu).



Ecnu HY*KHO yA43aNUTb BCE KOMMOHEHTbI NPOAYKTa C MalUWUHbI, CieayiTe NPUBEAEHHbBIM HUXKE
WMHCTPYKLMAM.
1. Bolaute Kak agMUHUCTPATOP.

2. OrtKkpoliTe MaHenb ynpaBneHus n Bbibepute NMporpammbl U KOMNOHEHTbI (YCTaHOBKA U
yaaneHue nporpamm B Windows XP) > Acronis Backup Agent > Yganutb.

3. [HeobasaTenbHo] YcTaHOBUTE GNAXKOK YAaNUTb }KYpPHaAbl U NapameTpbl KOHPUrypaumuu.

Ecau NNaHUPYETCA YCTAHOBUTb areHT CHOBAa, HE yCTaHaBﬂMBaﬁTe 3TOT d)namm(. Ecan YCTaHOBUTb

d)l'la)KOK, MaLUMHA MOXKeT BbITb aAynanunpoBaHa Ha KOHCOJ/1IM pe3epBHOIo KONMpoBaHUA. an
3TOM pe3epBHbIE KONMUN CTapOVI MaLWKnHbl MOTYT 6bITb HE CBAA3aHbl C HOBOM MaLUNHON.

MoarsepanTe onepauumto.

5. Ecau nnaHuWpyeTca YCTaHOBUTL areHT CHOBA, MPONyCcTUTe 3TOT War. B npoTMBHOM cnydyae Ha
KOHCO/IM pe3epBHOro KONMPOBaHUA WeNKHUTe HacTpoiKKu > AreHTbl, Bbibepute MalwmnHy, Ha
KOTOPOW 6bl1 YCTAHOBJ/IEH areHT, a 3aTeM LWEeNKHUTe YAaNuTh.

B OC Linux

1. B KauecTse NPUBMAEIMPOBAHHOrO NOAb30BaTeNA BbINOAHUTE
Jusr/lib/Acronis/BackupAndRecovery/uninstall/uninstall.

2. [Heob6naszatenbHo] YcTaHoBUTE GpnaxkKoK YAANUTb BCe 3/1eMEHTbl TPaCCUPOBKM NPOAYKTa
(*KypHanbl, 3a4aHuUA, XPaHUAULLA, NapameTPbl KOHPUTypauumn NPoAyKTa).

EcnM NNaHMpyeTcs YCTaHOBUTL areHT CHOBA, He yCTaHaB/AMBaWTe 3TOT GpaxKoK. Ecam yctaHoBUTb

$NaXKOK, MaLMHA MOXKET BbITb AYyNANUMPOBaHA Ha KOHCOIM Pe3epPBHONO KONMPOBaHMs. Mpu
3TOM pe3epBHbIe KOMUK CTapOi MaLLMHbI MOTYT ObITb HE CBA3aHbl C HOBOW MaLUNHON.

3. [loaTtsepauTe onepauuio.

Ecav nnaHupyeTca yCTaHOBMTb areHT CHOBa, MPONyCTMTE 3TOT War. B npoTuBHOM caydae Ha
KOHCOMM pe3epBHOro KONMPOBaHUA WeEeNKHUTe HacTpoiKKu > AreHTbl, Bbibepute MalwnHy, Ha
KOTOPOW 6bl1 YCTAHOB/IEH areHT, a 3aTeM LEeNKHUTE YAANUTb.

B OS X

[Baxkapl wenkHnte DMG-¢daiin ycTaHOBKM.

JoxanTech, NOKa onepauMoHHasa CMCTEMA NOAKAOUYMT 06pa3 yCTaHOBOYHOTO AMUCKa.
B naHHOM 06pase ABarKAbl WenKHUTe YAaNUTb.

Mpu Heo6X0AMMOCTM BBEAUTE YUETHbIE AaHHblE aAMUHMUCTPATOPA.

MoaTtesepanTe onepaumio.

o s wN PP

Ecnn nnaHupyeTcAa yCTaHOBUTb areHT CHOBA, NPONYCTUTe 3TOT War. B npoTMBHOM ciyyae Ha
KOHCO/11 pe3epBHOIro KONMpPoBaHUA WENKHUTE HaCTPOi:lKM > AreHTbl, Bbl6epVITe MalWnNHYy, Ha
KOTOpOﬁ 6bin YCTAHOB/IEH areHT, a 3aTeM WesiKHUTe YaanuTb.

/ TlpencraBneHna KOHCONU pe3epBHOro
KONMpPOBaHUS

B KoHconu pe3epBHOro KonnpoeaHMA €CTb ABa NpeAcCTaB/IEHUA: NPOCTOE U TabanuHoe. Ona
nepeknyYeHna mexay HUMmM UCnonb3yeTcAa 3HAYOK B MPABOM BEPXHEM YTIay.



B aTom HebosbLiOMm npeacrasneHn nogoepmnBaeTca Heb0/1bloe KONNYECTBO MALLUH.

All devices m @ @

st1.localdomain &
- Status Last backup Next backup
Not protected Sep 22, 2016, 09:07 PM Sep 26, 2016, 08:00 PM
BACK UP NOW RECOVER
NEW_CT &

- Status Last backup Next backup
Not protected Sep 25, 2016, 09:00 PM Sep 26, 2016, 08:00 PM
BACK UP NOW + RECOVER

new-TEST &

- Status Last backup Nex!
Not protected

TabanyHoe npeacraBsseHne BKAKOYaeTCA aBTOMAaTUYECKU, KOrga noABAKOTCA MallUHbI B 60nbwoMm
Ko/im4yecTse.

All devices m 5l @ @
Q Search Q!/) Backup
Type Name Status 1 Last backu
yp P & {I} Recovery
st1.localdomain 0c Jun22 11:39 AM
e.a Overview
- NEW_CT Not protected Sep 22 09:07 PM
-
- new-TEST Mot protected Sep 25 09:00 PM @ Activities
-
E test-01 Not protected Neve ®
Alerts

B o60oux npeacTaBneHNAX AOCTYNEeH OANH U TOT e Habop GyHKLMIA 1 onepaluii. B sTom goKymeHTe
onucaH NopaaoK BbI30Ba Pas/IMYHbIX KOMaHA U3 TabanuHOro npeacTasaeHuUs.

8 Pe3epBHasa Konus

MnaH pe3epBHOro KOMMPOBAHWA —3TO HAabop NPaBWU, KOTOPbIV onpesenseT NOPALOK 3aLLUTLI
[JaHHbIX HA COOTBETCTBYIOLLEN MALLUMHE.
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MnaH pe3epBHOro KOMNMPOBAHMA MOMXKHO NPUMEHUTb K HECKOJIbKUM MAaLUMHAM Ha 3Tane ero co3gaHuA
WN NO33Ke.

Co30aHue nepeo20 nsaaHa pe3epeHo20 KonupoeaHus

1. Bblbepute MallnHbI, pe3epBHbIe KOMUKN KOTOPbIX HEOOX0AUMO CO34aTb.

2. Haxmute KHonNKy Pe3epBHOe KonupoBaHue.

B nporpamme otobparkaercsa HOBbIN WaboH NniaHa Pe3epBHOro KONMPOBaHUA.

Entire machine to Cloud Storage # S
WHAT TO BACK UF Entire machine

VHERE TO BACK UF Cloud Storage

SCHEDULE Monday to Friday at 11:00 PM

HOW LONG TO KEEF Monthly: 6 months
Weekly: 4 weeks
Daily: 7 days

“RYPTION (@) off @

APPLY

3. [HeobasaTenbHo] YTO06bI U3IMEHUTb MMSA NNAHA PE3E€PBHONO KOMMPOBAHMSA, LLLENKHUTE MMA MO
YMOYAHUIO.

4. Heob6s3aTenbHO: YTOObI UIBMEHUTb napameTpbl Na1aHa, WeNKHUTE COOTBeTCTBYPOLU,MVI pa3aen Ha
ero naHenw.

5. [Heob6naszatenbHo] YTo6bl UISMEHUTL MapPaMETPbI PE3ePBHOr0 KOMMPOBAHMWA, WENKHUTE 3HAYOK
LIeCTePEHKMU.

6. Haxmute KHonKy NMpumeHUTsb.
lpumeHeHue cyujecmeyrouw,e20 nAaHa pe3epeHo20 KONUpoeaHus
1. BblbepuTe MallUnHbI, pe3epBHbIe KoMK KOTOPbIX HE0HXO0ANMMO CO3aaTb.

2. HaxmuTe KHONKy PesepBHOe KonupoeaHue. Ecnun Ha BbI6paHHbIX MalUMHAX YXKe UCNo/b3yeTcA
CTaHAAPTHbIN NJaH pe3epBHOro KONMPOBaHUA, LWeAKHWUTe [,06aBUTb NNaH pe3epBHOro
KOMUPOBaHUA.



B nporpamme 0T06pa>+<ar0Tcs| paHee Co34aHHble NM1aHbl Pe3epPBHOIo0 KONMNMpPOBaHUA.

e

1st plan

2nd plan

Ha3aj K npyMeHeHHbIM NiaHaM pe3epBHOro KonMpoBaHWA

Co3aaTb HOBbIA

A4

3. BblbepuTe NAaH pe3epBHOrO KONMPOBAHUA ANA NPUMEHEHUA.

4. Haxmute KHonky MNpumeHUTb.

8.1 [1naH pe3epBHOro KONMPOBaHUA: NAaMATKa

B Ta6n14u,e HUXe BKpaTue OonncaHbl AOCTYNHbIE NAapaMeTPbIl N/1IaHa PE3€PBHOIN0 KOMMPOBaAHUA. Cee
MOMOLLBbIO Bbl CMOXKETE /IErKOo CO34aTb MNaaH, KOTOprl71 Ny4ylie BCero oreeyaeT sallmm I'IOTpE6HOCTF|M.

S/IEMEHTbI ANA

S/IEMEHTbI ANA

PACINNCAHUE

45)

(cTp. 31)
NFS (cTp. 31)*

dalinbl (ToNbKo

HenocpeacTBeHHbI M
Bbl6Op (CTp. 28)
Mpasuna NOANTUKMK

O6nako (cTp. 31)
JlokanbHan
nanka (ctp. 31)
CeTeBan nanka

KoHdurypauyma ESXi

HenocpeacTBeHHbIN
Bbl6Op (cTp. 30)

.31
dusmnueckmne (cTp. 28) (ctp. 31)
MalLLWHbI): o NFS (cTp. 31)*
dunbTpsl daiinos (cTp.
30Ha
45)
6e3onacHocTH
(cTp. 31)**
JlokanbHasa

nanka (ctp. 31)
CeTeBan nanka
(cTp. 31)
NFS (cTp. 31)*

Bcerga nonHoe (cTp.
33)
ExxeHepenbHo
NnoJsiHoe, exxegHeBHO
WMHKpeMmeHTHoe (cTp.
33)
Hactpansaemsbii
BapuaHT (M-4-K)
(cTp. 33)

CocToaHMe cuctemol

HenocpencTBeHHbIM
Bblbop (cTp. 30)

O6nako (cTp. 31)
JlokanbHaA

Bceraa nosHoe (cTp.
33)

PE3EPBHOIO PESEPBHOIO MECTO cxel(,::lldpe:Bear:lBMH: © BPEMA XPAHEHUA
KOMNUPOBAHUA COXPAHEHUSA P
KOMNUPOBAHUA =
Cnoco6bl Bbi6opa (e ana o6nauHoii
cpeabl)
Cloud (cTp. 31)
HenocpeacTBEHHbIN Jlokanbhan Bcer
PEA nanka (ctp. 31) cerna
BblbOp (CcTp. 27) WHKPEMEHTHOe
Oncku/Toma CeTeBas nanka .
MpaBuna NOAUTUKM (oamnH daitn) (ctp. 33)
(dn3nueckne (cTp. 31)
(cTp. 27) « | Bcerga nonHoe (ctp.
MaLWHBbI) . NFS (cTp. 31)
dunbTtpol dpainos (cTp. 3oHa 33)
45) ExxeHepnenbHO
6e3onacHocTH
iy romes et
O6nako (cTp. 31) P 33) P-
cku/Toma Mpasuna NOUTUKM JlokanbHasn HacTpanBaembiit
(supTyanbHble (cp. 27) nanka (crp. 31) Ba VIZHT (N-4-n) rlo BOBFjaCTy
PTy dunbTpsl Ppaiinos (ctp. | CeTesas nanka P pesepBHOM Konuu
MalLUUHbI) (cTp. 33)

(opHO NpaBuno Ha
Habop pe3epBHbIX
konuit) (ctp. 35)
Mo Konnyectsy
pe3epBHbIX KONui
(cTp. 35)
XpaHuTb 6eccpoyHo
(cTp. 35)




Henocpeacree 7 nanka (ctp. 31 ExXeHenenbHO
basbl AaHHbIX SQL MOCPEACTBEHHBIN (cTp. 31) n

Bbl6op (cTp. 88) CeTeBas manka | nonHoe, exxegHeBHO

(cTp. 31) WMHKpeMeHTHoe (cTp.
Basbl AaHHbIX HenocpeacteeHHbIN H 33) o
acTpavBaemblit

Exchange Bblb6Op (cTp. 89) sapuanT (M-M) (cTp.

33)
Mo Konnyectay
MoyToBble ALMKM HenocpeacteeHHbIN BeerAa PE3EPBHbIX Konuu
Office 365 Bbl6op (cTp. 101) MHerﬁAEHTHoe (cp. 35)
(oamH daitn) (ctp. 33) | XpaHUTL HeccpoyHo

(cTp. 35)

* PesepBHOE KonunposaHue B 0bwue nanku NFS HegocTynHo B Windows.

** HeBO3MOXKHO co34aTb 30HY 6e3onacHOCTK Ha KomnbloTepe Mac.

8.2 Bblbop AaHHbIX A1 pe3epBHOro KONMpoBaHUs

8.2.1 BbIbop AMCKOB 1 TOMOB

PesepBHasa Konua AMCKa COAEPKUT KOMUIO AMCKa UM TOMA B 3anakoBaHHOM BuAe. M3 Takol Konuu
MOXHO BOCCTaHOBUTb OTAE/IbHbIE ANCKU, TOMA UK Palinibl. PesepBHaa Konua BCel MallMHbI
COAEPKMUT BCE €€ AUCKM.

BbibMpaTb ANCKM 1 TOMa dali/ibl MOXKHO ABYMA cnocobamm: HeNocpeaCcTBEHHO Ha KaXa0M maluuHe
WKW C NOMOLLLbIO NPaBWUA NOUTUKK. UCKAOUNTD Palifibl N3 pe3epBHOM KOMUM MOXKHO C MOMOLLLbHO
dunbTpos daitnos (cTp. 45).

HenocpeacTBeHHbIN BblI6Op
Bo3moXHOCTb HenocpeacCTBeEHHOIO Bbl60pa AOCTYyNHa TO/IbKO ONA ¢M3VILIECKVIX MallnH.

1. B o6nactv dnemeHTbl 4NA pe3epBHOro KONMPoBaHUA BbiGepuTe BapnaHT Aucku/Toma.
2. Haxmute dnemeHTbl ANA pe3epBHOro KONUMPOBAHMUA.

3. B obnactu Bbibepute anemeHTbl 41A pe3epBHOro KONUPOBaHUA BbibepuUTe BapuaHT
HenocpeacTBeHHO.

4. [nA Kaxaol U3 MalluH, KOTOPas BKAKOYEHA B N/1aH Pe3epBHOI0 KONUPOBAHUA, YCTaHOBUTE
bnaxkKkM pagom ¢ AMCKaMMU U TOMaMM, KOTopble TpebyeTca CKONMMPOBATb.

5. Haxxmute kHonky FoToBo.

Ucnonb3oBaHue npasua NOIUTUKHU
1. B o6nactv dnemeHTbl ANA pe3epPBHOro KONMPOBaHKUA Bbibepute BapmaHT AUcku/Toma.
2. Ha)KmuTe dnemeHTbl ANA pe3epPBHOro KONMPOBAHMUS.

3. B obnactv Bbibepute anemeHTbl ANA pe3epBHOro KONUPOBaHUA BbibepuTe BapmnaHT C
MUCNOJIb30BaHMEM NPABUA NOJIUTUKMN.

4. BblbepuTe roToBble NpasBuaa, BBeauTe CO6CTBEHHbIE AN UCNO/b3YITe 06a BapuaHTa.

I'Ipasvma NONINTUKN 6y,u,yT NPMMEHEHDbI KO BCEM MalUMHaAM, KOTOPble BXOAAT B MNJ1aH pe3epBHOro
KonnpoBaHuA. Ecan Ha mawmHe Npu 3anycCKke pe3epBHOro KONMpPoBaHUA OTCYTCTBYHOT O6'bEKTbI,
COOTBETCTBYHOLLMNE XOTA 6bl Oo4AHOMY npasuay, KONNpoBaHWME 3aBEPLUNTCA cboem.

5. Haxmute KHonky FoToBo.



Npasuna gna Windows, Linux 1 OS X

= [All volumes] obo3HauaeT Bce Toma mawmH ¢ Windows 1 Bce NOAKNHOYEHHbIE TOMA MALLWH C
Linux namn OS X.

MNpasuna gna Windows

= Byksa aucka (Hanpumep, C:\) 0603HauaeT Tom ¢ yKa3aHHOW BYKBOW.

= [Fixed Volumes (Physical machines)] o6o3HauaeT Bce Toma GpM3NYECKUX MALLUH, KpOMeE
CbeMHbIX HocuTenen. K puKcMpoBaHHbIM TOMam OTHOCATCA TOMa Ha yctpoincTeax SCSI, ATAPI,
ATA, SSA, SAS n SATA, a Takke RAID-maccusebl.

=  [BOOT+SYSTEM] o603HayaeT cMCTEMHbI 1 3arpy304HbIii TOMa. ITO cOYeTaHMe COOTBETCTBYET
MWHUMaNbHOMY Habopy AAHHbIX, KOTOPbIN HEOHXOAUM AN BOCCTAHOB/IEHUA ONEPALLMOHHOM
CUCTEMbI U3 PE3EPBHOIM KOMUMU.

= [Disk 1] obo3HauaeT nepBblit AUCK MALLUMHbI, BK/OYAsA BCE TOMA Ha HeM. YTobbl BbibpaTb
ApYroi ANCK, BBEAUTE COOTBETCTBYIOLLUIA HOMEP.

Mpasuna gaa Linux

= /dev/hdal o6o3HauyaeT nepBbili TOM Ha NepPBOM KecTKom aucke IDE.

= /dev/sdal o6o3HauyaeT nepBblit TOM Ha NEePBOM XecTKom aucke SCSI.

= /dev/md1l o603HauyaeT NnepBblit }KECTKUIA AMUCK B NporpammHom RAID-maccuBe.
YT106bI BLIOPATL ApYyrue 6asosbie ToMa, BBeanTe /dev/xdyN, rae:

= x 0603HayaeT TN AUCK];

=  yobo3HayaeT Homep AucKa (a — nepsbli, b — BTOpPON U T. A4.);

= N ob6o3Ha4yaeT Homep Toma.

YT106bI BbIGPATL IOFMYECKMIA TOM, YKaXKUTE €r0 UMA, a TaK¥Ke MMA rpynnbl TOMOB. Hanpumep, 4Tobbl

CO34aTb pPe3epBHYH KONWIO ABYX fiorMyecknx Tomos Iv_root 1 Iv_bin, KoTopble oTHocATCA K rpynne
TomoB vg_mymachine, ykaxute cnegyrowme npasuna Boibopa:

/dev/vg_mymachine/lv_root
/dev/vg_mymachine/lv_bin
Mpasuna gna OS X

= [Disk 1] ob6o3HauaeT nepBbIi AUCK MALLUUHBbI, BKAIOYAA BCe TOMA Ha HeM. YTobbl BbIbpaTh
[Apyroi OUCK, BBeAMTE COOTBETCTBYHOLLMI HOMEP.

8.2.2 Bbibop thannos n nanok

PesepBHOE KONMPOBaHME HA YpPOBHE paiNoB AOCTYMHO TObKO A1A GUINYECKMX MALLMH.

[nA BOCCTaHOB/IEHUA ONEPALMOHHOW CUCTEMbI Pe3ePBHOM KONWUK Ha ypoBHe $alinoB HeZ0CTaTOYHO.
BbibepuTe 3TOT CNocob, eciv HEOBXOANMMO COXPAHATbL TO/IbKO onpeseneHHble AaHHble (Hanpumep,
TEKYLLMIA NPOEKT). ITO NO3BOJIUT YMEHbLUNTb Pa3Mep apx1MBa U TEM CaMbIM COKPATUTb NOTPeBHOCTL B
AVICKOBOM NPOCTPAHCTBE.

EcTb gBa cnocoba Bbibopa $paitaoB: HENOCPEACTBEHHO Ha KaXKA0W MallMHE UAKN C NOMOLLLbIO NPaBKA
NOAUTUKM. [INA KaXKA0ro 13 3TMX CnocoboB BbIBOP MOXKHO YTOYHUTb C MOMOLLbIO GUALTPOB daiinos
(cTp. 45).

HenocpeactBeHHbIN BblI6Op
1. B o6nactv dnemeHTbl ANA pe3ePBHOro KONMPoBaHuA Bbibepute BapmaHT Paitabl/nanku.

2. Haxmute dnemeHTbl ANA pe3epBHOro KONUPOBAHMUA.



3.

B ob6nactv Bbibepute anemeHTbl 418 pe3epBHOro KONUMPOBAHUA BbibepuTe BapmaHT
HenocpeacrseHHO.

[OnA Kaxkaoh malluHbl, BKAOYEHHOW B N1aH Pe3epBHOro KOMMPOBAHUSA, BbINOHUTE YKa3aHHble
HUXKe AeACTBUA.

a. LUWenkHute Boibpatb ¢aitnibl U nanku.
b. WenkHnte JlokanbHaa nanka uan Cetesas nanka.
Obuwan nanka Ao/1KHa bbITb AOCTYMNHA C BbIOPaHHON MaLUUHbI.

c. MepelianTe K Tpebyembim daitam v Nankam UM BBegUTe NyTb U HAXKMUTE KHOMKY CO
cTpenkon. Ecnm notpebyeTcs, yKaxknte MMsA Nonb3oBaTeNa U Napoab A48 A0CTyna K obuwel
nanke.

d. Bbibepute dainbl M Nanku.
e. Haxxmute KHoNKy FoToso.

Ucnonb3oBaHue npaBua NOIUTUKU

1.
2.
3.

5.

B o61acTvi dnemeHTbl ANA pe3epPBHOro KoNMpoBaHuaA BbibepuTte BapnaHT Paiinbl/nanku.
Haxxmute dnemeHTbl gN9 pe3epBHOro KONMPOBAHUA.

B o6n1acTu Bbibepute 3ieMeHTbl N5 pe3epBHOro KONUpoBaHua Bbibepute BapnaHT C
MCNONb30BaHWMEM NPaBUA NOJIUTUKMN.

Bbl6epMTe roToBble NpaBnaia, BBeEAUTE COBCTBEHHblE UK VICI'IO!1b3yl71Te oba BapuaHTa.

MpaBuia NOANTUKM BYayT NPUMEHEHbI KO BCEM MalLMHaM, KOTOPbIE BXOAAT B M/1aH Pe3epPBHOTO
KonuposaHua. ECiM Ha MallnHe Npu 3anycke pe3epBHOro KOMMPOBaHMA OTCYTCTBYIOT 06bEKTbI,
cooTBeTCTBYOLWME XOTA Bbl 0A4HOMY MPaBMY, KONUMPOBaHKUeE 3aBepLinTca c6oem.

HakmuTte KHonKy MoToBO.

Mpasuna Bbibopa ana Windows

MonHbI NyTb K dainy uau nanke, Hanpumep D:\Work\Text.doc nau C:\Windows.
LLIabnoHbl
= [All Files] nossonseT BbibpaTb BCe daliibl HAa BCEX TOMAX MALLMHbI.

= [All Profiles Folder] nossonsert BbibpaTb NanKky, B KOTOPOM XpaHATCA BCe Npodunu
nonb3oBatenei (06biuHO 310 C:\Users unn C:\Documents and Settings).

MepemeHHble cpeabl:

= %ALLUSERSPROFILEY% no3BsonseT BbibpaTb NanKy, B KOTOPOM XpaHATCA 06LMe AaHHble BCeX
npoduneii nonb3osateneit (06biuHo 310 C:\ProgramData nau C:\Documents and
Settings\All Users).

= %PROGRAMFILESY no3sonseT BbIbpaTb Nanky ¢ paiaamm nporpamm (Hanpumenp,
C:\Program Files).

= %WINDIRY% no3sonseT BbibpaTb Nanky, B KOTOPO HaxoauTca cuctema Windows (Hanpumep,
C:\Windows).

MO>KHO MCMNo/Ib30BaTb ApyrMe NepemeHHble cpeabl UM UX coYeTaHne ¢ TeKcTom. Hanpumep,

ytobbl BbIBPaTHL Nanky Java B nanke Program Files, sBeeaute %PROGRAMFILES%\Java.

MpaBuna Bbibopa ana Linux

MonHbIN NyTb K danay nam Katanory. Hanpumep, 4ytobbl cO34aTb pe3epBHyto Konuio dalina
file.txt 8 Tome /dev/hda3, nogknioueHHom K katanory /home/usr/docs, BBegute
/dev/hda3/file.txt uan /home/usr/docs/file.txt.

=  /home nossonser Bbl6paTb ,CI,OMaLLIHVIﬁ KaTanor CTaHAaPTHbIX nonb3oBaTenei.

=  /root nossonser Bbl6paTb lCI,OMaLLIHl/Il\/‘i KaTanor npusnnermMpoBaHHOro nosib3osartenAa.



= /usr no3BonseT BbibpaTb KaTanor 4ns BCeX N0J/Ib30BaTENbCKUX MPOrpaMm.
= /etc no3Bonser BbIbPaTb KaTanor ¢ KOHPUTrypaLMOHHbIMK dalinaMmn CUCTEMDI.
= |llabnoHbl
= [AllProfiles Folder] nossonset Bbibpath Katanor /home. B 3Toi nanke no ymonyaHuio
pasmeLlleHbl Bce Npoduam nonb3osatens.
Mpasuna Bbibopa ana OS X
=  [loAHbIM NyTb K Galiny uam Katanory.
= |llabnoHsl
= [All Profiles Folder] nossonset BbibpaTb KaTanor /Users. B 3Toi nanke no ymonyaHuio
pasmeLlleHbl Bce Npoduam nonb3osaTens.
Mpumepsbi:
"  Y7106bI CO3aaTb pe3epBHyto Konuio daina file.txt Ha pabouem cTone, yKaxuTe
/Users/<username>/Desktop/file.txt, rae <username> — Balue uma nonb3osaTensa.
®  Yr106bl CO34aTb pe3epBHbIE KOMUK AOMALLIHUX KaTalloroB Bcex Noab3osatenei, ykaxute /Users.

= Y706bl CO34aTb Pe3ePBHYIO KOMMUIO KaTanora, B KOTOPOM YCTaHOB/NEHbI MPUIONKEHUSA, YKaXKUTe
/Applications.

8.2.3 Bblbop COCTOSIHUS CUCTEMBI

Pe3epBHYHO KOMUIO COCTOAHUA CUCTEMbI MOXKHO cO3aaBaTb Ha MalimHax ¢ Windows Vista u OC 6onee
No34HUX BEPCUNA.

[lna aToro B 061acT dnemeHTbl gNA pe3epBHOro KONUpPoBaHUA Bbibepute BapuaHT CocTosHMe
cucTemsl.

B pe3epBHYO KOMWIO COCTOAHMUA CUCTEMBI BK/HOYAIOTCA $ali/ibl NePEYUCNEHHBIX HUKE KOMMNOHEHTOB.

= KoHdUrypauma nnaHMpoBLLMKA 3344

= XpaHunuuwie metagaHHbix VSS

= KoHdurypaumsa cyeT4ymKa NpomnsBoAUTENIbHOCTH

= Cny»ba MSSearch

= (doHOBasA MHTENNIEKTya/IbHaA cyXba nepegaun (BITS)
= Peectp

" UHcTpymeHTapuii ynpasneHuna Windows (WMI)

®  Basa gaHHbIX pernMcTpauum Knaccos Cﬂy)K6 KOMMOHEHTOB

8.2.4 Bblbop kKOHDUrypaummn ESXi

PesepBHasa Konua KoHdUrypaumm xocta ESXi nossonseT BocctaHoBUTL XocT ESXi Ha «ronoe »kenesoy.
BoccraHoBieHMe BbINOMHAETCA C 3arpy304HOr0 HOCUTENA.

BupTyanbHblie MallMHbI, KOTOPbIE BbIMNOJAHAIOTCA HA A4AaHHOM XOCTe, He BK/IIOYEHbI B pe3epBHYIo
Konuto. Co34aTb ANA HUX pe3epBHYO KOMUIKO N BOCCTAHOBUTb UX MOXXHO OTAEN1bHO.

B pe3epBHYO KOMUIO KOHPUTYPALLIMM XOCTa BXOAAT CeAyHOLWME SE€MEHTbI:

= Pasgenbl 3arpy3yumka u akTMBHOTO 3arpy304HOro 610Ka AaHHOTO XOCTa.

= CocTosiHMe xocTa (KOHOUTypauus BUPTYyasibHOM CETU M XPaHWIMLLLA AaHHbBIX, Katoun SSL, ceTeBble
HacTpOWiKK cepBepa U MHGOPMALLMA NOKASIbHOTO NO/Ib30BaTENSA).



PacwmpeHua n ncnpasneHuna, ycTaHOBAEHHbIE MM NO3TAMNHO YCTaHABAMBaeMble Ha XOCTe.

dannbl KypHana.

MpeasaputenbHble Tpe6oBaHUA

B pasgene NMpodunb 6esonacHocTn KoHoUrypaumm xocta ESXi gonkeH 6biTb BKAOUeH SSH.

HeobxoaMmo 3HaTb Napo/ib YYETHOM 3anmcu «root» xocta ESXi.

Mopadok evibopa KoHgpu2ypayuu ESXi

vk wnN

MocneposatencHoO BbibepuTe NyHKTol VIMware > XocTbl U Knactepbl.
MNepenguTe K xoctam ESXi, onsa KoTopbix TpebyeTca co3aaTh pe3epBHble KOMuu.
BbibepuTte xocTbl ESXi 1 wenkHuTe PesepBHOe KonupoBaHMe.

B none Bbibop AaHHbIX, BbibepuTe KoHdurypauma ESXi.

B none Maponb nonb3osatens root ESXi ykaxknte naposib ANA y4ETHOM 3anncK root Ha Kaxkaom
BbIOPaHHOM XOCTE AU NPUMEHUTE OAMH NaPO/ib KO BCEM XOCTaM.

8.3 Bbibop mMecTa Ha3Ha4veHus

B pasgene MecTo coxpaHeHus BbibepuTe 0auH U3 NEepPeYnCTIeHHbIX HUXKE BapMaHTOB.

O6nayHoe XxpaHunuwe

PesepBHbie KONUK ByAYT XpaHUTLCA B 06/1a4HOM LieHTPe 06paboTKM AaHHbIX.

JloKkanbHble Nnanku

Ecnu BbibpaHa ogHa MallMHa, NepenanTe Ha HEN B COOTBETCTBYHOLLYHO NAMNKy UAW BBEAUTE MYTb.

Ecnn Bbl6paHO HECKOJ/IbKO MalLWH, BBeAMTe MyTb K nanke. PesepBHble KONUK 6y,CI,YT COXpPaHATbCA
B 3TOM Nanke Ha Ka)-K,EI,Oﬁ ns3 Bbl6paHHbIX CbM3MLIECKMX MaLWKnH Nnbo Ha MallnHe, Ha KOTOpOl71
YCT@HOB/IEH areHT 414 BUPTyasibHbIX MawWwuH. Ecnm nanka He cywecTByeT, OHa 6yLI,ET CO34aHa.

CeTeBas nanka
370 nanka, 06LWuin AOCTYN K KOTOPOU NpegocTasaeH nocpeacrsom SMB/CIFS/DFS.
MepenguTe K Tpebyemoi obLieit Nnanke nan BBeAnTe NyThb K Hel B cieaytollem popmare:

= [1na o6wmx nanok SMB/CIFS: \\<uMsi_xocTa>\<nyTb>\ nau
smb://<uma_xocTa>/<nyTb>/

= [ns nanok DFS: \\<nonHoe pomeHHoe umA DNS>\<kopHeBoW KaTanor DFS>\<nyTb>
Hanpumep, \\example.company.com\shared\files

Mocne 3TOro HaXKMMUTE KHOMKY CO CTpeikon. Ecan noTpebyeTcs, yKax)ute nms noib3osaTtens n
naposb ANA A0CTyna K obluel nanke.

Manka NFS (goctynHa ana mawuH nog ynpasneHunem Linux uam OS X)

MepeiguTe K Tpebyemort nanke NFS nav BBeanTe nNyTb K Hel B cieaytowem popmaTe:
nfs://<uma xocTa>/<3KCNoOpTUpOBaHHaA nanka>:/<nognanka>

Mocne 3TOro HaXMuTe KHOMKY CO CTPEJIKOW.

HeBO3MOXHO BbINONHUTL pe3epBHOE KonupoBaHue B Nanky NFS, 3almuieHHy0 naponem.

Pa3gen 3oHa 6e30nacHOCTM (4OCTYMHO, €CAKM 3TOT pasaen NPUCYTCTBYET Ha KaXKaoM 13
BbIGPaHHbIX MaLLUWH)

Pasaen 3oHa 6e3onacHOCTM — 3TO 6e30MnacHbIi pa3gen Ha ANCKe MaLUUHBbI, AN KOTOPOM
co3zaHa pesepBHasn Konus. Mepes HaCTPOMKON pe3epBHOM KONUK 3TOT pasaen HeobxoaMmo
co34aTb BpyyHyto. MIHPopmaumio o cosgaHum pasgena 3oHa 6e30nacHOCTH, ero NPeMMyLLecTBax
W OrpaHUYeHusX cm. B pasaene «MHbopmaums o pasgene 3oHa 6esonacHocTu» (cTp. 32).



8.3.1 WHdopmaums o pasgene 3oHa 6€30nacHOCTH

Pasgen 3oHa 6e3onacHoCTM — 3TO 6e3onacHbI pa3gen Ha AUCKe MalluHbI, 418 KOTOPOM co3aaHa
pesepBHasa Konua. B aTom pasgene moryT XpaHUTbCA AUCKU Uan Galisibl STON MaLUUHbI.

Ecnn Ha ancke npousoiaeT dusndeckunii cboin, pesepBHble KONMKM B pasgese 30Ha 6e3onacHoCTH
MOTYT 6bITb yTpayeHbl. MoaTomy pasaen 3oHa 6€30MNacHOCTU He AO/KEH ObITb EANHCTBEHHbIM
XPaHWIMLLEM Pe3epPBHbIX KOMWiA. B KoprnopaTuBHOM cpeae pasaen 30Ha 6e30NacHOCTU MOXKHO
NnpeACcTaBUTb KaK BCTIOMOTraTe/IbHOe XPaHWIWLLE pe3epBHbIX KONWUi, Koraa obblyHOEe XpaHUULLLE
BPEMEHHO HEeAOCTYMHO UAU MNOAKNOUYEHO Yepes MeANeHHbIN UK 3arpy>KeHHbIN KaHan.

Mouemy Hy)KHO UCNO/b30BaTb pa3aen 3oHa 6esonacHocTU?

Paspen 3oHa 6e3onacHOCTU:

obecneynBaeT BOCCTAHOB/IEHME TOIO e AMCKa, Ha KOTOPOM Haxo4uTCA pe3epBHas KOMMA 3Toro
OVCKa;

obecrneynBaeT 3KOHOMHbIN U YAOOHbIN METoA, 3aLLNTbI ZaHHbIX MPU HEMPaBU/IbHOM paboTe
nporpammHoro obecneyeHus, BUPYCHOM aTake UM OLWMOKaX, BbI3BAHHbIX YE/IOBEYECKUM
daKkTopom;

YCTPaHAET HEO6XO,CI,MMOCTb B OTOE/NBHOM HOCUTENIE NN CeTEBOM NOAKNHOYEHUN ANA Pe3EPBHOIo
KOMMpoBaHNA NN BOCCTaHOB/IEHUNA OAHHDbIX; 3T0 0cobeHHO NonesHo Aana nonb3oBaTenen,
KOTOpble MEHAKOT MECTO PaCnooXKeHUA.

MoXeT CNyXuTb NepBUYHbIM HazHaAYeHMEM NPU UCNOJIb30BAHUU PENINKAUMN pe3epBHbIX Konui.

OrpaHuyeHmA

Paspen 3oHa 6e30nacHOCTU HEBO3MOXKHO opraHu3oBaTb Ha KomnbtoTepe Mac.

Pasaen 3oHa 6e3onacHOCTM — 3TO pa3gen Ha 6a3oBom Aucke. Ero HEBO3MOXHO OpraHn3oBaTh
Ha AMHAMMYECKOM AMCKE WM CO3AaTb KaK IorMyeckuin Tom (ynpasasembiii LVM),

Pa3nen 3oHa 6e3onacHocTn popmatmpyetca B pannosyto cuctemy FAT32. MocKkonbky B FAT32
Aencteyet orpaHuyeHue 4 ' Ha pasmep ¢alinos, To pesepeHble Konun 6o/blero pasmepa
pa3buBatoTCA Ha YacTu NPU CoXpaHeHMM B pa3gen 3oHa 6e3onacHOCTU. ITo He BAMAET Ha
npoueaypy Pe3epBHOro KONMPOBaHWUA U Ero CKOPOCTb.

Pasaen 3oHa 6e3onacHOCTU He Noaaepxuneaet Gopmat og4Horo daiina pesepeHoi Konuu (cTp.
119). Npw M3MEHEHUN Ha3HAYeHUA Ha pa3gen 3o0Ha 6e30MacHOCTM B NiaHe pe3epBHOro
KOMMPOBaHMWA, KOTOPbIN MMEET CXEMY pe3epBHOro KonuposaHus Beerga MHKpemeHTHoe (0auH
daiin), paHHan cxema 3ameHseTcA cxemoli ExkeHeaenbHO NONHOE, eXKeaHEBHO MHKPEMEHTHOe.

Co3paaHue pa3gena 3oHa 6e3onacHOCTU

1.
2.

OnpegenuTte AUCK, Ha KOTOPOM HEOBXOANMO CO3A4aTb pasaen 30Ha 6e3onacHOCTU.

Y106bI NPOCMOTPETH HOMEP AMCKA, 3aNyCTUTE MHTEPdENC KOMAHAHOW CTPOKKU 1 BBEAUTE
acrocmd list disks.

Bocnosb3yiiTeck KomaHaon create asz ytuautel acrocmd. OTa KomaHAa CHavana UCNosb3yeT
nepepacnpeaefneHHoe NPOCTPaHCTBO Ha 3TOM AMcKe. ECM 3TOro NpoCcTpaHCTBa HEAOCTAaTOUHO,
6epeTca cBob604HOE NPOCTPAHCTBO C YKa3aHHbIX TOMOB. [oApo6HY0 MHDOPMALMIO CM. B
pasaene «MpeobpasoBaHue gUCKa B pe3yabTaTe co34aHUA pasaena 3o0Ha 6e30MacHOCTM» HUXKe.

Mpumepbl:

= CospgaHue pasgena 3oHa 6e30MacHOCTM Ha gucKe 1 NoKanbHOW MaliuHbl. ByaeT co3aaH
pa3gen 3oHa 6e30MacHOCTM C pa3mepom Mo YMONYaHMIO, KOTOPbIM onpeaenseTca Kak
cpefiHee 3HaYeHMe MeXay MaKcMmanbHbIM (pasmep BCero HepacnpeaeneHHoro
NPOCTPaHCTBa) N MUHUMaAbHbIM (0KoM10 50 MB) 3HaueHnaMu.



acrocmd create asz --disk=1

= CosgaHue 3alMLLEHHOrO Naposiem pasgena 3oHa 6e3onacHocTy pasmepom 100 B Ha ancke
2 NOKanbHOM MaluHbI. Ecamn HepacnpeaeneHHOro NPoCcTPaHCTBa HEAOCTAaTOYHO,
NPOCTPAHCTBO ByAET B3ATO CO BTOPOro TOMa 3TOro AMCKa.
acrocmd create asz --disk=2 --volume=2-2 --asz_size=100gb --password=abc12345

= Co3pgaHue pasgesna 3oHa 6besonacHocT pasmepom 20 I'b Ha ancke 1 yaaneHHOM MalUMHBI.
acrocmd create asz --host=192.168.1.2 --credentials=john,passl --disk=1
--asz_size=20gb

MoppobHoe onncaHne KOMaHabl create asz cm. B cnpaBKe No KOMaHAHOM CTPOKe.

I'Ipe06pa303a|-me AVCKa B pe3ynbTaTe co3gaHuA pa3gena 30Ha 6e3onacHocTH

=  Pasgen 3oHa 6e30MacHOCTM BCerga co34aeTcs B KOHLE XKeCTKOro amcka. Mpu BblMMCAEHUM
OKOHYaTe/IbHOM pa3meTKM TOMOB Nporpamma cHavana byaeT ncnosib3oBaTb HepacnpeaesieHHoe
NMPOCTPAHCTBO B KOHLE.

= ECAM B KOHLE AMCKA HE3aHATOro NPOCTPaHCTBA HET UM HeQOCTaTOYHO, HO CyLLecTByeT
He3aHATOe NPOCTPAHCTBO MEXAY TOMaMK, TO 3TM ToMma ByayT nepemelleHbl, 4Tobbl A06aBUTb
60/blle He3aHATOro NPOCTPAHCTBA K KOHLLY.

= EC/M BCe He3aHATOe NPOCTPAHCTBO COBbpaHO, HO ero He XBaTaeT, TO Nporpamma 3abepet
cB060OAHOE NPOCTPAHCTBO M3 TOMOB MO BbI6OPY, NPOMNOPLNOHANBHO YMEHBLINB UX pasmep.
MN3meHeHWe pasmepa 3ab10KMPOBaHHbIX TOMOB MOKeT NoTpeboBaTh NepesarpysKu.

= Tem He MeHee Ha TOMe A0/IKHO 6bITb CBOBOAHOE NPOCTPAHCTBO A1 PaboTbl OnepaunoHHON
CUCTEMbI M NMPUNOXKEHUN, HaNPUMEP A5 CO34aHNs BpeMeHHbIX paiiios. MNporpamma He bygeT
YMEHbLIATb pasmep TOMa, Ha KOTOPOM CBOOOAHOE NMPOCTPAHCTBO MEHbLLE UKW PAaBHO 25 %
obuwero o6bema Toma. TO/NIbKO €C/IM BCE TOMA Ha AncKe byayT umeTb 25 % nam meHblue
cBOHOAHOrO NPOCTPAHCTBA, NPOrPAMMA NPOLO/IKUT NMPONOPLIUOHAIbHOE YMEHbLUEHME TOMOB.

Kak cnefiyeT ns npvBeAeHHbIX Bbille COODPaXKeHNN, He PeKOMEHAYETCA YKa3blBaTb MAaKCMMAJIbHbI
BO3MOXKHbI pa3amep pa3aena 3oHa 6esonacHocTn. CheacTenem sToro byaet oTcyTcTBMe CBOBOAHOMO
NPOCTPAHCTBA Ha /1I06OM TOME, YTO MOXKET NPUBECTM K HecTabuabHoW paboTe onepauMoOHHOM
CUCTEMbBI MU NPUNOKEHNI TNBO AarKe K HEBO3MOXKHOCTU MX 3aMyCKa.

8.4 PacnucaHue

MapameTpbl pacnMcaHna 3aBUCAT OT TOTO, KyAa ByayT COXPaHATLCA pe3epBHbIe KOMUM.

O6nauHoe XpaHUAULEe AaHHbIX

Mo yMONYaHUIO pe3epBHOE KOMMPOBaHWeE BbIMOJHAETCA eXeAHEBHO C NOHeAeIbHMKA NO NATHULY.
MoskHO Bbl6paTb Bpems 4/1 3anycKa pe3epBHOro KONMpPoBaHus.

YT06bI CMEHUTD YacCToOTy CO34aHMA pe3epBHoi/'| KoMK, nepetawinte NON3yHOK U 3ap,a171Te pacnucaHune
pe3epBHOro KoOMNMpoBaHUA.

BHumaHue! [Mpu nepsom pe3epsHOM KONUPOBAHUU MPoUCXooum rnosaHas o06pabomka ecex OaHHbIX, 103Momy
OHO 8blnoaHAemcA donvwe nocnedyrowux. Bce nocnedyrowjue pesepsHolie KONUU A8AAIOMCA UHKPEeMEHMHbIMU,
6nazo0daps yemy npouedypa ux 8bIMOMHEHUA 3aHUMAEM 3HAYUMesIbHO MeHbWE 8peMeHU.

Mpu BbINONHEHUU pe3epBHOro KOMUPOBAHUA B ApYyrue XpaHUAuLWA

MoxHO Bbl6paTb OAHY N3 CTAHOAPTHbIX CXemM pe3epBHOINro KoONMpoBaHMA NaN CO34aTb CO6CTBeHHyIO.
Cxema BXOOMT B COCTaB NaaHa pe3epBHOro KOMMpPoBaHNA U COOEPKUT PaCnMCaHNE N MeTObl
CO34aHNA pe3epBHbIX KOMWiA.



B pa3gene Cxema pe3epBHOro KONMPOBAHUA BbibepuTe OANH U3 NEPeUYNCIEHHbIX HUKE BAPUAHTOB.

[TonbKo pe3epBHble KOMWUK Ha YPOBHE AMCKOB] Bceraa MHKpemeHTHble (0auH daiin)

Mo yMOA4aHUIO pe3epBHOE KOMMPOBaHME BbIMOHAETCA eXeAHEBHO C NoHeAe/lbHMKa No
NATHULY. MOXHO Bbi6paTh Bpems A1a 3anycka pe3epBHOro KonMpoBaHuA.

Y106bI CMEHUTB YacCToTy CO34aHMA pe3epBH0171 KoMK, nepetawnte NoN3yHOK N 3a,u,al7|Te
pacnncaHne pe3epBHOro KONMpPoBaHUA.

[ns pesepBHbIX KON UCNONb3YETCA HOBbIN GopMaT pe3epBHOM KONMK B BUAE ogHOro dainna
(cTp. 119).

3Ta cxema HeZOoCTyMnHa Npu BbINOJHEHUU PE3EPBHOrO KONMPoBaHUA B 30HY 6e30nacHoCTM.
Bcerpa nonHoe

Mo yMon4YaHUIO pe3epBHOE KOMMPOBaHMWE BbIMOHAETCA eXeAHEeBHO C NOHeAe/lbHMKa No
NATHUUY. MOXHO BblbpaTb BpemMsa A1a 3aMycKa pe3epBHOro KONMPOoBaHKA.

YT06bl CMEHUTL YaCTOTY CO34aHNA PE3EPBHOM KOMUM, NepeTaLiuTe NoI3yHOK M 3aganTe
pacnucaHue pes3epBHOro KONMMPOBaHMA.

Ka)K[l,bIVl pPa3 Cco34at0TCA NOJIHble pe3epBHbIE KOMUN.
ExXeHeaenbHO NONHOe, eXXeAHEeBHO UHKPEeMeHTHOoe

Mo ymonyaHuio pe3epBHOe KONMPOBaHME BbINOAHAETCA eXXeAHEBHO C NoHeAeNbHMUKA No
nATHULY. [ HN HeJenn v Bpemsa 3anycKka pe3epBHOro KONMPOBaHUA MOXKHO U3MEHUTb.

Pa3 B Hegento co3gaeTcsa NoaHaA pesepBHas KonuaA. OcTanbHble KOonun ByayT MHKPEMEHTHbLIMMU.
Bpems co3gaHua NoJiHOM pe3epBHOM Konuu onpeaenaetca napametTpom ExxeHegenbHoe
pesepBHOe KonupoBaHue (LLeIKHUTE 3HAYOK LLeCTepeHKM U Bbibepute MapameTpbl pe3epBHOro
KonupoBaHusa > ExxeHeaenbHoe pe3epBHOE KONUpoBaHue).

Monb3oBatenbcKkue

3aganTe pacnucaHua gnsa NonHbIX, AnddepeHuUmanbHbiX U MIHKPEMEHTHbBIX PE3EPBHbIX KOMUNA.

OnddepeHumanbHoe pe3epBHOE KONMPOBaHME He BbIMOMHAETCA Ana AaHHbIX SQL, Exchange u
COCTOAHWUA CUCTEMBI.

[ononHutenbHble NapameTpbl pacnucaHus

[na Kaxkaoro mecta HasHavYeHUA MOXKHO BbINONHUTb cnegyowme Fl,el‘;lCTBVIFI:

3apaTb MHTEPBaA AaT, B Te4eHne KoToporo 6yaeT Mcno/ib3oBaThCA YKazaHHOE pacnucaHue.
YcraHoBsuTe GpnaXKoK BbINOAHATL NNaH B Anana3oHe AaT U YKaXKuTe AnanasoH Aar.

OTK/OYMTL pacnuncaHue. Korga pacnucaHune oTK/AOYEHO, Npasuia XpaHeHWsa He MPUMEHRAIOTCA 3a
UCKIOYEHNEM CyYas, NPY KOTOPOM pe3epBHOE KONMMPOBaHWE 3anyLEeHO BPYUHYIO.

HacTpouTb 3a4epKKy C MOMEHTa 3anNaHNMPOBAHHOMO BPeMEHU. 3HaYeHMe 3a4ePKKN ANA
KaXk40M MallnHbI BbIBUPAETCA Cy4ailnHO M HAXOAMTCA B AMana3oHe OT HYAs A0 MaKCMMaAbHOMo
3HaYeHuA, KOTOPOoe Bbl yKaxKeTe. MapameTp MoKeT 6biTb None3eH ANA pe3epPBHOro KONUMPOBaHUA
HECKO/IbKMX MaLUWH B CETEBOE XpaHMUANLLE, YTOObI N36eXKaTb YPE3IMEPHO 3arpysKu ceTu.

LLlenkHWTe 3HAYOK LLUECTEPEHKM, 3aTeM NOCNeA0BATENbHO BbibepuTe NyHKTbI MapameTpbl
pe3epBHOro KonuposaHua > NnaHMpoBaHMe 3a4a4. YcTaHoBUTE PaaxKoK Pacnpepenatb Bpems
3anycKa pe3epBHOro KONMPOBAHMUA NO AOCTYNHOMY BPEMEHU, 3aTEM YKAXKUTE MaKCUMAJ/IbHYIO
3a4epKKy. MPoAoAKNTENbHOCTb 3a4EPXKKN ANA KaXKA0W MallUMHbI onpeaenaeTca npu
NPUMEHEHMW NaHA Pe3ePBHOIO KOMMPOBAHUA K MALLMHE U OCTaeTcA HEM3MEHHOM [0 Tex Nop,
MoKa B NJ1IaHe pe3epBHOro KONMPOBAHMA He ByaeT M3MEHEHO MAKCMMAJIbHOEe 3HaYeHne
334EPXKKMU.

MpumeyaHue. 3mom napamemp 8KsH0Y€EH 0 YMOAYAHUIO C MAKCUMasbHOU 3adepyckoli 30 MuHym.




8.5 [lpaBuna xpaHeHus

1. UWenkHuTe Bpema xpaHeHUA.
2. B pasgene OuncTKa BbibepuTe OAMH N3 NEPEUYNCIEHHBIX HUXKE BapUaHTOB.
" o Bo3pacTy pe3epBHOM KONUM (N0 YMOIYAHWIO)

YKaxKunTe, B TeYEHNE KaKOro CPOKa HYXKHO XPaHUTb pe3epBHble KOMWUK, CO3AaHHbIe NAaHOM
pe3epBHOro KonnmposaHuaA. Mo ymonyaHuio Npasuaa XpaHeHMA 3a4at0TcA OTAeNbHO ANs
Kaxkaoro Habopa pesepBHbIX Konuii (cTp. 119). YTobbl Ucnonb3oBaTh 0AHO NPABUAO ANA BCEX
pe3epBHbIX KONUi, LiefkHUTe MepeiTn Ha UCNOIb30BaHUE O4HOro NpPaBuaa ANa Bcex
HabopoB pe3epBHbIX KOMNWIA.

" [lo KoNnuecTBy pe3epBHbIX KOonuii
YKarKnte MakCMManbHOE KONMYECTBO XPaHMMbIX pe3epPBHbIX KOMUIA.

= XpaHuTb pe3epBHble KONUU HeonpeaeNeHHOo A0ro

MpumeyaHue. Pe3epsHyrO KOMUK, KOMOPAA XPAHUMCA 8 /I0KAbHOU uau cemesoli Nanke, He803MOMCHO
y0anume, ecau y Hee ecmeo 3a8UcUMble pe3epaHble Komnuu, He nodaexcaujue yoaneHuro. Takasa yenovka 6ydem
y0asneHa MoaHOCMbI0 MObKO Mo20d, K020a 30KOHYUMCA CPOK XPAHEHUs 8cex 8X00SUjUX 8 Hee pe3epeHbIX
konuli. [1na XxpaHeHus pe3epeHsix Konull, ydasneHue Komopbix omsaoxeHo, mpebyemcs 00MoaHUMenbHoe
mecmo Ha ducke. Kpome moao, 803pacm u Koau4ecmeo pe3epsHbix Konuli mo2ym rnpessiiame YKA3aHHbIe
8aMU 3HAYeEHUS.

8.6 Pennukauus

Ecnu BKAOYMTD pPenIMKaLmMio pe3epBHbIX KOMWUIA, TO KaxKaan pe3epBHasn KONUs KONMpyeTca BO BTOPOe
XPaHWAMLLE Cpa3y e nocse co3gaHua. Ecnm penankaumm paHee Co3AaHHbIX pe3epBHbIX KONWUit He
BbINOJIHAMACL (Hanpumep, 6b110 YTPAYEHO CETEBOE NOAK/OYEHME), TO MPOrpaMmma TaKKe BbINOJAHUT
PenANKaLMIO BCEX Pe3EPBHbIX KOMWIA, KOTOPble NOABUANCH NOCAE NOCAeAHEN YCNeLWHOW
penanKauuu.

PennvumpoBaHHble pe3epBHble KONWUK HE 3aBUCAT OT Pe3ePBHbIX KOMWIA, OCTaBLUMXCA B UCXOL4HOM
XpaHUAWLLE N HA060POT. MOXKHO BOCCTAaHOBUTL AaHHble U3 060 pe3epBHOM Konun 6e3 gocTyna K
APYIMM XpPaHUAWLLAM.

anMepr ncnosib3oBaHuA
®* Hape)XHoe aBapuitHOe BOCCTaHOB/eHUe

XpaHuTe pesepBHble KOMWM IOKaNbHO (41A HeMeA/leHHOTO BOCCTAHOB/EHUSA) U yAaNeHHO (YTobbI
3aLUTUTL pPe3epBHble KOMUKU NPU OTKa3e JI0KaNIbHOMO XPaHUANLA AAHHbIX UAN CTUXMIAHBIX
b6eacTeuaAXx)

"  Wcnonb3oBaHue 061auHOro XpaHUAULLA AaHHbIX ANA 3aLUTbl AaHHbIX NPU CTUXUIAHBIX
6epcTBUAX

PennMu,MpyVlTe pe3epBHblie KONnn B obnauyHoe XpaHunnunuie aaHHbIX, Nnepeagas TO/IbKO U3SMEHEHUA
AaHHbIX.

. CoxpaHeHMe TOJZIbKO nNocsieaHUX ToO4YeK BOCCTaHOB/1IeHUA

Ypanute CTapble pe3epBHble KON n3 6bICTp0AEI7ICTByI-OLLI,EI'O 3anoOMUHarouwero YCTpOﬁCTBa B
COOTBETCTBMU C NpaBU1aMMN PE3EPBHOIO KOMMpPOBaHHUA, yTob6bI 6E3 HEO6XOAI/IMOCTI/I HE
MCNONb30BaTb EMKOCTb XpPaHEHWNA AaHHbIX.

NoapepKuBaemblie pacnonoXKeHus
MO>KHO BbINOJIHUTb penanKkauunto pe3epBHoV1 Konuu u3 nroboro YKa3aHHOIO HUXe pacno/1IoKeHUA:

®  JlokanbHaAa nanka



= CeTveBas Nanka

=  30Ha 6besonacHocTH
MOKHO BbINOMHUTL penanKkauunto p63€pBHOﬁ Konuu 8 ntoboe YKa3aHHOE HUXKe pacnosioxKeHune:

®  JlokanbHaAa nanka

= CeTeBaA nanka

= 06nayHOE XPaHUULLE AAHHbIX

lMopAdok eKtoYeHUA penauKayuu pe3epeHbix Konuli

1. Ha naHenu nnaHa pe3epBHOro KONMPOBAHMA BKAKOUUTE Nepekntoyatens Penamumposatb
pe3epBHble KONUU.
3TOT NnepeKkatoYaTeNb 0OTOOPAXKAETCA TOIbKO B TOM C/yYae, eCcv NoaaepKuBaeTcsa penankaumns
M3 PacnosioXKeHus, BbIbpaHHoro B nose Mecto coxpaHeHus.

2. B none Mecto gna penankauum yKaxknute Mecto HasHayeHMa penanKkauum, Kak onmcaHo B
pa3gene «Bbibop mecTa HazHauveHusa» (cTp. 31).

3. B none CpoK XpaHEHUA YKaXKMTe NpaBuIa XpaHEeHUA, Kak onuncaHo B pasgene «lpasuna
XxpaHeHua» (cTp. 35).

8.7 LUndposaHune

PekomeHayem WwWndpoBaThb BCe pe3epBHbIe KOMUKU, KOTOpble XPaHATCA B 06/1a4HOM XpaHUAULEe
[aHHbIX, 0COBEHHO B TOM C/ly4yae, eC/i1 Baller KOMMNaHMM Heobxoaumo obecneynTb COOTBETCTBUE
TpeboBaHMAM PeryaaTopos.

BaxcHas uHdpopmayua. Ecau esi nomepseme unu 3abydeme naposb, 80CCMAHOBUMb 3aUIUGPOBAHHbIE
pe3epeaHbie Konuu 6yoem He803MOMHO.

LLUndpoBaHue B NNaHe pe3epBHOro KONMPOBaHMUA

Y106bI BKAOUNTD LINDPOBAHME, YKAKNUTE HACTPOMKKN WNdPOBAHMA NPU CO34aHMM NAAHA PE3EPBHOIO
KonupoBaHusa. MNocsie NPUMEHEHMA NJ1aHA PE3ePBHOI0 KONUPOBaHMA HAaCTPOMKK WKdpoBaHUs byaeT
HEBO3MOXHO M3MeHMUTb. YToObl MCNO/Ib30BaTb APYrMe HaCTPOMKK WKdpoBaHUA, co3aaliTe HOBbI
NiaH pe3epBHOro KONMPOBaHUA.

OnpedeneHue HacMpoekK wugpoeaHus e rnaaHe pe3epeHo20 KonupoeaHus

1. Ha naHenu nnaHa pe3epBHOro KONMPOBaHMUA BKAOUUTE NepektodaTensb LndposaHume.

2. YKaxute N NoATBEPANUTE Napob WKPOBAHMS.

3. BblbepuTe 04MH U3 CAeayoWMX aAropuTMOB LWMGPOBaAHUA:

= AES 128 — pesepBHble Konuu 6yayT 3awmndpoBaHbl ¢ UCNoAb30BaHMEM anroputma AES u
128-paspAagHoro Kawoua.

= AES 192 — pesepBHble Konuu 6yayT 3awmndpoBaHbl ¢ UCNosib3oBaHMeM anroputma AES u
192-paspagHoro Kawoua.

= AES 256 — pe3epBHble Konuu byayT 3awmndpoBaHbl C UCNoAb30BaHMeM anroputma AES u
256-paspagHoro Kntoya.

4. Haxmunte KHonky OK.

LLindppoBaHue KaK CBOMCTBO MALUMUHDI

JtoT napameTp npeagHasHa4vyeH gaa agMMHNCTPATopPoOB, KOTOpPbIE pa60Ta+0T C pe3epBHbIMU KONUAMU
HECKONbKMX MaLLUnH. Ecau HGOGXOAI/IM YHMKaﬂbelﬁ naposb LIJI/Id)pOBaHl/Iﬂ Aana Ka)'KAOﬁ MaLWNnHbl TN



HY»KHO MPUHYAUTENBbHO WKNPOBATL Pe3epBHbIE KOMUM HE3ABMCMMO OT HAaCcTPOEK LWMPOBaHUA NaaHa
pe3epBHOIO KOMMPOBaHMA, COXPAaHMUTE HAaCTPOMKM WNOPOBAHMA Ha KaxKA0W MalUMHE B OTAE/bHOCTY.

CoxpaHeHue HacTpoek WKdPoBaHNA Ha MalLMHE BAUAET Ha NAaHbl Pe3epPBHOro KONMpoBaHus
cneayrowmm obpasom:

" [naHbl pe3epBHOro KONMPOBAHUA, KOTOPbIE Y}Ke NPUMEHEHbI K MaluuHe. ECNM HacTpoiKM
wndpoBaHUA B NNaHe Pe3epBHOro KONMPOBaHUA pasHble, MPOLLECChl Pe3epPBHOro KONMPOBaHMS
3aBepuiartca cboem.

® [lnaHbl pe3epBHOro KONUPOBaHMUA, KOTOpble 6yAYT NPUMEHEHDbI K MaLlLMHe no3yKe. HacTpoliku
WNPPOBaAHUA, COXPAHEHHbIE Ha MalLUHE, MepeonpeaensaT HaCTPOMKK LWKMPOBAHUA B NaaHe
pe3epBHOro KoNnpoBaHus. /ltoban pesepBHasa Konua byaeT 3alWwmndpPoBaHa, AaxKe ecm
WKNPpPOBaHNE OTK/IIOYEHO B HACTPOIKAX MNaHa pe3epBHOro KONUPOBaHMS.

Mocne coxpaHeHUA HAaCTPOEK MUX HENb3A USMEHWUTb, HO UX MOXKHO COPOCUTb, KaK ONMUCAHO HUMKE.
3Ta BO3MOXKHOCTb A0CTYMHA To/IbKO MawmnH Windows uam Linux. OHa He nogaepxusaetca aaa OS X.

3Ty BO3MOXKHOCTb MOYHO MCMO/Ib30BaTb HAa MalUMHE € 3anyLeHHbIM areHTom ans VMware. OgHako
cnepnyet cobnt0a4aTb OCTOPOMKHOCTb, EC/IU K 0AHOMY cepBepy vCenter Server NnoAKNHOYEHO HECKO/IbKO
areHToB ana VMware. O6s3atenbHoe TpeboBaHMe COCTOUT B TOM, UTO A1 BCEX areHTOB HAaCTPOMKM
WwndpoBaHUA A0NKHbI ObITb OAMHAKOBbI, MOCKO/IbKY MeXKAY HUMN MMEET MEeCTO NpoLLecc
pacnpeaeneHus Harpysku.

CoxpaHeHue HacmMpoeK WugpoeaHus Ha MawluHe

1. BolauTte Kak agmuHucTpatop (B Windows) nam nonb3osatens root (8 Linux).

2. BbINoAHUTE Cneayrowmi CLLEHAPU:

= B Windows: <nyTb_K_ycTaHoBKe>\PyShell\bin\acropsh.exe -m manage_creds
--set-password <naponb_unppoBaHua>

3aecb <NYyTb_K_YCTAHOBKE> — 3TO NyTb K YCTAHOB/IEHHOMY areHTy pe3epBHOro
KonupoBaHuA. 10 yMOAYaHUIO OH YCTaHaBANBAETCA B
KaTanor %ProgramFiles%\BackupClient.

= B Linux: /usr/sbin/acropsh -m manage_creds --set-password <napo/sib_uwudppoBaHus>
PesepBHble Konuu ByayT 3awmdpoBaHbl ¢ UCNOIb30BaHNEM anropuTma AES 1 256-paspsagHoro
K/tova.
Cbpoc HacmpoeK wugposaHuUs Ha MawuHe
1. BonauTte Kak agmuHucTpatop (B Windows) nam nonb3osatesnsb root (B Linux).
2. BbINoaHWUTE creayoWwmin CLLEeHaPUIA:

= B Windows: <nyTb_K_ycTaHoBke>\PyShell\bin\acropsh.exe -m manage_creds --reset

3pecb <MNyTb_K_YCTAHOBKE> — 3TO NyTb K YCTAHOB/IEHHOMY areHTy pe3epBHOro
KonupoBaHusa. Mo yMONYaHWIO OH YCTaHAB/IMBAETCA B
KaTanor %ProgramFiles%\BackupClient.

= B Linux: fusr/sbin/acropsh -m manage_creds --reset

BHumaHue! [Mocne c6poca HACMpPoeK WUPPOBAHUA HA MAWUHE, pe3epeHble KONUPosaHus 3mol MauwluHbl He
6ydym 8binoaHAMbCA. Ymobbl npodoamums pesepeHoe KOMuposaHUe MAaWUHbI, co30alime Ho8bil NaaH
pe3epsHo20 KoMuUpPoB8aHUS.

MNopAapoK paboTbl wnppoBaHua

Anroputm WwndposaHua AES BbinonHaeTca B pexkume CBC (Lenoyka wndpobaokos) U UcnonbayeT
chOpPMMPOBAHHDBIN CyYalHbIM 06Pa30M KoY YKa3aHHOIo NnoJsib3oBaTtenem pasmepa (128, 192 nam



256 6uT). Yem Bonble pasmep KAtoYa, Tem Aoblue byaeT BbINOAHATLCA WKMbpPOoBaHNE pe3epBHbIX
KOMui U Tem Bbilwe byaeT 6€30MacHOCTb AaHHbIX.

3aTem KoY WndppoBaHMA WNpPyeTCa C MOMOLbIO anroputma AES-256, ncnonb3ya B KadecTse Katoya
xaw napons SHA-256. Cam naposib He coxpaHseTca rae-1mbo Ha AMCKe UAK B pe3epBHbIX Konusax. B
Lenax NpoBepKM NCNOb3yeTcA X3 napond. Takaa ABYXypOBHEBAA CXema 3aLuTbl NO3BOAET
obe3onacuTb AaHHbIE PE3EPBHOMN KONUM OT HECAHKLMOHMPOBAHHOIO A0CTYyNa, HO BOCCTAaHOB/IEHME
YTPAYeHHOro Napona HEBO3MOMKHO.

8.8 3anyck pe3epBHOro KONMpoBaHUS BPYUYHYIO

1. BbibepuTe MalwKHy, ANA KOTOPOK 3aZaH XOTA 6bl OANH NaH Pe3epPBHOrO KONMMPOBAHMA.
2. Haxmute KHONKy Pe3epBHOe KonupoBaHue.

3. Ecnv npumeHeHO HECKO/IbKO MJIAHOB, BbIbEpPUTE O4MH U3 HUX.

4. Ha naHenu nnaHa pe3epBHOrO KONUMPOBAHWUA HaXXMMUTE KHOMKY 3anycTUTb ceifvac.

Mporpecc BbINOAHEHUA PE3ePBHOIO KONMPOBaHWA oTobparkaeTcs B cTonbue CocToaHue gnn
BbI6PaHHOM MaLLUHBI.

8.9 [lapameTpbl pe3epBHOro KONMpoBaHUS

Y106bl UI3MEHUTb MapaMeTpbl Pe3ePBHOr0 KOMUPOBAHUSA, LLLEIKHUTE 3HAYOK LIECTEePHU PAAOM C
MMEHEM MNiaHa Pe3epBHOro KOMMPOBAHMA N HaXXMUTe KHONKY MapameTpbl pe3epBHOro
KonupoBaHuA.

[oCTYyNHOCTb NapameTpoB pe3epBHOro KONMpPoBaHUA
Habop A0CTYMHbIX NapaMeTPoB pPe3epPBHOro KONMPOBaHMA 3aBUCUT OT CeAyoWmX GpaKkTopos:

= Cpepaa, B KoTopow paboTaeT areHT (Windows, Linux, OS X).

" Tun AaHHbIX, 418 KOTOPbIX BbINOJHAETCA pe3epBHOE KoNMpoBaHue (gUCKK, dainbl, BUPTyasibHble
MalLVHbI, laHHbIE MNPUNONKEHMS).

= MecTo Ha3HayeHUs pe3epBHOoi Konun (061avHoe XpaHMAULLLE AaHHbIX, 10KaAbHAA UK ceTeBan
nanka).

B cnepyroueit Tabnuue npeacrasneHbl 0606LeHHbIe CBeaeHUA No A0CTYNHOCTM NapameTpos
pe3epBHOro KONMPOBaHUA.

Pe3epBHoe Pe3epBHoe saQLu
KonupoBaHue Ha KonupoBaHue Ha BupTyanbHble MaLUMUHbI Exchange
YPOBHE AUCKOB ypoBHe ¢aiinos
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8.9.1

OnoBeLeHus

3a yKa3aHHOe KO/IMYecTBO AHel NoapAa He CO34aHO YCNELWHO HU O4HOM

pe3epBHOI KoONUw.

3HayeHMe No yMoNYaHuio: OTKAOUEHO.




3TOT NapameTp onpeaenseT, byaeT M co3aaBaTbCA ONOBeELLeHWe, eCAK 3a YKa3aHHbI nepuos,
BpeMeHU NNaHOM pe3epBHOro KonNnpoBaHMA He 6yaeT ycnewHo co3AaHo HU 04HOM pe3epBHO
Konuu. MoMUMO NPOLLECCOB pPe3epBHOro KONMPOBaHMA, KOTopble 3aBepLIMANCL cboem, Nporpamma
CYMTaeT pe3epBHble KOMUKU, KOTOoPbIe He BbIMOAHAKTCA NO pacnucaHunio (OTCYTCTBYIOLLME pe3epBHble
Konuu).

OnoseweHnA co3gatoTca Ana KOHerTHOﬁ MalWWnHbI U 0To6pa>+<a}0Tc5| Ha BKNaake OnoBeleHUA.

MO3KHO 3a4aTb KO/IMYECTBO AHel noapaa 6e3 co3gaHHbIX pe3epBHbIX Konuit. Mo ucteyeHnn
YyKasaHHoro nepuoaa byaet copmmpoBaHO yBegoOMIEHME.

8.9.2 KoHconuaauusi pesepBHOM KOMUK

3TOT NapameTp NPUMEHNM A5 CAeayoLWmMX CXeM pe3epBHOro KonnposaHua: Beerga nosHoe,
E)xXeHeAeNbHO NOJIHOE, eXKeAHEBHO MHKpemeHTHoe 1 Monb3oBaTenbCcKue.

3Ha4yeHune no YMOTYaHUIO: OTKAOYEHO.

KoHconngauma — 3To npouecc o6beamHeHus ABYX U 6osiee nocsief0BaTe IbHbIX Pe3epPBHbIX KOMWii B
OAHY pe3epBHYIO KOMNUIo.

Ecnu 3TOT MapameTp BK/IKOYEH, TO pe3epBHas KoMNus, KOTopas 40/KHa BbITb yaaneHa Npu o4ncTke,
KOHCONMANPYETCA CO CeayioLLell 3aBUCUMOI pe3epBHOMN Konnen (MHKpeMeHTHas Uau
anddepeHymanbHas).

B npoTnBHOM cnyyae gaHHaA pe3epBHaAA KOMKUA COXPaHAETCA A0 TeX Nop, NOKa Bce 3aBUCUMble
pe3epBHble KON He CTaHYT NPeaMETOM ANA yaAaneHuAa. 3To nomoKeT nsberkartb noTeHunanbHO
LI,OJ'II'OVI KOHCOMAaaunun, HO TDE6YET AONO/THUTENNIbHOTO NPOCTPAHCTBA A1A XPaHEHUNA pe3epPBHbIX
Konwuia, yAaneHne KoTopbiX OTKNaAbIBaeTcA. Bo3pacT nam KonmyecTso pesepBHbIX Konui mMmoryT
npeBbICUTb 3HAa4YE€HWA, 3a4aHHbIE B MPaBU/1IaX XpPaHEHUA.

BaxcHo! Heobxo00umo yyumsieams, Ymo KOHCOAUOaUUsA — 3mo rnpocmo 00UH U3 Memo0o8 yoaseHUs, HO He
anbmepHamuea yoaseHuro. mozosaa pe3epsHas Konus He 6ydem codepramb OaHHbIe, Komopbie
npucymcmeosanu 8 yoasneHHol pe3epsHol Konuu u omcymcmeosanu 8 ocmaswelica UHKpemMeHmHoU uau
JugppepeHyuansHoli pesepsHoli Konuu.

8.9.3 [lpoBepka pe3epBHON KOMWM

lMpoBepKa — 3TO onepauua nNo onpeaeneHno BO3MOXHOCTU BOCCTAaHOBAEHUA AaHHbIX U3 pe3epBH017|
Konuu. Ecan aTOT NapameTp BKAKOYEH, TO KaXKAaa pe3epBHaA KONuA, CO34aHHaA B COOTBETCTBUM C
N1IaHOM pe3epBHOIo KONMPoBaHUA, NPOBEPAETCA HENOCPEACTBEHHO NOC/NE CO34aHUA.

3HayeHMe No yMonYaHuio: OTKAOUEHO.

Mpu NpoBepKe BbIYNCAAETCA KOHTPO/IbHAA CyMMa A4 KaxKAoro 6710Ka AaHHbIX, KOTOPbIA MOMKHO
BOCCTaHOBWTb M3 AAHHOW Pe3epBHOM KOMNUKU. EAMHCTBEHHOE UCKNIOYEHNE — NPOBEPKA Pe3epBHbIX
KONuii Ha ypoBHe $alinoB, KOTOPbIE PACNONOMKeHbl B 06/1a4HOM XPaHUAULLE AAHHbIX. DTN pe3epBHble
KOMWM NPOBEPAITCA MNyTeM NMPOBEPKMN COrNacoBaHHOCTY METAaAaHHbIX, COXPAaHEHHbIX B Pe3epBHOM
Konuwu.

MpoBepKa — 3TO A/IMTE/bHbIN NPOLLECC AaXKe NPU UHKPEMEHTHOM nan anddepeHumanbHOM
pe3epBHOM KOMMPOBaHUM HEGONbLINX 06bEMOB AaHHbIX. [TPUYMHA 3aKK0YAETCA B TOM, YTO BO
BpPEMA onepaumm NPoBEPAIOTCA He TONbKO AaHHble, PU3MUYECKM NPUCYTCTBYIOLLME B pe3epPBHO
KOMWU, HO 1 BCe AaHHble, KOTOPble BOCCTaHAB/MBAKOTCA NPW Bbibope 3TOM pe3epBHOM Konun. ITo
TpebyeT A0CTyNa K CO34aHHbIM paHee pe3epBHbIM KOMUAM.



XoTA ycnewHan NpoBepKa 03HaYaeT BbICOKYIO BEPOATHOCTb BOCCTAHOB/IEHWUA AaHHbIX, NPOBEpPATCA
He Bce GaKTopbI, BAUAIOLLME HA NPOLLECC BOCCTaHOBAEHMA. Mpy pe3epBHOM KONMMPOBaHUM
onepaLyMoHHOM CUCTEMbI PEKOMEHAYEM BbINOJIHUTL TECTOBOE BOCCTAHOB/EHME C 3arPy304HOTO
HOCMTENA HA 3aNacHOM KeCTKUIA AMCK UK 3aMYyCTUTb BUPTYANbHYHO MaLLMHY U3 pe3epBHOW Konuu
(cTp. 102) B cpeae ESXi unu Hyper-V.

8.9.4 CBT (Changed Block Tracking)

3TOT NapameTp NPUMEHUM A5 pe3ePBHbIX KOMUIMN Ha YPOBHE AUCKOB AN BUPTYaAbHbIX U
du3nYecKMx malumH, paboTatowmx nog ynpasneHmem Windows.

3Ha4yeHune no YMOI4YaHUIO: BKIIOYEHO.

3TOT NapameTp onpeaenset, byaeT M ucnonbsosaTbea TexHonorna Changed Block Tracking (CBT)
NpPW BbINOJHEHUN NHKPEMEHTHOTO AN anddepeHLManbHOro pesepBHONO KONMPOBaHMUA.

TexHonorus CBT ycKopaeT NpoLecc pesepBHOro KoNMpoBaHuA. M3meHeHUa coaepRnmoro Amcka
HenpepbIBHO OTC/EKMBAOTCA HA YpoBHe 610K0B. MpK 3anycke pe3epBHOro KONMPOBAHMUSA
N3MeHeHUa MoryT BbITb HE3aMeaNUTENbHO COXPAHEHbI B PE3EPBHYHO KOMUIO.

8.9.5 YpoBeHb COkaTus

3TOT MapameTp onpeaenaeT ypoBEHb CXKATUA AaHHbIX NPU Pe3epPBHOM KOMMPOBaHUWU. [JOCTyrnHbIe
ypoBHu: OTcytcTByeT, ObbluHOE, BbicOKOeE.

3HayeHue no ymosnyaHuio: O6bluHoe.

Yem BblilIe YPOBEHDb CKaTuA, TeM BO/blle BPeMEHM 3aHUMAET NPOLLECC Pe3epBHOro KOMMPoBaHus, HO
CO3/JaHHan pe3epBHasn KONUa 3aHMMaeT MeHblie MecTa.

ONTMMaIbHbIN YPOBEHb CXKaTWUA AAHHbIX 3aBUCUT OT TMMNA KONMPYEMbIX AaHHbIX. [axe
MaKCMMa/IbHOE CKaTue He YMEHbLUIUT 3HAYNTE/IbHO pa3mep pe3epBHOM KOMUU, COCTOALLEN U3 yiKe
cKaTbix pannos, Hanpumep JPG, PDF nan MP3. Ho Takme dopmatsl, Kak DOC nnm XLS, cxkumatotca
XOpoLLo.

8.9.6 0O6paboTka owmbOoK

3TM napameTpbl NO3BONAIOT YKa3aTb, KaK A0MKHbI 06pabaTbiBaTbCA OWMBKM, BO3HUKLLNE BO BPEMS
pe3epBHOro KOMMPOBaHMA.

B cnyyae owmMbKM NOBTOpUTE onepauuio

3HavyeHMe No yMon4YaHuio: BKAoueHo. Konnuecteo nonbiToK: 30. UHTepBan mexay nonbiTkamu: 30
CEeKyHA.

Ecnv BO3HMK/A yCTPaHUMAasA ownbKa, nporpamma byaeTt npoao ikaTb NonbITKU BbINOJHUTb
onepaumio. 3aaaliTe BpeMeHHOM MHTEPBA U KOJIMYECTBO MOMbITOK. MoNbITKM ByayT NpeKkpalleHbl B
c/lyyae, ecniv onepaumsa byaeT ycnewHo BbinosiHeHa, UM nocne ykazaHHOro MakcMmasibHOro Yncna
MOMbITOK.

Hanpumep, ecnm mecTo HasHAYeHUs pe3epPBHOMN KOMUK B CETU CTaHET HEAOCTYMHbIM, NPOrpaMmma
6yAeT BbINOMHATL NOMbITKM NOAKAOYEHMSA Kaxable 30 cekyHa, HO He bonee 30 pas. MonbITKK byayT
npeKpaLLeHbl, Korga noakatoueHve byaer sBocctaHosneHo U/IU umcio nonbIToK gocTUrHeT
YKa3aHHOro Makcumyma.



MpumeyaHue. Ecau 06aa4Hoe xpaHuauu,e OaHHbIX 8bIOPAHO 8 KAYecmee nepeuvyHoO20 UsAuU 8MOPUYHO20
Ha3HayeHus, 045 Napamempa asmomamu4ecKu ycmaHasausaemcsa 3HayeHue BKkaroveHo. Konuyecmeo
noneimok: 300.

He oTtobpakaTb BO Bpems 06paboTKu coobeHna n guanorosbie OKHa (pexxum 6e3
BbiBOga cO06LWEeHUN)

3Ha4yeHune no YMOI4YaHUIO: BKIIOYEHO.

B pexxume 6e3 BbiBOAA COOOLLEHWNI CUTYaL MK, TPEDYIOLLME BMELLATENbCTBA NO/b30BaTENA,
pa3peLlaroTcs aBTOMaTUYECKM (33 UCKIoYeHEM 06paboTKM NOBPEXAEHHbIX CEKTOPOB, YTO 3a4aeTcs
oTAeNbHbIM NapameTpom). Ecnun onepauma He MOKeT bbITb NPoAo/IKeHa 6e3 BMelLaTeNbCTBa
Nno/ib30BaTess, OHa He byaeT BbiNoHeHa. JonosHUTeNbHble cBegeHMA 06 onepaunn, BKAoYas
MHbOopPMauUmio 06 oWMBKaxX (eCIM OHU ECTb), CM. B XKypHasie onepaumi.

MponycK noBpeXXAeHHbIX CEKTOPOB

3Ha4yeHune no YMOTYaHUIO: OTKAOYEHO.

Ec/iv 3TOT napameTp OTK/IIOUEH, KaXkabll pas, Koraa BCTpeYvyaeTca NoBPEXKAEHHbI CEKTOP, AeNCTBUIO
pe3epBHOro KONMpPoBaHUA ByaeT Ha3HavyeHo cocTosiHMe TpebyeTca BMelaTenbCcTBO NOAb30BaTeN .
Y106bl CO3aaTb pe3epBHYIO KOMUIO AaHHbIX C ANCKA, KOTOPbLIN BbICTPO BbIXOAUT U3 CTPOSA, BKAOYUTE
napameTp NPOonycka NoBpexXaeHHbIX CEKTOPOB. Pe3epBHOE KOMMPOBaHWE HEMOBPEXAEHHbIX AAaHHbIX
6yZeT BbINOJIHEHO, NOC/Ie YEro MOXKHO MOAK/IOUYUTL Pe3epPBHYIO KOMUIO ANCKA U U3B/IeYb UCNPaBHble
dalinbl Ha gpyron AucK.

B cnyyae ownbKM Nnpu co3aaHMN MOMEHTANIbHOTO CHUMKA BUPTYa/IbHOM MALLUUHbI
NOBTOpPUTE NONbITKY

3HavyeHMe No YMONYaHMIO: BKAOUYeHO. KonnuecTeo nonbIToK: 3. UHTEpBan mexKay nonbiTkamu: 5
MUWHYT

Ecnun He ypacTca co3aaTb MOMEHTa/IbHbIM CHUMOK BMPTYa/ibHOM MalUMHbI, Nporpamma byaet
NPOAO/IXKATb NOMbITKM BbINOJHWUTL ONepaLmio. 3ajaiiTe BpeMEeHHON MHTepBaa U KOINYECTBO
nonbIToK. MonbITKM ByAyT NpPeKkpaLLeHbl B Clyvae, eciv onepaums byaeT ycnewHo BbinoaHeHa, U
noc/sie yka3aHHOr0 MakCMMaJ/IbHOTO YMC/1a NOMbITOK.

8.9.7 bbICTpoe NHKpeMeHTHOoe unn anddepeHumansHoe
pe3epBHOE KONMpOBaHue

3ToT NnapameTp paboTaeT 418 MHKPEMEHTHbIX U anddepeHLManbHbIX pe3epBHbIX KOMWIA Ha YPOBHe
ONCKOB.

3Ha4yeHune no YMONTYaHUIO: BKZIKOYEHO.

NHKpeMmeHTHasa unm guodepeHLmManbHas pesepBHasn KOMUA COLEPKUT TONIbKO USMEHEHWA AaHHbIX.
YT06bl YCKOPUTL NPOLLECC Pe3ePBHOr0 KOMMPOBAHMUSA, MPOrpamMmma onpeaenser, eCTb il USMEHEHWA B
daiine no pasmepy, AaTe M BpeMeHU nociegHero nsmeHeHus ¢aina. Ecam ata pyHKUMA OTKIIOYEHA,
TO Nporpamma byaeT cpaBHUBATL BCe COAEPKUMOE Paitia C TEM COAEPKMMbIM, KOTOPOE COXPaHEHO
B P€3epPBHOMN KONUM.



8.9.8 ®unbTpbl hannos

®unbTpbl GannoB yKasblBatoT, Kakue ¢aiinbl U NANKKU HYXKHO NPOMNYCKaTb BO BPEMSA PE3EPBHOIO
KOMMpPOBaHMA.

®unbTpbl GanNoB AOCTYNHbI KaK 415 pe3epBHbIX KONWIA Ha YpoBHe aiinos, Tak U A1A pe3epBHbIX
KOMWI Ha YPOBHE AUCKOB, €C/IN HE YKa3aHOo MHaue.

BknroyeHue chunompoe ¢palinos

1. BbibepuTe faHHble 414 pe3epBHOr0 KONMPOBAHMA.

2. UlenkHuTe 3Ha4YOoK WecTepeHKn paaoM C MMEHEM MNJ1aHa Pe3epPBHOro KOMMPOBaHUA U BbiGepute
MapameTpbl pe3epBHOro KONUPOBaHUA.

3. Bblbepute ®unbTpbl daiinos.

4. Bocnonb3yntech Nt0ObIMU U3 NEPEUNCTEHHBIX HUXKE BapMAHTOB.

Ucknountb ¢aiinbl, COOTBETCTBYIOWME ONpeaeieHHbIM KpUTepuam
EcTb ABa NapameTpa C NPOTMBOMOJIOKHbIMW NPUHLUNAMWN AEACTBUS.

=  Co3pgaBaTb pe3epBHble Konuu ¢ainNoB, COOTBETCTBYIOLLMUX CAEAYIOLWUM KpUTEpUam

Mpumep: Ecnv BbIBpaTb pe3epBHOE KOMMPOBaHUE BCe MaLUMHbI M YKa3aTb B Ka4ecTBe yC/10BUSA
dunbtpaumm C:\File.exe, byaet co3paHa pe3epBHasa KONuUa TONbKO 3Toro daina.

MpumeyaHue 3mom guaemp He pabomaem 07158 pe3epsHoli KONUU HA YyPOBHE OUCKO8, ecsiu Mecmom
Ha3Ha4YeHus pe3epsHoli Konuu He Aeaaemcsa 061a4YHOe XPAHUAUULE OaHHBIX.

®= He co3gaBaTtb pe3epBHbie Konuu $paiiNioB, COOTBETCTBYIOLWMUX CAEAYIOWUM KPUTEPUAM
Mpumep: Ecnm BbIbpaTb pe3epBHOE KONMMPOBaHWE BCEN MALUMHbI M YKa3aTb B Ka4ecTBe yC/10BUA
dunbtpaumm C:\File.exe, byaeTt nponyLlieH TONbKO 3TOT daiin.

O6a napameTpa MOXKHO MCNO/b30BaTb OAHOBPEMEHHO. [1pK 3TOM BTOPOI MMEET NPUOPUTET HAA
nepsbim (T. e. ecam yKasaTb C:\File.exe B 060mx nonsx, sToT paitn 6ygeT NponyLLeH Npu pe3epBHOM
KOMMpPOBaHUN).

Ycnosua
®" MonHbiA NYyTb

YKaxute nonHbIM NyTb K Gpaliny nav nanke HaumHasa ¢ 6yksbl AMCKa (Npy pe3epBHOM
konuposaHnn OC Windows) nam ¢ KopHeBoro Katasnora (npu pesepsHom KonunposaHum OC Linux
nnu 0S X).

Kak B Windows, Tak u B Linux nam OS X B nyTu K dpaliny nam nanke MOXKHO MCNOAb30BaTb NPAMYHO
Kocyto uepTy (Hanpumep, C:/Temp/File.tmp). B Windows Tak»ke MO>XHO MCMonb30BaTb
TPaAULMOHHY0 06paTHYo Kocyto yepTy (Hanpumep, C:\Temp\File.tmp).

" WUma

YKaxunte umsa daina unum nanku, Hanpumep Document.txt. byayT Bbi6paHbl Bce dhaibl M Nanku ¢
3TUM Ha3BaHMEM.

B yCNOBUAX HE YUMTbLIBAETCA PErMcTP CMMBONOB. Hanpumep, nyTb C:\Temp BK/IlOYaeT BapmaHTbI
C:\TEMP, C:\temp n 1. .

B ycnoBumn moXKHO MCNONb30BaTb noboe Konmyectso noACTaHOBOYHbIX 3HAaKOB * 1 ?. 9TN CMMBOJIbI
MOXHO UCMOJ/1Ib30BaTb KaK B NMOJIHOM NYTH, TaK U B UMEHU d)ai/'ma U1 Nanku.

3Be3goukKa (*) 3amewwaeT 0 AN HECKONIBKO CUMBOIOB MMeHM daitna. Hanpumep, ycnosune Doc*.txt
BKAtOYaeT B cebs dpaiinbl Doc.txt 1 Document.txt



BonpocuTenbHbIl 3HaK (?) 3amelLaeT B UMeHM dpaiiana poBHO 04MH cMMBOJ. Hanpumep, yciosue
Doc?.txt BkntouaeT B ceba daiinbl Docl.txt u Docs.txt, Ho He BKAtoyaeT ¢ainbl Doc.txt 1 Docll.txt

UcKnounTb CKpbiTbie painbl U Nanku

YcTtaHoBUTe 3TOT PparXKOK, YTOObI NponycKaTb ¢painabl U NanKu, KoTopble MMeT aTpMbyT CKpbITbI
(ana dannosbix cucTem, KoTopble Noageprkmeatorca B Windows) nam HaumHatoTca ¢ Touku (.) (ana
dalinosbix cuctem Linux, Takmx Kak Ext2 n Ext3). Ecamn nanka cKpbiTa, TO BCe ee COAepPXKMMOe,
BK/1t0Yan HeCKpbITblie ¢painbl, OyaeT UCKAOUYEHO.

UcKknountb cuctemHble ¢paidnibl n Nanku

3TOT NapameTp AencTBYeT TONbKO B GaiNoBbIX cMCTEMAX, coBMecTUMbIX ¢ Windows. YcTaHoBUTE 3TOT
dnaxKoK, uTobbl NponycTUTL Bee daibl U Nanku ¢ aTpubyTom CuctemHblii. Ecnv nanka umeet
aTpmbyT CuctemHbIi, BCe ee cogepumoe (BKatouan daiinbl, He umetowme aTpnbyTa CUCTEMHDI)
6yAeT MCKNIOYEHO.

Cosem [Tpocmompeme ampubymel ¢aling uau NaNKU MOXCHO 8 Ux ceolicmeax usu ¢ MOMOWbI KOMAHObI
attrib. JononHumenoHbie ceedeHUA MOXCHO Moay4uUms 8 yeHmpe crpasKku u noddepxcku Windows.

8.9.9 MoMeHTanbHble CHUMKM PE3EPBHBIX KON Ha YPOBHE
carnos
3TOT NapameTp AENCTBYET TO/IbKO Pe3epPBHOM KOMNUM Ha ypoBHe ¢ainos.

Jrort napamMmeTp onpenenaet, BbIMO/IHATb NOCN1eA0BaTe/IbHOE pe3epBHOE KONMNpoBaHKMe d)aﬁnos nnn
Aenatb MOMEHTA/IbHbIN CHUMOK AaHHbIX.

MpumeyaHue. Palinbl, KOMopbie XPAHAMCA 8 CemeabIx NAMnKax, Npu co30aHuU pesepsHoli Konuu ece2da
Konupyromcs rno 00Homy.

3Ha4yeHune no ymon4daHuio: Ucnonb3osBatb CHUMOK, €CIU 3TO BO3MOXKHO.

Mo3KHO BbI6paTb OAMH M3 CeAYIOLMX BapMaHTOB:

" [lo BO3MOXHOCTU cO3AaBaTb MOMEHTa/IbHblA CHUMOK

MpsAmoe pe3epBHOe KonupoBaHue $Gainos, ec/iM CO34aHME MOMEHTA/IbHOTO CHUMKA
HEBO3MOKHO.

=  Bcerpa co3pasatb MOMEHTaNbHbIA CHUMOK

MoMeHTaNbHbIN CHUMOK NO3BOJIAET BbINOJ/IHATb Pe3epBHOE KONMpPOBaHWe Bcex ¢paitios, BKIOYan
Te, KOTOPble OTKPbITbl C MOHOMO/IbHBIM A0CTYNnoM. Bce dannbl B pesepBHOI Konuu byayTt
COXpaHeHbl B COCTOAHWUM HA AaHHbIN MOMEHT BpeMeHW. BoibepuTe 3Ty HacTPOWKY TO/IbKO B
cnyyae, ecnin 3T GaKTopPbl UMEIOT BaXKHOE 3HaYeHUe, T. e. pe3epBHOe KonnposaHue daiinos bes
CO34aHUA MOMEHTa/IbHOTO CHUMKA JIULLEHO CMbICAA. ECIM MOMEHTaNbHbIN CHUMOK HE MOXeT
6bITb cAeNaH, pe3epBHOE KONMMPOBAHWE 3aBEPLUMTCA OLLIMOKOMN.

"  He co3gaBaTb MOMEHTa/IbHbI CHUMOK

Bcerga BbINONHATL NPSAIMOE pe3epBHOe KonupoBaHue dainos. MonbITKa pe3epBHOro
KONMpPOBaHMA $aliioB, OTKPLITbIX C MOHOMNOJIbHBIM AOCTYNOM, MPUBEAET K OLIMOKe UTeHMS.
®aiinbl B pe3epBHON KOMMUM MOTYT BbITb HE CUHXPOHM3WPOBAHbI MO BPEMEHW.

8.9.10 CpencrBa 6€30MacHOCTN Ha YpoBHe (hainnos

3ToT NapameTp AecTBYET TO/IbKO A1 pe3epBHOM Konun Ha yposHe daiiios B Windows.



3TOT NapameTp onpesenseT, AO/MKHbI N COXPAHATLCA pe3epBHble Konun paspelueHnii NTFS BmecTe
c painamm.

3HayeHMe no YMONIYaHUIO: BKNIKOYEHO.

Ecnuv aTOT NapameTp BKAKOYEH, pe3epBHble Konnn Galinos 1 NanoK co34atoTca C UCXOAHbIMM
npaBamM Ha YTEHWE, 3aMUCb U BbINOIHEHME PaliNIOB A1 KaXKA0ro No/1b30BaTeNA U KaxKaol rpynnbl.
Mpu BocCcTaHOBAEGHMM paiaa UM NANKKU C OrPaHUYEHHbIMM paspeLleHNs MM Ha MalluHe, rae HeT
YYETHOM 3annCcK NOJIb30BaTe/A, YKa3aHHOIO B pa3pelleHusx, Takoi ¢pann MoXKeT OKasaTbecA
HeAOCTYMHbIM A8 YTEHUA UAN U3MEHEHMA.

Ecnv 3TOT NapameTp OTKKOYEH, TO BOCCTAHOB/IEHHbIE Gali/ibl M NanKu HacaeayloT paspeLlleHms oT
nanku, B KOTOPYIO OHW BOCCTaHaBAMBAIOTCA, UM C AUCKA, EC/IM OHW BOCCTAHAB/IMBAOTCA B KOPHEBYIO
nanky.

B KauecTBe a/ibTepHATUBHOIO BapnaHTa MOXHO OTK/IIOYUTb BOCCTaHOBAEHMe (CTp. 74) napameTpoB
6e3onacHocTu. PesynbTat 6yaet ToT e — ¢aibl byayT Hac/ieA0BaTb PaspeLleHma OT PoaAUTEIbCKON
NanKu.

8.9.11 CokpalleHue XypHana

3TOT NapamMeTp NPUMEHMM A5 Pe3epBHOro KonnposaHua 6as AaHHbIX Microsoft SQL Server u
pe3epBHOro KONUPOBaHMA Ha YPOBHE AMUCKOB C BKAKOYEHHbBIM pe3epBHbIM KONMUPOBaHMEM
npunoxeHuns Microsoft SQL Server.

3TOT NnapameTp onpesensier, byayT M COKPaLLATbCA KyPHAbl TpaH3aKLmin SQL Server nocne
yCMeLwHOoro pe3epBHOro KONMPOBaHWA.

3Ha4yeHune no YMOTYaHUNIO: BKZIIOYEHO.

Ecnu aTOT napameTp BKAtoYeH, 633y AaHHbIX MOXHO BOCCTaHOBUTb TO/IbKO MO COCTOAHMIO Ha TOT
MOMEHT BPEMEHM, KOTAa STUM NPOorpammHbim obecneveHnem Hbina co3gaHa pesepsBHan KOMUA.
*ypHanbl TpaH3aKLMiA pe3epBHOIO KOMMPOBAHUA CO34AtOTCA BCTPOEHHBIM MOAYEM apXMBaLLUK
Microsoft SQL Server. MoHo 6yaeT NpUMMEHUTb *KyPHaabl TPAH3aKLMIN NOCAE BOCCTAHOBAEHUSA U
TakuMm 06pa3om BOCCTaHOBMUTb 6a3y AaHHbIX B COCTOAHME Ha 110601 MOMEHT BPEMEHM.

8.9.12 Co3aaHne MOMeHTasbHbIX CHUMKOB LVM

3TOT NapameTp AeNUCTBYET TONbKO AN1A GU3MYECKMX MALLUH.

3TOT NapameTp AeNCTBYET TO/IbKO A1A Pe3epBHOr0 KONMPOBAHMA Ha YPOBHE ANCKOB TOMOB,
ynpasasembix gucnetyepa normdecknx Tomos Linux (LVM). Takne Toma TaKKe Ha3blBakoTCcA
NIOrMYeCKUMM TOMamMU.

I3TOT NapameTp onpeaenseT cnocob co3gaHMA MOMEHTA/IbHOTO CHUMKA IOTMYECKOrOo TOMa.
Mporpamma pe3epBHOro KONUPOBAHUA MOXET BbINONHUTb 3TO CAMOCTOATENbHO NN
BOCMO/1b30BaThCA A/1A 3TOr0 AUCNETYEPOM JIOrMYecKnx Tomos Linux (LVM).

3HayeHMe No yMmon4YaHuio: C NOMOLLbIO MPOrpamMmmbl 419 pe3epPBHOro KONUPOBAHUA.

= C nomMoLyblo NPOrpammbl 418 pe3epPBHOro KONMPOBaHUA. [laHHbIe MOMEHTA/IbHOTO CHUMKa
XpaHATcA B ocHoBHOM B O3Y. Tak pe3epBHOEe KONMPOBaHMe BbiNoHAETCA bbicTpee, a B rpynne
TOMOB He TpebyeTcsa HepacnpegeneHHoe NPoCTPaHCTBO. M03TOMy peKoMeHAyeTCA U3MEHATb



3apaHee 3agaHHOe 3Ha4YeHUeE TOJ/IbKO NPn BO3SHUMKHOBEHWNN HEMOZ1aA0K C peE3€PBHbIM
KonnpoBaHnem 1Iorm4eCKknx ToMmoB.

= Cnomowbto LVM. MomeHTanbHbI CHUMOK COXpaHSAETCA B HepacnpeaeneHoM NpoCTpaHCTBe
rpynnbl Toma. Mpu OTCYTCTBUM HepacnpeaeneHHOro NPOCTPaHCTBA MOMEHTA/IbHbIN CHUMOK
b6yaeT co3aaH Nporpammon pes3epBHOro KONMPOBaHMUA.

8.9.13 Touku noakntoyeHus

3TOT NapameTp AeicteyeT TonbKo B Windows a4 pe3epBHOM KONMK Ha ypoBHe ¢aitnos ntoboro
MCTOYHMKA AaHHbIX, KOTOPbIN BKAOYAET NOAKIOYEHHbIE TOMa UK 0bLLMe TOMa KnacTepa.

JTort napametTp pa60TaeT TONIbKO B C/iy4ae, eC/qin ANnAa pe3epBHOro KonnpoBaHuAa Bbl6paHa nanka,
KOTOpaA B Nepapxmun nanok HaxoauTcCAa Bbille TOYKU NOAKNHOYEHUA. (Tqua noAKNHYEHNA — 3TO
nanka, K KOTOpOVI NOTrnM4YeCKn NoAKNA4EH ,D,OFIOI'IHMTe}'IbeIﬁ TOM.)

= Ecnu TaKas nanka (poamTtenbcKan nanka) BbibpaHa AN pe3epBHOro KOMMPOBaHUA U BKKOYEH
napameTp Touku nogKnoueHus, sce Gpaiiibl Ha NOAKIOYEHHOM TOME BYAyT BK/AOUYEHDI B
pe3epBHYto Konuio. Ecin napameTp TOUKM NOAKAIOUEHUA OTKAOYEH, TOUYKA NOAKAOYEHMA B
pesepBHOI KoNuu byaeT nycTo.

Bo Bpems BOCCTaHOB/IEHWNA POAUTENIbCKOM NANKM COAePKMMOE TOUYKM BOCCTAaHOB/IEHMA
BOCCTaHaB/IMBAETCA MW HET B 3aBUCMMOCTM OT TOTO, BKJTIOYEH JIN PEXKUM /15 BOCCTAHOB/IEHUSA
Touek nogknaoueHus (cTp. 75).

= Ecnu BblbpaHa cama To4YKa NOAKNIYEHUA UK Nobas nanka B NOAK/IOYEHHOM TOME, BbibpaHHble
nanku paccmMaTpMUBatoTCA KaK 0b6bIKHOBEHHbIe. Mx pesepBHOe KonMpoBaHuWe ByaeT BbINONHATLCA
He3aBMCUMMO OT NapameTpa TOUKU NOAKNOUYEHUA M BOCCTaHABAMBATLCA HE3aBUCUMO OT peXxuma
Ans BoccTaHoBNeHUA Touek nogKatoueHus (cTp. 75).

3HayeHue no YMOIYaHNIO: OTKNHOYEHO.

Cosem. Mox(Ho co30a8amb pe3epeHble Konuu 8upmyasnbHeix MawuH Hyper-V, pacronoxeHHsix Ha obwem
mome Kaacmepa, nymem pe3epeHo20 KOMUpPoB8aHUs HyX Hbix (halinoe uau 8ce2o moma Ha yposHe galinos.
lMpocmo omkaroYumMe 8upmMyasnbHbie MAWUHbLI, YMobbl UX pe3epeHOe KONUpPosaHuUe 8biMosHAMNOCH
C02/10COBAHHO.

Mpumep

Mpegnonoxum, yto nanka C:\Datal\ AasnseTcA TOYKON NOAKNOUEHUA A1A MOAKAHOHAEMOro TOMa.
Tom copepxunt nanku MNankal v Manka2. Co3paeTca NiaH pe3epBHOro KONMPOBaHUA ANA
KOMMPOBAHMA JAHHbIX Ha YpoBHe $aiinos.

Ecnn ycTaHOBUTb GarKoK ana Toma C v BKAOUMTb NapameTp TOUKM NOAKAIOYEHUA, B NanKe
C:\Datal\ B pe3sepsHoli Konuu 6yayT HaxoauTbea Mankal u Manka2. Mpu BOCCTAHOBAEHMM AAHHbIX C
pe3epBHOM KOMUU MOMHMTE O NPaBUIbHOM UCMONb30BaHUN PeXKMMa A1 BOCCTaHOBAeHNA Touek
nogKnioueHua (ctp. 75).

Ecam ycTaHoBUTb pnaskok a1 Toma C 1 oTKNoUMUTb napameTp TOUKM NOAKAKOYEHUA, NarnkKa
C:\Datal\ s pe3epsHoii Konuu ByaeT nycTou.

Ecnu ycraHoBuTb dnaxkok ana Datal, nanku Mankal unuv MNanka2, oTMeYyeHHble Nanku byayTt
BK/IOUEHbI B KOMMUIO KaK OObIKHOBEHHbIE NANKWM HE3AaBMCUMMO OT NapameTpa TOUKU NOAKAIOUEHUS.

8.9.14 MHOrOTOMHbI MOMEHTasbHbIN CHUMOK

3T0T NapameTp paboTaeT To/IbKO B onepaumoHHbIX cuctemax Windows.



3TOT NapamMeTp NPUMEHSETCS K pe3epBHOMY KOMMPOBAHUIO ANCKOB. TaKKe 3TOT NapameTp
NPUMEHUM K pe3epBHOMY KOMMPOBaHUIO GaiioB, €C/IM OHO BbINOJIHAETCA NOCPEeACTBOM CO34aHMSA
MOMEHTA/IbHOro CHMUMKa. (MapameTp « MomeHTanbHbI CHUMOK dainnos» (cTp. 46) ykasbiBaeT, byaer
/M CO34aH MOMEHTa/IbHbI CHUMOK NMpUY pe3epBHOM KOMMPOBAHMM Ha ypoBHe ¢paiinos).

3TOT napameTp onpeaenseT, CO34atTCA MOMEHTa/IbHble CHUMKMN HECKO/IbKMX TOMOB O HOBPEMEHHO
WA NocneaoBaTesbHoO.

3HayeHMe no YMONTYaHUIO: BKZIIOYEHO.

Ecnv 3TOT NapameTp BKAOYEH, TO MOMEHTA/IbHbIE CHUMKM BCEX TOMOB, A/19 KOTOPbIX BbINOAHAETCA
pesepBHOE KONMPOBaHWeE, CO34at0TCA O4HOBPEMEHHO. MCNonb3yiTe 3TOT NapameTp 418 Co34aHuA
CUHXPOHU3MPOBAHHbBIX MO BPEMEHMU PE3ePBHbIX KOMUI AaHHbIX, PACMON0MKEHHbIX Ha HECKOJIbKUX
TOMax, Hanpumep B 6ase aaHHbIx Oracle.

Ecnu 3TOT NnapameTp OTKKOUYEH, TO MOMEHTa/IbHble CHUMKM TOMOB ByayT co34aHbl Noc/ie0BaTesIbHO.
B pe3ynbTaTte, ecnn AaHHble PacnosioXKeHbl Ha HECKOIbKMX TOMaXx, pesyabTupytowme pesepsHble
KoMK MOryT 6bITb HE CUHXPOHM3NPOBaHbI MO BPEMEHM.

8.9.15 T[lpon3BoanTENbHOCTb
MpuopuTteTt npouecca

3TOT NapameTp onpeaensaeT NPUOPUTET NPOLIECCa PE3EPBHOTO KOMMPOBaHMA B ONepaLoHHON
cucteme.

JocTynHble 3HaYeHuna: Hu3kuia, O6biuHbIA, BbiCOKWMIA.
3HayeHue no ymonyaHuio: Huskui (B Windows, cootsetctsyeT HuxKe 06biuHOro).

MpuopuTeT Npouecca, BbINO/HAIOLLErocsa B CUCTEME, Onpenennet KOANYeCTBO BblAeeHHbIX emy
pecypcos LM n cuctemol. NMoHUKeHMe npuopuTeTa pe3epBHOro KONMPoBaHMA 0CBOBOAMUT YacTb
pecypcoB gns Apyrux NpunoxKeHui. MNosblleHne NPUopUTETa KONMPOBAHMA YCKOPUT NpoLLEeCC
CO3/aH1A pe3epBHbIX KOMKUI 3a CYET TOro, YTO ONepaLMOHHAA CUCTEMA BblAEINT Mporpamme
pesepBHOro KonnposaHuMA bosblue pecypcoB, Hanpumep pecypcos LIMN. OgHako pesynbraTt byaet
3aBMUceTb OT 06LLEero MCNob30BaHMA NpoLEccopa U ApYrnx GaKTopoB, Hanpumep OT CKOPOCTH
BBOJa-BbIBOAA ANCKA M 3arpy*KEHHOCTU CETU.



3TOT NapameTp 3a4aeT NPMOPUTET NPOLLECCA Pe3epPBHOIO KONUPOBaHUA (service_process.exe) B
Windows u ero To4yHocTb (service_process) B Linux n OS X.

17 Task Manager
File Options View
Processes  Performance  App history  Start-up  Users Details  Services

o

Mame FID Status Username CPU  Mem
[5=] services.exe 520 Running SYSTEM 00
— —
(85 sihost.exe EERNF DS ee tester 00
[#=] SkypeHost.exe Set priority » Realtime
(5 smss.exe Set affinity High

= spoolsy.exe
[#=] svchost.exe
[ svchost.exe

Analyse wait chain ST

UAC virtualisation S

[#=] svchost.exe Create dump file i kol b
[8=] swchost.exe ; ; Low

[ svchost.exe Open file location TOCALCSE.. 0o

(5= svchost.exe Search online SYSTEM 00

[8=] swechost.exe Properties SYSTEM 00

[z svchost.exe Go to service(s) METWORK... 00

(8=l cverbact eve e R LAl SE i

CKoOpoOCTb BblBOAa NPU pe3epBHOM KONMPOBaHUMU

3TOT NapamMeTp NO3BO/IAET OFPaHMUYMUTb CKOPOCTb 3aMMUCK Ha KECTKUIA ANCK (MPU BbINONHEHMM
pe3epBHOro KOMMPOBaHWA B OKA/bHYIO NaMKy) AW CKOPOCTb Nepesayn AaHHbIX pe3epBHOWM Konuu
no cetv (Npu pesepBHOM KOMMPOBAHMM B CETEBYIO MaMKy UAN 061a4HOE XPaHUAULLE SAHHBIX).

3Ha4yeHune no YMOYaHUIO: OTKAOYEHO.

Ecau 3TOT NnapameTp BKIOYEH, MOMKHO YKa3aTb MaKCMMas/IbHO pa3pelleHHYH CKOPOCTb BbIBOAA B
KB/c.

8.9.16 KoMaHngbl 40 1 nocne npouenypsbl

ITOT NapameTp NO3BO/IAET ONPEAEIUTb KOMaHAb!, KOTOPbIE LO/IKHbI BbINMOAHATLCA aBTOMaTUYECKM
nepeg, BbiNosHEHMEM NPOLEAYPbl Pe3ePBHOTO KOMMPOBAHMA UM NOC/E Hee.

C}'Ie,CI,YI-OLLI,aFl cXema UNNKCTPUPYET NOPAAOK BbINMO/THEHNA KOMAHA4, 40 U nocne npoueaypbl.

KomaHpa oo Pe3epBHan konua KomaHpa nocne
pesepBHOro pe3epBHOro
KOMMPOBaHMUA KOMMpPOBaHMA

Mpumepbl NCNONb30BaHUA KOMAHA, A0 M Nocae npouenypbl:

= YpaneHue HEKOTOPbIX BPEMEHHDbIX d)aﬁnos C ANCKa A0 Ha4asia pe3epBHOro KONNpoBaHUA.

. HaCTpOl‘;IKa aHTMBMpYCHOVI nporpammbl CTOPOHHETO Npon3soauTeNnAa oA 3anyCcka 40 Havana
pe3epBHOro KoONMpoBaHUA.



= BblI6OpPOYHOE KOMMPOBAHME Pe3epPBHbIX KON B APYroe XpaHWUAuLe. 3Ta BOSMOMKHOCTb MOXET
6bITb NO/IE3HA, TAK KaK Onepaums pensMKaumm, 3aaHHasn B NiaHe pe3epBHOro KONMPOBaHWA,
KOMUPYET Kax Oy Pe3epBHYIO KOMMUIO apXMBa B YKa3aHHbIe XpaHMANULA.

AreHT BbIiNnoAHAET penAnKauunio rnocsie BbinoOJIHEHNA KOMaHAbl NOCNeE PeE3epPBHOIo KONNpoBaHUA.

Mporpamma He NoaaepsKNBaeT MHTEPaKTUBHbIE KOMaHbl, TO €CTb KOMaH/bl, KOTOpble TPpebyloT
Nno/ib30BaTeNbCKOro BBOAA (Hanpumep, pause).

8.9.16.1 KomaHaa oo pe3epBHOro KonmpoBaHUS

Kak ykazame KomaHOy unu nakem~Heilii ¢palin, Komopsie 6ydym ebinosiHeHbl neped HA4Yaaom
pe3epeHO20 KONupoeaHus

1. BkawounTe nepekntovaTenb BbinonHeHMe KOMaHAbI A0 pe3epBHOro KONMPOBaHUA.

2. B none KomaHga... BBeaMTE KOMaHAY WK BbibepuTe NakeTHbIN daitn. MNporpamma He
noaAepsKUBaeT MHTEPAKTUBHbIE KOMaHbl, TO €CTb Te€ KOMaHAbl, KOTOpble TPebyoT
Nno/sb30BaTeNbCKOro BBOAA (Hanpumep, pause).

3. B none Pabouas nanKa yKaxkuTe NyTb K Nanke, B KOTOPOWN ByAeT BbINOAHATLCA KOMaHAA UK
nakeTHbI dpaiin.

B none AprymeHTbl yKaxkute npu HeobXxoaMMOCTU apryMeHTbI BbIMOJIHSEMOM KOMaHb!.

5. B 3aBUCMMOCTM OT ¥Keslaemoro pesynbraTa Bbl6€pMTe COOTBETCTBYHOLW ME NapameTpbl N3
ONMUNCaHHbLIX B Ta6n14u,e HUXe.

6. Haxmute KHonKy loTOBO.

dnaxkok Bbibop

MpepbiBaTh pesepsHOe YcTaHoBUTD CHATb YcraHoBuT CHATb

KonupoBsaHue npu c6oe b

KomaHgb!*

He npoponatb co3paHmne YcTaHOBUTL YcTaHOBUTL CHATb CHATb

pesepBHOI KONuUK A0

3aBepLUeHUA BbINONHEHUA

KOMaHAbl

Pesynbrar
MpeayctaHoBKa BbinonHuTh H/A BbINONHUTL
BbINOAHNTS pesepBHoe pesepsHoe
pesepsHoe KonnpoBaHue KonupoBaHue
KONMpOBaHHe nocsie KOMaHAabl OZIHOBPEMEHHO C
TONIbKO NOC/E He3aBMCMMO OT BbIMOJIHEHNEM
CneLHOM pe3ynbTaToB ee KOMaHAbl U
Zbll‘lOnHEHMﬂ BbINONHEHUA He3aBuUCMMO OT
KOMaHAbI (ycnewHo nam pe3ynbTaTos
I'IpepbﬁaaT.b oLNBKa). BbINO/NIHEHUA
KOMaHAbI.

pesepBHoe A

KonnpoBaHue npu

cboe KomaHabl.

* KomaHgaa cuntaetca cboMHON, eciv Ko 3aBepLUeHns He PaBeH Hy /.



8.9.16.2 KomaHaa nocne pe3epBHOro KONMpoBaHUs

Kak ykazamb KomaHOy unu ucnoaHaemslli ¢palin, Komopoie 6ydym ebinosiHeHbl nocne
3aeepuwieHus pe3epeHO20 KONUpoeaHus

1. BKAWOUUTb NepekntoyaTens BbinosHeHMe KomaHAbl NOC/Ee Pe3epPBHOro KONUPOBAHUA.

2. B none KomaHpa... BBEANTE KOMaHAY AN BblbepUTE NAKeTHbIN dalin.

3. B none Pabouana nanka ykaxuTe NyTb K Nanke, B KOTOPOW ByAeT BbINONHATLCA KOMaHAa UK
nakeTHbIN daiin.

B none AprymeHTbl yKaxXunte npm HeobxoanMMoCTM apryMeHTbl BbINOJHSEMON KOMaHAbI.

5. YcraHosuTe dnaxok MpepbiBaTb pesepBHOe KonupoBaHue Npu c6oe KOMaHAbl, ecn A1a Bac
Ba*KHO ycnewHoe BbiNoAHeHWe nporpammbl. CYMTaeTCA, YTO KOMaHAa He BbINOHEHA, eC/IN KO4,
BblXx0oZa He paBeH Hyto. Mpu cboe BbINOJIHEHMA KOMaHAbl COCTOSIHUIO pe3epBHOM Konuun byaet
334aHo 3HayeHMe OwnbKa.

Ecnu ¢narkoK He ycTaHOBAEH, pe3ynbTaT BbINOJIHEHMA KOMaHAbl HE BAUSET Ha YCNewWwHOoCTb
BbINOJIHEHUA pe3epBHOro KoNMpoBaHUA. MOXKHO oTcaeanTb pe3yabTaT BbINOJIHEHMA KOMaHAbI,
n3yums nHGoOpMaLMIO Ha BKIaaKe Jenucrema.

6. Haxmute KHonky FoToBo.

8.9.17 KomaHabl O M nocne 3axBaTa AaHHbIX

Jrort napamMeTp NO3BOJIAET 3a4aTb KOMaHAbl, KOTOpPble A0/1XKHbl BbIMO/IHATLCA aBTOMAaTU4YECKN 0 U
nocne 3axBata AaHHbIX (T. €. CO34aHne MOMEHTA/IbHOIo CHMMKa ,CI,aHHbIX). 3axBaT AaHHbIX
BbIMNOJIHAETCA B HAa4a/sie npoueaypbl pe3epBHOINro KONMpoBaHUA.

Cneaytolan cxema UAIOCTPUPYET NOPAAOK BbINMOAHEHUA KOMaHA 40 M NOC/e 3aXBaTta AaHHbIX.

< PesepBHasn
Konusa >
KomaHaa go KomaHaa go 3axBsaTt KomaHpga KomaHpa
pe3epBHOro 3axBaTa LAHHbIX | nocne 3axBaTa nocne
KonnpoBaHusA LAHHbIX OaHHbIX pe3epBHOro
KONMpoBaHUsA

Ecnu BkNtoveH napametp (cTp. 55) «Cny»kba TeHeBoro KonmpoBaHus Tomos (VSS)», To
nocsefoBaTeIbHOCTb BbINOJIHEHUA KOMaHA 1 onepaunin Microsoft VSS byaet cnegytoweit:

KomaHgapl «[lo 3axBaTa gaHHbIX» -> MNpuoctaHoBKa VSS -> 3axBaT AaHHbIX -> BosobHoBNeHMe VSS ->
KomaHabl «[locne 3axBata AaHHbIX».

Mcnonb3oBaHMe KOMaHA, A0 M NOCae 3aXBaTa AaHHbIX MPeAoCTaBaAAeT BO3MOXHOCTb MPMOCTAHOBKM U
BO306HOBNEHWNS 6a3bl AHHbIX UAW NPUNONKEHUSA, KOTOPble HeCOBMeCTUMbI € VSS. MOCKoIbKY 3axBaT
AaHHbIX BbINOMIHAETCA 33 CYMTAHHbIE CEKYHAbI, BpeMA NPOCToA 6a3bl AaHHbIX AU NPUNOKEHNA
CBOAMTCA K MUHUMYMY.

8.9.17.1 KomaHAaa [0 3axBaTa AaHHbIX

Kak ykazamb KomaHOy unu nakemHolii ghaiin, komopsie 6ydym ebinosnHeHsb! 00 3axeamd
OaHHbIX

1. Bkntouute nepexknyaresib BbinonHeHue KOMaHAbl A0 3aXBaTa AaHHbIX.

2. B none KomaHga... BBeAMTE KOMaHAY WM BbibepuTe NaKkeTHbIV daiin. Mporpamma He
NoAAepyKMBaAET MHTEPAKTMBHbIE KOMaHAbl, TO €CTb Te€ KOMaHAbl, KOTopble TPebyT
No/1b30BaTe/IbCKOro BBOAA (Hanpumep, pause).



3. B none Pabouas nanka yKaxkute NyTb K Narnke, B KOTOPOI ByAET BbIMOAHATLCA KOMaHAA UAn
nakeTHbIN daiin.

B none AprymeHTbl yKaxkute npu HeobxoAMMOCTU apryMeHTbl BbIMOJIHSEMOM KOMaHb!.

5. B 3aBucMmocTu oT Kenaemoro pe3ynbtaTta Bbl6€pMTe COOTBETCTBYHOLWMNE NapaMeTpbl U3
ONMNCaHHbLIX B Ta6m4u,e HUXe.

6. Haxmute KHonky loToBso.

dnaxok Bbi6op

MNpepbiBaTb pesepsHoe YcTaHoBUTD CHATb YcraHoBUT CHATb
KonupoBaHue npu c6oe b

KomaHpabi*

He BbINO/HATL 3aXBaT YCcTaHOBUTL YcTaHOBUTL CHATb CHATb

AaHHbIX 40 NOZIHOIo
BbINO/IHEHUA KOMaHAbI

Pesynbrat

MpepycTaHoBKa BbinoAHUTL H/O BbInoAHUTL 3axBaT

3axBaT AaHHbIX LAHHbIX
BbINONHUTL 3axBaT

nocsie KOMaHAabl OZlHOBPEMEHHO C
OaHHbIX TO/IbKO nocne

He3aBMCMMO OT BbIMO/IHEHNEM
ycnewHoro

pe3ynbTaToB ee KOMaHAbI U
BbIMOJIHEHUA

BbINOJ/IHEHMA He3aBMCMMO OT
KomaHzpbl. MpepbiBaTh

(ycnewHo nam pe3ynbTaToB
pesepsHoe

owunbka). BbINO/IHEHUA
KOMMpoBaHue npu

KOMaHAbl.

cboe KomaHAabl.

* KomaHaa cumntaetca c6oiMHOM, eCin Ko 3aBepLleHNn He paBeH Hyto.

8.9.17.2 KoMaHAaa nocne 3axBaTa AaHHbIX

Kak ykazame KomaHOy unu nakem~Hoilii gpaiin, Komopsie 6ydym ebinosiHeHbl nocsae 3axeama
OaHHbIX

1. Bknwouwute nepexKknyartenb BbinonHeHUue KOMaHAbl Noc/sie 3axXxBaTa AdHHDbIX.

2. B none KomaHpa... BBEanTE KOMaHAYy UAN BblbepuTe NaKkeTHbIN dalin. MNporpamma He
noaAeprKMBaeT MHTEPAKTUBHbLIE KOMaHAbl, TO eCTb Teé KOMaHAbl, KOoTopble TPebyoT
NnoJib30BaTe/IbCKOro BBOAA (Hanpumep, pause).

3. B none Pabouas nanKa yKaxkuTe NyTb K Nanke, B KOTOPOMN ByAeT BbINOAHATLCA KOMaHAA UK
nakeTHbIM daiin.

B nosie AprymeHTbl yKaxXunte npm HeobxoanMMoCTu aprymMeHTbl BbINOJHAEMON KOMaHAb!.

5. B 3aBMCMMOCTM OT }Kenaemoro pesysibTata BbibepuTe COOTBETCTBYIOLLME NAapaMeTpbl U3
OMWCAHHbIX B TabanLLe HUKe.

6. Haxmute KHoMKy FoTOBO.

dnaxkok Bbibop

MpepbiBaTh pe3epBHOE YcTaHoBUTb CHATb YcTtaHoBUT CHATb
KonupoBaHue npu cboe E

KomaHgb!*

He npogonkatb cosgaHue YcTaHOBUTb YcTaHOBUTL CHATb CHATb

pesepBHOI KonNuu Ao
3aBepLUeHUS BbINO/IHEHUS
KOMaHAb!



Pe3ynbrar

MpepycTaHoBKa MpoaomKuTbL H/4 MpoaomKuTL
esepBHOe e3epBHoOe

MpoponKkutb pesep pesep

KONMpoBaHue KonupoBaHue
pesepsHoe

nocse KomaHapl OfIHOBPEMEHHO C
KOMMPOBaHMe TOJIbKO

HEe3aBUCMMO OT BbIMOJIHEHNEM
nocsie ycrnewHoro

pe3ynbTaToB ee KOMaHZAb! v
BbINOJ/IHEHMA

BbINOJ/IHEHMA HEe3aBUCMMO OT
KOMaHZbI.

(ycnewHo nam pe3ynbTaTos

owmnbkKa). BbINO/IHEHUSA

KOMaHZbl.

* KomaHgaa cuntaetca cboMHOM, eciv Ko 3aBepLUeHNs He PaBeH HY/H0.

8.9.18 T[lnaHupoBaHue

Jrort napameTp onpenenaet, 3anyCkaloTca M npoLeccbl pe3epBHONo KONMpPoBaHMUA NO pacnnMcaHUo
nan c BGAEpHKOVI, d TaKXXe KOJIMYECTBO BUPTYA/IbHbIX MallKUH, ON1A KOTOPbIX pe3epBHOE KONnpoBaHne
BbINO/IHAETCA O4HOBPEMEHHO.

3HaueHue no ymosiyaHuto: Pacnpepenatb Bpema 3anycka pe3epBHOro KONnMpoBaHUA No
AocTynHomy spemeHun. MakcmmanbHas 3aaepiKa: 30 MUHYT.

MoxHOo Bbl6paTb O4VH U3 cneayrounx BapnaHTOB:

®*  HauyuHaTb BCe onepauum pe3epBHOro KONMPOBAHUA CTPOro NO PACNUCAHUIO

Pe3sepBHOe KonuposaHune GpU3NYecKUX MaLlnH 3amnyCTUTCA TOYHO B COOTBETCTBMM C pacnucaHmem.
PesepBHble KONUKU BUPTYasIbHbIX MalUWH ByayT co34aBaTbcs MooYyepeaHo.

" Pacnpepenatb BpeMsa 3anycKa no AOCTYNHOMY BPpeMeHU

PesepBHble KONUKU GU3NYECKMX MaLLMH ByayT 3anyLeHbl C 3a4epP*KKoM OT 3an1aHMPOBaHHOIO
BpPEMEHM. 3HaYeHMe 3a4ePKKM 419 KaXKA0N MallUHbI BbIGMpPaeTca CyYaiHO U Haxo4uTcs B
AManasoHe OT HyAA 40 MaKCMMalbHOrO 3HaYeHUA, KOTOPOoE Bbl YKaxKeTe. MapameTp MOXKeT bbiTb
noaeseH Ana pe3epBHOro KOMMPOBAHWUA HECKO/IbKMX MaLLMH B CETEBOE XPaHWUAULLE, YTOObI
n3bexaTb YpesMepHOI 3arpy3ku ceTu. MPoLOIKUTENBHOCTb 3a4EPHKKN A1 KaXKA0W MALLMUHBI
onpeaenseTca Npn NPUMEHEHUN NniaHa Pe3epBHOro KOMMPOBaHMSA K MalliMHE M OCTaeTcA
HEeM3MeHHOM A0 Tex Nop, NOKa B NiaHe pPe3epBHOro KOMMPOBaHWA He byaeT u3MeHeHo
MaKCMMabHOEe 3HaYeHne 3a4epKKu.

Pe3epBHble KONWUK BUPTYaNbHbIX MALLUWH 6y,CJ,YT CO34aBaTbCA Noo4YepeHoO.

= OrpaHW4YUTb YNCNO OLHOBPEMEHHO BbIMOAHAIOWMNXCA ONepaLmnii pesepBHOro KONUPOBaHUA Ha
ypoBHe

Jtot napameTp AO0CTyneH TO/IbKO B TOM C/1y4ae, eC/11 N1aH pe3epBHOINo KoONnnpoBaHMA NPpUMEHEH
K HECKOJIbKUM BUPTYa/ibHbIM MallUHaAM. JTot napameTp onpeaenaeT, ANnAa CKOJIbKUX
BUPTYa/ZIbHbIX MalLMH areHT MOoXXeT 0OAHOBPEMEHHO BbINO/IHATb pe3epBHOE KONMMpPoBaHWE Npu
BbINO/IHEHUWN 3a4aHHOTO NJ1aHa pPe3epBHOro KONNMpPoBaHUA.

Ecnv B COOTBETCTBMM C NJIAHOM PE3EPBHOIO KONMUPOBaHMUA areHTy Heobx0AMMO HayaTb
pesepBHOE KOMMPOBAHME HECKOIbKMX MALLMH CPpasy, OH BbibepeT ABe MaluuHbl. (YTo6bI
ONTUMM3NPOBATb NPOM3BOAUTENILHOCTL PE3EPBHOMO KOMMPOBAHWA, areHT MNbiTaeTcsa nogobpats
MaLUMHBI, XPaHALLMECA B PA3/IMYHbIX XpaHUAuwWax.) Mocne 3aBepluieHns co3ganHums ntoboli ns
nepBbIX ABYX PE3EPBHbIX KOMWIA areHT BbIbepeT TPETbIO MAaLLUMHY U T. 4.

KonnyectBo BUPTYabHbIX MaLUMH, A1A KOTOPbIX areHT 6yp,eT CO34aBaTb pe3epBHble Konnn
OAHOBPEMEHHO, MOXHO M3MEHUTb. MaKcMmMmanbHOe 3HaYeHne paBHo 10.



Pe3epBHOE KonnposaHume d)VI3VI‘-IECKMX MaWWnH 3anyCcTtnuTcAa TOYHO B COOTBETCTBUU C paCnnCaHNEM.

8.9.19 Pe3epBHOe KONMPOBAHME B MOCEKTOPHOM pexxmMme

3TOT NapamMeTp AeNCTBYET TO/IbKO NPU pe3epBHOM KOMMPOBAHUKN HA YPOBHE AMUCKOB.
3TOT NapameTp onpeaenneT, Co34aBaTb /M TOYHYIO KOMUIO AUCKA AN TOMA Ha GU3NYECKOM YPOBHE.
3HayeHMe No yMOoNYaHMo: OTKAOYEHO.

Ecnv 3TOT NapameTp BKAIOYEH, CO343ETCA pe3epBHan KOMMs BCEX CEKTOPOB AMCKA MM TOMA, BK/OYan
HepacnpegeneHHoe NPOCTPAHCTBO 1 Te CEKTOPA, B KOTOPbIX HET AaHHbIX. Pazmep nosyyeHHoON B
pesynbTaTe pe3epBHOI Konuu ByaeT paBeH pasmepy AMCKa, 419 KOTOPOro Co34aeTcA pe3epBHan
KonuA (ecnm napameTpy «YpoBeHb cxkatua» (cTp. 43) 3agaHo 3HaveHue OTcyTcTByeT). MporpammHoe
obecrneyeHne aBTOMaTMYECKU NepeinaeT K NOCEKTOPHOMY pe3epBHOMY KONMPOBAHWMIO ANA ANCKOB C
Hepacrno3HaHHbIMWN MW HEMOAAEPKMBAEMbIMU GaNIOBbIMM CUCTEMAMM.

8.9.20 PazbueHne

Jrort napameTp NPUMEHUM 4J1A CleAyOWMX CXEM pe3epBHOro KonmposaHuA: Beceraa nonHoe,
ExXeHeaenbHO NONHOeE, eXXeaHEeBHO UHKpeMeHTHOoe 1 lNonb3oBaTenbCcKue.

3TOT NapameTp No3BOSET BblIOpaTbh MEeTOA pa3bueHms pesepBHbIX KONUIA Ha MeHbLLIWE MO pasmepy
dparmeHTbI.

3Ha4yeHune no YMOTYaHUIO: ABTOMaTUYECKMN.

[ocTynHbl cheaytowme HacTPOMKK:

= ABTOMATUYECKU

Pe3sepBHas Konus byaeTt pa3buta Ha YacTu, ec/iM ee pasmep NPEBbIWAET MAKCMMabHbIN pasmep
daiina, KOTopbI NoaaepKMBaeTca B panaioBomn cucteme.

= 3ajaHHbI pasmep

Beeante nnm BbibepuTte U3 PaCcKpbIBaOLLErOCA CAMCKA HYXHbIN pasmep danna.

8.9.21 0O6paboTka owmMbOoK 3aaaHnS

JTOT NapameTp onpeaenseT noseaeHne nporpammol npu cboe naaHa pe3epBHOro KONMPOBaHMA.

Ecnv 3TOT NapameTp BKAIOYEH, TO NPOrpamMmma NonbITaeTcA eLe pas BbIMOJAHWUTL MaH pe3epBHOro
KonupoBaHuA. MOXHO 3a4aTb BpEMEHHON MHTEPBAN MeXAY NOMNbITKAMMU U KOIMYECTBOM MOMbITOK.
MonbITKK 6yayT NpeKpaLLeHbl, Koraa 3agaHue 6yaeT BbiNoaHeHo ycnelwHo UM KoiMyecTBo NoNbITOK
AOCTUTHET YKa3aHHOro npeaena.

3HayeHMe No yMmonYaHuio: OTKAOUEHO.

8.9.22 Cnyxb6a TeHeBoro konnposaHust Tomos (VSS)

3T0T Nnapametp paboTaeT TONbKO B onepaumoHHbIX cuctemax Windows.

3TOT NapamMeTp yKasblBaeT, LOJIKEH /1N NOCTABLLMK C/yKObl TEHEBOTO KONMPOBaHMA TomoB (VSS)
yBefoMAATb VSS-coBMeCTUMbIe NPUAOKEHUS O NPeACTOoALLEeM 3aMyCKe PE3EPBHOIO KOMMPOBAHWA.
370 obecneynBaeT CoriacoBaHHOE COCTOAHME BCEX AAHHbIX, UCNOJb3yeMbIX MPUIOKEHUAMM. B
YaCTHOCTM, 3aBepLUEHME BCEX TPAH3AKLMI B MOMEHT CO34aHNA MOMEHTA/IbHOTO CHUMKA AaHHbIX
nporpaMmmHbiM obecrnedyeHreM pe3epBHOro KoNMpoBaHusa. CornacoBaHHOCTb AaHHBbIX, B CBOIO



o4yepeap, obecneuynBaeT BOCCTaHOB/IEHME NPUNOXKEHUA B KOPPEKTHOM COCTOAHNUU M BO3MOXKHOCTb
MCNoNb30BaHUA CPa3y Nnocsie BOCCTAHOB/IEHUA.

3HayeHMe N0 YMOTYAHUIO: BKAKOYEHO. ABTOMaTHUUECKUI Bbl60p NOoCTaBWMNKA MOMEHTAJIbHbIX
CHUMKOB.

Mo»KHO Bbl6paTb O4VH U3 cneayrounx BapnaHTOB:

= ABTOMATUYECKMU BbI6MpaTb NOCTaBW KA MOMEHTA/IbHbIX CHUMKOB

ABTOMaTHYECKU1 BbIGOP U3 CeayowMX BapMaHTOB: annapaTHbI NOCTAaBLWMK MOMEHTA/IbHbIX
CHMMKOB, MPOrPaMMHbIe NMOCTaBLUKM MOMEHTA/IbHbIX CHUMKOB M NPOTPaMMHbIA NOCTaBLLMK
TeHeBoro konuposaHua (Microsoft).

®"  WUcnonb3oBaTb NPOrpaMmmMHbI NOCTABLMK TEHEBOro KonuposaHuua (Microsoft)

Mbl pekomeHayeM BbibpaTb 3TOT NapameTp Npu pe3epBHOM KONMPOBaHMU CepBEpPOB
npunoxeHnit (Microsoft Exchange Server, Microsoft SQL Server, Microsoft SharePoint nau Active
Directory).

OTKAOUUTE 3TOT NapameTp, eciv 6asa AaHHbIX HecoBmecTuma ¢ VSS. Mpouecc co3gaHus
MOMEHTA/IbHbIX CHUMKOB YCKOPUTCS, HO COMNIaCOBAHHOCTb AaHHbIX MPUIOXKEHUN, B KOTOPbIX

MMEIOTCA He3aBePLUEHHbIE TPAH3aKLUMK, He rapaHTupyeTca. MoxHO ncnosibzosaTb KomaHabl 40 U
nocsie 3axBaTta AaHHbIX (CTp. 52), 4Tobbl 06ecneymTb COrnacoBaHHOCTb AAHHbIX, A1 KOTOPbIX
BbIMOJIHAETCA pe3epBHOE KONUpPOoBaHME. Hanpumep, yKaxKnuTe KOMaHAbl 40 3aXBaTa AAHHbIX,

KOTOpble NPUOCTAHOBAT PaboTy 6asbl AaHHbIX M MEPEHECYT COAEPHKMMOE BCEX BPEMEHHbIX XPaHUAMULL,
ana obecneyeHma KOPPEKTHOMO BbIMOJIHEHUA TPAH3AKLUMN, YKaXKUTE KOMaHAbl NOC/ie 3aXBaTa AaHHbIX,
KOTOpble BO30OHOBAT onepaunn 6asbl AaHHbIX NOC/AE BbINOJAHEHUA MOMEHTAa/IbHOFO CHUMKA.

BKAounTb NONIHOE pe3epBHOe KonupoBaHue VSS

Ecnu 3TOT NapameTp BK/OYEH, *KypHanbl Microsoft Exchange Server n apyrux npuaoxeHumn,
noaaeprkmeatoLmx VSS (Kpome Microsoft SQL Server), 6yayT coKpallaTbCs Kaxkapli pas nocne
NOJIHOTO, UHKPEMEHTHOIO MAN AnddepeHUMaNbHOTo pe3epBHOro KOMMPOBAHUA HA YPOBHE AUCKOB.

3HayeHWe No ymonyaHuio: OTKAIOYEHO.

OcTaBbTe NapamMeTp OTKAOUYEHHbIM B CIEAYIOWMX CAYYAnX:

= Ec/nu onA pe3epBHOro KONMpoBaHUA AaHHbIX Exchange Server ncnonbsyetca areHT gna Exchange
nnm MO CTOPOHHMX NpousBoAUTENEN. B 3TOM C/lyYae COKpaLLLEHWNE KYPHANOB NOMeLlaeT
nocaeayloLlleMy pe3epBHOMY KOMMPOBAHMIO }KYPHAN0B TPaH3aKLMUA.

= Ecau ana pe3epBHOro KONMPOBaHWA AaHHbIX SQL Server ncnonb3yeTtca nporpammHoe
obecneyeHne CTOPOHHUX NpousBoanTenei. Mporpamma CTOPOHHEro npomnssoauTens byaer
BOCMPMHUMATb NOJIYYMBLLYHOCA PE3EPBHYHO KOMMIO ANCKA KaK «CBOK COOCTBEHHYHO» MO/HYHO
pe3epBHYto Konuto. B pesynbTaTte cneaytoutee auddepeHumanbHoe pe3epBHOE KONMPOBAHNE
AaHHbIx SQL Server 3aBepunTcA oWNOKOM. PesepBHOe KonnpoBaHue byaeT 3aBepLiaThbes
OLWMBKOM, NOKa Nporpamma CTOPOHHEro NPou3BOAMUTENA HE CO34aCT CAeAyHOLLYO0 COOCTBEHHYIO
MOJIHYIO Pe3ePBHYHO KOMMUIO.

®  Ec/v Ha MalluHe paboTatoT apyrme VSS-coBMeCcTUMbIe MPUNOKEHMS, }KYPHasIbl KOTOPbIX
Heo6X0AMMO XPaHUTb MO KaKoM-1Mbo NpudnHe.

Mpu BKAOYEHMM 3TOTO NapameTpa He NPOUCXOAMUT ycedeHus KypHanoe Microsoft SQL Server. YTobbl
COKPaTUTb KypHan SQL Server nocne BbINOJHEHUA Pe3ePBHOr0 KOMMPOBAHMWSA, BKAOUNTE NapamMmeTp
pe3epBHOro KonunposaHua CoKkpalleHue KypHana (cTp. 47).



8.9.23 Cnyxb6a TeHeBoro konupoBaHust ToMos (VSS) anst
BUPTYasbHbIX MaLLVH

3TOT NapameTp onpeaenseT, caeAyeT i C034aBaTb 3aMOPOKEHHbIE MOMEHTAJIbHbIE CHUMKM
BMPTYasibHbIX MalLWH. YTOObI CO34aTb 3aMOPOKEHHbBI MOMEHTA/IbHbI CHUMOK, MPOrpammMmHoe
obecneyeHne pe3epBHOro KONMPOBAHUA NPUMeEHAET VSS B BUPTYaNbHOW MaLLMHE, UCMO/b3YA
VMware Tools nnm Hyper-V Integration Services.

3Ha4yeHune no YMOI4YaHUIO: BKIIOYEHO.

Ecnn 3TOT napameTp BKOYEH, TO TPAH3aKLUUM BCEX MPUMOXKEHUIN C noaaep kKo VSS, KoTopbie
3anyLeHbl Ha BUPTyasibHOW MallMHe, 3aBepLUatoTCcs nepes co3gaHnemM MOMEHTa/IbHOrO CHUMKa.
Eciv nocne HeCKONbKUX MOMbITOK, KOMYECTBO KOTOPbIX onpeaeneHo napameTpom «ObpaboTka
oWnBOK» (CTp. 43), He yaaeTcs co34aTb 3aMOPOXKEHHBIN MOMEHTA/IbHbIN CHUMOK U pe3epBHoe
KOMMPOBaHNE NPUNOXKEHUN OTKAOYEHO, CO34aeTCA 0DbIYHbIM MOMEHTaIbHbIN CHUMOK. Ecnu
BK/IIOYEHO pe3epBHOE KOMMPOBAHWE NPUNOKEHWUI, TO pe3EePBHOE KONMPOBAHWE 3aBepLuaeTca cboem.

Ecnun 3TOT napameTp OTK/IIOYEH, co34aeTcA 06bIYHbI MOMEHTaNbHbIA CHUMOK. byanert co3paHa
pe3epBHaA KonuAa BMpTyaanOf/’I MallWnHbI C 3aLLI,MTOI71 oT cboes.

8.9.24 BExeHepenbHoe pe3epBHOE KOMNMMpoBaHUe

3TOT NapameTp onpeaenfeT T, Kakme NPOoLEeCcChl PE3epPBHOro KONMMPOBAHNA CYUUTAIOTCA
«exeHeAeNbHbIMW» B MPaBMaax XpaHeHNa 1 cXxemax pe3epBHOro KonupoBaHua. «ExkeHegenbHan»
pe3epBHas KONuUA — 3TO NMepBas KOMusA, KOTopasa CO3AaeTca Noc/ie Havyana Heaenu.

3Ha4yeHune no ymonyanuio: NoHepenbHUK.

8.9.25 XypHan cobbimuin Windows

3T10T NnapameTp paboTaeT Tonbko B OC Windows.

3TOT NapamMeTp yKasblBaeT, A0/KHbl /1N areHTbl 3aMMCbiBaTb COBbLITUA ONepaLmii pesepBHOro
KOMMPOBaHUA B }KypHan cobbiTuii npunoxKeHuii Windows (4Tobbl NPOCMOTPETb 3TOT KypHan,
3anyctute ¢aiin eventvwr.exe unan Bbibepute NaHenb ynpasaeHua > AGMUHUCTPUPOBaHUE >
MpocmoTp cobbiThid). MoXKHO PUALTPOBATL COBLITUA, 3aNNCbIBaEMbIE B XKypHall.

3HayeHWe No ymonyaHuio: OTKAIOYEHO.

9 BoccTtaHoBneHue

9.1 BoccTaHoBNeHue: naMaTka

B Ta6m4u,e HWXe KPaTKO OnncaHbl 40CTYMNMHble MeTOo4bl BOCCTAHOBNEHUA. C ee NnOMOLLBIO Bbl CMOXKeTe
Bbl6paTb CI'IOC06, KOTOprl‘;I Ny4dlle BCero oree4vyaeT Ballm I'IOTpe6HOCTFIM.

O6bEeKT BOCCTAHOBNEHUA MeTopa, BOCCTaHOB/IEHUA
dur3nyeckan malwmnHa Mcnonb3oBaHue Beb-nHTepdeica (cTp. 59)
(Windows mau Linux) Mcnonb3oBaHue 3arpy3o4yHoro Hocutens (cTp. 63)

dunsnyeckas mawnHa

(Mac) Mcnonb3oBaHuMe 3arpy3o4yHoro Hocutens (cTp. 63)




BupTyanbHasa malmHa
(VMware nnu Hyper-V)

Ucnonb3osaHue Beb-nHTepdeitca (cTp. 62)
Mcnonb3oBaHWe 3arpy3ovHoro Hocutens (cTp. 63)

BupTyanbHaa mawunHa

WM KOHTENHep Mcnonb3oBaHue Beb-nHTEpPdEiica (cTp. 62)
(Virtuozzo)
KoHurypauyma ESXi Mcnonb3oBaHue 3arpy3oyHoro Hocutens (cTp. 71)

Mcnonb3oBaHue Beb-nHTepdeica (cTp. 67)
3arpysKa ¢ainoB U3 061a4HOro XpaHUAMLLA AaHHbIX (CTp. 68)
Mcnonb3oBaHMe 3arpy3o4yHoro Hocutens (cTp. 69)
MN3BneyeHune daiifoB U3 0KaIbHbIX pe3epBHbIX Konuit (cTp. 70)

dalinbl M Nanku

CocToAHNE CUCTEMBI Ucnonb3oBaHue Beb-nHTepdeica (cTp. 70)
ba3bl gaHHbIX SQL Ucnonb3sosaHue Beb-nHTEpdEiica (cTp. 91)
ba3bl faHHbIX Exchange Mcnonb3oBaHue Beb-nHTepdeica (cTp. 94)

MouToBble AWMKHK

Exchange Mcnonb3oBaHue Beb-nHTEpPDEica (cTp. 96)

MoutoBsbie awukn Office

365 Ncnonb3oBaHue Beb-nHTepdeica (cTp. 101)

MpumeuaHume ana nonb3osareneit Mac

HauunHas c 10.11 El Capitan, oTaenbHble cuctemHble $ainbl, Nanku 1 NPOLLECChl MOMEYeHbl AN
3aLWMTbI paclMpPeHHbIM aTpubyTom daiina com.apple.rootless. 3ta pyHKLMA Ha3biBaeTcsa System
Integrity Protection (SIP). Cpeau 3awmLeHHbIX paiioB — NpeayCcTaHOBNEHHbIE NPUNOKEHUS U
601bLUMHCTBO NANoK B KaTanorax /system, /bin, /sbin, /usr.

3awwmeHHble ¢panbl M NankyM HEBO3MOXHO NepesanucaTb NPY BOCCTAHOB/IEHUN B
onepauMoHHoM cucteme. Ytobbl nepesanuncathb 3alumnlLeHHble Gpaibl, BbINOAHUTE
BOCCTaHOB/IEHUE C 3arpy304HOro HoOCUTENSA.

HaumHaa ¢ macOS Sierra 10.12, paiinbl, KOTOPbIE UCNONb3YIOTCA PEAKO, MOXKHO NepPemMecTUTb B
iCloud c ncnonb3oBaHnem GpyHKUMK coxpaHeHMA B obnake (Store in Cloud). B daiinoBoit cucteme
ocTatoTca Hebonblume cneapl 3TUX ¢paitanos. Bmecto opurmHanbHbix Gainaos co3paeTca pesepsHas
KOMMWA 3TUX CNes0B.

Mpy BOCCTaHOB/IEHUN C/lefa B UCXOQHOE PACno/ioKeHUe OH cMHXpoHu3smpyeTcsa ¢ iCloud, nocne
Yyero CTaHOBUTCS AOCTYyNeH OpuUrMHanbHbIi dain. Mpy BoccTaHOBAEHUN cnefa B apyroe
pacnonoXeHne CUMHXPOHU3NPOBATb Ero HEBO3MOXKHO, NO3TOMY OpPUTMHA/bHbLIN dain byaeT
HeZOoCTyneH.

9.2 Co3paaHue 3arpy304HblX HOCUTENEN

3arpysoyHbI HOCUTENb — 3TO KOMMAKT-aucK, DVD-gucK, dnsw-Hakonutenb USB nan gpyroit
CbeMHbIA HOCUTE/b, C MOMOLLbIO KOTOPOT0 MOXHO 3anyCTUTb areHT, He UCMOJIb3yA ONepaLMOHHYO
cuctemy. OCHOBHaA 3a4a4a TaKOro HOCUTEeNss — BOCCTAHOB/IEHWE OMNEPALIMOHHOM CUCTEMbI, KOTOPYHO

He yAaeTca 3arpysuThb.

Mbl HacToATeNIbHO peKoMeHAyeM CO34aTb U MPOTECTUPOBATb 3arpy3qub|i/’| HOCUTENb Cpa3y XKe nocne
nepBoro co3gaHnA pe3epBHbIX Konui ANCKoB. Kpome Toro, pekomeHayeTcA NOBTOPHO CO34aBaTbh
HOCUTENIb NOCNE KaXXJ0ro cepbe3Horo obHOBNEHWS areHTa pe3epBHOro KoNpoBaHUA.

C nomoLbio 04HOI0 HOCMUTENS MOXHO BOCCTaHOBUTL Kak OC Windows, Tak 1 Linux. Ona

BoccTaHoBaeHua OS X I'IOTpe6Y€'TCF| co34aTb OTﬂ,e}'Ibelﬁ 3arpy30quu‘/’1 HOCUTEeNb Ha MmallnHeE noj

ynpasneHnem OS X.




Co30aHue 3az2py304Ho20 Hocumensa e Windows u Linux

1. 3arpysute ISO-dain 3arpysoyHoro Hocutena. Ytobbl 3arpy3nTb AaHHbIN dain, BbibepuTe
MaLlKHY, 3aTem BbibepuTe NyHKTbI BoccTaHoBNeHue > [ipyrue cnocobbl BOCCTAaHOBAEHMUA... >
3arpy3uTb ISO-06pas.

2. BbinonHute ntoboe M3 creayoLWnX A4eNCTBUN:
" 3anuwute KoMNakT- uam DVD-auck, ncnonbsya ISO-dann.

= Cospgalte 3arpy3o4Hbiii dasw-Hakonutenb USB, ncnonbsya ISO-dbaiin n oanH 13 becnnatHbIxX
WHCTPYMEHTOB, AOCTYNHbIX B MHTepHeTe.

Ons mawwnH ¢ UEFI ncnonbsyite ISO to USB namn RUFUS, ana mawwmHsbi c
BIOS —Win32DiskImager. B Linux Mo»HO BOCMO/b30BaTbCcA yTUAMUTON dd.

= [logkntounte ISO-daiin B Kayectse CD/DVD-ANCKOBOAA K BUPTYalbHOM MalUMHE, KOTOPYHO
TpebyeTcsa BOCCTAaHOBUTb.

Co30aHue 3az2py304H0o20 Hocumens e OS X

1. Ha mawwuHe ¢ ycTtaHoBAEHHbIM areHToM ana Mac wenkHute MpunoxeHuna > Macrep co3aaHuAa
3arpy3oyHbIX HOCUTENEN.

2. B nporpamme oTobpasaTcsa NOAKAOUYEHHbIE CbeMHble HOCUTENU. Bbibepute HoCUTENb, KOTOPbIM
TpebyeTca caenaTb 3arpy3oUHbIM.

MpedynpexcdeHue Bce OaHHbie Ha Oucke 6ydym yoaseHsl.

3. Haxmute KHonky Co3aatb.

Joxautecb co3gaHnNA 3arpy304HOro HocuTena.

9.3 BoccTaHoBNneHue MalluHbI

9.3.1 ®u3nyeckass MallMHa

B aTOoM pasgene onncaHo BOCCTaHOBAEHME GU3NYECKMX MALLMH Yepes Beb-nHTepdelic.

Ncnonb3ylite BMecTo Beb-MHTEpdelica 3arpy304Hblii HOCUTENb, C/IM BaM HEOBX0AMMO
BOCCTAHOBUTb:

= cuctemy OS X;

- J'II-06VIO onepaunoHHYHO CUCTEMY Ha «Trojsioe XKenes3o» NM60 Ha OTKNIOYEHHOW MaLLUHe.

[lns BOCCTaHOB/IEHWUA ONEePaLMOHHOW cUCTEeMbI NOTPebyeTca nepesarpyska. Bol moxkeTe
nepesanycTuTb MallMHy aBTOMaTUYECKM MW NPUCBOUTL et cTaTyc TpebyeTca BMeLaTeNbCcTBO.
BoccTaHOBNEHHas onepauMoHHas cucTemMa aBTOMaTMYECKM 3anycKaeTcsa.

BoccmaHoeneHue gpusuvecKoli MawuHbl

1. BblbepuTe MallnHY, 414 KOTOPOW eCTb pe3epBHas Konus.

2. UWenkHnte BoccTtaHoBNEHMe.

3. BblbepuTe TOUKy BoccTaHoBAEHUA. OBpaTUTEe BHUMAHME Ha TO, YTO TOYKN BOCCTAHOB/IEHUSA
OTPUABbTPOBAHbI NO XPaHUAMLLY.
Ecnm malimMHa OTKNKOYEHa, TOUKM BOCCTaHOBMEHMA He oTobparkatoTca. BbinonHuTe ntoboe mns
cneayrowmx AeUCTBUIA:

= Ec/u pesepBHas KOMWA PacnooXkeHa B 061a4HOM UK 06LLLEM XpPaHUAULLE AaHHbIX (T .e.
Apyrve areHTbl MOTyT NOYYUTb K Hel JOCTyN), WeKHUTe BbibpaTb malnHy, Bbibepute
LeneByto MallMHY, KOTOPas NOAK/OYEHA, @ 3aTeM BblbepuTe TOUKY BOCCTAHOB/IEHUA.

®  BbibepuTe TOUYKY BOCCTAaHOB/IEHUA HA BKAAAKe «Pe3epBHble Konum» (cTp. 78).



®  BoccTaHOBUTE MalUWHY, Kak ON1caHo B Teme «BoccTaHoBIeHME ANCKOB C MOMOLLLbIO
3arpyso4Horo Hocutensa» (cTp. 63).

4. TMocneposaTesnbHO BbibepuTe NyHKTbI BoccTaHoBAEHMe > BcAa malimHa.
MporpammHoe obecneyeHne aBTOMATUYECKN COMOCTaBUT AUCKM U3 PE3EPBHOM KOMUKN C ANCKaMM
LeneBoi MalluHbI.

= YT0Obl BbINOAHUTbL BOCCTAHOBNAEHWNE B APYTryto BUPTYa/ZIbHYIO MalUnHY, WENKHUTE LleneBan
MaliuHa 1 Bbl6epMTe BK/TOYEHHYIO LLeNeByo MallnHy.

®  EC/Av BbINOJIHUTb CONOCTaB/I€HUE HE YAan0Ch, BOCNO/b3yATECh NPOLLEAYPO, KoTopas
onucaHa B pasaene «BocctaHoBAEHWE ANCKOB C MOMOLLBIO 3arpy304HOro Hocutens» (cTp. 63).
C nomMoLLbto 3arpy304HOr0 HOCMTENA MOXHO BblIOPATb AMCKM A1A BOCCTAHOBNEHUA U
BPYYHYIO COMOCTaBUTb UX.

PUIMYECKan MallliHa
ABRTTMMS

Disk 1 — Disk 1

HAYATE @33 NAPAMETPb
BOCCTAHOBNEHWA

BOCCTAHOBNEHWE

5. HaxKmuTe KHOMKy 3anycK BOCCTaHOBNEHUS.
6. lMNoartsepanTe nepesanncb ANCKOB BEPCUMAMMU U3 PE3EPBHON KONUK. YKaXKNUTe, Cneayet au
aBTOMAaTUYECKU Nepe3anyCcTUTb MaLlLnNHY.

Xoga BoccTaHoBAEHUA oTobparkaeTca Ha BKiaaKe Jencrsus.

9.3.2 BoccraHoBneHMe pU3nMYECKOM MalLMHbI B BUPTYasbHYHO

B aTOM pasgene onmMcaHo BoCCTaHOBAEHME PU3NYECKOM MALLUMHbI B Ka4ecTBe BUPTYabHOM C
ncnosb3oBaHWeMm Beb-MHTepdeiica. 3Ty onepaumto MOXHO BbINOJHUTb, €C/IN YCTaHOBAEH U
3aperncTpupoBaH xoTa bbl oauH areHT ana VMware unu areHt ans Hyper-V.

JononHuTenbHyo MHGopmMauuio o murpaumm P2V cm. B pasgene «Murpauma mawmHb» (cTp. 110).

BoccmaHoeneHue gpusuvecKoii MawuHbl KaK supmyasnbHol

1. BblbepuTe MallUHY, A1 KOTOPOW eCcTb pe3epBHas Konus.

2. LWenkHuTte BocctaHoBNEHME.

3. BbibepuTe TOUKy BoccTaHOBAEHUA. OBpaTUTe BHUMaAHME Ha TO, YTO TOUYKM BOCCTaHOBAEHMA
oTOUNBTPOBAHbI MO XPaHUANLLY.
Ecnn malwmHa OTKAoUYEHa, TOYKM BOCCTAHOBNEHUA He oTobpaxkatoTca. BbinonHuTe noboe 13
cnenyowmx oencTBui:



= EcAnu pesepBHas KOMWA PacrnooXkeHa B 061a4HOM UK 06LLEM XpaHUAULLE AaHHbIX (T .e.
Apyrve areHTbl MOTyT MOJYYNUTb K Hel JoCTyn), WenKHWUTe BbibpaTb mawwuHy, Bbibepute
MaLUKMHY, KOTOpas NOAKNIOYEH], a 3aTeM BblbepuTe TOUKY BOCCTAaHOB/IEHUSA.

= BbibepuTe TOUKY BOCCTAHOB/IEHMA Ha BKAaAKe «PesepBHble Konuu» (cTp. 78).

®  BoccTaHOBWTE MalUMHY, KakK ONMCAHO B Teme «BoccTaHOBNEHME ANCKOB C MOMOLLLBHO
3arpyso4yHoro Hocutens» (cTp. 63).

MNocnepoBaTenbHO BbibepuTe NyHKTbl BocctaHoBNAEHUe > BcA malumnHa.

B nose BocctaHOBUTD B BbibepuTe NYHKT BUpTyanbHaa mawunHa.

LLlenkHnTe LleneBasa mawunHa.

a. Bbibepute runepsusop (VMware ESXi nunu Hyper-V).
JonxeH bbITb yCTAaHOBNEH XOTA OA4MH areHT ana VMware unu areHt gns Hyper-V.

b. BblbepuTe malinHy, B KOTOPYH BYAYT BbINO/HATLCA BOCCTAHOB/IEHME: HOBAA UK
cyuiecTytow,an. Boibop HOBOI MalLMHbI NPeanoYTUTENbHEE, MOCKO/bKY AN1A Hee He
TpebyeTcs, yTobbl KOHGUIYPaLUUA AUCKA LEeNeBON MaLLUUHbI B TOMHOCTM COOTBETCTBOBANA
KOHUrypauum AncKa B pe3epBHON KONuu.

C. BbibepuTe XOCT M yKaXK1Te MMA HOBOM MaLLMHbI UM BbibepUTE CYLLLECTBYHOLLYO LEeNeByto
MaLUMHY.

d. Haxmute KHonKy OK.

7. [HeobasaTenbHo] MNpn BOCCTAHOBNEHMM B HOBYHO MaLLUMHY TaK¥Ke MOYHO BbINOJHUTb Caeaytowme
aencreums:

= |lenkHnte XpaHunuwe gaHHbIX gnsa ESXi nnm Nyte ona Hyper-V v BoibepuTe xpaHmnanwe
[OAHHbIX AN1A JaHHOW BUPTYabHON MalUUHbI.

" Y706bl U3MEHUTL Pa3Mep NAMATH, KOIMYECTBO NPOLLECCOPOB U CETEBbLIE NOAKNOYEHNS

BUPTYasibHOM MallWHBI, WenkHUTe HacTpoiiku BM.

BUpTyansHaa MalllHa

New machine Ha 10.250.151.182) Hoswii

datastore-share-iscsi-bender

NamATk: 1.00 T6
BUpTyankbHbIe MPoLECcopbI: 1
CeTeBble aganTtepsl: 0

HAYATE @ NAPAMETPbL
BOCCTAHOBNEHIA

BOCCTAHOBNEHWE

8. Haxmunte KHOMKY 3anycKk BOCCTAaHOBNEHMUA.



9.

MpY BOCCTAaHOB/IEHUN B CYLLECTBYIOLLYIO BUPTYA/IbHYHO MalLMHY NOATBEPAMTE Nepes3anmcb
[AVICKOB.

Xoz BOCCTaHOB/IeHUA oToObpaXkaeTcs Ha BKNaaKe OeicTeua.

9.3.3 BwupTyanbHas MalinHa

B Xoae BOCCTaHOBAEeHUA AaHHbIX Ha BUPTYa/IbHYIO MallNHY OHa AO0/1XKHa bbITb OCTaHOBAEHa.
Mporpamma ocTaHaBAKBaEeT ee 6e3 NpeaynpexaeHusa. Mocne 3aBeplueHna BOCCTAHOBAEHUSA MaLLUHY
noTpebyeTca 3anycTuUTb BPYYHYIO.

3To noBeAeHWE MOXKHO U3MEHUTb, UCNOJIb3yA NapaMeTp BOCCTAaHOBEHUA «YNpaBaeHWe NUMTaHNneM
BM» (wenkHuTe MapameTpbl BOCCTAaHOBAEHUA > YNpaBaeHue nutaHmem BM).

BoccmaHoeneHue eupmyaanoﬁ MaWuHsl

1.

2.
3.

BbINOAHUTE O4HO U3 Cneayowmx 4eACTBUI:

=  Bbibepute MalIMHY, A48 KOTOPOIA CO34aHa pe3epBHasa Konus, WenkHute BoccrtaHoBneHue 1
BblGepUTE TOUKY BOCCTAHOB/IEHUA.

= BbibepuTe TOUKY BOCCTAHOB/IEHMA Ha BKaaKe «Pe3epBHble Konuu» (cTp. 78).
LLlenkHnTe BoccTaHoBAEHMe > BcAa malumHa.

YT106bI BbINOSIHUTL BOCCTAHOB/IEHWE B ¢M3MLIECKVIO MaLllnHYy, B CNUCKe BocctaHOBUTL B BblﬁepMTe
NYHKT dusnyeckaa mawmHa. B NPOTUBHOM C/ly4ae NponyCcTuTe 3TOT wWar.

BocctaHoBNEHME B PUINYECKYIO MALLIMHY BO3MOXHO TO/IbKO B TOM C/ly4ae, eciv KoHourypaumsa
Len1eBoi MallMHbl B TOYHOCTM COOTBETCTBYET KOHOMIypaLmm ANCKA B L@HHOM pe3epBHOMN KONUM.

Ecnum 3To MMeeT mecTo, NpoaoaKuTe ¢ wara 4 B pasgene «dPusmyeckas mawnHa» (ctp. 59). B
NPOTUBHOM C/ly4ae PeKOMeHAYEM BbINOAHUTb MUrpaumio V2P, ncnonb3aya 3arpy3oyHbiii
HocuTesnb (cTp. 63).

[aHHoe nporpammHoe obecneyeHrne aBTOMaTUYECKM BbIBMPAET NCXOAHYIO MALLNHY B Ka4ecTBe
LeneBou.

YT106b! BbINOIHUTL BOCCTAHOB/IEHME B APYTYHO BUPTYa/IbHYHO MaLLMHY, WenkHuTe Lienesasn
MalUKHa U BbINOJIHUTE Cc/ieaytolne AeCTBMA:

a. Bbibepute runepsusop (VMware ESXi, Hyper-V nnu Virtuozzo).

TonbKO BUPTyaabHble MalwnHbl Virtuozzo MOXKHO BOCCTaHOBUTL B Virtuozzo.
[ononHuTenbHyo MHGopmMauuio o murpaumm V2V cm. B pasaene «Murpaums mawnHbl» (CTp.
110).

b. BblbepuTe MalwmMHy, B KOTOPYIO ByAYyT BbINOJHATLCA BOCCTAHOBEHME: HOBAA MK
cyLLecTBytoLLan.

c. BbibepuTe XOCT M yKaXKMTE MMA HOBOM MaLLMHbI MU BbiBGepUTe CyLLLECTBYIOLLYO LieNEBYIO
MaLLUHY.

d. Haxkmwute KHonKy OK.

[Heobna3aTenbHo] MNpu BOCCTaHOBAEHWM B HOBYIO MALLMHY TaK¥Ke MOXHO BbINOJIHUTbL Cieaytowme

nencTems:

= |lenkHute XpaHunuuie aaHHbix ana ESXi uav Nytb ans Hyper-V n Virtuozzo u Bbibepute
XPaHUAMULLE AaHHbIX A1A AAHHON BUPTYaIbHON MaLUMHbI.



" Y7106bl UI3MEHUTL PAa3Mep NAMATU, KOJIMYECTBO NPOLLECCOPOB M CETEBbIE NOAK/IOYEHUSA
BMPTYasibHOM MalWHBI, WenkHuTe HacTpoiiku BM.

BUpTyansHaa MallkHa v

New machine Ha 10.250.151.182) Hoswii

datastore-share-iscsi-bender

NamATk: 1.00 T6
BUpTyankbHble MPOLECCophI: 1
CeTeBble agantepsl: 0

HAYATE @ NAPAMETPLI
BOCCTAHOBJIEHMA

BOCCTAHOBNEHWE

Hax»Xmunte Hayatb BOoccTaHOBAEHME.
Mpn BOCCTaHOBNEHMW B CYLLLECTBYIOLLYIO BUPTYaNbHYIO MaLLMHY NOATBEPAUTE Nepe3annucb
AWNCKOB.

Xop, BoCCTaHOBAEHUA 0T06pa)KaeTc9| Ha BK/1agKe AEﬁCTBMﬂ.

9.3.4 BoccraHoBNEeHMEe ANCKOB C MOMOLLIbIO 3arpy304HOro
HoCUTeNs

NHdopMaumio 0 TOM, KaK CO34aTb 3arpy304HbIi HOCUTENDL, CM. B pa3gene «CosaaHune 3arpy3o4yHoro
HocuTensa» (cTp. 58).

MopAadok eoccmaHosneHUA OUCKO8 € MOMOWbIO 3a2py304H020 Hocumens

1. 3arpyswuTe LeneBylo MalMHY C NOMOLLbIO 3arpy304HOr0 HOCUTENS.

2. BbibepuTe JloKanbHOe ynpaBaeHUe 3TO MALLMHOMW WAM ABaXKAbl LWEeNKHWUTE 3arpy3ouHblii
HOCUTE/Ib B 3aBMCMMOCTW OT TOrO, KaKoM TMM HOCUTENA UCMONb3YeTe.

3. Ecav B Balel ceTu BK/OYEH NPOKCU-cepBep, WekHUTe MHCTpymeHTbl > Mpokcu-cepeep v
YKaXKuTe nms xocta/IP-agpec u nopT Nnpokcu-cepsepa. B npoTMBHOM c/iyyae nponycTmTe sToT
war.

Ha aKpaHe NpuBEeTCTBUA HAXKMUTE KHOMKY BOCCTaHOBUTD.
LLlenkHUTe BblbpaTb AaHHbIE U HaXKMUTE KHOMKY 0630p.

YKaKuTe XpaHuauLe pesepsBHbIX KOMUM.



10.

11.

12.

"  Y7106bl BOCCTAHOBUTH AaHHble U3 06/1a4HOro XpaHUAULLA AaHHbIX, BbiIbepuTe O6nauHoe
XpaHUAULLE JaHHbIX. BBeauTe AaHHble yY4eTHOM 3anncK pe3epBHOro KoNMpoBaHus,
CBA3aHHOW C MaLWWMHOW, pe3epBHan KOMMA KOTOPOI Bam Hy»KHa.

" Y10bbl BOCCTAHOBUTb AaHHbIE M3 JIOKA/IbHON AN CETEBOW MarkKu, yKaxKute ee B pasaene
JlokanbHble nanku nam CetesBble Nanku.

Haxkmute KHonKy OK, 4Tobbl noaTBepAuTb BbIGOP.

BbibepuTe pe3epBHY0 KOMWIO, U3 KOTOPOI HEOBXOAMMO BOCCTAHOBUTbL AaHHbIe. [pKn NoaBAEHUM
COOTBETCTBYIOLLErO 3aNpoca BBeAMTE Naposib A5 Pe3ePBHON KOMUM.

B pasgene Copeprkumoe pesepBHOI KONuUM BbibepuTe ANCKNU, KOTOPbIE HYXKHO BOCCTAaHOBMUTb.
Haxkmute KHonky OK, uTobbl noaTBEpAUTL BbIOOP.

B pasaene MecTto BoccTaHOBAEHUA NPOrpaMmHoe obecneyeHne aBTOMaTUYECKM CONOCTaBUT
BblOpPaHHbIE AUCKU C LENEBLIMMU.

EC/v BbINONHWUTL COMNOCTaB/IEHNE HE YAAN0Ch UM €ro pesyabTaT Bac He yCTpanBaeT, CONoCTaBbTe
AVCKM 3aHOBO BPYYHYIO.

U3meHeHUe cmpyKkmypbl OUCKO8 MOXem Mosauams Ha 302pyHaemMocms onepayuoHHoli cucmemsl. Ecau
8bl He ysepeHbl 8 O/IHOM ycriexe, Ucnonb3ylime UCXOOHYIO CMpPYKMypy OUCKO8 MAWIUHBI.

[Mpwn BoccTaHoBNeHUM OC Linux] Ecan Ha malnHe, pe3epBHas KOMWsA KOTOPOW co3aaBanach,
MMeNnCb ornyeckme Toma (LVM), a Bam Heobxoanmo BOCMPOM3BECTU UCXOAHYIO CTPYKTYpY LVM,
BbINOJIHUTE MEePEYNCNEHHbIE HUKE AeNCTBUA:

a. Ybeautecnb, YTO KOIMYECTBO AMCKOB HA LLENEBOM MaLUMHE M EMKOCTb KaXKA0ro AUCKA PaBHbI
aHa/IOrMYHbIM 3HaYEHMUAM UCXOAHOW MaLlMHbI, @ 3aTem wenkHmute NpumeHuTsb RAID/LVM.

b. MpocmoTpute CTPYKTYPY TOMOB, a 3aTeM Ha)kKmuTe KHonKy Mpumenuntb RAID/LVM, uT06bI
co3paarb ee.

[Heobs3atenbHo] LLenkHuTe MapameTpbl BOCCTAaHOBAEHUA, YTOObI YKa3aTb AOMNO/IHUTE/IbHbIE
HaCTPOMKN.

Ha*kmute KHONKy OK, yTObObI HaYyaTb BOCCTAHOBEHME.

9.3.5 Wcnonb3oBaHue Universal Restore

HoBelilwne BepcmMm onepaumoHHbIX CUCTEM COXPAHAOT 3arpy*KaemocCTb NPy BOCCTaHOB/IEHNU Ha
oTnnyatoleeca obopyaosaHue nam nnatpopmbsl VMware u Hyper-V. Ecam BoccTaHoBNeHHan
onepaunoHHasa CUCTEMA He 3arpyykaeTcs, ncnosbsyite cpeactso Universal Restore, 4To6bl 06HOBUTH
ApaiiBepbl U MOAYIU, HEObXoAMMbIe A1 3arpy3KM CUCTEMBI.

Universal Restore Mo*KHO NpUMeEHUTb K onepaunoHHbIM cuctemam Windows u Linux.

Mopadok ucnonv3oeaHus Universal Restore

1.
2.
3.

3arpysuTe MaLlIKHY C 3arpy304HOro HOCUTENS.
LLenkHuTe MpumeHeHue Universal Restore.

Ecnun Ha MalMHe HECKOIbKO ONepPaLLMOHHbIX CUCTEM, BbIBEPUTE, K KAaKOWN U3 HUX cneayeT
npumeHntb Universal Restore.

[Tonbko ana Windows] HacTpolika 4oNoNAHUTENbHbIX HAacTpoek (cTp. 65).

Haxkmunte kKHonky OK.



9.3.5.1 Universal Restore B Windows
MoAarotoBKa

MNoarotoBbTe gpaiiBepbl

Mpexae yem npumeHaTb Universal Restore K onepaunoHHoi cucteme Windows, yaoctoBepbTtech B
HaNYMK ApaliBepOB AN HOBOrO KOHTPOIIEPA XKECTKUX ANCKOB N Habopa MMUKpocxem. ITn
ApanBepbl ABNAIOTCA KPUTUYECKUMW AN1A 3anyCKa onepauyoHHOM cucTemMbl. Mcnonblyimnte
KOMMNAKT-gUCKM nnm DVD-gMcKn, npefocTaBaeHHble NOCTaBLMKAaMKM annapaTHbIX CPeacTB, Uam
3arpysute apansepbl ¢ Beb-caliTa nocTtasuuKa. Oalinbl ApaliBepoB A0XKHbI UMeTb paclumpeHue *.inf.
B cnyyae 3arpysku apaiisepoB B dopmaTax EXE, CAB unu ZIP noayumnte nx ¢ NOMOLLbIO CTOPOHHEro
NPUNOXKEHUA.

Hannyywmm pelieHnem ABASETCA XPaHEHWE ApaliBEPOB 415 BCEX annapaTHbIX CPEACTS,
NCNo/Ib3yeMbIX B OpraHunsaLlmm, B e4MHOM PENO3UTOPUN C COPTUPOBKOM NO TUNY YCTPOMUCTB UK
annapaTHbIM KoHUrypaumam. Konmio penosutopma MOKHO XpaHUTb Ha DVD-aucke nam
dn3aw-HakonuTene, MOMECTUTb HYKHble ApaliBepbl Ha 3arpy304HbIA HOCUTENb MM CO34aTb
NoJiIb30BaTe/IbCKUI 3arpy304HbIit HOCUTENb C TPebyembiMM gpaliBepamm (a TakKe dalinamu
KOHOUrypaLmu ceTn) gas Kaxagoro cepsepa. MM MoXHO NPOCTO YKa3biBaTb MyTb K PEno3nMTopuio
KaXKapbl pas, Korga ucnonbdyetca KomnoHeHT Universal Restore.

MpoBsepbTe HaAnuMe AOCTYNA K ApaiiBepam B 3arpy30uHoi cpege

Y6eautecb B HaNNYMM JOCTYNA K YCTPOMCTBY C ApaiBepamu npu paboTe ¢ 3arpy304HOro HocUTeNs.
Ucnonb3yiite Hocutenb Ha ocHose WInPE, ecnu ycTpoictso goctynHo B Windows, HO HocuTe b Ha
ocHoBe Linux He o6Hapy»Kun ero.

Hactpoiiku Universal Restore

ABTOMAaTHUUYECKUNIA NOUCK ApalBepoB

YKaxkuTe, rae nporpamma Z0/1XKHa UCKaTb ApaliBepbl cos abcTparnposaHma obopyaosaHus (HAL),
KOHTPOJI/IEPa XKECTKUX AMUCKOB U CETEBbLIX aanTepos.

= Ecnmn p,paﬁBepbl HaXxo4ATCA Ha AUCKe OT npoun3soaunTena nnm gpyrom CbeMHOM HOCUTeNe,
yCTaHOBUTE d)namox MoOUCK Ha CbeMHbIX HOCUTEeNAX.

®  Ec/v gpaiiBepbl HAXOAATCA B CETEBOM Narke UK Ha 3arpy304HOM HOCUTENE, YKAXKUTE NYTb K
3TOM Nanke, HaaB KHOMKy [lo6aBMTb Nanky.

Kpome Toro, Universal Restore BbINOJIHWUT NOMCK ApaiiBEPOB B NanKe, MCNO/Ib3yemMol No YMOYaHUIO
Ana xpaHeHua apansepos Windows. Ee pacnonoskeHune onpeaensercs 3Ha4eHnem peecrpa
DevicePath 8 pasaene HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion.
O6bluHo 370 nanka WINDOWS/inf.

Universal Restore BbINOAHWUT peKypCUBHbIN MOUCK BO BCEX MarKax, BNOMKEHHbIX B YKa3aHHYO Nanky,
06HapyKWT Hanbonee noaxogalme apaveepbl HAL M KOHTpOA/IEpa KECTKUX ANCKOB U3 BCeX
MMEIOLLMXCA U YCTaHOBUT MX B OMepaLMoHHyto cuctemy. Universal Restore Takke BbIMOAHAET NOUCK
ApaiBepa ceTeBoro aganTepa. Nocne ero obHapyxkeHus Universal Restore nepegaet nyTb K
HallgeHHOMY ApaliBepy onepalyMoHHOW cucTteme. Ecam Ha MalmMHe YCTaHOBIEHO HECKOJIbKO CETEBbIX
nHTepdercHbIx naaT, Universal Restore nonbiTaeTca HaCTpoUTb ApaiBepbl BCex Naart.

[paiisepbl 3aNOMUHAIOLWMX YCTPOUCTB ANA 06A3aTeIbHOM YCTAaHOBKMU
3TOT NapameTp HeobxoaAuM B CnedytoLmX CayYasnX.

"  Ha KoMnbloTepe ycTaHoB/IeH 0COBbI KOHTPOIIEP 3aNOMMUHAIOLLErO YCTpoicTBa, Hanpumep RAID
(ocobeHHo NVIDIA RAID) nnu agantep Fibre Channel.



= CucTema NepeHeceHa Ha BUPTYa/ibHYO MallMHY, KOTOPAA UCNO/b3yeT KOHTPOIEDP XKECTKOTo
auncka SCSI. Ucnonb3yiTe gpansepbl SCSI, npegocTaBneHHbIe B NaKeTe NporpamMmHOro
obecneyeHna BUPTYanmM3aLnn, UAK 3arpysmTe nocnegHue Bepcun Apansepos c Beb-canta
pa3paboTumKa NporpammHoro obecneyeHus.

"  EcAu He YAaN0Cb 3arpy3antb CUCTEMY C MOMOLLBbKO aBTOMATUYECKOIro NOMUCKa ,D,paﬁBGDOB.

YKarKnTe Hy*KHble gpariBep, HaxkaB KHOMNKy [lo6aBuUTb ApaiiBep. YKasaHHble gpansepbl byayT
YCTaHOBJ/IEHbI, faXKe ecnun NPorpamma HalaeT Nyylmii Apaneep, C BblAayeli COOTBETCTBYHOLLENO
npegynpexaeHus.

Mpouecc Universal Restore

YKa3aB Tpebyemble HAaCTPOMKM, HarkKmuUTe KHOMKy OK.

Ecnu Universal Restore He yaaeTcs HalTM COBMECTUMbIN ApaiBep B YKa3aHHbIX PACMOIOKEHMUAX,
b6yaeT BbiBegeHo cooblieHme o NpobieMHOM yCTPONCTBE. BbINONHUTE 04HO U3 Cneayowmx
nencTBui:

= [lobaBbTe apaliBep B t060E U3 paHee YKA3aHHbIX PACNONOKEHUM U HAXKMUTE KHOMKY
MosTOpUTD.

= ECAM Bbl HE MOMHUTE PACMONOKEHNA, HAXKMUTE KHOMKY MponycTuTb, YTOObI NPOAOKUTD
npouecc. Npu Heya0BNETBOPUTENBHOM pe3y/ibTaTe 3aHOBO NpumeHuTe Universal Restore. Mpwu
HACTPOMKe onepaLmm yKaxuTe Heobxoammblii gpansep.

Mocne 3arpy3kn Windows HauyHeTcA CTaHAAPTHAA NpoLLeaypa YCTaHOBKM HOBbIX YCTPOMCTB. [painsep
ceTeBoOro agantepa byaet yctaHOBAEH 6e3 yBeAOMAEHUIM NPU Hannyuum y Hero nognucu Microsoft
Windows. B npotnsHom csiydae Windows nonpocuT noATBEPANTb YCTaHOBKY HEMOANUCAHHOTO
Apansepa.

Mocne 3Toro NoAb30BaTe/Ib CMOMKET HAaCTPOMUTb CETEBOE NOAK/IOYEHNE U YKa3aTb ApaiiBepbl gna
BMAeoagantepa, USB v gpyrux ycTpoicTs.

9.3.5.2 Universal Restore B Linux

Universal Restore morkeT npuMeHATbLCA K onepauMoHHbIM cucTemam Linux ¢ Bepcueit agpa 2.6.8 unu
6onee nosgHe.

Ecnm Universal Restore npumeHsAeTcs K onepaumoHHoi cucteme Linux, 06HOBAAETCA BpeMeHHasn
daiinosan cucTema, M3BECTHAA KaK HayabHbIN 31EKTPOHHBIN ANCK (initrd). 9To obecneunsaeT
3arpysKy onepawlmoHHOM CUCTEMbI Ha HOBOM 060pYA0BaHUMN.

Universal Restore o6aBnsieT K HauyaibHOMY 3/IEKTPOHHOMY AWUCKY MOLYAN A5l HOBOTO
06opyaoBaHus (BKAOYasA gpaneepbl ycTpoicTs). OBbIMHO BCe HEObX0AMMbIE MOLYAU
obHapyskumeatotca B nanke /lib/modules. Ecan Universal Restore He MOKeT HalTV HYXHbI MOAY /b,
ums daiina moayna 3anmncbiBaeTca B XKypHal.

Universal Restore moeT usmeHUTb KOHPUTrypauuto 3arpysunka GRUB. Bo3amorKHO, ans sToro
notpebyeTca o6ecneunTb 3arpyaeMoCTb CUCTEMbI, C/TU CTPYKTYPA TOMOB HOBOM MaLUUHbI
OT/IMYaETCA OT UCXOAHOMN MaLLUMHBI.

Universal Restore HuKorga He nameHsaet sagpo Linux.

Bo3spart K ucxogHomy HayasnbHomy RAM-aucKy

Mpn HEOBXOAMMOCTN MOXKHO BEPHYTHCA K MCXOAHOMY HadanbHOMYy RAM-OMCKY.



HauanbHbii RAM-auck xpaHutca B paine Ha mawmnHe. MNepes nepsbiM 06HOBAEHMEM HAYaNbHOTO
RAM-auncka Universal Restore coxpaHsieT ero Konuto B Toi e nanke. ima konuu — ato umsa daina c
npubasneHnem cyddukca _acronis_backup.img. Mpu 3anycke Universal Restore 6onee ogHoro pasa
(Hanpumep, nocne pobaBneHMA HeJOCTAOWMX APABEPOB) 3Ta KONKA He Nepe3anmCcbiBaETCs.

Y106bl BEPHYTHCA K UCXOAHOMY HavanbHoMy RAM-AUCKY, BbINOAHUTE N060e U3 caeayowmnx
AencTBni.

" /I3MeHuTEe MMA KON COOTBETCTBYIOLWMM 06pa3om. Hanpumep, BbINOSHUTE KOMAHAY, NOA06OHYIO
cneayoLen:

mv initrd-2.6.16.60-0.21-default_acronis_backup.img
initrd-2.6.16.60-0.21-default

= VKaxKuTe Konuto B cTpoke initrd KoHdurypaumm 3arpysumka GRUB.

9.4 BoccraHoBneHune hannos

9.4.1 BoccraHoBneHme arnnos C NOMOLLbO BE6-MHTEpdENCa

1. BbibepuTe MalLUMHY, Ha KOTOPOW paHee pacnosaraMcb AaHHble, KOTopble Heo6XxoAMMO
BOCCTaHOBWTb.

LLlenkHnTe BoccTaHOBAEHME.

BbibepuTe TOUKY BOoCcCTaHOBAEHUA. O6paTnUTe BHUMaHME Ha TO, YTO TOYKM BOCCTAHOB/IEHUA
OTOUABTPOBAHbI MO XPaHWUAULLY.

Ecnn BbibpaHa Ppusmnyeckan malimHa UaM MallMHa B aBTOHOMHOM PEXMME, TO TOYKU
BOCCTaHOB/IEHMA He oTobpaxkaloTcs. Bbibepute TOUKY BOCCTAaHOBNEHUA Ha BKNaaKe «Pe3epBHble
Konuuy» (cTp. 78) unm ncnonbsyiite apyrne cnocobbl BOCCTaHOBAEHUS:

= 3arpysKka ¢aitnoB 13 06/1a4HOro XpaHWUaMLLA AaHHbIX (CTp. 68)
" lcnonb30BaHMe 3arpy3odHoro Hocutens (ctp. 69)
LLlenkHuTte BocctaHoBUTb > daiinbl/nanku.

5. TlepelauTe K Hy*KHOW Nanke uaM UCnoab3yiTe NOUCK ANA NOAYYEHMA CIMCKA HYKHbIX Gpainios u
nanok.

MOHO MCMNO0/b30BaTb OAMH WU HECKOJ/IbKO NOACTAaHOBOYHbIX CMMBOOB (* 1 ?). MoapobHyto
nHopmaumio 06 UCNoNb30BaHMM NOACTAHOBOYHbIX CUMBOJIOB CM. B pasgene «PunbTpbl datna»
(cTp. 45).
BbibepuTte daitnbl, KOTopble HEOHXOANMO BOCCTAHOBUTD.
YT106bI COXpaHUTb daitnbl Kak ZIP-daiin, wenkHUTe 3arpy3uTb, BbibepuTe pacnonoeHne ansa
COXPaHeHMA AaHHbIX U WeKkHUTe CoXpaHUTb. B NpoTMBHOM cydae nponycTuTe 3TOT LWar.

8. Haxkmute KHONKy BocctaHOBUTD.
B BocctaHOBUTb B OyAeT 0TOOPaKaTbca OAMH U3 CNEAYIOLLNX BAPUAHTOB:

= MallmMHa, Ha KOTOPO M3HaYaIbHO 6blNK dalinbl, KOTOPble HEOBXO0AMMO BOCCTAaHOBUTL (eC/n
3TO MallMHa C areHTOM UAM BUPTYyanbHan mawmHa ESXi).

®  MallKMHa, Ha KOTOPOM yCTaHOB/EeH areHT ansa Hyper-V unm areHt gns Virtuozzo (ecau daiinsi
M3Ha4YaNbHO HAX0AATCA Ha BUPTYanbHON mawmHe Hyper-V naum Virtuozzo). ®aiinsi ¢
BMPTyasbHON mawmHbl Hyper-V nam Virtuozzo HEBO3MOXHO BOCCTAaHOBUTb HA UCXOAHYHO
MaLUnHY.

370 ueneBan MallMHa A1A BOCCTaHOBAEHUA. pU HE06X0AMMOCTM MOXKHO BbIBpaTh APYryto
MaLUKHY.



9. [TonbKo Npu BOCCTAHOBAEHUWN Ha BUPTYaNbHYO MalwnHy ESXi] YKaxuTe yueTHble faHHble
No/ib30BaTe/IA rOCTEBOM cUCTEMbI. JaHHbIN N0Ab30BaTENb A0/KEH ObITb YH4aCTHUKOM Fpynnbl
ApmuHuctpartopbl B Windows nam npMBunernpoBaHHbIM Noab3oBaTenem B Linux.

10. B none MNyTb BbibEpUTE LEeNEBOE MECTO BOCCTAHOB/EHUA. MOKHO BbIOpaTh OAMH U3 CneayroWmX
BapMaHTOB:

" MNcxopHoe pacnosioxKeHue (Npu BOCCTAHOBIEHUM Ha UCXOAHYIO MalLVHY)
= JlokanbHaA Nanka Ha Lenesoi mawnHe
= CeTeBaf NamnKa, KOTOpPan AOCTYMNHA C LEeNeBOM MallMHbI.
11. Ha)kmuTe KHONKY 3anycK BOCCTAaHOBNEHMUA.
12. Bbibepute oanH U3 BapuaHToB nepesanuncu damna:
= [lepe3anucbiBaThb cyLiecTBylowme pannbl
= [lepe3anucbiBaTb CYLWECTBYIOLWMIA Paiin, ecan OH cTaplue

"  He nepe3anucbiBaThb cywecTsyowme Gaibl

Xoz BOCCTaHOB/eHUA oTobparkaeTcs Ha BKAaaKe OdeicTeua.

9.4.2 3arpy3ka ainos 13 0651a4HOro XpaHWNLLA AaHHbIX

Bbl MOXKeTe NPOCMaTPUBATb COAEPKMMOE 00/1aYHOTO XPaHUIMLLA AAHHBIX U Pe3ePBHbIX KOMUi, a
TaK¥Ke 3arpy»kaTb Heobxoaumsblie paiinbl.

OrpaHuyeHune: pesepBHble KOMUKU COCTOSIHMA cucTembl, 6a3 aaHHbIX SQL 1 Exchange HeaocTynHbl Ans
npocmoTpa.

3azpy3ka ¢gpalinoe u3 061a4HO20 XPaHUAUUWLA OAHHbIX

1. Bbibepute malnHy, Ans KOTOpPoW Oblsia co3aaHa pe3epBHas KONUA.

2. LUWenkHuTe BoccTtaHoBNeHMe > [lpyrue cnocobbl BOCCTAaHOBAEHUA... > 3arpy3uTb ¢painnbl.

3. BBeguTe AaHHble y4ETHOM 3aMMCKU pe3epBHOro KOMMPOBaAHUA, CBA3AHHOM C MALLMHOM, pe3epBHan
KOMWA KOTOPOI1 BaM HYKHa.

4. Tpw npocmoTpe pe3epBHbIX KOMWIA AMCKOB: B pa3aene Bepcum Bbibepute pesepBHYO Konuto, ns
KOTOpPOW HeEOBXOAMMO BOCCTaHOBUTL haibl.

ralex-vm-1 Win2008R2_clea...

Bepcun
MMA AATA PASMEP
=
Backup #1 03/06/15 05:26 Pazmep: 2,64 TE

Mpu NpocMoTpe pe3epBHbIX KONWIA $aiiIoB: Ha CNeaytoLLEM 3Tane Bbl CMOXKeTe BbibpaTb AaTy U
BPEMSA CO34aHUA pPe3epPBHOM KOMUM C MOMOLLbIO 3HaYKa LWeCcTepeHKK cnpaea ot ¢aina. Mo
YMOJI4aHMIO BOCCTAHaBAMBAOTCA aiibl U3 CaMoi HOBOW pe3epBHOM KOMUK.



5. TMepeiauTe K HyXKHOW Nanke uUauM UCNoNb3yiTe NOUCK ANS MOJYYEHMUS CMCKA HYKHbIX $paiios un

nanok.
Users > autotest > Public Q Flovex
M#A PASMEP OATA
[ .
- Drop Box 21/04/15 08:47
B .com.apple.timemachine.supported 0 BaiiT 21/04/15 08:47
[Y localized 0 6air 21/04/15 08:47 &
3arpysuth
n
3m33 OCMOTPETE BEEPCMIA

6. YctaHoBMTE GNIAXKKM TEX 3/IEMEHTOB, KOTOPblE HEOHXOAMMO BOCCTAaHOBUTD, U LLLENKHUTE
3arpysuTb.

Ecnu BbIBpaH oaMH dalin, OH 3arpy*KaeTca Kak ecTb. B npoTnBHOM cnyyae BblOpaHHble AaHHble
apxusupytoTca B ZIP-dpanin.

7. Bblbepute mecTo gnA CoOXpaHeHMA AAHHbIX U HAXKMUTE KHOMKY COXPaHUTD.

9.4.3 BoccraHoBneHme annos C MOMOLLbIO 3arpy304HOro
HOCUTENS

NHdopMaumio 0 TOM, KaK CO34aTb 3arpy304HbIi HOCUTENDL, CM. B pa3gene «CosaaHune 3arpy3o4Horo
HocuTensa» (cTp. 58).

BoccmaHoeneHue ¢alinos ¢ noMouw;bio 3a2py304HO20 HOCUMensa

1. 3arpysuTe LeneBylo MalMHY C NOMOLLbIO 3arPy304HOr0 HOCUTENS.

2. BbibepuTe JloKanbHOe ynpaBaeHUE 3TOM MALLIMHOMW AW ABaXKAbl LWeNKHWUTE 3arpy3ouHbli
HOCUTE/Ib B 3aBMCMMOCTW OT TOrO, KaKoW TUM HOCUTENA UCMOAb3YeTe.

3. Ecnu B Ballel ceTu BKIOYEH NPOKCU-cepBep, WenkHUTe UHCTpymeHTbl > MpoKcu-cepsep U
yKaxuTe nms xocta/IP-agpec v NnopT NpoKcu-cepsepa. B npoTMBHOM C/iyyae nponycturte sToTt
Lwar.

Ha aKpaHe NpuBETCTBUA HaXKMUTE KHOMKY BOCCTaHOBUTD.
LLlenkHUTe BblbpaTb AaHHbIE M HaXKMUTEe KHOMKY 0630p.
YKaKuUTe XpaHUAuLLe pe3epBHbIX KOMUIA.

" Y106bl BOCCTAHOBUTL AaHHbIE N3 061a4YHOIO XpaHUAMLLA AaHHbIX, BbibepuTe O6nauHoe
XpaHuAULLe AaHHbIX. BBeAWTE AaHHbIE YYETHOM 3anncK pe3epBHOro KONMMPOBAHWA,
CBSA3aHHOW C MaLLUMHOW, pe3epBHAsA KOMUA KOTOPOM BamM HYKHa.

®  Y706bl BOCCTAHOBUTD AaHHble N3 JIOKa/IbHOWM NN ceTeBom Nanku", YyKa*Xnte ee B pasgene
JloKanbHble nanku nnm Cetesble NAaNKU.

Haxkmute KHonky OK, uTobbl noaTBepauTh BbiIOOP.

7. BbibepuTe pe3epBHYHO KONWUIO, U3 KOTOPON HEOBXO0AMMO BOCCTAaHOBUTL AaHHbIe. MpyY nossaeHUn
COOTBETCTBYIOLWLErO 3aNpoca BBeAMTE Naposib AN PE3EPBHON KONUN.

8. B obnactv Coaepumoe pesepsHOI Konuu Bbib6epuTte daiinbl/nanku.



9. BblbepuTe gaHHble, KOTOPble HEOBX0ANMMO BOCCTaHOBUTL. HarkmuTe KHOMKy OK, 4To6bI
noATBepAMTb BbIbOp.

10. B pasnene MecTo BOCCTaHOB/IEHUA YKAXKUTE HYXKHYIO Nanky. [1pun KenaHnnm mMoXKHO 3anpeTuTb
nepesanncb 60siee HOBbIX Bepcuii ¢pannoB MAN UCKAOYUTb HEKOTOpble $aiiibl U3 CKCKA
BOCCTAHAB/IMBAEMbIX.

11. [HeobsazaTtenbHo] WWenkHute MapameTpbl BOCCTAHOBAEHMUA, YTOObI YKa3aTb AOMNOJIHUTE/IbHbIE
HACTPOMKM.

12. Haxkmute KHonKy OK, 4To6bl HauaTb BOCCTaHOB/IEHME.

9.4.4 W3BneuyeHne hannoB 13 NoKasbHbIX PE3EPBHbIX KOMWIA

MOKHO NPOCMOTPETL COAEPHKMMOE pe3epPBHbIX KOMUI U U3BeYb Heobxoaumble paiibl.

TpeboBaHusa
" 3Ta GYHKUMOHANLHOCTb AOCTYMNHA To/bKO B Windows npu Ucnoib30BaHUM NPOBOAHUKA.

"  Ha mallunHe, Ha KOTOPOW BbINOJIHAETCA MOUCK PEe3ePBHOMN KOMUKN, HEOOXOAMMO YCTaHOBUTb areHT
pes3epBHOro KONMpPoOBaHMA.

= dainosas cucTema, o1 KOTOPOM CO34aeTcA pe3epBHan KoNuA, AOKHA MMETb OAUH U3
cnepytowmx tmnos.: FAT16, FAT23, NTFS, ReFS, Ext2, Ext3, Ext4, XFS nan HFS+.

= Pe3epBHaA KONMA A0NXKHA XPaHUTCA B IOKaNbHOM Nanke, cetesol nanke (SMB/CIFS) nnn 8 3oHe
6e30nacHOCTH.

Mopsadok uzeneyeHus ¢paiinoe uz pesepsHoii Konuu
1. MNepeianTe B XpaHUAMULLE Pe3ePBHbIX KOMMIA, UCMO/b3yA NPOBOAHUK.

2. [Baxabl WwWenkHuTe daitn pesepsHOM Konunu. Painnbl MMEIT MMeHa Ha OCHOBE C/eAYHOLWEro
wabnoHa:

<UMA MaWwuHb> - <GUID nnaHa pe3epBHOro KOMUpoBaHMA>

3. Ecau pesepBHan Konusa 3awndpoBaHa, BBeAUTE Naposib WKppPoBaHUA. B NpoTMBHOM C/iyyae
nponycTuTe aToT LWar.

B npoBoAHMKe 0TOOPArKAOTCA TOUKM BOCCTAHOBNEHMS.

4. [1Bakabl WLENKHUTE TOYKY BOCCTAHOBEHWA.
B npoBoAHWKe 0TOOParKaOTCA AaHHbIe, A1 KOTOPbIX CO34aHbl PE3ePBHbIE KOMUMU.
0O630p Tpebyemoit nanku.

Cronupyiite Tpebyemble dbannbl B Ntobyto nanky B Gpainaiosoi cucteme.

9.5 BoccTaHoBNeHune COCTOSSHUSA CUCTEMBI

1. BbibepuTe malUKHY, ANA KOTOPOM XOTUTE BOCCTAHOBUTbL COCTOSIHUE CUCTEMBI.
2. LWenkHuTte BocctaHoBNEHME.

3. Bbl6epMTe TOYKY BOCCTAaHOB/N1EHNA COCTOAHUA CUCTEMbI. O6paTMTe BHMMaAHMWE Ha TO, YTO TOYKU
BOCCTaHOB/1IEHUA OTd)VIl'IprOBaHbI No XpaHUAnULy.

4. Haxmute BocctaHOBUTHL COCTOAHME CUCTEMDI.

5. TloaTtsepauTte nepes3anncb COCTOAHMA CUCTEMDbI Bepcmeﬁ n3 pe3epBH0171 Konuu.

Xop, BOCCTaHOBAEHUA 0To6pa>KaeTcn Ha BK/1agKe p,eﬁCTBMFI.



9.6 BocctaHoBneHne KoHpUrypaummn ESXi

Y106bl BOCCTAHOBUTbL KOHUTrypauuto ESXi, HeobxoaMm 3arpy304HbIit HOCUTENb HA OCHOBeE Linux.
NHbopmaymio 0 ToM, KaK co34aTb 3arpy304HbIN HOCUTEND, CM. B pa3aene «Co3aaHue 3arpy3o4yHoro
HocuTena» (cTp. 58).

Ecnuv npu BOCCTaHOBAEHMM KOHPUIypauum ESXi Ha XOCT, KOTOPbIN He ABAAETCS UCXOAHbIM, UCXOAHbIV
xocT ESXi Bce ewwe noagkntoueH K vCenter Server, OTKAKOUMTE U yaanuTe 3ToT XocT u3 vCenter Server,
yToObI N36€KaTb HEOXKUAAHHbIX NPobiem Npu BocCTaHOBAEHUU. YTOBbI COXPaHUTb UCXOAHbIM XOCT
BMeCTe C BOCCTAHOB/IEHHbIM, MOKHO CHOBa A06aBUTb €ro N0 OKOHYaHUM BOCCTAaHOBAEHMA.

BMpTyanbHble MalUMHbI, KOTOPbIE BbIMOJIHAKOTCA Ha JAHHOM XOCTE, He BKJ/IKOYEHbI B PE3ePBHYIO
KOnuio KoHPUrypauum ESXi. Co3aaTb ANA HUX pe3epBHYH KOMUIO M BOCCTAHOBUTb UX MOXHO
OoTAEeNbHO.

Mopadok soccmaHoeneHus KoHgu2ypayuu ESXi

1.
2.
3.

10.

11.

12.

13.

14.

3arpysuTte LefeByro MallHY C MOMOLLLbIO 3arPy304HOr0 HOCUTENA.
LLlenkHuUTe JIoKaNbHOE ynpaB/ieHne 3TO MalUUHOMN.

Ecnn pesepBHas KonNusa HaxoauTca B 06/1a4HOM XpPaHUANLLE AAHHbIX, AOCTYN K KOTOPOMY
BbINO/IHAETCA Yepe3 NPOKCU-cepaep, WwenkHuTe UHCTpymeHTbl > MpoKeu-cepeep, a 3atem
yKaxute nmsa xocrta/IP-agpec npoKcu-cepsepa 1 ero nopt. B npoTMBHOM Cayyae nponycrmTe sToT
war.

Ha aKkpaHe NpMBETCTBUA HAXXMUTE KHONKY BOCCTAaHOBUTD.

LLlenkHMTe BblbpaTb AaHHbIe U HaxkMuTe KHonKy 0630p.

YKaxuTe XpaHWauLLe pe3epBHbIX KOMWUNA.

= VKarKuTe nanky B pasgene JIokanbHble Nanku nan CeteBble Nanku.
Haxmunte kHonky OK, utobbl noaTsepamMTh BbIGOP.

B none Nokasatb BbibepuTe KoHpurypauyum ESXi.

BbibepuTe pe3epBHYIO KONWIO, U3 KOTOPOI HEOBXOAMMO BOCCTAHOBUTbL AaHHble. [pn NoABAEHMM
COOTBETCTBYIOLLErO 3aNpoca BBeAMTE Napoib AN PE3EPBHOMN KON,

Haxkmute KHonKy OK.
B pasgene AMcKM ANa HOBbIX XPaHUULLY, AAHHbIX BbINOJIHUTE CleAyloLne elcTBUA:

= B none BocctaHoButb ESXi B BbIGepuTe ANCK, HA KOTOPbIN ByAeT BOCCTAaHOB/EHA
KoHduUrypaumsa xocta. Mpu BOCCTaHOBAEHUMN KOHOUTYPALMU Ha NCXOAHbIN XOCT UCXOAHbIN
ONCK BbIBMpaeTca No YMONYaHMIO.

= [Heobs3aTenbHo] B none Ucnonb3oBaTtb A4 HOBbIX XPAHUAULL, AAHHbIX BblbepuTe ANCKK, B
KOTOpPbIX BYAyT CO34aHbl HOBblE XPaHWU/IULLA AaHHbIX. ByabTe BHMMaTENbHbI, NOCKO/IbKY BCE
OaHHble Ha BbIBPaHHbIX AUCKAX MOTYT BbITb yTpayeHbl. YTobbl COXpaHWUTbL BUPTYa/ibHblE
MalLMHbI B CYLLLECTBYIOLLMX XPaHUAULLAX AaHHbIX, HE BbIBUPATE HUKaKNE ANCKM.

Ecnun anA HOBbIX XpPaHWAMULL, AaHHbIX BbIBpaHbl Kakne-nnbo AUCKK, BbibepuTe MeToz Co34aHus
XpaHWAMLA AaHHbIX B None Co3paHue HOBbIX XpaHUAULY, AaHHbIX: Co34aTb 0AHO XpaHUAULLLE
BAHHDbIX Ha gucK nnm Co3paTb O4HO XpaHUMLLE Ha BCEX BbIBPaHHDIX YKECTKUX AUCKaX.

[H606ﬂ3aTe}1bHO] B pasaene ConocraBneHue ceTm U3MeHuTe pe3ynbTaT aBTOMaTU4Ye€CKOro
CONoOCTaB/1eHNA BUPTYaA/IbHbIX KOMMYTATOPOB, NPUCYTCTBYHOLWNX B pe3epBH0171 Konuuy, c
¢M3MLIGCKMMM CeTeBbIMU KapTaMM.

[HeobszaTenbHo] LenkHute MapameTpbl BOCCTAHOBIEHUA, YTOObI YKa3aTb AOMNOJHUTE/NbHbIE
HACTPOMKU.

Ha*kKmute KHOMNKy OK, yTObObI HayaTb BOCCTAHOBNEHHUE.



9.7 [lapamMeTpbl BOCCTAHOBJIEHUS

YT06bl UI3MEHUTb MapameTpbl BOCCTAHOBNEHUS, LenKHUTe MapameTpbl BOCCTaHOB/IEHUA NpPU
HACTPOMKE BOCCTAHOB/IEHUS.

[ oCTynHOCTb NapameTpoB BOCCTAaHOBAEHUA

Habop gocTynHbIX NapaMeTPOB BOCCTAHOBAEHMSA 3aBUCUT OT Cleaytowmx GakTopoB..

= Cpefa, B KOTOPOW paboTaeT areHT, BbINOAHALMIA BoccTaHoBAeHWe (Windows, Linux nam
3arpy3ouHblii HOCUTEND).

" Tun AaHHbIX, 414 KOTOPbIX BbINOAHAETCA BOCCTaHOBAEHME (AUCKU, dalinbl, BUPTYasbHble
MalLMHbI, flaHHbIe NPUNONKEHMSA).

Cnepaytowan Tabaunua BkAoYaeT B ceba obwme cBegeHna o 4OCTYNHOCTM NapameTpoB
BOCCTAaHOB/IEHUA.

BupTyanbH
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9.7.1 [poBepka pe3epBHON KOMUK

3TOT NapameTp onpeaenseT, BbINOMHATL 1M NPOBEPKY PE3ePBHOMN KOMUKN Ha NOBPEXKAEHUA nepes,
BOCCTaHOB/IEHMEM U3 HEe AaHHbIX.

3HauyeHune no ymonyaHuio: OTKAOUEHO.

Mpu NpoBepKe pe3epBHON KONUK TOMa BbIYUCAAETCA KOHTPO/IbHAA CyMMa AN15 Kaxaoro 6/10Ka
[AaHHbIX, COXpPaHEHHOTrO B pe3epBHOM Konuu. EAUHCTBEHHOE UCK/IOYEHNE — NPOBEPKA PE3EPBHbIX
KONuiA Ha ypoBHe $alinoB, KOTOPbIE PACNON0MKeHbl B 061a4HOM XPaHUAULLE AAHHbIX. DTN pe3epBHble
KOMWUW NPOBEPAIOTCA NyTEM NPOBEPKMN COrNAacoBAHHOCTU METaAaHHbIX, COXPAHEHHbIX B Pe3epBHOM
Konuu.

MpoBepKa — 3TO A/IUTE/IbHbIN NMPOLLECC AaXKe NPU UHKPEMEHTHOM Uaun auddepeHumnanbHom
pe3epBHOM KOMUPOBaHMM HeGOAbLINX 06bEMOB AaHHbIX. [PUUYMHA 3aKAOYAETCA B TOM, YTO BO
BpPeMs onepaLmmn NPOBepPATCA He TONbKO AaHHble, GU3MUECKM NPUCYTCTBYIOLME B pe3epBHOM
KOMUK, HO U BCE AaHHbIe, KOTOPble BOCCTaHABAMBAIOTCA NP BbiBOpe 3TOW pe3epBHOI Konuu. 3To
TpebyeT fOCTYyNa K CO34aHHbIM paHee pe3epBHbIM KOMUAM.

9.7.2 [ata u Bpemsa ans (annoB

3TOT NapameTp NPUMEHUM TOIbKO MPU BOCCTaHOBAEHMM (ainos.

3TOT NapameTp onpeaenseT, NoYyYnTb M AaTy U BPemsl BOCCTAaHOB/IEHHbIX $alisioB U3 pe3epBHOM
KOMWUM UM NPUCBOUTL Paitiam TEKYLLYIO AaTy U BpeMs.

Ecnv aTOT napameTp BKAtoYeH, paitnam ByaeT HasHaveHa Tekylaa Aata v Bpems.

3Ha4yeHune no YMOIHYaHUIO: BKIIOYEHO.

9.7.3 (O6paboTka owmnbok

OHu nossonAtoT YKa3aTb, KaK A0/1KHbl O6pa6aTbIBaTbCﬂ OLIJVI6KM, BO3HUKLINE NPUN BOCCTAaHOB/IEHUMN.



B cnyyae owm6KM NoBTOpUTE ONepaLuio

3HayeHMe No YyMONYaHMIO: BKAOUYeHO. Konnyecteo nonbiTok: 30. UHTEepBan mexay nonbiTkamu: 30
CEKyHA.,

Ecnv BO3HMKNA ycTpaHMMasn owmnbKka, nporpamma byaeT npoaosi»KaTb NOMNbITKU BbIMOJHUTD
onepaumio. 3agaiite BpeMeHHOM MHTEPBAA U KOJIMYECTBO NOMbITOK. [MonbITKM ByayT npeKpalleHbl B
cnyyae, ecnm onepauus byaeT ycnewHo BbinosHeHa, MU nocne yKazaHHOro MakCMMaabHOMo YMcaa
NOMNbITOK.

He oTtobpakaTb Bo Bpems 06paboTKu coobeHna n guanorosbie OKHa (pexxum 6e3
BblBOga cO06LWEeHUNI)

3HayeHMe No yMOoNYaHMo: OTKAOYEHO.

B pexxume 6e3 BbiBOAA COOOLLEHNI NPOrpaMma aBTOMATMUYECKM paspeLlaeT cuTyauumn, Tpebytome
BMeLlaTeIbCTBa NoJsib3oBaTtens. Ecam onepauus He moxKeT 6bITb NPoAoKeHa 6e3 BMeLlaTe1bcTBa
noJsib30BaTess, OHa He byaeT BbiNosHeHa. JonosHUTeNbHble cBegeHuna 06 onepaunn, BKAoYas
nHbopmaumio 06 olMbKax (ecim OHM ecTb), CM. B KypHane onepauuii.

9.7.4 WckntoueHuns dannos

3TOT NapamMeTp NPUMEHUM TOJIbKO NPU BOCCTaHOBAEHMM (ainoB.

3T10T NnapameTp onpegenseT ¢aibl U Nanku, KoTopble 6yayT NponyLLeHbI B NpoLecce
BOCCTaHOBJIEHWA U MO NMPUYMHE 3TOTO UCK/IOYEHBI U3 CMTMCKA BOCCTAHOB/IEHHbIX 3/IEMEHTOB.

MpumeyaHue. VckntoveHus nepeonpedensiom 8bibop 3nemeHmMo8 0aHHbIX 0415 80CCMAaHo8neHUsA. Hanpumep,
ecsu 8blbpame soccmaHosneHue galina MyFile.tmp, Ho npu amom uckaoyume ece TMP-galinel, galin
MyFile.tmp He 6ydem soccmaHo8seH.

9.7.5 CpencrBa 6e30nacHOCTN Ha ypoBHe hanioB

3TOT NapaMeTp AeCTBYET TONbKO A/1A BOCCTAHOBAEHUS U3 pe3epPBHOMN KONUKU Ha YpoBHe ¢hainnos B
Windows.

3TOT NapameTp onpeaensaeTt, A0MXKHbI M BOCCTaHAB/AMBaTLCA paspeweHuns NTFS BmecTe ¢ dpaitnamu.
3HayeHve No YMONYAHMIO: BKAKOUYEHO.

Ecnun paspetwseHmsa NTFS 6biam coxpaHeHbl MPU BbINOAHEHWUM PE3EPBHOIO KONMPOBaHuA (CTp. 46),
MOXHO Bbl6paTb BOCCTAHOBAEHME pPa3peLLeHUiA K HaciegoBaHue dalinamm ux paspeweHuii NTFS
M3 Nanku, B KOTOPYIO OHWM BOCCTAaHOB/IEHBI.

9.7.6 Flashback

3TOT NapameTp paboTaeT, ecnn BOCCTAHOBNEHUE B BUPTYasIbHYO MALLMHY BbINO/HAETCA areHTOM ANA
VMware, areHTom ana Hyper-V nauv areHtom ana Virtuozzo.

TexHonorus Flashback yckopseT BoccTaHoBnEHMeE BUPTYanbHbIX MawuH. Ecav 3ToT napameTp
BK/HOYEH, BOCCTAHAB/IMBAKOTCA TO/IbKO Pa3INUMA MEKAY PE3EPBHOM KONWEN 1 LLeNeBbiM 06bEKTOM.
[aHHble cpaBHUBAIOTCA Ha YpoBHe 6/10KOB.

3Ha4yeHune no YMOJIYaHUIO: BKTIOYEHO.



9.7.7 BoccTtaHoBNeHWe NoHOro nNyTu

3TOT NapameTp AeNCTBYET TOSIbKO NPU BOCCTAHOBIEHMM M3 Pe3epPBHOM KOMUKU Ha ypOBHe $ainios.
Ecnu 3TOT NapameTp BK/IKOYEH, B LLEIEBOM XPaHUAULLE BOCCO3AaETCA NO/HbIN NyTb K daiiny.

3HauyeHune no ymonyaHuio: OTKAOUEHO.

9.7.8 ToukuM noakntoyeHus

3TOT NapameTp AeicteyeT ToNbKo B Windows A/19 BOCCTaHOB/IEHUA AaHHbIX C pe3epBHOM KoMK Ha
ypoBHe ¢annos.

BKAKOYMTE 3TOT NapameTp 4S8 BOCCTaHOBAEHMA $aliIOB M NanoK, KOTOPble XPaHATCA Ha
NOAKNOYEHHbIX TOMaX U pe3epBHbIe KOMUM KOTOPbIX CO343Ba/IMCh C BKAKOYEHHbIM MapaMeTpom
TouKku nogkntoueHus (crp. 48).

3Ha4yeHune no YMOTYaHUIO: OTKAOYEHO.

3ToT NnapameTp paboTaeT TO/IbKO B TOM C/lyyae, ec/iv A1 BOCCTaHOB/IeHMA BbiBpaHa narnka, KoTopas
B MepapXuu NanoK HaxoAMTCA Bblle TOYKM NOAKNIOYEHUA. ECIM AN BOCCTaHOBNEHMSA BbiBpaHbI
nanky B TOYKE NOAKIIOYEHUA UM CaMa TOUYKA MOAKNIOYEHUA, BbIBpaHHbIE 31eMeHTbI ByayT
BOCCTaHOB/IeHbl HE3aBMCUMO OT 3HaYeHMA napametpa TOUKN NOAKNIOUEHMA.

lMpumeyaHue. [NomHUmMe, YMo, ecqiu Mmom He MNOOKAO4YEH 8 MOMEHM 80CCMaHoes1eHuUA, O0aHHble 6ydym
80CCMAHOB/1EHbI HAMPAMYIO 8 NariKy, KomopaAa 661710 moyKoli NodKAYeHUs 80 8pemMsA pe3epeHoco
KonupoeaHus.

9.7.9 [ponsBoanTeNbHOCTb

3TOT NapamMeTp onpesenseT NPMOPUTET NPOLLECCa BOCCTAHOB/IEHUA B ONepPaLMOHHOM cucTeme.
JocTynHble 3HayeHMA: HU3Kuia, O6bluHbIN, BbICOKMNA.
3HayeHne No ymonyaHuio: OBbIYHbIIA.

MpropUTET NPOLLECCa, BbIMO/HAIOWErOCA B CUCTEME, ONPeaeNAeT KOJIMYECTBO BblAeNEHHbIX eMy
pecypcos LM u cuctembl. MOHM3NB NPUOPUTET BOCCTAHOBIEHMSA, MOXKHO 0CBOBOAMUTL YaCTb PECYPCOB
ONA APYrUX NPUNoXKeHni. NMoBblleHne NPUOPUTETA BOCCTAHOBIEHUS MOXKET YCKOPUTL NpoLecc
BOCCTAaHOBJ/IEHMA 3@ CYET BblAEeNEHMA ONEePaLMOHHOM CMCTEMOI Bobliero ob6bema pecypcos
MPUNOXKEHMIO, BbIMOJIHAIOLLEMY BOCCTaHOBAEHUE. OfHAKo pe3ynibTaT byaeT 3aBUCeTb OT 06LLeit
3arpysKku npoteccopa v gpyrux ¢akTopos, HanpMMep CKOPOCTU BBOAA-BbIBOAA AUCKA U CETEBOTO
TpaduKa.

9.7.10 KomaHgbl 40O 1 nocne npoueaypbl

Jtot napaMeTp NO3BOIAET ONpeaenTb KOMaHAbl, KOTOPble A0/1XKHbl BbIMOJIHATLCA aBTOMAaTUYECKHN
nepea sbiNnoO/IHEHMEM Npouenypbl BOCCTaHOBNEHUNA AAHHbLIX U MOC/1e HEe.

I'Ipmmep MCnoab3oBaHNA KOMaHA A0 U nocne npoueaypbl:

= 3anyctute komaHay Checkdisk, uTobbl HaliTU 1 MCNpPaBUTL NorMYECKME OLLIMBKKU PaliioBo
cucTembl, GU3NYECKME OLLIMOKM N NOBPEKAEHHbIE CEKTOPA A0 3aMyCKa BOCCTAaHOBAEHMUA UN
noc/sie ero OKOHYaHus.



I'Iporpamma He nogaepXmBaet MHTEPAaKTUBHbIE KOMaHAbIl, TO €CTb T€ KOMaHAbl, KOTOPbIE TPE6YIOT
NO21b30BATE/IbCKOIo BBOAa (Hanpmmep, anSE).

KomaHgaa nocne BoccTaHOB/IEHWS He ByaeT BbiNOJIHEHA, €C/IN BOCCTAHOB/IEHME 3aKaHUYMBaAETCA
nepesarpysKkon.

9.7.10.1 KomaHAa, BbinonHAemas nepes BOCCTaHOBIEHMEM
Kak ykazame KomaHOy unu nakem~Hoilii ¢ghaiin, ebinonHaemolli neped Ha4asn0m
80cCMaHoBeHUs

1. Bknwouute nepexkn4yartesb BbinonHeHune KOMaHAbl 40 BOCCTaHOB/IEHUA.

2. B none KomaHpga... BBeaute KomaHay unm Bblbepute nakeTHbln paiin. Mporpamma He
noafepKMBaeT MHTEPAKTUBHbIE KOMaH/bl, TO €CTb Teé KOMaH/bl, KOTopble TpebyoT
Nno/sib30BaTeNbCKOro BBOAA (Hanpumep, pause).

3. B none Pabouas nanka yKaxkuTe NyTb K Nanke, B KOTOPOKN ByAeT BbINOAHATLCA KOMaHAa UK
nakeTHbI dpaiin.

B nosie AprymeHTbl yKaxXunte npm HeobxoanMmMocTu aprymMeHTbl BbINOJHAEMON KOMaHAb!.

5. B 3aBUCMMOCTM OT XKeslaemoro pesynbraTa Bbl6€pMTe COOTBETCTBYHOLWMNE NapaMeTpbl U3
ONMUNCaHHbLIX B Ta6m4u,e HUXe.

6. Haxmute KHonKy FoToBo.

dnaxKok Bbibop
MpepBaTtb BOCCTaHOBNEHME YcTaHoBUTD CHATb YcraHoBuT CHATb
npu c6oe KomaHabI* b
He HaYMHaTb BOCCTAHOBNCHME YcTaHOBUTH YcTaHoBUTH CHATb CHATb
0,0 3aBepLlIeHUA BbINO/NHEHUA
KOMaHAbl
Pesynbrar
MpepaycTtaHoBKa BbinonHuTh H/A, BbINONHUTL
BOCCTaHOBAEHMEe BOCCTaHOB/EHME
BbINONHUTL
nocne napannenbHo ¢
BOCCTaHOBNEHUE
BbINOJIHEHMA BbINOJIHEHMEM
TONbKO nocne
KOMaHZbl KOMaHAbI
ycrewHoro

BbIMONTHEHUA

KomaHgbl. MpepsaTb

HEe3aBUCMUMO OT
pe3ynbTaTtosB ee
BbINONHEHNA

He3aBMCUMO OT
pesynbTaTta ee
BbINO/IHEHMA.

BOCCTaHOB/1IEHMNE NpU

(ycnewHo nau
cboe KomaHAabl.

owunbka).

* KomaHaa cumntaetca c6oiMHOM, eCn Ko 3aBepLleHns He paBeH Hyto.

9.7.10.2 KomaHaa nocne BOCCTaHOB/IEHUS

Kak ykazame KomaHOy unu ucnoaHaemslii ¢palis, Komopoie 6y0ym ebinosiHeHbl nocne
3a8epuwieHuUs 80CCMAHOBeHUs

1. Bkntouute nepexknyaresib BbinonHeHue KOMaHAbl nocsie BOCCTaHOB/1eHUA.

2. B none KomaHpa... BBEaNTE KOMaHAy AN BblbepuTe NAKETHbIN dalin.

3. B none Pabouas nanKa yKaxkuTe nyTb K Nanke, B KOTOPOMN ByAeT BbINOAHATLCA KOMaHAA UK
nakeTHbIM daiin.

4. B none AprymeHTbl yKaxuTe npyv HEOH6X0AMMOCTU apryMeHTbl BbIMOJIHAEMOW KOMAHZbI.



5. YcTaHoBuTe ¢pnaxkok MpepbiBaTb BOCCTaHOBNEHUE NpuU c6oe KoMaHAbl, eC/M ANA BaC BaXKHO
ycnelHoe BbINoiHeHWe nporpammbl. CYMTaeTca, YTO KOMaHAa He BbINOJIHEHa, eCM Kof, BbIXo4a
He paBeH HyAt0. Mpu cboe BbINOAHEHMA KOMaHbI CTaTyCy BOCCTaHOB/IeHUA byaeT 3a4aHo
3HayeHune OwmnbKa.

Ecnmn pnaXkoK He yCTaHOB/IEH, pPe3y/ibTaT BbINOJIHEHMA KOMaH/bl He BANAET Ha YCNeLwwHOoCTb
BbINO/IHEHUA BOCCTAHOBNEHUA. MOXHO OTCNeAnTb pe3ynbTaT BbINOoJHEHUA KOMaHAbl, U3y4uB
MHbOPMaUMIO Ha BKNaaKe fOelicTBua.

6. Haxmute KHonky loToBO.

MpumeyaHue. KomaHOa nocne soccmaHosneHus He bydem 8birosHeHa, ecu 80CCMaHosneHue
3aKaHYusaemca nepe3sazpy3xodl.

9.7.11 W3MeHeHune naeHTudmrKkaTopa 6e30nacHOCTH

3T1OT NapameTp AelicteyeT npu BocctaHoBneHMn OC Windows 8.1 n Windows Server 2012 R2 nam
60n1ee paHHUX BEPCUIA.

3TOT NapameTp He AEelNCTBYET, eCM BOCCTAaHOB/IEHME B BUPTYaIbHYHO MaLLNHY BbINOJHAETCA areHTOM
ana VMware nan areHtom gna Hyper-V.

3HauyeHune no ymonyaHuio: OTKAOUEHO.

3To nporpaMmMHoe obecrneyeHne MOXKET reHepuUpoBaTb YHUKANbHbIN naeHTUdUKATOP BesonacHOCTH
(SID KomnbtoTepa) AN BOCCTaHOBAEHHOW OMNEpPaLUMOHHOM CUCTEMbI. ITOT NapameTp TpebyeTca
TOJIbKO A1 obecneyeHns paboTocnocobHOCTM NporpammHOro obecneyeHma CTOPOHHMUX
npoussoauTesiei, B KOTOpom ncnosibsyetca SID komnbloTepa.

Kopnopauusa MalikpocodT He noaaep:kmBaeT odpuumanbHo nsmeHeHue SID B pasBepHYTbIX UK
BOCCTaHOBJ/IEHHbIX CMCTEMAX. ITO 03HAYAET, YTO, MCMO/b3YA ITOT NapaMeTp, Bbl NPUHMMAETE Ha cebsa
BECb PUCK.

9.7.12 YnpasneHve nutaHnem BM

3Tn napameTpbl paboTaloT, eC/IN BOCCTAHOB/IEHME B BUPTYaA/IbHYIO MaLLMHY BbINOAHAETCA areHToOM
ona VMware, areHTom gns Hyper-V naum areHtom ana Virtuozzo.

BbiKknO4aTh Lenesble BUPTYasZibHble MalUMHbI MPU 3anyCKe BOCCTAaHOBNAEHUA

3Ha4yeHue no YMOIYaHUIO: BKIKOYEHO.

HeBO3MOXHO BbINOJHUTL BOCCTAHOB/IEHME B CYLLECTBYIOLLYO BUPTYANIbHYIO MaLLMHY, eCAn OHa
BK/Z1lO4YEHa, NO3TOMY MallMHa BbIK/TIOYAETCA aBTOMATUYECKU NMPU 3anyCKe BOCCTaHOBNEHUA.
Monb3oBaTtenu 6y,u,yT OTKIOYEHbI OT 3TOM MalnHbI, a nobble HEeCOXpPaHeHHble AaHHblE€ NOTEPAHDI.

CHuMMTe GNaXKoK, COOTBETCTBYIOWMIA STOMY NapamMeTpy, eCAN NPeAnoYMTaeTe BPYYHYHO BbIKAKOYATb
BMPTYyanbHble MalLWHbI Nepes, BOCCTAaHOBAEHNEM.

BKknwouurte uenesyro BUPTYa/ibHYHO MAWKUHY NO OKOHYaHUN BOCCTAHOB/1IEHUA.
3HayeHMe No yMonYaHuio: OTKAOUEHO.

Mocne BOCCTaHOBAEHMNA MaLUWHbI U3 PE3ePBHOM KONUK Ha APYroi MallMHE CyLLecTByeT BepOATHOCTb
NOABMEHNA KOMUU CYLLLECTBYIOLWLEN MaLUNHbI B CETU. Ha BCAKWIA Clydait BKAOYMTE BOCCTaHOBAEHHYIO
BMPTYaNbHYIO MaLLUMHY BPYYHYIO NOCAE MPUHATUA BCEX HEOBXOANMbIX Mep NPeaoCTOPONKHOCTH.



9.7.13 XXypHan cobbitni Windows

3ToT NnapameTp paboTaeT Tonbko B OC Windows.

3TOT NapamMeTp yKa3blBAET, AO/IKHbI JIN areHTbl 3anuncbiBaTb COOLITUA ONepaunin BOCCTAaHOB/EHUA B
YpHan cobbiTnin npunoxkeHnin Windows (4Tobbl NPOCMOTpPETb 3TOT KYpPHa, 3anyctute daiin
eventvwr.exe unu sbibepute MaHenb ynpasneHusa > AgMUHUCTPUpPOBaHUe > NMpocmoTp cobbiTui).
MoKHO GUNbTPOBaTL COOLITUA, 3aNMUCbIBaEMbIE B KYPHa.

3HayeHMe No yMONYaHMIO: OTKAOYEHO.

10 Onepaunn ¢ pe3epBHbIMU KOMUAMHU

10.1 Bknagka «Pe3epBHble Konmn»

Ha Bknaake pe3epBHble KONUU nNpeaoctaBzieH 40CTyNn KO BCEM pe3epBHbIM KONMNAM, BK/1lOYaA
dBTOHOMHbIE MalUNHbI N MallNHbI, KOTOPblE 6onblle He 3aperncTtpmnpoBaHbl B cepBUcCe pe3epBHOTo
KOnnpoBaHuA.

PesepBHble KOMUK, KOTOPbIE XPAHATCA B 06LLEM pacnosioxKeHMM (Hanpumep Ha obuiem pecypce SMB
nnu NFS) BUAMMBI BCEM NONb30BaATENAM, KOTOPbIE MMEIOT Pa3pelleHme Ha YTeHNE B L@aHHOM
PacnonoXKeHUMN.

B 06/1a4HOM XpaHUAULLE AAHHbIX Y NOJ/b30BATENEN ECTb AOCTYN TO/IbKO K COBCTBEHHbBIM Pe3epBHbIM
Konuam. AOMUHUCTPATOP MOXKET NPOCMATPUBATb PE3EPBHbIE KOMUKN OT UMEHU Ntob0oI yYeTHOM
3anucu, KoTopas NPUHAANEKUT AaHHOMY OTAENY UAW KIMEHTY U ero AoYepHMM rpynnam. 3Ta
y4YeTHas 3anmcb KOCBEHHO BbibpaHa B 061acTv MawuHa ana o63opa. Ha Bknagke PesepBHbie Konuu
MoKasaHbl pe3epBHble KONUKW BCEX MALUWH, KOrAa-1Mb0 3aperucTpmMpoBaHHbIX Noa, OAHOM yYeTHOM
3aMMUCbo C 3TOM MaLLMHOWN.

XpaHunuuia pesepBHbIX KONWUI, KOTOPbIE NCMOb3YIOTCA B N1aHaX PE3EPBHOIO KONMPOBAHWUA,
aBTOMATUYECKMN A06aBAAIOTCA Ha BKNagKy PesepBHble Konunu. YTobbl 406aBUTL APYryto Nanky
(Hanpumep, cbemHoe USB-yCTPOMCTBO) B CMMCOK XPaHMUAULL, Pe3ePBHbIX KOMUiA, WwenkHuTe 0630p 1
yKaKuTe NyTb K nankKe.

Ymobb! 8b16paMb MOYKY 80CCMAHOB/EHUS, UCMOMb3YA 8KAAOKY «Pe3epeHble Konuu»,
eblnosnHuUmMe cnedyroujue delicmsus:
1. Ha Bknagke PesepBHble KOonuu BbibepuTe XpaHUAULLE Pe3ePBHbIX KOMUIA.

B nporpammHom obecneueHnmn oTobparkaloTca BCe pe3epBHble KONUK, KOTOPble paspeLLeHo

npocmatpuseaTtb B Bbl6paHHOM XpaHunnuuie ana BalLen yLIeTHOVI 3anucun. PesepBHble KONun
Oﬁ'pr,MHEHbI no rpynnam. rpyl'll'lbl MMET MMeHAa Ha OCHOBe C/ieayroulero wabnoHa:

<MMA MallMHbI> - <UMA MJaHA pe3epBHOro KOMWPOBAHUA>
BbibepuTe rpynny, C KOTOPO HEOHXOAMMO BOCCTaHOBUTb AaHHbIE.

[HeobsazatenbHo] LenkHute U3ameHntb pagom c nonem MawmuHa ana o63opa u Bbibepute
Apyryto mawmHy. O630p HEKOTOPbIX Pe3ePBHbIX KOMUIA MOTYT BbINOJIHUTL TO/IbKO ONpeaenieHHble
areHTbl. Hanpumep, 4Tobbl NPOCMOTPETL pe3epBHble Konuu 6a3 aaHHbIx Microsoft SQL Server,
HeobxoAMMO BbIOPaTb MaLLMHY C 3anyLLeHHbIM areHTom aaa SQL.

BaxcHas uHgpopmayua. Vimelime e sudy, Ymo pacrosnoxceHue, ykasaHHoe 8 nose MawuHa daa 0630pa,
A8AAEMCA PACONOHEHUEM 10 YMOAYAHUIO 019 80CCMAHOB/EHUA C pe3epsHoli Konuu gusuyeckoli
MawuHsl. llocse mo2o KakK el 8bibepeme MoyKy 80CCMAHO8/EHUSA U WeaKkHUme BoccmaHoeneHue,



0sax0bl nposepbme Hacmpoliky Ljenesas mawuHa, Ymobbl y6edumoeca 8 NpasuabHOCMU YKA3aHHOU
MaWuHsI, 8 Komopyto 6ydym 8binoaHeHo 8occmaHosseHue. Ymobbl usmeHUM®b yesnesoe Mecmo
80CCMAHOB/1EHUSA, yKaXume Opyayto MawuHy 6 nose MawuHa 0 o63opa.

LLlenkHuTe MoOKa3aTb pesepBHbIe KOMUMU.

BblﬁepMTe TOYKY BOCCTAHOB/1IEHUA.

10.2 TlMoakntoyeHne TOMOB U3 Pe3epPBHON KOMUK

MoakntoyeHne ToMmoB U3 pe3epBHoi/'| KOMMUN Ha ypoBHE ANCKOB NO3BOJIAET NOSIYy4YUTb AOCTYN K TOMam
TaK Xe, Kak U K d)VISW—IECKVIM Anckam. Toma noAaKAKYaloTCA B pexunme TONbKO ANA YTeEHUA.

TpeboBaHusa

3Ta GYHKUMOHANBHOCTb ZOCTyMNHA Tonbko B Windows npu Mcnonb3oBaHMM NPOBOLHMKA.

Ha malwmnHe, KoTopas BbIMOJIHAET ONepaLUmio NOAKAOYEHUA, A0/IKEH ObITb YCTAHOB/IEH areHT Ans
Windows.

daiinoBas cuctema, AnA KOTOPOW CO34aHa pe3epBHas KONUA, A0/KHA NOAAEPKUBATLCA B TOM
Bepcun Windows, KOTopas BbINONHAETCA Ha AaHHOW MalluHe.

Pe3sepBHan KONUA A0/KHA XPaHUTCA B IOKaNbHOM Nanke, cetesolt nanke (SMB/CIFS) nnu 8 3oHe
6e30nacHOCTH.

MopadoK nodKaro4eHUA moma u3 pesepeHoli Konuu

1.
2.

MepeianTe B XpaHUAULLE PE3EPBHbIX KOMUI, UCNO/b3Ys NPOBOAHUK.

[Baxabl WwenkHuTe dann pesepsHoi Konun. Panabl UMEIOT UMeHa Ha OCHOBE C/1IeAyHoLLLEro
wabnoHa:

<UMA MalWuHb> - <GUID nnaHa pe3epBHOro KOMUpOBaHMA>

Ecnn pesepBHasn Konua 3awmndposaHa, BBeAUTE Naposb WNPPOBaHUA. B NpoTMBHOM C/iyyae
nponycTuTe aToT War.

B NpoBOAHMKE OTOBPAXKAIOTCA TOYKM BOCCTAHOBAEHUS.
[Baxap! WEeNKHUTE TOYKY BOCCTaHOB/EHMA.

B npoBoAHMKe OTOBParKaloTcAa ToMa, A1 KOTOPbIX CO34aHbl pe3epBHbIe KOMUMU.

Cosem. [leaxObl wenkHume mom 014 0630pa e2o cooepicumoao. MoxcHo ckonuposams ¢aliasl u NanKku
u3 pesepsHol Konuu 8 ntobyro nanky 8 ¢alinosoli cucmeme.

LLlenKHMTEe NOAKAOYAEMbIN TOM NPaBOM KHOMKOM MbIWK U BbiGepuTe NyHKT B pexxume «TONbKO
yTeHue».

Ecnu pesepBHas KOMWA XPaHUTCA B CETEBOM MNanKe, YKaXKUTe yuyeTHble AaHHble AN AocTyna. B
NPOTMBHOM C/ly4ae NPonycTUTe 3TOT Lar.

Mporpamma NoAKAOYMT BblIBpaHHbI TOM. JaHHOMY TOMY Ha3HavaeTcs nepsas
Heucnonb3oBaHHas byKea.

I'lopndox OMKnrYeHUA moma

1.

B npoBoaHuKe oTkpoiite KomnbtoTep (3TOT KomnbloTep B Windows 8.1 1 6on1ee nosgHel
Bepcum).

MpaBoi KHOMKOW MbILIW LLENKHWUTE MOAKNOYEHHDBIN TOM.
LLlenkHUTe OTKNIOUUTD.

Mporpamma OTKAOUYUT BbIBPAHHBIN TOM.



10.3 YpaneHue pe3epBHbIX KOMUK

I'Iopﬂdor( ya(IHEHUH pe3epeHbIxX Konuii MawuHsl, Komopas 8Ks1l04YeHda u npucymcmeyem Ha
KOHCO/1U pe3epeHo20 KonupoeaHuA

1.

5.

Ha Bknaake Bce ycTpoiicTBa BbibepuTe MaLlLKHY, pe3epBHbIE KONUM KOTOPOI HeobxoaMmo
YOANUTD.

LLlenkHnTe BoccTtaHOBAEHMeE.

BbibepuTe xpaHunuLLe, B KOTOPOM PAcro/IONKEHbl pe3epBHble KoMK ANA YAaNeHUs.
BbINONHUTE O4HO U3 Cneayowmx AeACTBUNA:

= Y1obbl yOaNnUTb O4HY PE3EPBHYIO KOMWUIO, BbIDEPUTE €€ U LLEIKHUTE 3HAYOK KOP3UHbI.

= Y706bl yOannTb BCE pe3epBHbIe KOMUK B BbIOPAHHOM XpaHWUAULLE, LWENKHUTE YAanuTb Bce.
MoaTeBepanTe onepauymio.

Mopsadok ydaneHus pe3epeHbix Konuli nto6oii MawuHbl

1.

Ha Bknaake Pe3epBHble Konuu BbI6epMTe XpaHuauuie, U3 KoToporo HEO6XO,CI,MMO YOanunTb
pe3epBHble Konuu.

B nporpammHom obecrneveHnm oTobparkaloTcsA BCE pe3epBHbIe KOMNUK, KOTOPbIe pa3peLLeHo
NPOCMaTpMBaTh B BbIBpaHHOM XpaHWUAULLE ANA BalLeW yYeTHOW 3anncu. PesepBHble Konuu
06beamHeHbl No rpynnam. Fpynnbl UMelT MMeHa Ha OCHOBE C/leaytoLLero WabioHa:

<MMA MalWMWHbLI> - <UMA MNJIaHaA pe3epBHOro KONMUpoBaHUA>
BbibepuTe rpynny.
BbINOAHUTE O4HO U3 Cneayowmx 4eACTBUI:

" Y7106bl yOaNUTb OAHY PE3EPBHYIO KOMUIO, LenKkHUTe MoKasaTb pe3epBHble Konuu, Bbibepute
pe3epBHYIO KONWIO 414 YAaNeHNs, 3aTeM LWEeAKHUTE 3HaYOK KOP3UHbI.

= Y106bl yAaNnuUTb BbIOPaHHYIO rpynny, WeakHUTe YaanuTb.
MoaTtesepanTe onepaumio.

11 Onepaumn ¢ nnaHaMm pe3epBHOro KOMMpPOBaHUA

U3meHeHue nnaHa pe3epeHo20 KonuposaHua

1.

YT06bI UI3MEHUTH NNaH pe3epBHOro KonnMposaHmA onAa sBCcex MallMH, Ha KOTOPbIX OH MPUMEHEH,
Bbl6epMTe OZHY 13 HUX. B npoTuBHOM Cniyyae Bbl6epMTe MalKnHbI, ANA KOTOPbIX XOTUTE
MU3MEHUTbL NNaH.

Haxxkmute KHonKy PesepBHOe KonupoBaHue.
BbibepuTe nnaH pe3epBHOro KOMMPOBAHUA, KOTOPbIN XOTUTE U3MEHUTb.

LLLenKHUTE NO 3HAYKY LWecTePeHKM PAJOM C UMEeHEM MNJiaHa pe3epBHOro KOMMPOBAHUA U
BblbepuTe KomaHAy MU3meHUTb.

YT106b! U3MEHUTL NAPAMETPbI NJIAHA, WENKHUTE COOTBETCTBYIOWMIA pa3gen Ha ero naHesnu.
Haxkmunte KHoMKy COXpaHUTb USMEHEHMUA.

YT06bI UI3MEHUTH NNaH pe3epBHOro KoNMposaHmA ANA BCeX MallMH, Ha KOTOPbIX OH MPUMEHEH,
wenkHuTe NMpUMeHnTb USMEHEHUA K 3TOMY NJ1IaHYy pe3epPBHOro KONUpPoBaHUA. Mnun WenKHuTe
Co3patb HOBbIA NNaH pe3epBHOro KoOoNMposaHUA TONIbKO ANA Bbl6paHHbIX YCTPOECTB.

Oms3bl6 naaHa pe3epeHoO20 KONUPosaHuUsa 0419 MaQWUH

1.
2.

Bbl6epMTe MalWWnHbl, ANA KOTOPbIX HYXXHO OTO3BaTb MNJ1aH pe3epBHOIo KONMPOBaAHUA.

Haxmunte KHONKy Pe3epBHOe KonNupoBaHue.



3. Ecaum gna mawwuH NPUMeHEeHO HECKOJIbKO NJ1IaHOB, Bbl6epMTe TOT U3 HUX, KOTOprf/‘I HEO6XO,CI,MMO
OTO3BaThb.

4. LenkHUTe No 3HAYKY LWECTEPEHKN PSAOM C MMEHEM MNaHa pe3epBHOIro KOMMPOBaHUA U
Bblbepute KomaHay OTo3BaTh.

YOaneHue naaHa pe3epeHo20 KONUPOBaHUSA

1. BbibepuTe ntobyto MalMHY, 414 KOTOPOM NPUMEHEH NAAH pe3epBHOro KONMPOBaHMUA,
noasexkalmi yaaneHuto.

Haxmunte KHOMKy Pe3epBHOe KonupoBaHue.

Ecnav ana mawnHbl NPUMEHEHO HECKO/IbKO N/1aHOB, Bbl6€pMTe TOT U3 HUX, KOTOprVI HEO6XOAVIMO
YO3aNnTb.

4. LenkHUTe No 3HAYKY LWECTEPEHKN PSAOM C MUMEHEM MN1aHa pe3epBHOIro KOMMPOBaHUA U
BblbepuTe KOMaHAay YAanuThb.

B pe3synbTaTte nnaH 6yaeT 0To3BaH AN BCEX MALLMH U NOAHOCTbIO yaaneH us seb-uHtepdeiica.

12 3awmTa MObUIbHbIX YCTPOUCTB

YT106bI BLINOSHUTD pe3epBHOE KONpoBaHME U BOCCTaHOB/IEHNE AdHHbIX Ha MOBUNBbHbIX yCTpOVICTBaX,
MCI'IOI'Ib3yl7ITe NpunoXXeHune pe3epBHOro KONMpPoBaHMA.

NoppeprknBaemble MOb6UAbHbIE YCTPOUCTBA
= CmapTtéoHbl u nnaHwetHble MK ¢ Android 4.1 unm 6onee nosgHen sepcun.

= YcTpoiictea iPhone, iPad 1 iPod ¢ iOS 8 unu 6onee nosgHe Bepcum.

[aHHble, ANA KOTOPbIX MOXXHO CO34aTb Pe3epPBHYIO KONMUIO
=  KOHTaKTbI

= doTorpadpum

"  Bugeo

= KaneHgapwu

= TeKcTOBble COObLEHUA (TONbKO B ycTpoiicTBax Android)

=" HanomwuHaHusA (ToNbKo B ycTponcTeax iOS)

YTo He06X0aMMO 3HaTb?

- CI-(OI'IMpOBaTb AaHHbl€é MOXHO TO/IbKO B obnavyHoe XpaHununue gaHHbIX.



MpY KaX40M OTKPbITUM MPUAOKEHMUA O0TOBPAMKAIOTCA UTOTOBbIE M3MEHEHUA AaHHbIX. Bbl MoXeTe
NPUCTYNUTb K CO34aHUI0 PE3EPBHOM KOMUU BPYYHYIO.
o (e

= Backup

Mew data to back up!

(D 1 change in contacts

@ 1 change in photos

4 O O

®yHKLUMA HenpepblBHOE pe3epBHOE KONUPOBAHUE BK/IOYEHA MO YMOAYAHMIO. B 3TOM pexxmume
NPUNOXKEHNE pPe3epPBHOIro KONMPOBaHMA NPOBEPSET USMEHEHMA AAHHDIX KaXKAble LWEeCTb YacoB U
aBTOMaTMYECKM 3anycKaeT pe3epBHOE KONUPOBAHWE, €CIN HEKOTOPbIE AaHHblE U3MEHEHbI.
MOXHO OTKNOUYNTb HEMPEPLIBHOE pe3epBHOE KONMPOBAHWE UAN U3MEHUTb ero Ha TonbKo Npm
3apAgKe B HaCTPOMKAX NPUNOKEHUS.

MOKHO NOMYYNTb AOCTYN K AAaHHbIM pe3epBHOMN Konuu ¢ 1t060ro MobuAbLHOrO YCTPOMCTBA,
3aperncTpUpPoBaAHHOrO B BaLLEl YY4ETHOM 3anmncK. 3TO NOMOXKET NnepesaTb AaHHbIE CO CTAapPOro
MOBUNBHOTO YCTPOMCTBa Ha HoBoe. KoHTaKTbl U dpoTorpadum ¢ yctpoictea Android Mo»KHO
BOCCTAHOBWTb Ha YCTPOMCTBO iOS 1 B 06paTHOM nopsaake. Kpome Toro, Ha KOMMbIOTEP MOYKHO
3arpy3uTb doTorpaduu, BUAEO UM KOHTAKTbI, UICMO/Ib3Ys KOHCO/1b PE3EPBHOIO KOMMPOBaHUS.

[aHHble, ANA KOTOPbIX pe3epBHasn KonMsA co3gaHa ¢ MOBUAbHbIX YCTPOMCTB,
3aperncTpupoBaHHbIX B BalLei yY4ETHOW 3anMcK, AOCTYMNHbI TObKO B 3TOW y4eTHOM 3anucu.
Kpome Bac, HUKTO He CMOXET MPOCMOTPETb UM BOCCTaHOBUTL 3TU AaHHbIE.

B npunoxKeHuu pesepBHOro KONMPOBAHUA MOXKHO BOCCTaHOBUTL AaHHbIe TO/IbKO C NOCNeaHeN
pe3epBHOI Konuu. Ecin HeobXxoAMMO BbINONHUTL BOCCTAHOBNEHWE C 6oNee CTapbiX Pe3epBHbIX
KOMUI, UCMOJIb3YWTE KOHCOJ/Ib PE3EPBHOIO KOMMPOBaHWA Ha NiaHweTHoM MK namM komnbtoTepe.

MpaBuaa xpaHeHUsA He NPUMEHSIOTCA K Pe3epPBHbIM KOMMUAM MOBUIbHBIX YCTPOWCTB.

Mpu Hannumm SD-KapTbl B XO4€ BbINOJAHEHUA PE3EPBHOr0 KOMMPOBAHMA XPaHALLMECA Ha Hell
JaHHble TaKKe 6yayT CKONMPOBaHbl. 3TW AaHHble 6yayT BOCCTaHOBAEHbI Ha SD-KapTy, eciv oHa
6yaeT AOCTYNHa NpU BOCCTaHOBAEHMU. B NpoTUBHOM Cayyae oHM ByayT BOCCTAaHOB/EHbI Ha
BHYTPEHHEEe XpaHUAULLE AAHHbIX.

He3aBMcMMO OT TOro, 6bIAN N OPUTMHABHbIE AAHHbIE COXPAHEHbl BO BHYTPEHHEM XpaHUAULLE
yCTpoicTBa uau Ha SIM-KapTe, BOCCTaHOB/IEHHbIE AaHHble ByAyT NOMeLLeHbl BO BHYTPEHHee
XPaHUANLLE OAHHbIX.



MowaroBble UHCTPYKL UMK
MopAadok noayyeHUs NPUNOHCeHUA pe3epeHo20 KOnuposaHus

1. Ha mobunbHoMm ycTpolicTBe oTKpoliTe 6paysep 1 BBeante URL-agpec KOHCONM pe3epBHOro
KOMMpoBaHuA.

BonauTte c NOMOLLbIO Y4ETHOM 3anuncK.
LLlenkHuTe Bce ycTpoiicTea > [lo6aButhb.
B pasaene MobunbHble ycTpoicTBa BbibepuTe TMN yCTPOICTBA.

B 3aBMCMMOCTM OT TMNA YCTPOICTBA ByAeT BbINOMHEHO NepeHanpaBneHme B App Store nam
Google Play Store.

5. [TonbKo B ycTpoicTeax iOS] LenkHute MonyuunTnb.

6. LlenkHute YcTaHOBUTD, 4TO6bI YCTAHOBUTbL NPUIOXKEHME PE3EPBHOrO KOMMPOBAHWA.
Mopadok co30aHus pe3epeHoli Konuu ycmpolicmea iOS

1. OTKpoMITe NPUNOXKEHNE PE3EPBHOrO KOMMPOBAHWA.

2. Boiaute c NOMOLLLIO Y4ETHOM 3anucu.

3. BbibepuTe KaTeropmm AaHHbIX, pe3ePBHYI0 KOMUIO KOTOPbIX HeobxoaMmo co3aaTb. Mo
YMO/YaHWNIO BbIBPaHbI BCE KaTeropuu.

KocHuTecb 3Hauka Co3aaTb pe3epBHYIO0 KONUIO ceiyac.
5. PaspelwuTe npunoKeHUo Noay4yaTb AOCTYN K BALLMM JIMYHBbIM AaHHbIM. Ecnv Bbl 3anpeTuTe
OOCTYN K HEKOTOPbIM KaTEFOPUAM AaHHbIX, AN HUX He ByAeT co3gaHa pesepBHas Konus.

HauHeTca pe3epBHOe KOMMpoBaHHMe.

Mopsadok co3daHusa pe3epeHoli konuu ycmpolicmea Android
1. OTKpoiTe NPUNOKEHWE PE3ePBHOMO KOMUPOBAHWS.
2. Boliaute c NOMOLLbIO YYETHOM 3anucu.

3. [B Android 6.0 n 6o1ee no3gHUx Bepcuii] Paspelumnte NpUAOKEHUIO NOAYYaTb AOCTYN K BalLMM
JIMYHBbIM AaHHbIM. EC/iv Bbl 3anpeTuTe A0CTYyN K HEKOTOPbLIM KaTeropmuam AaHHbIX, AN HUX He
byaeT co3aaHa pesepBHas Konus.

4. [OononHutenbHo] Bbibepute Kateropuu gaHHbIX, 418 KOTOPbIX HE HY}KHO CO34aBaTh Pe3epPBHYI0
Konuio. [118 3TOro KOCHUTECh 3HAYKa LWeCTEePHN, KOCHUTECH MOI3YHKOB AJ/1A KaTeropmnin AaHHbIX,
KOTOpble HEOBXOAMMO UCKIOUYNUTL U3 PE3EPBHOMO KOMMPOBAHMA, @ 3aTEM KOCHUTECH CTPE/IKM
Ha3ag,

5. KocHuTtecb 3Hayka Co3aatb pe3epBHYIO KONUIO.

Mopadok eoccmaHosneHusa OaHHbIX Ha MobusnbHoe ycmpolicmeo
1. OTKpoiiTe NPUNOKEHUE PE3EPBHONO KOMMPOBAHMS.

2. CmaxHuTe BNeBO M KOocHUTECH [,0CcTyn U BOCCTAHOB/IEHUE.

3. KocHuTecb MMeHM yCTpoicTBa.

4. BbINOAHUTE OAHO M3 CIEAYIOWNX AEUCTBUN:

" Y10bbl BOCCTAHOBMUTL BCE AaHHble, ANA KOTOPbIX CO34aHa pe3epBHaA KONMA, KOCHUTECDL
BocctaHOBUTb BCe. HMKaKNUX JONOAHUTENbHbIX AeﬁCTBMﬁ He Tpe6yeTCH.

" Y106bl BOCCTAHOBUTb OAHY MAN HECKONIbKO KaTeropuii AaHHbIX, KOcHUTeCh BbibpaTb, 3aTem
KOoCHUTeCb GNaxKKoB ANs Tpebyembix KaTeropuit AaHHbIX. KocHMTeCh 3HauKa BoccTaHOBUTD.
HUKaKnx 4ONOAHUTENbHBIX AEUCTBUIA He TpebyeTcs.



" Y106bl BOCCTAHOBUTbL OZIMH UJIN HECKOIbKO 3/IEMEHTOB [IaHHbIX, KOTOPble NPUHaANEeXKaT K
O/IHOW KaTeropmm AaHHbIX, KOCHUTECh 3TOIN KaTeropmn AaHHbiX. MPoAoAXKUTe BbINOAHATD
JanbHelnwme AencTBus.

P~ ny) L AN REAT:
€  Nexus5 Select
= Contacts >
™ Photos >
I3 videos >
(& calendars >
B Messages »

*+ Recover all

BbINONHUTE OAHO U3 CAeayoLWmMX AeNCTBUIA:
" Y7106bl BOCCTAHOBUTb OAMH 3N1EMEHT AaHHbIX, KOCHUTECH ero.

" Y106bl BOCCTAHOBUTb HECKOIbKO 3/1IEMEHTOB AaHHbIX, KOCHUTECL BbIBpaTb, 3aTeM KOCHUTECH
dnaxKKoB 41a TpebyemMblx 3/1eMEHTOB AaHHbIX.
o = @ ¥ 178

Photos Select




6. KocHuTtecb 3Hauka BocctaHOBUTDL.

Mopadok nonyyeHus docmyna K OaHHbIM Yepe3 KOHCOsb pe3epeHO20 KOMUpPoB8aHUs
1.
2.
3.

Ha KomnbloTepe oTKpoitTe b6paysep u BBeante URL-aapec KOHCOMM pe3epBHOro KONMPOBaHUA.

Bonaute c NOMOLLbIO Y4ETHOM 3anucu.

Ha Bknaake Bce ycTpoiicTBa BbibepuTe MMA MOBUILHOTO YCTPOMCTBA, 3aTEM LWENKHUTE
BocctaHoBneHMe.

Bbib6epuTe TOUKY BOCCTaHOB/IEHUSA.

BbinonHUTe Nt0boe 13 cneayroLmnx 4eNCTBUN:

Y1o6blI 3arpy3uTb Bce poTorpadmm, BUAEO AN KOHTAKTbI, BbIbDepUTE COOTBETCTBYHOLLYIO
KaTeropuio AaHHbIX. HaXXmuTe KHOMKy 3arpysurb.

Q
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Nexus 5
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Videos

Photos

Messages

Contacts

Calendars

=5 @ @

Download

Y106bI 3arpy3nTb oTaeNbHble doTorpadmm, BUAEO NN KOHTAKTbI, WEJAKHUTE UMSA

COOTBeTCTByIOLU,eﬁ KaTteropunn gaHHbIX, a 3aTeéM YCTaHOBUTE d)na»mm ana Tpe6yeN\b|x
9N1E€MEeHTOB AaHHbIX. HaXKMuUTe KHONKY 3al'py3MTb.
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Download

[na npeaBapuTeIbHOrO MPOCMOTPA TEKCTOBOIO Co0bLLeHUnA, GoTorpadun UM KOHTAKTa,
LEeNKHUTE MMA COOTBETCTBYHOLLEN KaTeropmun AaHHbIX, 3aTEM LLEIKHUTE Tpebyemblli 31emMeHT
OaHHbIX.




[ononHuTtenbHyo MHboPMaLMIo CM. Mo cebliike https://docs.acronis.com/mobile-backup. 3ta
CMpaBKa TaKXe AOCTYMHa B NPU/IOKEHUW PE3EPBHOTO KOMMPOBAHMA (B MEHIO MPUIOKEHUSA
nocaeaoBaTeNbHO KOCHUTECh NYHKTOB HacTpoiku > CnipaBKa).

13 3awmTa NpunoxXeHnm

3awura Microsoft SQL Server n Microsoft Exchange Server
EcTb ABa MeToAa A4N1A 3aLUUTbI STUX NPUSIOKEHNI:

= PesepBHan Konua 6a3bl AaHHbIX

o710 pe3epBHOE KONMPOBAHUE HA YPOBHE cbaﬁnoa 6asbl AadHHbIX U MeTadaHHbIX, CBA3AaHHbIX C Hewn.
ba3sbl AaHHbIX MOYKHO BOCCTAHOBUTL B 3anyweHHoe NpuaoxXeHne nnn Kak (I)aﬁﬂbl.

= PesepBHOE KONUPOBAHUE C NOALEPKKOW NPUNOIKEHUN

370 pe3epBHOE KOMMPOBaHWE Ha YPOBHE AUCKOB, NPU KOTOPOM TaKsKe BbINoJHAETCA cbop
MeTaZaHHbIX NPUNOXKEHNIA. 3TN MeTaZaHHble NO3BONAIOT BbINOAHUTL 0630p U BOCCTAHOB/IEHME
[JaHHbIX MPUNOKEHUIN, HE BOCCTAHABAMBAA BECb AUCK AN TOM. [IUCK NN TOM TaKKe MOXHO
BOCCTAHOBMTb NOJIHOCTbIO. 3TO 03HAYAET, YTO MOMKHO MCMO/b30BaTb eANHOE peLleHne U OAuH
NNaH pe3epBHOro KONMPOBAHUA KaK A/1A aBapMIMHOro BOCCTAHOB/IEHNA, TaK U 414 3aWnTbI
JaHHbIX.

3awmTta Microsoft SharePoint

depma Microsoft SharePoint coctout ns cepsepos Beb-nHTepdeiica, Ha KOTOPbIX BbINOAHAOTCA
cnyx6bl SharePoint, cepsepoB 6a3 AaHHbIX, Ha KOTOPbIX BbinonHAeTca Microsoft SQL Server u
(Heoba3aTenbHO) cepBeEPOB NPUAOKEHWNI, KOTOPbIE Pa3rpyKatoT cepBepbl Beb-nHTepdelica ot
HeKoTopbIx cnyxb SharePoint. HekoTopble cepBepbl Beb-nHTepdelica u cepBepbl MPUNOKEHUA MOTYT
6bITb UOEHTUYHBI APYT APYTY.

Y106bI 3aWMTUTL BCIO pepmy SharePoint, BbINOAHUTE YKa3aHHbIE HUXKE AENCTBUA:

= CospaliTe pesepBHble KONUK cepBepoB H6asbl AaHHbIX, BbINO/IHMB Pe3ePBHOE KONUPOBAHMUE C
NoAAEePKKON MNPUNOKEHUN.

= CosgaliTe pesepBHble KOMWUK BCEX YHMKaNbHbIX CEpBEPOB BeO-NHTEepdeica U cepBepoB
NPUNONKEHWIA, BbINOJIHUB 0ObIYHOE Pe3epBHOE KOMMPOBAHME Ha YPOBHE AUCKOB.

PesepBHble KONWK BCEX CEPBEPOB A0/XKHbI BbITb BbINONHEHLI MO O4HOMY PACMMUCAHUIO.

YT106bI 3alWNTUTb TOJIbKO COAEPHKMMOE, MOXKHO CO34aTb pe3epBHblIe KONnn 6a3 AaHHbIX MO
OTAENBbHOCTU.

3awmTa KOHTpoANepa AOMEHa

MawwnHy nog ynpasaeHnem SOMEHHbIX cy»K6 Active Directory MOXHO 3aLWUTUTb pe3epBHbIM
KOMMPOBAHMEM C NOAAEPKKOW NPUNOKEHWUI. ECM OMEH COAEPKUT HECKONIbKO KOHTPO/I/IEPOB
[OMEHa, TO NPU BOCCTAHOB/IEHMUM OAHOIO M3 HUX BbINOJIHAETCA HENPUHYAMUTEIbHOE BOCCTAHOB/IEHUE;
npuv 3Tom oTKaT USN He BbINONHAETCA NOC/Ae BOCCTAHOB/IEHWS.

BoccTtaHOBNEHME NPUNOXKEHU

B Ta6m4u,e npueeaeHa cBoAKa AOCTYNHbIX MeTo40B BOCCTAHOBNEHUA I'IpMﬂO)KGHMVI.

W3 pe3epBHOI1 Konum 6a3bl W13 pe3epBHOM KONUK C

. .. | 3 pesepBHO Konum gucka
OAHHbIX noAAep KKOM NPUNOKEHWA




Microsoft SQL Server

ba3bl AaHHbIX B
3anyLLeHHbIM 3K3emnnap
SQL Server (cTp. 91)
ba3bl AaHHbIX KaK daiinbl
(cTp. 91)

Bca mawuHa (ctp. 59)
ba3bl faHHbIX B
3anyLWEeHHbIN 3K3eMNAAp
SQL Server (cTp. 91)
Ba3bl AaHHbIX KaK dalinbl
(cTp. 91)

Bca mawmHa (cTp. 59)

Microsoft Exchange
Server

bas3bl AaHHbIX B
3anyuweHHbI Exchange
(cTp. 94)
ba3sbl AaHHbIX KaK dalinbl
(cTp. 94)
®parmeHTapHoe
BOCCTaHOB/NEHME B
3anyweHHbIi Exchange
(cTp. 96)

Bca mawwuHa (cTp. 59)
ba3bl AaHHbIX B
3anyLweHHbIM Exchange
(cTp. 94)
ba3bl AaHHbIX KaK ¢dalinbl
(cTp. 94)
dparmeHTapHoe
BOCCTaHOB/IEHME B
3anyLeHHbI Exchange
(cTp. 96)

Bca mawuHa (cTp. 59)

CepBepbl 6a3bl
AaHHbIX Microsoft
SharePoint

ba3bl AaHHbIX B
3anyLLeHHbIM 3K3emnnap
SQL Server (cTp. 91)
basbl gaHHbIX KaK ¢panbl
(cTp. 91)
¢dparmeHTapHoe
BOCCTaHOB/IEHME C
MCnosib3oBaHMEM
SharePoint Explorer

Bca mawuHa (cTp. 59)
ba3bl faHHbIX B
3anyLLLeHHbI 3K3emnnap
sQL Server (cTp. 91)
ba3bl AaHHbIX KaK ¢alinbl
(cTp. 91)
dparmeHTapHoe
BOCCT@HOB/IEHME C
MCnosib3oBaHMEM
SharePoint Explorer

BcAa malumHa (cTp. 59)

NHTepdeincHble
Beb-cepsepbl
Microsoft SharePoint

Bca mawumHa (cTp. 59)

JomeHHble cnyxobl
Active Directory

BcAa malumHa (cTp. 59)

13.1 lNpeaBapuTenbHble TpeboBaHMs

Mepen HaCTPOMKOW pe3epBHOro KONMPOBaHUA NPUIOXKEHUI YBeauTeCh, YTO NePeUNCIEHHbIE HUKeE
TpeboBaHMA BbINONHEHDI.

YT106bI NPOBEPUTL COCTOAHUE MOAYAA 3anucK VSS, ncnonb3yiite KomaHay vssadmin list writers.

O6wue TpeboBaHuA

Ana Microsoft SQL Server y6egutecb, YTO BbINOJ/IHEHbI YKa3aHHble HUXKe TpeboBaHuA:

" 3anyuweH xoTa 6bl oanH ak3emnnap Microsoft SQL Server.

= BkatouyeHbl ciy>kba o6o3pesatens SQL Server n npotokon TCP/IP. MHCTpyKLMM NO 3anycKy
cnyx6bl 0bo3peBaTens SQL Server cm. Ha cTpaHuULe
https://msdn.microsoft.com/ru-ru/library/ms189093.aspx. BKkntounTtb npoTokon TCP/IP MOXHO ¢
NMOMOLLbIO @aHANOTUYHOM NpoLeaypbl.

= Moaynb 3anucu SQL ana VSS BratoveH.

Dna Microsoft Exchange Server ybeautecb, 4To BbiNo/IHEHbI YKa3aHHble HUKe TpeboBaHuA:

= 3anyuleHa cnyxba 6aHKa gaHHbIx Microsoft Exchange.




®  YcraHoBneHa obonoyka Windows PowerShell. Ecan ucnonbsyetca Exchange 2010 nnu 6onee
nosgHen sepcuu, To o6ono4uka Windows PowerShell nonkHa nmeTb no KpaliHelt mepe Bepcuto
2.0.

®  YcraHoBneHa nnatdopma Microsoft .NET Framework.

Ecnum ucnoneayetca Exchange 2007, To Microsoft .NET Framework gonkHa MmeTb No KpaiiHel
mepe sBepcuto 2.0.

Ecnu ucnoneayetca Exchange 2010 unn 6onee nosaHei sepcumn, To Microsoft .NET Framework
AONIXKHa MMETb No KpaliHel mepe Bepcuto 3.5.

= Mogaynb 3anucu Exchange ana VSS BrkatoveH.

Ha KoHTponnepe pomeHa y6eaurecb B TOM, UTO:

= Mogaynb 3anucu Active Directory gna VSS BKkAtoYeH.

Mpwu co3aaHnmn nnaHa pesepBHOro KONMpPoBaHUA ybegutecb B TOM, YTO:

= 105 GUINYECKUX MALLMH BKAIOYEH MapameTp pe3epBHOro KonmposaHus Cny:xba TeHeBOro
KonupoBsaHus Tomos (VSS) (cTp. 55).

= [1ns BUPTYasibHbIX MaLUWH BKAOYEH MNApaMeTp pe3epBHOro KonmposaHus Cny»kba TeHeBOro
KonupoBaHua TomoB (VSS) ans BUpTyanbHbIX MawuH (cTp. 57).

[JononHutenbHble TpeboBaHUA ANA onepauuii pe3epBHOro KONMPOBaHUA C

noaAep>KKou NPUNOXKeHU

Mpu co3gaHMmM NnaHa pesepBHOro KONMPoBaHUA ybeamnTecb B TOM, YTO AR PE3EPBHOM0
KonupoBaHuWA BbibpaH NapameTp Bca mawmuHa.

Ecnm npnnoxeHua BbINONHAKOTCA HA BUPTYaNbHbIX MALLUMHAX, pe3epBHAA KONMA KOTOPbIX CO34aHa
areHtom ana VMware, ybeamutecb B TOM, YTO:

= BupTya/bHble MallWHbI 419 Pe3ePBHOI0 KOMMPOBaHWUA COOTBETCTBYIOT TPebOoBaHMAM
COBMECTUMOTO C MPUNONKEHMAMM 3aMOPaXKMBaAHNA, KOTOPbIE MEePeUNCNEHbI B CIeAyIOLLei cTaTbe
6a3bl 3HaHUK VMware:
https://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vddk.pg.doc%2FvddkBk
upVadp.9.6.html

®  Ha malmHax ycTaHoBaeH 1 06HoBNeH Habop yTuamuT VMware Tools.

" VYyeTHble 3anucu nonb3osaTeneit (UAC) oTKAtOYEHbl Ha MallMHaX. Ecaun Bbl He XOTUTe OTKAOYaThb
y4yeTHble 3anuncu nosbsosatenei (UAC), To Npu BKAOYEHUN Pe3ePBHONO KOMMPOBAHUSA
NPUNOXKEHNS HEOBXOAMMO NPEeAOCTaBUTb YYETHbIE AaHHbIE BCTPOEHHOMO agMUHMUCTPaTOPa
aomeHa (DOMAIN\Administrator).

13.2 Pe3epBHas konus 6a3bl AaHHbIX

Mpexae Yem NPUCTYNMUTb K CO34aHUI0 pe3epBHbIX Konuit 6a3 AaHHbIX, y6eaANTECh, YTO BbIMNOAHEHbI
TpeboBaHMA, nepeyncaeHHble B pasgene «MpeasaputenbHble TpebosaHua» (ctp. 87).

BbibepuTe 6a3bl JaHHbIX, KaK YKa3aHO HUMKeE, A 3aTeM YKaXKMUTe Apyrue HaCTPOWMKM NiaHa pe3epBHOro
KOMMPOBAHMA B 3aBUCUMOCTU OT TpeboBaHul (cTp. 26).

13.2.1 Bblbop 6a3 aaHHbIX SQL

PesepBHas Konus 6a3bl gaHHbIx SQL coaep:kuT dainbl 6a3bl (.mdf, .ndf), »kypHanb (.Idf) u gpyrue
cBA3aHHble dalinbl. X pesepBHbIe KOMMK CO34ak0TCA C MOMOLLbIO cayK6bl SQL Writer. OHa fAoXKHa



6bITb 3aNyLeHa B MOMEHT, Korga c/yxba TeHeBoro KonMposaHua TomoBs (VSS) oTnpasaseT 3anpoc Ha
pesepBHOE KONMPOBaHME UAN BOCCTAHOBEHME,

MNocne Kaxaoro ycnewHoro pes3epBHOro KONMpPoOBaHMA BbINOJIHAETCA COKpPaLLEHUNE KYPHaAIOoB
TpaH3aKkumin SQL. CokpalLeHue KypHaaa SQL MOXKHO OTKAKOUYNUTL B MapameTpax NaaHa pe3epBHOro
KonuposaHua (cTp. 47).

Mopadok evibopa 6a3 daHHbIX SQL
1. UWenkHute Microsoft SQL.
MoABUTCA CMNCOK MaLLWH, Ha KOTOPbIX yCTaHOBAeH areHT ana SQL.
2. lMepenguTe K 4aHHbIM, ANA KOTOPbIX TPebyeTca co34aTb pe3epBHbIe KONUMK.

[Baxapl WwWenkHuTe MalnHy, yTOObI NOCMOTPETb, KakKne 3K3eMnaApPbI SQL Server Ha Helt ecTb.
[Baxapl WwWenkHuTe aK3emMmnnAap, yTOObI NOCMOTPETb, Kakne 6a3bl A3aHHbIX OH COA4EPXHKUT.

3. BblbepuTe faHHble, pe3epBHYIO KOMUIO KOTOPbIX HEOBX0AMMO co3aTb. MOXKHO BbIGMpaTh Lenble
3K3eMNAApPbl UK OTAeNbHble 6asbl.

= Ecnun BbIbpaTh 3k3emnasp SQL Server, byayT co3gaHbl pe3epBHble KONMUM BCeX
copepKawmxca B Hem 6a3 AaHHbIX; KpoMme TOro, BnocneacTsmMm 6yayT co34aBaThCs
pe3epBHble Konuu Bcex 6a3, obasaseMbix B HEro B byayLiem.

= Ecnmn Bbl6paTb oTAeNbHble 6a3bl, 6yp,yT CO34aHbl pe3epBHble KOMUKU TOZIbKO ANA HUX.

4. HaxkmuTte KHOMKy Pe3epBHoe KonupoBaHue. Ecin noTpebyeTcs, BBeAUTE yYeTHble AaHHble Ans
poctyna K SQL Server. CooTBeTCcTBYIOLWAA YY4E€THAA 3aNMCb A0NXKHA BXOAMTb B rpynny Onepartopbl
apxmBa Ui AGMUHUCTPATOPbI HA STON MaLLMHE, a TaKXKe MMeTb Poab sysadmin B KaxKaom 13
9K3eMnAApoB, ANA KOTOPbIX CO34aeTCA pe3epBHan Konus.

13.2.2 Bbibop aaHHbIX Exchange Server

B Tab/imMLe HUXKe NpuBeaeHbl OCHOBHbIE CBeAEHNA O TOM, Kakne MmeHHO AaHHble Microsoft Exchange
Server MOKHO BblIBpaTb A4/ Pe3ePBHOr0 KONMPOBAHUA, @ TAKKE O MUHUMA/bHbIX NPaBax
Nno/b30BaTeNA, KOTopble A4/1A 3TOro Heob6xoAMMbI.

Bepcusa Exchange dnemeHTbl JaHHbIX MpaBa nonb3oBarensa

YyacTue B rpynne poseit AGMUHUCTPATOPbI

2007 r
00 pynnel XpaHeH!A opraHusaumu Exchange

YyacTue B rpynne poseit Ynpasnenue

2010/2013/2016 Ba3bl AaHHbIX .
opraHusaumen.

Mpu NoNHOM pe3epBHOM KOMMPOBaHMM B KOMUIO BK/HOYAIOTCA BCe BbibpaHHble AaHHble Exchange
Server.

MNHKpemeHTHas pe3epBHan KONusa coaepXuT nameHeHHble 610KM dainnos 6a3 gaHHbIX, panbl
KOHTPO/IbHbIX TOYEK, @ TaKKe Hebo/bLioe KOANYecTBo $aiios KypHanos, 6oaee HOBbLIX MO
OTHOLLUEHMIO K COOTBETCTBYIOLWMM KOHTPO/IbHbIM TOYKam 6a3bl. [TIOCKONbKY B pe3epBHY0 KOMUIo
BK/1HO4AIOTCA M3MEHEHWA, BHECEHHbIE B 6a3y AaHHbIX, 406aBAATL B HEE BCE 3aNNCU U3 XKYPHANO0B
TPaH3aKUMI C MOMEHTa NpeablayLLEro Pe3epPBHOMO KOMMPOBAHMA He HY*KHO. [locne BOoCCTaHOB/IEHNA
BOCMPOU3BOANTCA TONLKO XKypHas, 6onee HOBbIN, YeM KOHTPO/IbHAA TOUYKA. 3TO NO3BOAAET YCKOPUTb
BOCCTaHOB/IeHWNEe 1 0becneymnTb pe3epBHOE KONMpoBaHue 6asbl, 4aXKe eCn BKAIYEHO UMKANYECKoe
BEAEHME XKypHana.

Mocne Kaxaoro ycnewHoro pe3epBHOro KOMMPOBaHUA BbINOJIHAETCA yceyeHue $alinoB KypHana
TPaH3aKUNii.



Mopadok evibopa daHHbIX Exchange Server

1.

4.

LLenkHuTe Microsoft Exchange.
MoABUTCA CNUCOK MaLlWWH, Ha KOTOPbIX YCTaHOB/eH areHT ans Exchange.
MepeiaunTe K AaHHbIM, 418 KOTOPbIX TPebyeTca co34aTb pe3epBHble KONUU.

[BaXKabl WEeNKHUTE MaLUMHY, YTO6bl NOCMOTPETb, Kakne 6a3bl AaHHbIX (rpynnbl XpaHeHMA) Ha
Hel ecTb.

BbibepuTe gaHHble, pe3epPBHYIO KOMUIO KOTOPbIX He0bxoAMMO co3aaTb. Ecnn noTpebyetcs,
BBeAWTE yYyeTHble AaHHble AN A40CTyna K MHbopmMauuu.

Haxmunte KHOMNKy Pe3epBHOe KonupoBaHue.

13.3 Pe3epBHOE KONMpOBaHME C NOAAEPIKKOM

NPUNOXKEHNIA

PesepBHasa Konua Ha YPOBHE ANCKOB C NOAAEPMKKOM NPUAOKEHUN AOCTYMNHA AN GUBNYECKUX MaLUUH
M BUPTYasibHbIX MawuH ESXi.

Mpu pesepBHOM KOMMPOBAHWN MalLMHbI, Ha KOTOpPOW BbinonHaeTca Microsoft SQL Server, Microsoft
Exchange Server unu gomeHHble cnyx6bl Active Directory, Bkatounte PesepBHoe KonMpoBaHUue
NPUNOXKEHWUNA AN1A AONONHUTENbHOMN 3aWMTbI AaHHbIX 3TUX NPUIOXKEHNUA.

Bca mawwmHa B ObnavHoe G
XpaHuUnuLe AaHHbIX 04

BCa MalliHa w

OTKMHYEHD

Mouyemy HyXXHO UCNO/Ib30BaTb pe3epBHOE KONMPOBAHMUE C NOALEPIKKON
NPUNOXKEHUI?

Mcnonb3ya pesepBHOe KONMPOBaHUE C I'IO,EI,,EI,ep)KKOﬁ I'IpMI'IO)KeHMﬁ, Bbl obecneunBaete cneayrwoulee:

1.

Pe3epBHble Konumn I'IpM.ﬂO)KEHMVI B COrnacoBsaHHOM COCTOAHUN, MO3TOMY AOOCTYMHbI HEMEOANEHHO
nocse BOCCTaHOB/EHMA MalLUUHbI.

MoO3KHO BOCCTaHOBMUTb Hasbl AaHHbIX SQL n Exchange, noYyToBblE ALWLMKN N INEMEHTbI NOYTOBbIX
AWNKOB 6e3 BOCCTaHOB/IEHWS BCEM MaLLMHBI.

Mocne Kax[oro ycnewHoro pe3epsHOro KONMPOBAHWUA BbINONHAETCA COKPaLLEHNE KYPHAN0B
TpaH3akumit SQL. CokpalieHme KypHana SQL MOXKHO OTKAOYNTL B NapameTpax naaHa
pe3epBHOro KonupoBaHus (cTp. 47). MypHanbl TpaH3aKumuii Exchange cokpalLatoTcsa TONbKO Ha
BMPTYasibHbIX MalLMHAX. YTOObI COKPATUTDL KypHasbl TpaH3aKkumi Exchange Ha ¢dusmnyeckoi
MalLMHE, MOXKHO BK/IIOUYUTb NapameTp NOAHOro BocctaHosaeHumaA VSS (ctp. 55).



4. Ecnv pomeH COOEePHUT HECKOJIbKO KOHTPO/11EPOB AOMEHA, TO NPpU BOCCTAaHOBNEHNN OA4HOTO U3
HUX BbINOJIHAETCA HENPUHYAUTE/IbHOE BOCCTAHOB/IEHUE; NMPU 3TOM OTKAT USN He BbInoaHAETCA
nocne BOCCTaHOB/IEHUA.

Y10 Heo6x0a4MMO ANA NCNONB30BAHUA PEe3epPBHOr0 KONMPOBAHUA C NOALEPIKKOU
NPUNOXKEHNIA?

Ha ¢um3myeckoit mawmHe Kpome areHTa ana Windows foKeH 6biTb ycTaHOBAEH areHT asia SQL u
(nnn) arenT gna Exchange. Ha BUpTyanbHOM MalMHE HAaIMYME YCTAHOBIEHHOTO areHTa He TpebyeTcs.
MpeanonaraeTca, YTO pe3epBHAA KOMWA BUPTYaIbHOM MallMHbI CO34aHa areHTom ana VMware
(Windows).

Opyrve TpeboBaHMA nepeuncneHsl B pasgenax «lMpeasaputenpHble TpeboBaHMa» (cTp. 87) u
«Heobxoanmble npasa nosb3osatens» (crp. 91).

13.3.1 TpebyemMble npaBa NosbL30BaTeNs

Pe3epBHble KonNun ¢ I'IO,D,LI,Ep)KKOVI I'IpVIJ'IO)KeHVIﬁ coaepXaTt meTagaHHble I'IpMI'IO)KEHMVI C nop,,u,epmkoﬁ
VSS, KOTOpble NpeacrtaBsieHbl Ha ANCKe. Y106bI areHT mor nony4ynTb AOCTYN K Me€TadaHHbIM, ON1A HEro
HEO6XO[],MM3 y4e€THaA 3anncCb C COOTBETCTBYHOWMMU NMpaBamMn, KOTOPble NepedncsieHbl HNXKeE.
Monb3oBaTento NOCTynaeT 3anpoc Ha yKasaHue yHETHOﬁ 3anncum nNpwn BKAKKYEHUN pe3epBHOTO
KOonnpoBaHnA I'IpMJ'IO)KEHMVI.

= [NnaSQL Server:

CooTBeTCTBYHOLLAA YYETHAA 3aNnUCb A0XHA BXOAUTb B rpynny OnepaTtopbl apxusa man
AAMMUHUCTPATOPDI Ha 3TOM MalLMHE, a TaKKe MMeTb PoJib sysadmin B KaXKZ0M U3 3K3EMMNIAPOB,
[ON1A KOTOPbIX CO34aeTcA pe3epBHan Konus.

= [ina Exchange Server:
Exchange 2007: JaHHas y4eTHasA 3anmCb JO/IKHA BXOANUTb B rpynny posaeii AGMUHUCTPATOPDI
opraHusauuu Exchange.

Exchange 2010 1 6onee nosgHel Bepcum: [laHHan yyeTHasA 3aNnCb A0/KHA BXOANUTb B rpynny
poneii YnpaBieHue opraHuMsaumen.

= [1na Active Directory:

[laHHaA yyeTHasA 3anmcb J0XKHA BbITb a4MUHUCTPATOPOM AOMEHA.

13.4 BoccraHoBneHue 6a3 aaHHbIX SQL

B aTOM pasgene onMcaHo BOCCTAHOB/IEHME U3 pe3epPBHbIX KON 6a3bl AaHHbIX U Pe3ePBHbIX KOMWUIA C
NoAAEPKKON MNPUNOKEHUN.

Mo3KHO BOoCCTaHOBMTb 6a3bl AaHHbIX SQL B ak3emnasp SQL Server, ecan Ha MallMHE C 3TUM
3K3EeMNAAPOM YCTaHOB/EH areHT ana SQL. [ina atoro notpebyerca ykasaTb AaHHble YYeTHOM 3anumcy,
KOTopas BXoAuT B rpynny Onepatopbl apxmBa 1an AGMUHUCTPATOPbI HA 3TOM MalLMHE, a TaKXKe
nmeeT posb sysadmin Ha LesieBoM 3K3emnaspe.

Basbl AaHHbIX TaKXKe MOXHO BOCCTaHAaBANBATb B BUAE Pali/ioB. DTO MOXKET OKa3aTbCsA NONE3HO, eC/n
TpebyeTcs BOCCTaHOBUTL 6a3bl Ha MaLUUHY, rae areHT gna SQL He ycTaHoBAeH, 1Mb6o Heobxoaumo
BOCCTAaHOBWUTb AaHHble A1A UHTENIeKTyalbHOro aHan3a, ayauTa uan ganbHenwen ob6paboTkm
CpencTBamm CTOPOHHUX NOCTaBLWMKOB. MOXKHO npucoeamHUTb daibl 6asbl gaHHbIX SQL K
aksemnnapy SQL Server, Kak onncaHo B Teme «MoaxnoyeHne 6a3 aaHHbIx SQL Server» (cTp. 93).

Ecnn ncnonb3syetca TonbKo areHT ana VMware, 10 EAMHCTBEHHbIﬁ AOCTyngIﬁ MeTo/
BOCCTaHOB/IEHUA — BOCCTAaHOBUTb 6a3bl AaHHbIX KaK d)aVIJ'IbI.



CuctemHble 6a3bl AaHHbIX BOCCTAHAB/IMBAOTCA B LLE/IOM TaK ¥Ke, KaK U No/1b30BaTe/bCKue.
OcobeHHOCTY 3TO NpoLeaypbl OnMcaHbl B pasaene «BoccTaHOBNEHME CUCTEMHBIX 6a3 AaHHbIX» (CTp.

93).

Mopadok eoccmaHoeneHus 6a3 0aHHbix SQL

1.

10.

Mpwn BOCCTaHOBAEHMM U3 pe3epBHOMN Konum H6a3bl AaHHbIX WwenkHuTe Microsoft SQL. B
NPOTMBHOM C/ly4ae NPONycTUTe 3TOT LWar.

BblﬁepMTe MalWWnHy, Ha KOTOpOVI paHee pacnonaraincb AaHHbIE, KOTOpPbIE HeO6XO,CI,MMO
BOCCTAaHOBUTb.

LLlenkHnTe BoccTtaHOBAEHMeE.

BbibepuTe TOUKy BoccTaHOBAEHUA. OBpaTUTE BHUMAHME HA TO, YTO TOYKN BOCCTAHOBIEHUA
OTPUABLTPOBAHbI NO XPaHUAMLLY.

Ecnv malmHa OTKAOYEHa, TOYKM BOCCTAaHOB/IEHMA He 0TobparkatoTcs. BbinonHUTE 04HO 13
cneayrowmx AeUCTBUI:

= Ec/M pe3epBHasA KOMWA Pacno/oXKeHa B 061a4HOM UK 06LLEM XpaHUAULLE AaHHbIX (T ..
Apyrve areHTbl MOryT NOAYYUTb K Hel 4OCTynN), WeKHMTe BbibpaTb MmawuHy, Bbibepute
BK/IIOYEHHYIO MaLLMHY, Ha KOTOPOW YCTaHOB/EH areHT ana SQL, a 3aTem BbibepuTe TOUKY
BOCCTaHOB/IEHMSA.

= BbibepuTe TOUKY BOCCTaHOB/IEHMA Ha BKNaaKe «Pe3epBHble Konuu» (cTp. 78).

MaluunHa, BbibpaHHaa ana o63opa NtobbiM U3 ABYX BbllLEONUCaHHbIX AeUCTBUIA, CTAHOBUTCA
Lenesoi MallMHOM ANA BoccTaHoBNAEHMA 6a3 AaHHbIx SQL.

BbINOSHUTE O4HO U3 CneayowmxX 4eACTBUN:

" [lpM BOCCTAaHOBAEHUU U3 pPe3epPBHOI KOMnK 6a3bl AaHHbLIX BbIDEPUTE MYHKTbI
BoccraHoBneHue ba3bl gaHHbix SQL.

" [lpy BOCCTAHOBAEHWM U3 Pe3ePBHOM KOMUK C NOAAEPHKKON MPUIOKEHUI BbIBEPUTE NYHKTbI
BocctaHoBNeHue > bBa3bl gaHHbIx SQL.

BbibepuTe AaHHble, KOTOpPble HE06X0AMMO BOCCTaHOBUTL. [lBaxab! WENKHUTE SK3eMnAap, YTobbl
MOCMOTPETb, Kakne 6a3bl AaHHbIX OH COAEPKUT.

Ecnu Bbl XOTUTE BOCCTaHOBUTL 6asbl AaHHbIX B BUAE $palinos, WenKHUTe BOocCTaHOBUTb Kak
dainbl, BbibepuTe NOKaNbHYIO UK CETEBYIO MaMKy, B KOTOPYIO UX TPebyeTcA COXPaHUTb, U
HaXkmuTe BocctaHOBUTBL. B npoTMBHOM cnyyae nponycTuTe 3TOT LWar.

Ha*kmute KHONKy BocctaHOBUTD.

Mo yMONYaHUIO AaHHblE BOCCTAaHAB/MBAOTCA B UCXOAHbIX 6a3ax. Ecim ncxoaHas 6a3a AaHHbIX He
CYLLEeCTBYET, OHa byaeT co3zaHa. Bbl MoxkeTe BbIGpaTh APYryto MalLMHY UK SK3EeMMASAP cepBepa
SQL Server, Kyaa TpebyeTca BOCCTAaHOBUTb 6asbl.

BoccTaHoOBNEHWE JaHHbIX B ApYyroi 6ase Ha TOM e 3K3emnaspe

a. LenkHute nma 6asbl JaHHbBIX.

b. B none BocctaHOBUTD B BbibepuTe BapuaHT HoBas 6a3a gaHHbIX.

C. YKaxuTte nmsi HoBOM 6a3bl AAHHbIX.

d. VYKarkuTe nyTb K HOBOM 6a3e JaHHbIX U XKypHany. B yKazaHHOW NanKke He JOMKHO 6biTb
dalinos ncxoaHom 6a3bl AaHHbIX U ee KYPHaNoB.

Heobs3aTenbHO: YTo6bl UBMEHUTb COCTOAHUE 6asbl AaHHbIX NOoC/ne BOCCTAHOBNIEHNA, LLENKHUTE
ee nma n Bbl6epMTe OAVNH U3 NepevyncneHHbIX HNXe BapnaHTOB.

®  [0oTOBO K ucnonb3zosaHuto (RESTORE WITH RECOVERY) (no ymon4yaHuio)

Mocne 3aBepLlUeHNs BOCCTaHOB/EHUA 6a3a AaHHbIX byAeT roTosa K UCMO/Ib30BAHUIO.
Monb3oBaTenu byayT UMETb K Hel MOAHbIM AocTyn. Mporpamma BbINOJIHUT OTKAT BCEX
He3apUKCUPOBAHHbIX TPAH3aKLMI BOCCTAHOBNEHHOM 6a3bl AaHHbIX, XPAHALMXCA B KypPHanax



TPaH3aKLMU. Bbl HE CMOKEeTe BOCCTAaHOBUTL AONOJ/IHUTE/IbHbIE XKYPHA/bl TPAH3aKLMI U3
pe3epBHbIX Konu B cobcTtBeHHOM popmaTte Microsoft SQL.

® He pa6otaet (RESTORE WITH NORECOVERY)

Ucnonb3oBaTb 633y AaHHbIX NOC/E 3aBepPLLEHNA BOCCTAaHOBAEHNA By AeT HEBO3SMOXKHO.
Monb3oBaTenun He ByayT UMeTb K HeW AocTyna. Mporpamma CoxpaHUT Bce
He3aduKCMpoBaHHbIe TPAH3AKLMN BOCCTAHOBAEHHOW 6a3bl AaHHbIX. Bbl cMmoXKeTe
BOCCTAHOBUTb AOMNOJHUTENbHbIE XKYPHAbl TPAH3aKLMIA U3 pe3epBHbIX KOMKUiA B COBCTBEHHOM
dopmate Microsoft SQL 1 Taknm 06pasom AOCTUYb HY*KHOM TOYKU BOCCTAHOBAEHMS.

®  Tonbko yreHne (RESTORE WITH STANDBY)

Mocne 3aBeplueHnsa BOCCTaHOBAEHUA 6a3a AaHHbIX byaeT 4OCTyrnHa Nob30BaTENAM TOIbKO
ANA yTeHuA. Mporpamma BbINOAHUT OTKAT BCeX He3adMKCMPOBaHHbIX TPaH3aKumii. OgHaKo
OEeNCTBUS NO OTKATy ByAyT COXpaHEHbl BO BpeMEHHbI pe3epBHbIi ¢hai, 4Tobbl MOXKHO bbl1o
BEPHYTb 6a3y AaHHbIX B COCTOSHME 40 BOCCTAHOB/EHMUS.

370 3HaYyeHMe B OCHOBHOM UCMOJIb3yeTcsa AN onpeaeneHns TOYKM BO BPEMEHU, rae
npousoluna owmnbka SQL Server.

11. HaXmuTe KHONKY 3anycK BOCCTAaHOBNEHMUA.

Xog BOCCTaHOB/eHUA oTobparkaeTcs Ha BKNaaKe OdeicTeua.

13.4.1 BoccCTaHOBNEHME CUCTEMHbIX 633 JaHHbIX

Bce cucTemHble 6a3sbl AaHHbIX 3K3EMMNAPa BOCCTaHaBNMBAIOTCA O4HOBPEeMeHHO. Mpu
BOCCTaHOB/IEHMM CUCTEMHbIX 633 Nporpamma aBTOMaTUUYECKU Nepe3anycKaeT LeIeBOi IK3emMmnisap B
0HOMO/1b30BaTE/IbCKOM peskume. Mocie 3aBepLIeHUs BOCCTaHOBIEHUA NporpamMmma nepesarnyckaer
3K3eMMN/IAP 1 BOCCTaHaBAMBAET Apyrme 6asbl JaHHbIX (ecan ecTb).

Mpwv BOCCTaHOBNEHUU CUCTEMHOM 6a3sbl AaHHbIX TaKXe 06anJ,aﬁTe BHMMaHKWE Ha NepevyncneHHble
HUXXE MOMEHTDbI.

" CuctemHble 6a3bl 4aHHbIX MOXXHO BOCCTaHOBUTb TO/IbKO HA 3K3eMMIApe TOM Ke BePCUU, YTO U
WUCXOAHbIN.

= CuctemHble 6a3sbl AaHHbIX BCeraa BOCCTaHaB/INBAKOTCA B COCTOAHUN «TOTOBO K NCMO/Ib3OBAHUIO».

BoccraHoBneHue 6a3bl gaHHbIX master

B umcno cuctemHbix 6a3 AaHHbIX BXOAUT 6a3a master. B 6aze JaHHbIX master cogepratca ceBeaeHusa
060 Bcex 6asax AaHHbIX aK3emMmnaapa. ODTO O3HAYaeT, uTo 6asa OaHHbIX master B pe3epBHoV1 Konuu
coaepxut MHd)OpMaLI,VIPO o 6a3ax AaHHbIX, CyLWLeCTBOBABLUNX B IK3eMN/IAPE HA MOMEHT PE3EPBHOTIO
KonnpoBaHuA. [locae BOCCTAaHOBAEHUA 6a3bl JaHHbIX master mox<eTt I'IOTpE6OBaTbCFI cneaymolulee.

®  Basbl AaHHbIX, KOTOPbIE MOABUANCH B IK3EeMMNAAPeE NOC/AEe BbINOJHEHNA pe3epBHOIo KONMPOBaHWA,
CTQHOBATCA HEBMAMMbIMM A8 3K3emMnaapa. YTobbl CHOBA NEPEBECTU UX B PEKMM IKCNyaTauuu,
NpPUKpenuTe UX K 3K3eMnAspy BpyYHyto ¢ nomoubio SQL Server Management Studio.

" Basbl AaHHbIX, KOTOpble 6blIN yAaneHbl Nocae BbIMNOJHEHMA Pe3ePBHON0 KONMPOBaHUS,
OoTObparKaloTCA B IK3eMNIAPE KaKk HaxodAlMecs B aBTOHOMHOM pexume. Yaanute 3tm 6asbl
AaHHbIX ¢ nomolbto SQL Server Management Studio.

13.4.2 Toaxkntodenne 6a3 paHHbIX SQL Server

B aTom pasaene onucbiBaeTca npoueaypa noaxkaoueHma 6asbl AaHHbIX B SQL Server ¢ nomolbio
cpenbl SQL Server Management Studio. OgHOBpeMeHHO MOXKeT bbITb NOAK/OUYEHA TONbKO 0AHa basa
OAHHbIX.



Ons nogkntoveHus 6asbl 4aHHbIX HEObX0AMMO MMeTb ntoboe us cnegytowmx paspeweHmin: CREATE
DATABASE (Co3paaHue 6a3bl gaHHbix), CREATE ANY DATABASE (Co3aaHue ntoboit 6a3bl aHHbIX) Uau
ALTER ANY DATABASE(V/3meHeHMne ntoboi 6a3bl gaHHbIX). O6bIYHO 3TM pa3peLleHms
npeaocTaBAsatoTCcA poan sysadmin sksemnasapa.

Kak nodknaroyums 6a3y 0aHHbIX

3anyctute cpeay Microsoft SQL Server Management Studio.

MoakntoumTechb K Tpebyemomy aksemnnapy SQL Server n passepHuTe ero.

LLlenkHuTe NpaBoi KHONKOM MbIWK NYHKT Ba3bl AaHHbIX U BbibepuTe MOAKNIOUUTD.

Haxkmute KHonKy [,06aBUTb.

B gnanorosom okHe Mouck ¢painnos 6a3 gaHHbIX HalianTe n Bbibepute MDF-dainn 6asbl 4aHHbIX.

o U kA WN R

B pa3aene CeBegeHun o 6ase gaHHbIX ybeamTech, YTo OCTaibHble dalinbl 6a3bl JaHHbIX
(NDB-¢aiinbl u LDF-¢aiinbl) Tak:Ke HangeHsl.

NoppobHee. Paitnbl 6a3bl AaHHbIX SQL Server MoryT 6bITh He HalileHbl aBTOMaTUYECKU, ECAN:
= OHU HaxoAATCA B PACMONOXKEHUN, OTAUYHOM OT PACNONOKEHUA NO YMONYAHUIO, UIU OHU He

HaXoA4ATCA B OA4HOM Nanke ¢ OCHOBHbIM daitiom 6a3bl AaHHbIX (MDF). PewweHue. YKkaxuTte
nyTb K Tpebyembim dainam BpyyHyto B cTonbue MyTb K TeKywemy daiiny.

®  Bbl BOCCTaHOBW/AWN HEMOHbIN Habop dainos, coctaBaatowmx 6asy gaHHbIX. PeweHue.
BoccraHoBuTe oTcyTcTBYOWME daibl 6a3bl AaHHbIX SQL Server n3 pesepBHOMN KOMUK.
7. Korga Bce dainbl byayT HanaeHbl, Haxmute KHonky OK.

13.5 BoccraHoBneHue 6a3 aaHHbIX Exchange

B aTom pasgene onMcaHo BOCCTAHOBAEHME U3 pe3epBHbIX KON 6a3bl AaHHbIX U pe3epBHbIX KOMWUIA €
noAnep KON NPUIOKEHNA.

Mo»KHO BOCCTaHOBMWTb AaHHble Exchange Server B paboTatowmin Exchange Server. 3To moKeT bbITb
ncxoaHbih Exchange Server nnu Exchange Server Toi4 ke Bepcum, BbINOMHAOLWMIACA Ha MaLUUHE C
TaKUM Ke MOJIHbIM AOMeHHbIM nmeHem (FQDN). AreHT ana Exchange aonkeH 6biTb YCTaHOB/EH Ha
Lueneson mallnHe.

B Tabaunle HMXKe NpuBeaeHbl OCHOBHbIE CBeAeHUA 0 TOM, KakMe MMeHHO AaHHble Exchange Server
MOKHO Bbl6paTh AN BOCCTAHOB/IEHUSA, @ TAK}KE 0 MUHMMA/IbHbIX MPaBax No/ib3oBaTens, KoTopble
ANA 3TOro HeobxoAnMblI.

Bepcusa Exchange AnemeHTbl AaHHbIX MNpaBa nonb3oBatens
A
2007 Fpynnbl xpaHeHus YyacTtue B rpynne ponein AAMUHUCTPATOPbI
opraHusauuu Exchange.
2010/2013/2016 Basbl AaHHbIX YyacTtue B rpynne ponen YnpasneHue

opraHusaumen.

Ba3bl AaHHbIX (FPYNMbl XpaHEHWA) TaKKe MOKHO BOCCTaHaBAMBaTb B BUAe ¢dalinos. Paiinbl 6a3
AAHHbIX M KYPHabl TPAH3aKLMIN M3BAEKAIOTCA U3 pe3epBHOM KOMWUM B YKa3aHHY0 Nanky. 3T0 MOXKeT
OKa3aTbCA NoAe3HO, eCN He0bX04MMO M3BAEUYb AaHHbIE ANA ayAUTa UK AanbHellwen 06paboTKu
CpeAcTBamM CTOPOHHUX Npoussoauteneii Anbo B cayyae, Koraa BbiNOAHUTb BOCCTAHOB/IEHWE MO
KaKoMh-n1Mbo NpuumnHe He yaaeTcsa u Tpebyetca obxogHoe pelleHre AN NoAKAoYeHNa 6a3 AaHHbIX
BpPYYHyto (cTp. 95).

Ecnu MCNOIb3YETCA TOJIbKO areHT anAa VMware, TO eAMHCTBEHHbIVI AOCTyngIﬁ MeTo/
BOCCTAaHOB/IEHUA — BOCCTAHOBUTb 6a3bl AaHHbIX KaK d)aﬁﬂbl.



BoccmaHoeneHue daHHbIx Exchange

B aTol npoueaype Kak 6a3bl AaHHbIX, TaK U rPynMbl XpaHEHUA ONUCbIBAIOTCA TEPMUHOM «6asbl
OaHHbIX .

1. MMpw BOCCTaHOB/IEHMM M3 pe3epBHOMN Konuu 6a3bl AaHHbIX WwWenkHuTe Microsoft Exchange. B
NPOTMBHOM C/ly4ae NponycTuTe 3TOT LWar.

2. BbibepuTe malmHy, Ha KOTOPOW paHee pacnonaraamch AaHHble, KOTopble HeobxoaANMO
BOCCTaHOBWTb.

3. LUWenkHnTe BocctaHoBNEHMUE.

BbibepuTe TOUYKY BOCCTaHOBAEHUS. O6paTuUTe BHUMaHWE Ha TO, YTO TOUYKM BOCCTAHOB/IEHUA
OTOUNBTPOBAHbI MO XPaHWUAULLY.

Ecnmn malimHa OTKAOYEHa, TOYKM BOCCTaHOB/IEHUA He oTobparkatotca. B aTom cnyyae
BOCMO/Ib3YUTECb OAHMUM U3 MEPEUYNCTEHHbIX HUXKE CrnocobosB.

= Ecnu pesepBHas KOMNKUA pacnosioxeHa B 061a4HOM XpaHuauLwe uam obwem xpaHuauue (T .e.
Apyrve areHTbl MOryT NOYYUTb K HEel A0CTyn), WenkHUTe BbibpaTb MalluHy, Bbibepute
BKJ/IIOYEHHYIO MaLLUNHY, Ha KOTOPOW YCTaHOB/EH areHT aas Exchange, a 3atem Bbibepute
TOYKY BOCCTAHOB/IEHUSA.

= BblbepuTe TOYKY BOCCTAaHOB/IEHUA HA BKNAAKe «Pe3epBHble Konum» (cTp. 78).

MauwwuHa, BbibpaHHasa ansa 063opa NtobbiM M3 ABYX BbILLEONMUCAHHbIX AENCTBUIA, CTAHOBUTCA
LeneBoi MallMHON A8 BOCCTAaHOBEHMA AaHHbIX Exchange.

LLenkHnTe BocctaHoBneHue > basbl gaHHbIX Exchange.
BbibepuTe gaHHble, KOTOpble HEOOXOAMMO BOCCTaHOBUTb.

ECnn Bbl XOTUTE BOCCTAaHOBUTL 6asbl AaHHbIX B BUAE $Galinos, WeaKHUTe BOCCTaHOBUTb KaK
daiinbl, BbIbEpUTE NOKANBHYIO UK CETEBYIO MaMKYy, B KOTOPYIO UX TPEBYETCA COXPaHUTb, U
HaXmuTe BoccTaHOBUTL. B NpoTMBHOM cnydae NponycTmTe 3TOT Lar.

8. HaxmuTe KHOMKy BoccTaHOBUTBL. Ecan noTpebyeTca, BBeAUTE yueTHble AaHHble 414 A40CTyna K
Exchange Server.

9. [0 yMONYaHUIO AaHHblE BOCCTAHABAMBAKOTCA B UCXOAHbIX 6a3ax. Ecim ncxogHasn 6asa gaHHbIX He
cyuiecTeyert, oHa byaeT co3aaHa.

BoccTaHoBNEHWe gaHHbIX B Apyrol base

a. UlenkHute uma 6asbl AaHHbIX.

b. B none BocctaHOBUTD B BbibepuTe BapuaHT HoBas 6a3a gaHHbIX.
YKarKute Mmsa HoBon H6a3bl AaHHbIX.

d. VYKarkuTe nyTb K HOBOM 6a3e JaHHbIX U XKypHany. B ykazaHHOM nanKke He JOMKHO ObiTb
dalinoB ncxoaHoM 6asbl AaHHbIX U ee KYPHaNoB.

10. HaxmuTe KHONKY 3anycK BOCCTAaHOBAEHMUA.

Xoz BOCCTaHOB/IEHUA OTObpaXkaeTcs Ha BKNaaKe OeicTeua.

13.5.1 TloakntoyeHne 6a3 aaHHbIX Exchange Server

Mocne BoccTaHoBNEHMA $aitoB 6a3bl AAaHHbIX MOMKHO BKAOYUTL 6a3bl AaHHbIX, NOLKIOYMB UX.
MogKntoueHne BbINOIHAETCA C UCMONb30BAHMEM KOHCOM yripasaeHua Exchange, aucnetyepa
Exchange nnn komaHaHo KoHconu Exchange.

BoccraHoBneHHble 6a3bl AaHHbIX ByAyT B COCTOAHUM «HenpaBuabHOe OTK/AoYeHne». basa AaHHbIX B
COCTOAIHMM «HenpaBu/ibHOE OTKAOHYEHME» MOXKET BbITb MOAK/I0YEHA CUCTEMOW, EC/IN OHa
BOCCTaHaB/AMBAETCA B UCXOAHOE XpaHuauLLe (To ecTb, UHbopMauusa 06 ncxogHol 6ase gaHHbIX



npucytctayeT B Active Directory). MNpu BoccTaHOBAEHMM 6a3bl AaHHbIX B 4pYroe XpaHUAuLLE
(Hanpumep, HoByto a3y AaHHbIX AWM B KavecTBe 6a3bl AaHHbIX BOCCTAaHOB/EHMA) a3y AaHHbIX
HEBO3MOXHO NOAKOUUTL A0 TEX NOpP, NOKa OHa He ByaeT nepeBefeHa B COCTOAHUE «Yucroe
OTK/IloYEeHME» € ucnonb3oBaHnem KomaHabl Eseutil /r <Enn>. <Enn> ykasbiBaeT npeduKc dpalina
JKypHana ansa 6a3sbl AaHHbIX (MAKW FPYNNbl XPaHUAULLA AaHHbIX, KOTOPAA COA4ePKUT 6asy AaHHbIX), K
KOTOPOMN HEOBXOAMMO NPUMEHUTL dalbl XKyPHaANA TPaH3aKLUMNA.

YyeTHoI 3anucK, KoTopan UCNob3yeTca ANA NOAKA0YEHMS 6a3bl AaHHbIX, HEO6X0ANMO
AenerMpoBaTb Posib aAMUHUCTPaTopa cepBepa Exchange Server v noKanbHyto rpynny
aAMWMHUCTPATOPOB A5 AAHHOIO LIe/IeBOro cepBepa.

MNoapobHyto MHPOPMALMIO O TOM, Kak MOAKAUYNTL 6a3bl AaHHbIX, CM. B CIeAYOWMX CTAaTbAX:

= Exchange 2016: http://technet.microsoft.com/ru-ru/library/aa998871.aspx

= Exchange 2013: http://technet.microsoft.com/ru-ru/library/aa998871(v=EXCHG.150).aspx
= Exchange 2010: http://technet.microsoft.com/ru-ru/library/aa998871(v=EXCHG.141).aspx
=  Exchange 2007: http://technet.microsoft.com/ru-ru/library/aa998871(v=EXCHG.80).aspx

13.6 BoccraHoBneHue no4vToBbIX AWwKnKoB Exchange u
3/IEMEHTOB MNOYTOBOrO AWMKA

B aTom pasgene onvcaHa npouenypa BOCCTAHOB/IEHMA NOYTOBbIX AWMKOB Exchange 1 anemeHTOB
MOYTOBOIO ALLMKA N3 PE3EPBHbIX KONUI 6a3bl AAaHHbIX U Pe3ePBHbIX KOMWUI C NoAAEPKKOM
NPUAOXKEHWUNA.

0630p

®PparmeHTapHOE BOCCTAHOB/IEHME MOKHO BbINoAHUTL B Microsoft Exchange Server 2010 Service Pack
1 (SP1) u 6onee nosaHel Bepcun. UcxogHaa pesepBHan KONMa MOXKET coaeprKaTb 6a3bl 4aHHbIX
noboit nogaepxkmaemoin sepcun Exchange.

dparmeHTapHOE BOCCTAHOB/IEHME MOXKET ObITb BbIMOJAHEHO areHTOM A Exchange uau areHTom ans
VMware (Windows). Lilenesoit Exchange Server n malumHa ¢ BbINOAHAOLWMMCA areHTOM A0JTKHbI
6b1Tb B 0a4HOM necy Active Directory.

MO>HO BOCCTaHOBUTb cnegyrowme snemMmeHTbl:

" MOYTOBbIE AWMKM (33 UCKIOYEHNEM aPXMBUPOBAHHDLIX MOYTOBbIX ALMKOB);
" 0obwue nanku;

" 3/1eMeHTbl 06LWMX NanokK;

" ManKku 371eKTPOHHOW NOYTbI;

" coObLWEHNA 3NEKTPOHHOM NOYTbI;

= cobbITMA KaneHaaps;

" 334aHuSA;

B KOHTaKTbl;

" 3anucK XKypHana.

"  [lpumeyaHue

Y106bI HAlTK 3TU 3/1EMEHTbI, MOXXHO BOCNO/1b30BaTbCA MONCKOM.

Ecnn noyToBbIl ALWNK BOCCTAaHaB/INBAETCA B CyLLI,eCTByPOLLI,VIVI NMoYTOBbLIN AWMK, cyulecTeyrouimne
9/1EMEHTbI C OANHAKOBbIMUA M,CI,eHTMd)VIKaTOpaMM nepe3anncbiBatoTCA.



an BOCCTAHOB/IEHUUN IN1IEMEHTOB NOYTOBOIO ALWKMKA Nepe3anncb He NPOUCXOAUT. SnemMeHTbl
NOYTOBOrO ALWMKa BCerga BOCCTaHAB/IMBAKOTCA B NAMNKy BoccTraHOB/NIEHHbIE 3/1IeMEHTbI LLeNeBoro
NOYTOBOrO ALUNKA.

Tpe603a|-|m=| K Y4eTHbIM 3anuncam nosnb3oBarenen

Mo4yToBbIM ALWMK, BOCCTAHABIMBAEMbI U3 pe3ePBHOM KOMUK, AOKEH UMETb CBA3AHHYIO C HUM
Yy4eTHyo 3anncb nonb3oBatena B Active Directory.

Monb3oBaTeNbCKME NOYTOBbIE ALWMKM N NX coaepxnmmoe MOXHO BOCCTaHOBUTDL, TO/IbKO €C/1N
B8K/1l04Y€eHbI CBA3aHHbIE C HUMM YyHETHbIE 3aNNCK nosb3oBaTenem. OGLLI,ME no4YyToBbIE AWNKN, NOYTOBbIE
AWNKKU NOMELLEHNA U O60py,£I,OBaHMF| MOryT 6bITb BOCCTAHOB/IEHDbI, TO/IbKO €C/11 COOTBETCTBYHOLWLMNE
Y4Y€EeTHblIE 3anncun Nnosb3oBaTesIet OMK/I0YeHsbI.

MoyToBbIM AWUK, HE COOTBeTCTByIOLLI,Mﬁ 3TUM YCNOBUAM, MPUN BOCCTAHOBNEHNN 6y,£I,ET nponylweH.

Ecnum HeKoTopble MOYTOBbIE ALWUKK By AYyT NPONYLLEHbI, BOCCTAHOB/IEHME MPOA0/IKNTCA C
npeaynpexaeHnem. Ecav Bce noyToBble AWMKN ByayT NponyLleHbl, BOCCTaHOB/IEHME 3aBEPLUNTCA
cboem.

13.6.1 BoccTaHOBNEHME NOYTOBLIX ALLMKOB

1. [pu BOCCTaHOB/IEHUN U3 pe3epBHOM Konuu 6asbl AaHHbIX WenkHuTe Microsoft Exchange. B
NPOTMBHOM C/ly4ae NPONycTUTe 3TOT War.

2. BbibepuTe malwmMHy, Ha KOTOPOW paHee pacno/saraimch AaHHble, KOTopble Heo6XxoaAMMO
BOCCTaHOBWTb.

3. LWenkHuTe BoccTaHoBNEHME.

BbibepuTe TOUYKY BOCCTaHOBAEHUA. O6paTuTe BHUMaHWE Ha TO, YTO TOYKM BOCCTAHOB/IEHUA
OTOUABTPOBAHbI MO XPaHUAULLY.

EcnM mawwmnHa OTKIOYEHa, TOYKM BOCCTaHOBAEHMA He oTobpaxkatoTca. B atom ciyuae
BOCMO/1b3yWTECb OAHUM U3 NEePeUYNCAEHHbIX H1XKe cnocoboB.

=  Ec/v pe3epBHas KOMWA PacnosioXKeHa B 06/1a4HOM UK 06LLEeM XpaHUAULLE AAHHbIX (T .e.
Apyrve areHTbl MOTyT NOYYUTb K HEW JOCTyN), WeKHUTe BblbpaTb malmnHy, Bbibepute
BK/IHOYEHHYIO MaLLMHY, HA KOTOPOW yCTaHOB/EH areHT ana Exchange unu areHt gna VMware,
a 3aTem BblbepUTE TOUKY BOCCTAHOB/IEHUSA.

= BblibepuTe TOYKY BOCCTAaHOB/IEHUA Ha BKNAAKe «Pe3epBHble Konum» (cTp. 78).

BMecTO BbIK/HOYEHHOW UCXOAHON MalLMHbI BOCCTAaHOB/IEHME ByAeT BbINOIHEHO MALLMHOW,
KoTopas BblOpaHHan gas NPOCMOTPA OAHUM U3 ABYX YKa3aHHbIX Bbllle AeACTBUN.

LLlenkHnTe BocctaHoBneHue > MouTtoBble AwmKku Exchange.

BbibepuTe NOYTOBbIE ALLMKM, KOTOPble HE06X0AMMO BOCCTaHOBUTD.



10.
11.

MOHO BbINOSIHWUTL MOUCK MO UMEHU NOYTOBLIX ALWMKOB. [10ACTAHOBOYHbIE CUMBO/IbI HE
noaaepXmBaroTcA.

exw.win8.dcon.local ® @
Q, nowuc O BOCCTAaHOBWTL
Tan t  Wms Afpec 3NeKTPOHHOIA NoYThl Pazmep
Q Administrator Administrator@win8.dcon.local

ﬂ EXW CFD7F4FS-LGUOO

CFD7F4F9-LGU000000@win8.dco...

Q EXW CFD7F4FS-LGUOO CFD7F4F3-LGUO0000T @winB.dco...

Haxkmunte KHOMKy BoccTaHOBUTD.

Y106bI BbIOPATL MM UIBMEHUTbL LENEBYIO MaLLUHY, WekHuTe LleneBaa mawwuHa ¢ Microsoft
Exchange Server. 310 gelicTBMe NO3BO/INT BOCCTAHOBUTb MaLLWHY, HAa KOTOPOM HE 3aMyLLEeH areHT
ans Exchange.

YKaxute nonHOe JOMEHHOE MMSA MALUMHbI, Ha KOTOPOW BKAOYEHa posib KnneHTcKuiA goctyn
Microsoft Exchange Server. 9Ta mawunHa AoNKHa NpUHAANEeKaTb TOMy e necy Active Directory,
YTO U MaLLMHA, KOTOPAsA BbINOHAET BOCCTaHOB/IEHME.

Mpwv nocTynaeHnmn cCoOOTBETCTBYIOLLEMO 3anpoca YKaXKnte AaHHble yquHOVI 3anncun, KoTopan
BXOAUT B COCTaB rpynnbl poau yﬂpaBI‘IEHMe opraHusau,Meﬁ.

[Heobs3aTenbHo] YTobObl MI3MEHUTb aBTOMATUYECKN BblOpaHHY0 6a3y AaHHbIX, WenkHuTe basa
OAHHbIX ANA BOCCO34aHUA OTCYTCTBYIOLLMUX NOUYTOBbIX ALLUKOB.

Haxkmunte KHOMKy 3anycKk BOCCTAaHOBNEHMUA.
MoaTtesepanTe onepaumio.

Xoga BoccTaHoBAEHUA oTobparkaeTca Ha BKaaKe Jencrsus.

13.6.2 BoccTtaHoBneHue 3neMeHTOB MNoYTOBbIX ALLMKOB

1.

Mpw BOoCcCTaHOBAEHMM U3 pe3epBHOWM Konuu Hasbl gaHHbIX WwenkHuTe Microsoft Exchange. B
NPOTMBHOM Cay4yae NpPonycTuTe 3TOT LWar.

BbIGEpMTe MalWWnHy, Ha KOTOpOVI paHee pacnosaraancb AaHHbIE, KOTOpPbIE HeO6XOAMMO
BOCCTAaHOBUTb.

LLlenkHnTe BocctaHoBNEHMe.

BblibepuTe TOUKY BOCCTaHOBAEHUA. O6paTnTe BHUMaHME Ha TO, YTO TOUYKM BOCCTAHOB/IEHNA
OTOUABTPOBAHbI MO XPaHUAULLY.

Ecav mawmnHa oTKAOYEeHa, TOYKM BOCCTAHOB/IEHUA He 0T06pa)'KaIOTC’r'I. B aTom Caiy4vyae
BOCI'IOJ'Ib3yI7ITECb O4HUM U3 NEePEeYNCNEHHbIX HUXE cnoco6os..

= Ec/v pe3epBHas KOMWA Pacno/ioyKeHa B 06/1a4HOM UM O6LLEeM XPaHWUIULLE AaHHBIX (T .e.
ApYyrve areHTbl MOryT NOYYUTb K Hel 4oCTyn), WenKHMTe BbibpaTbh mawuHy, Bbibepute
BK/IHOYEHHYIO MaLLMHY, Ha KOTOPOW yCTaHOBAEH areHT ana Exchange nau areHT gna VMware,
a 3aTem BblbepuTe TOUKY BOCCTAHOB/IEHMUS.

= BblibepuTe TOYKY BOCCTAaHOB/IEHWNA Ha BKNaAKe «Pe3epBHble Konum» (cTp. 78).

BmecTo BbIK/HOYEHHOM MCXO,D,HOI?II MalWWnHbl BOCCTaHOBJ/1IEHUNE 6yp,eT BbIMNO/IHEHO MaLIJMHOVI,
KOTOpan BblﬁpaHHaﬂ ANA NPOCMOTpPa O4HUM U3 OBYX YKA3aHHbIX Bbille AeﬁCTBMﬁ.

LLlenkHMTe BocctaHoBneHue > MouTtoBble AwmKku Exchange.



6. LUWenkHute NMoYTOBbIN AWUK, B KOTOPOM U3HAYa/IbHO COL4EPHKATNUCL 3INNIEMEHTDI, KOTOpPbIE
H606XO,D,MMO BOCCTAaHOBMUTDb.

7. Bbibepute anemeHTbl, KOTOpble HEOHXOANMO BOCCTAHOBUTb.

l£|,OCTYI'IHbI YKa3aHHbI€ HNXKE NapaMeTpbl NOUCKaA. MoAacTaHOBOYHbIE CMMBOJIbI HE
noaaepXmnBaroTcA.

= [1nA coobLLEHNI 3/IEKTPOHHOM NOYTbI: BbIMNOJIHUTE MOUCK MO TEME, OTNPABUTEID,
nosayyaTtesnto v gaTte.

= [1nA cobbITMN: BbINONHATE MOUCK MO 3aro/I0BKY 1 AaTe.
= [1nA 3a/a4y: BbINONHUTE NMOUCK NO Teme n aare.

= [1n5 KOHTAKTOB: BbINOJIHUTE MOWUCK NO UMEHM, AAPECY INEKTPOHHOMN NOYTbI U HOMEPY
TenepoHa.

Koraa BbiBpaHo 3T0 coobLieHe 3/1eKTPOHHOM MOYTbl, MOMKHO LLEeNKHYThL MoKasaTb cogep>kumoe,
4TO6bl MOKAa3aTb €ro COAEPKMMOE, BKIOUAA BAOKEHUA.

Cosem 4Ymobbi 3a2py3ume 8s0xceHHbIU ¢halin, weakHume e2o ums.

YT06bl MMETb BO3MOKHOCTb BbIOpaTh paisibl, WEAKHUTE 3HAYOK BOCCTAaHOB/IEHMA NamoK.

exw.win8.dcon.local = Administrator ® @
—= B - MokazaTb
Manku M CkpbiTs Nankmn Q rMowuc 1 cosepxKHMoe
Deleted It Administrat
[ Deleted ltems ministrator O BOCCTAaHOBUTh
1
] Drafts
1
] Inbox

Ha*kmute KHONKy BocctaHOBUTD.

9. YT106bI BbIOPATHL NN U3MEHUTH LLESIEBYIO MALLMHY, WenkHuTe LieneBaa mawuHa ¢ Microsoft
Exchange Server. 5To aelicTBue NO3BOUT BOCCTAHOBUTbL MALUMHY, HA KOTOPOM He 3anyLLUeH areHT
ana Exchange.

YKaxute nonHOe JOMEHHOE MMSA MALUMHbI, Ha KOTOPOW BKAKOYEHa posib KnneHTcKuiA gocTtyn
Microsoft Exchange Server. 9Ta malinHa AoNXKHa NpUHaANeKaTb TOMy e siecy Active Directory,
YTO U MalLMHA, KOTOPAA BbINOJIHAET BOCCTaHOB/EHME.

Mpuv NoCcTynaeHnmn COOTBETCTBYIOLLLEMO 3anpoca YKaXnTe AaHHble yLIeTHOVI 3anncun, KoTopan
BXOAMT B COCTaB rpynnbl poav YnpasneHuwe Opl'aHMBBLI,VIEﬁ.

10. Pasgen LileneBoit NOYTOBBIN ALWMK NO3BOJIAET MPOCMOTPETb, USMEHUTb U/ YKa3aTb LLeNeBoM
NMOYTOBbIN ALLMK.

Mo ymonuaHuio BbibpaH UCXOAHbIA NOYTOBLIN ALMK. ECAM 3TOT NOYTOBLIN ALWMK He CyLlecTByeT
WUNU BbibpaHa LesieBas MallnHa, KOTopasa He ABAAETCA UCXOAHOM, HeOBX0AMMO YKa3aTb Le/1eBoi
NOYTOBbIN ALLUK.

11. HakmuTe KHOMNKY 3anycK BOCCTAaHOBNEHUA.
12. MNoaTsepamTe onepaumtio.

Xop, BOCCTaHOBAEHUA 0To6pa>KaeTcn Ha BK/1agKe p,eﬁCTBMFI.



14 3awmTa noytoBbiX AwmkoB Office 365

3auem co3gaBaTb pe3epBHYI0 Konuio nouToBbIxX Awmnkos Office 365?

HecmoTps Ha To yto Microsoft Office 365 — 3T0 061auHbIN CePBUC, peryiapHoe co3gaHume
pe3epBHbIX KOMUI 0becneynT AONONHUTE/bHbIA YPOBEHb 3aLLMTbl OT OLWMOBOK NOAb30BaATENA U
npeaHamMepeHHbIX BPeAOHOCHbIX AeNCTBUIA. Y AaNeHHble 3N1eMEHTbl MOXKHO BOCCTaHOBUTb U3
pesepBHON KonNuu, gaxke ecam nepuog xpaHeHus B Office 365 ncTek. Kpome Toro, MoXKHO COXPaHUTb
JIOKaNbHYH Konuto noytosbix Awmkos Office 365, ecnn 3To HeOH6X0AMMO B COOTBETCTBUM C
HOPMATUBHbIMK TPeHOBAHUAMMU.

Yro HGOGXOAMMO ANA pe3epBHOro KonnposaHMA NOYTOBbIX ilI.I.I,MKOB?

[ns BbINONHEHUA pPe3epPBHOIo KONWMPOBaHMA NOYTOBbLIX AwMKoB Office 365 Heobxo0ANMMO MMETb POSb
rnobanbHoro agMmuHuctpatopa B Microsoft Office 365.

YctaHosuTe areHT ana Office 365 Ha mawmnHe Windows, KoTopas nogkntodeHa K MHTepHeTy. B
opraHusaumm (rpynne KNMeHTOB) A0/XKeH BbiTb TONbKO 0AMH areHT ans Office 365. AreHT fonKeH
6bITb 3aPErMCTPMPOBAH NOL YYETHOM 3aNUCbIO aAMUHUCTPATOPA KIMEHTA.

= BBeauTe yyeTHble JaHHble aAMMHUCTPATOPa KMEHTOB MPU YCTAaHOBKE areHTa 1 Npu BXoAe B
Beb6-uHTepdelic.

= BpeauTe y4YeTHble AaHHble rnobanbHoro agmuHucTpatopa Office 365 Ha cTpaHuue Microsoft
Office 365 Beb6-nHTEpPdECa.

AreHT 6ynet BxoguTb B Office 365, ncnonb3ys aTy y4eTHyIO 3anumck. YTobbl 0b6ecneynTsb Aoctyn
areHTa K CoOAepPKMMOMY BCEX MOYTOBbIX ALLMKOB, 3TON YYETHOM 3anncK byaeT HasHaYeHa posb
ynpasnexus Applicationlmpersonation.

Kakue anemeHTbl MOXXHO BOCCTaHOBUTbL?
ns3 pe3epBH0171 KOMUKU NOYTOBOIO AWLMKA MOXHO BOCCTAaHOBUTbL CneAylolne aNIeMeHTbI:

" MOYTOBbIE ALMKK;

u nankKu 3.I'IeKTpOHHOl‘/JI MOYTbl;

" c00bLEeHNA 3NEeKTPOHHOM NOYTbI;
= cobbITUA KaneHaaps;

= 334aHUS;

u KOHTAKTbl;

" 3anucK XKypHana.

" [lpumeyaHue

YT06bI HAlTK 3TU 3/1eMEHTbl, MOXXHO BOCMNO/1b30BaTbCA MONCKOM.

Ecnv noytoBbIi AWNK BOCCTAaHaB/IMBAETCA B Cyu.l,GCTByI-OLLI,I/Iﬁ NoYTOBbIN AWUK, cywecteyrouime
91EMEHTbI C OANMHAKOBbIMUA MAEHTI/Id)VIKaTOpaMVI nepe3anncbliBatoTCA.

Mpwy BOCCTaHOB/IEHNM 3/1IeMEHTOB NOYTOBOIO ALLMKA Nepe3anmcb He NPOUCXOLMUT. dnemeHTbl
NOYTOBOTO ALLMKA BCErga BOCCTAaHaB/INBAIOTCA B Nanky BocctaHOBAEHHbIe 3/IeMeHTbI Lie/1eBOro
NOYTOBOrO ALLUNKA.

OrpaHuyeHuna

"  HeBO3MOMHO CO34aTb PE3EPBHYIO KOMUIO apXMBUPOBaHHbIX NOUYTOBbIX ALLMKOB (apXUB Ha
mecre).



HeBO3MOXHO BbINOAHUTL BOCCTAHOB/IEHWE B HOBbIN NMOYTOBbIN AwmK. CHavyana HeO6XOAVIMO
CO34aTb HOBOTO NO/1b30BaTENA Office 365, 3aTem BOCCTAHOBMUTb 31€MEHTbI B NoYTOBbIN AWNK
3TOro No/sib30BaTeNA.

BoccTaHoBEHME B yY4ETHYIO 3anunck gpyron opraHnsaummn Microsoft Office 365 nnn B noKkanbHble
pasBepTbiBaHMA cepBepa Microsoft Exchange Server He noaaepuBaeTca.

14.1 Bbibop noutoBbIX sAwmkoB Office 365

BbibepurTe NOYTOBBIN ALWLMKN, KaK YKA3aHO HUMXKE, @ 3aTeM YKaXKuTe Apyrne HacTpoMKM naaHa
pes3epBHOro KoNMpoBaHMA Kak TpebyeTca (cTp. 26).

Mopsadok ebibopa noumosbix auyukoe Microsoft Office 365

1.
2.

LWenkHuTte Microsoft Office 365.

Boiiaute B Microsoft Office 365 Kak rnobanbHbIi aAMUHUCTPATOP NPU NOCTYNAEHUN
COOTBETCTBYIOLLErO 3anpoca

BbibepuTe NOYTOBbLIE ALMKN, 418 KOTOPbIX HEOBXOAMMO CO34aThb Pe3epBHbIe KOMUM.

HakmuTe KHOMNKy Pe3epBHOE KONMUpPOBaHMe.

14.2 BoccTtaHoBMeHME noYToBbIX AWMKOB U SNIEMEHTOB

noyToBoro awmka Office 365

14.2.1 BoccCTaHOBNEHUE NOYTOBLIX ALLMKOB

1.
2.

LLlenkHuTe Microsoft Office 365.
BbibepuTe NOYTOBbLIN AWMK ANA BOCCTAHOBAEHUA U LeNKHUTe BOCCTaHOBUTD.

MOXHO BbINOJIHUTL NOUCK MO MMEHW NOYTOBbIX ALLMKOB. M0ACTaHOBOYHbIE CUMBOJIbI HE
noAaepKnBatoTcs.

Ecnv noyToBbIl AWMK 6bI1 yaaneH, BbibepuTe ero Ha BKAagKe PesepBHble Konuu (cTp. 78) u
wenkHuTe NMoKasaTb pe3epBHbIe KONUM.

BbibepuTe TOUKY BOCCTaHOBEHUs. O6paTuTe BHUMaHWE Ha TO, YTO TOUYKM BOCCTAHOB/IEHUA
OTPUABLTPOBAHbI NO XPaHUAMLLY.

NocneposatenbHO Bbl6€pVITe NyHKTbl BoccTaHOBNeHue > MNouTtoBbIi AWMK.

Pasgen LieneBoi NOYTOBbINM ALWMK NO3BOAAET NPOCMOTPETb, USMEHUTb MW YKA3aTb LLe/1IeBOM
MOYTOBbIN ALLUK.

Mo ymonyaHuIo BbIBpaH MCXOAHbIN NOYTOBbIN AWMK. ECIM STOT NOYTOBLIN ALIMK HE CYLLEeCTBYeT,
HeobXxoAMMO YKa3aTb LLe/IeBON NOYTOBbIN ALK,

HaxXmunte KHOMKY 3anycKk BOCCTAaHOBNEHMUA.

14.2.2 BoOCCTaAHOBMNEHUE 3/1EMEHTOB NMOYTOBbLIX SILMKOB

1.
2.

LWenkHuTe Microsoft Office 365.

Bbl6epMTe NMoYTOBbIN AWNK, B KOTOPOM U3HAYa/IbHO CO4EPHKATNUCL 3/IEMEHTDI, KOTOpPbIE
HGO6XOAVIMO BOCCTAHOBUTb, N HAXKMUTE KHOMKY BoccTraHOBUTD.

MOHO BbINONHUTL MOMUCK MO UMEHWN NOYTOBbIX ALLMKOB. [10ACTaHOBOYHbIE CMMBO/Ibl HE
noaaepXmnBaroTcA.

Ecnun noyToBbIN AWMK BbIN yaaneH, BbibepuTe ero Ha BKAaake PesepBHble Konuu (cTp. 78)
wenkHuTe MokKasaTb pe3epBHbie KONUU.



3. BbibepuTe TOUKy BoccTaHOBAEHMA. ObpaTUTe BHUMAHUE Ha TO, YTO TOUYKM BOCCTAHOB/IEHUA
OTOUNBTPOBAHbI MO XPaHWUAULLY.

MocneposatesnibHO BbiGepuTe NyHKTbI BoccTaHoBAEHUE > COOBLLEHNA INEKTPOHHON NOYTHI.
5. BbibepuTe 31€MeHTbI, KOTOpPble HE06X0AMMO BOCCTaHOBUTD.

[OoCTynHbI yKa3aHHble HUXKe NapaMeTpbl NOUCKA. [oACTaHOBOYHbIE CMMBOJIbI HE
noanepKmeatoTca.

= Nlna COO6LI.I,EHMﬁ 3ﬂ6KTp0HHOl7’I noYTbl: BbINO/IHUATE NOUCK MO TEME, OTNPABUTENIO,
nonyyartento n aate.

= Nlna COBbITHIA: BbINOJIHATE NOUCK NO 3aron0BKy n aare.
= [1na 3a43a4: BbINOJHUTE NOMUCK NO Teme U gaTe.

= [1nA KOHTAKTOB: BbINONHMUTE NOMCK NO MMEHWU, aAPECY SNEKTPOHHOMN NOYTbI U HOMEpPY
TenedoHa.

Korga BblbpaHo 370 coobLeHME 3EKTPOHHOM NOYTbI, MOXHO WenKHYTb MoKasaTb cogepumoe,

yTObbI NMOKa3aTb €ro COAEPKUMOE, BKIIOUAS BIOXKEHMUA.

Cosem Ymobbi 3a2py3ume 810M#eHHbIU halin, weakHume e2o UMA.

Koraga Bbl6paH0 3TO COO6LLI,€HVIe 3neKTp0HHOﬁ no4yTbl, MOXXHO WENKHYTb OTI'IpaBMTb KaK
COOGI.I.I,EHME BHEKTPOHHOVI noyThl, yTO6bI OoTnpasnUTb COO6LI.I,EHM€ no agpecy 3J'IEKTpOHHOI\;1 NoYyThbl.
COO6LLI,EHM€ OTNpaBAAETCA C agpeca 3neKTp0HHOﬁ NOoYTbl agMUHUCTPATOpPA yHETHOVI 3anuncu.

L
L

Y106bI MMETH BO3MOMKHOCTb Bbl6paTb nanku, WeaKHUTe 3Ha4Y0K BOCCTaHOBNEHMA NaNOK:
Haxmunte KHOMKY BoccTaHOBUTD.

Pasgen LleneBoit NouToBbIN ALLMK NO3BOAAET MPOCMOTPETb, U3MEHUTb UM YKa3aTb LeseBomn
MOYTOBbIN ALLKK.

Mo ymonyaHuIo BbIBpaH UCXOAHbIN MOYTOBbIN AWMK. ECIM 3TOT NOYTOBLIN AWK He CYLLEeCcTBYeT,
HeobXoAMMO YKa3aTb LLe/1eBON NOYTOBbIN ALK,

8. HaXmuTe KHOMKY 3anycK BOCCTaHOB/IEHUA.
9. ToAartsepanTe onepaumio.

DN1eMeHTbl MOYTOBOrO ALLMKA BCErga BOCCTaHAB/IMBAOTCA B nanky BocctaHoOBNEHHbIe 31eMeHTbI
LLenesBoro no4YToBoro AWuKa.

15 [lononHuTtenbHble onepaumu ¢ BUPTyasbHbIMU
MallMHaMK

15.1 3anyck BUpPTYanbHOW MallMHbI U3 PE3EPBHON KOMUK
(MrHoBeHHOE BOCCTaHOB/IEHNE)

MOHO 3anyCTUTb BUPTYa/ibHYIO MaLLIMHY C PE3ePBHOIN KONUKN Ha YPOBHE AMCKOB, KOTOPAn COAEPHKNT
onepaLMoHHYo cucTeMy. OTa onepaums, KOTopas Tak:Ke M3BECTHA KaK MTHOBEHHOE BOCCTaHOB/EHME,
No3BOAAET YCKOPUTb BUPTYasibHbIN CEPBEP 3@ CYMTAHHbIE CEKYHAbI. BUpTyanbHble ANCKK
3MY/IMPYHOTCA HEMOCPEACTBEHHO C pe3epPBHOI KOMMUM M NO3TOMY He 3aHMMAtOT MECTO B XpaHUAULLEe
AaHHbIX. MecTo xpaHeHus TpebyeTca TONbKO A/ TOro, YTOObl COXPaHUTb USMEHEHWA B BUPTYAJIbHbIX
AVICKax.



PekomeHayem 3anycTUTb 3Ty BPEMEHHYIO BUPTYaNbHYHO MaLLMHY Ha CPOK A0 Tpex AHew. Mocae atoro
MOXHO NOJIHOCTLIO YAA/IUTb ee UK Npeobpa3oBaTb B 06bIYHYHO BUPTYabHYIO MaLNHY
(dvnHanmsmpoeatb) 6e3 npocTos.

MNMoKa cylecTByeT BpeMeHHan BUPTYasibHaA MalllHa, NPaBuaa XpaHEHUs HeNb3A NPUMEHUTb K
pe3epBHOI KOMUKM, KOTOPAA UCMNOJIb3yeTca 3TON MalLMHOW. Pe3epBHble KOMUM UCXOAHOM MalLUHbI
MOTYT NPOAO/IKATb BbIMONHATLCA.

Mpumepbl UIcnoNnb30BaHUA

ABapuitHoe BOCCTaHOB/IeHUE
MrHoBeHHOE BOCCTaHOB/IEHNE BMPTYaNbHOW MalUMHbI, HA KOTOPOW NpousoLwen cbo.
TecTupoBaHue pe3epBHOro KONMPOBAHUA

3anycTuTe MalluHy C pe3epBHOM Konuu u ybeamntecb B Tom, 4To rocteBan OC 1 npuaoxKeHun
paboTaloT NpaBuJIbHO.

[octyn K AaHHbIM NPUAOXKEHUA

Korga malumvHa 3anylueHa, BOCrno/ib3yhTecb BCTPOEHHbIMU MHCTPYMEHTaMU YNpaBAeHNUn B
NPUIOXKEHUN, YTOObI MONYYUTL AOCTYN K TPebyembiM AaHHbIM U U3B/IEYb UX.

MpepBaputenbHble TpeboBaHUA

B cepBuce pe3epBHOro KONMPOBaHUA HEOBXOAMMO 3aperncTpMpoBaTh XoTA Bbl OAUH areHT ana
VMware nnu areHT ana Hyper-V.

Pe3epBHan KOMUA MOKET XPaHUTbCA B CETEBOW ManKe Wau B IOKaAbHOW Nanke MaliuHbl, Ha
KOTOPOW yCcTaHOBAEH areHT ans VMware unu areHt ana Hyper-V. CeTeBas nanka go/»KHa 6biTb
AOCTYMHOM C AaHHOW MalWWHbI. BUPTyanbHY0 MallMHY MOXKHO TaK¥Ke 3anyCTUTb U3 pe3epBHOM
KOMWM, KOTOpan XPaHUTCA B 06/1a4HOM XpaHMAULLE AaHHbIX, HO B 3TOM C/lyyae oHa byaeT
paboTaTb MegneHHee. NPUYMHA COCTOUT B TOM, YTO A1 3TON onepaumm TpebyeTca MHTEHCMBHOE
YTeHME U3 pe3epBHOM KOMWUM C NPOM3BO/IbHBIM AOCTYNOM K AaHHbIM.

PesepBHaA KONuA A0/1KHA COAEPMKATb BCIO MaLUMHY MM BCE TOMA, KOTOPble HEO6X0AMMbI ANA
3anycKka onepaLmoHHOM cUCTEMBI.

MoryT UCNob30BaTbCA Pe3ePBHbIE KOMUKU GU3UYECKUX U BUPTYasIbHbIX MalLWH. Helb3s
MCNONb30BaTb pe3epBHble Konuu KoHmMeliHepog Virtuozzo.

15.1.1 3anyck MawwuHbl

1.

2.

BbINONHUTE OAHO U3 CAeayioLWMX AeNCTBUIA:

- Bbl6epMTe MalWwuHy, onAa KOTOpOVI CO3/aHa pe3epBHaA Konus, WenkHnte BocctaHoBneHue n
Bbl6epMTe TOYKY BOCCTaHOBNEHUA.

= BbibepuTe TOUKY BOCCTAHOB/IEHUA HA BKAaAKe «Pe3epBHble Konum» (cTp. 78).
LLlenkHnTe 3anycTuTb Kak BM.
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3ANYCTWUTE CEMYAC

3. [HeobaszatenbHo] LenkHuTe LieneBas malumnHa, 3aTeM MU3MEHMTE TUN BUPTYAIbHOM MalUMHbI
(ESXi nnn Hyper-V), XocT UnmM nms BUPTyasibHOW MaLUUHBbI.

4. [HeobsasaTtenbHo] LLlenkHuTe XpaHunuwe gaHHbix ans ESXi unu MNytb ana Hyper-V 1 Bbibepute
XpPaHUAULLE AAHHbIX ANA BUPTYaNAbHON MaLUMUHbI.

MN3meHeHUs, BHECEHHbIE B BUPTYa/ibHble AMCKM, HAKanaMBaloTCA, MOKa MallWHa 3anyLieHa.
Y6eaurtech, 4To B BbIBpaHHOM XpaHWMLLLE AaHHbIX 4OCTaTOYHO CBOBOAHOrO NPOCTPAHCTBA.

5. [HeobnasaTenbHo] LenkHuTe HacTpoinku BM, uTobbl I3MEHUTbL pasmep NamMATU U ceTeBble
NOAK/OYEHNA BUPTYaIbHOM MaLLMHbI.

6. [HeobasatenbHo] Bbibepute coctoAHMe akTMBHOCTM BM (BKntoueHo/BbiKAloueHo).

7. WenkHuTe 3anycTUTb ceityac.

B pe3ynbTaTe 3TOro mawunHa NOABNAETCA B Be6—MHTep¢e171ce C O4HUM 13 Cneayrounx 3Ha4YKOB:

T" HYPEE:W

nnn @ . Takve BMpPTyasbHble MalWHbl HEBO3MOXHO BbIBPaTh 418 Pe3epBHOro
KONMpOoBaHMA.

15.1.2 YpaneHue MaluHbI

He pekomeHayeTcA yAanaTb BPEMEHHYIO BUPTYANbHYIO MALLIMHY HENOCPEACTBEHHO B
vSphere/Hyper-V. 3To MOXeT NpUBECTM K BO3SHUKHOBEHWIO apTedaKToB B Beb-uHTepdelice. Kpome
TOro, pe3epBHaa KonuA, C KOTOpOﬁ 3anyCKasiaCb MalllMHa, MOXKeT 6bITb 336}10KMpOBaHa B TeyeHnn
HEKOTOPOro BpemeHu (HEBO3MOXKHO By eT ee yAaUTb COMacHO NpPaBUaam XpaHeHus).

Mopadok ydaneHus supmyanbHOl MAwUHbl, Komopas 3arnyuweHd u3 pe3epeHoli Konuu

1. Ha BKnaake Bce ycTpoicTBa BbibepuTe MallMHY, KOTOPas 3anyLeHa U3 pe3epBHON Konuu.

2. UWenkHute Ypanutob.



MawwHa byaeT yaaneHa 13 Beb-nHtepdelica. OHa TaK:Ke yAanaeTcs U3 MHBEHTapA U XpPaHUAULLA
AaHHbIX vSphere nnn Hyper-V. Bce smeHeHMUs gaHHbIX, KOTopble Bblv BHECEHDI, KOT4a MaLMHA
6blna 3anyweHa, byayT yTpayeHsl.

15.1.3 ®uHanuzaums MalLUHbI

Korga BMpTyanbHaa malMHa 3anyLeHa U3 pe3epBHON KOMWUK, COAEPHKUMOE BUPTYasIbHbIX AUCKOB
bepeTca HenocpeaCcTBEHHO M3 3TOM pe3epBHOM Konuu. Mo3Tomy nNpwu yTpaTe NOAKIOYEHMUA K
XPaHW/IMLLY Pe3epBHbIX KOMUIA UKW areHTy pe3epBHOro KONMPOBaHMA MalluMHa CTaHOBMUTCSA
HeAOCTYNMHOM UK AaxKe NoBperKaaeTca.

MaLLIMHy ESXi moxHO caenatb I'IOCTOHHHOﬁ, TO €CTb BOCCTaHOBUTb BCeE €€ BUPTYya/ibHble ANCKU
BMecCTe C USMeEHEHUAMU, BHECEHHBbIMU NPU pa60Te MalWKnHbI, B XpaHunanuwe aaHHbIX, B KOTOPOM
XPaHATCA 3TN UISMEHEHUA. oToT npouecc Ha3blBaeTCA d)MHanmsaumeﬁ.

duHanmnsauma sbinonHAeTca 6e3 npocTos. Mpu BbINOAHEHUN PUHANM3ALUN BUPTYaA/IbHAA MallMHaA He
BbIK/IOYaETCA.

Mopadok ¢puHanuzayuu MawuHsbl, KOMOPAs 3anyweHa u3 pesepsHoli Konuu

1. Ha Bknagxe Bce ycTpoiicTBa BbibepuTe MalUMHY, KOTOpPan 3anyLLeHa U3 pe3epBHOMN KOMuu.
2. LllenkHnte ®PHaNu3npoBaTb.

3. [HeobasaTenbHO] YKaxKnte HOBOE MMA A1S SAHHON MaLLMHbI.

4

[Heob6s3aTenbHO] U3MeHUTE pexnm pacnpeneneHuns pecypcoB Ancka. Mo ymondyaHuio 3agaHa
HacTpolika IKOHOMHOe.

5. LUlenkHute ®PuHaNU3npoBaThb.

MmMs MmalmHbl Cpasy XKe meHseTcA. XoZ BbINOHEHMA BOCCTAHOBNEHUA NOKa3aH Ha BKNaaKe
DeiictBua. Nocne BbINONHEHMA BOCCTAHOBNEHUA 3HAYOK MALLUMHbI MEHAETCA Ha 3HAYOK NOCTOAHHOM
BMPTYa/IbHOM MaLLMHBI.

15.2 Pennukauusa BMpTyasnbHbIX MallWH

Pennnkaumna goctynHa TONbKO ANA BUPTYanbHbIX MawmH VMware ESXi.

PennvKauma — 3To NpoLLecc co3AaHusA TOYHOW Konuu (penanku) BUPTyaabHOM MaLIKUHBI C
nocieaytoLlein noaaepKKon peninku B CUHXPOHU3MPOBAHHOM COCTOSIHUM C UCXOAHOWM MALUMHOMN.
PenivKauma KpUTUYECKN BarKHbIX MALIWH NO3BOJIAET BCErAa MMETb KOMUIO 3TOM MalLMHbI B FOTOBOM
K 3aMyCKy COCTOAHUM.

Pennnkaumio MOXKHO 3anyCTUTb BPYYHYHO MM NO PAacnucaHuIo, KOTOPOe onpeaenseTcs
nosibsoBatesiem. MepBasn penavMKauma SBAAETCA NOHON (BbINOAHAETCS KONUPOBaHME BCEM MALUUHDbI).
Bce nocneaytolme penankaumm SBAAKOTCA MHKPEMEHTHbBIMM W BbINOJIHAOTCA C MOMOLLbIO GYHKLMK
Changed Block Tracking (cTp. 109), ecnu 3TOT napameTp He OTK/OYEH.

Pennukauma n pesepsHoe KonuposaHue

B oTtanyme ot 3an1aHNPOBAHHbIX NpPOoUECCOB Pe3EePBHOINO KONMPOBAHUA, B PENJIMKY COXPAHAETCA
TOJZIbKO aKTya/ibHOE€ Ha MOMEHT CO34aHNA PEN/IMKN COCTOAHUE. Ana penAnKn HEO6XOAMMO
NPOCTPaHCTBO XpPaHUAULLA AaHHbIX, a pe3epBHbIE KOMUN MOTYT XPaHUTbCA Ha 6onee AeweBblX
XpaHUAnuwax gaHHbIX.

OfHaKo BK/OYEHME PENINKM BbINOJHAETCA ropasao bbicTpee, YeM BOCCTAaHOB/IEHWE M 3aMyCK
BMPTYaNbHON MalLWHbI U3 pe3epBHON KONUK. BKAoueHHasa penanka paboTaeTt bbicTpee BUPTYaibHOM
MaLUWHBbI, 3aNyLEHHOM N3 pe3epBHON KONUK M He 3arpyKaeT areHT ans VMware.



Mpumepbl MCNoNb3oBaHUA
" PennAuKauua BUPTYyaNbHbIX MalIUH Ha YAANEHHYIO NAOLWAAKY.

PennvKauma no3BoasieT COXpaHUTb PaboToCcnocobHOCTb NPU YaCTUYHOM MM NMOTHOM OTKa3e
LeHTpa 06paboTKM AaHHbIX. TO BO3MOXHO 3a CHET KNOHUPOBAHMUA BUPTYabHbIX MaLIWH C
OCHOBHOM MNOLWAAKM Ha BTOPUYHYIO NAOLWAAKY. ITa BTOpMYHAA naolaaxa o6bli4HO
pacnonaraeTca Ha yaaneHHom 06opyA0BaHMM, KOTOPOE He NoABepraeTcs BO3AENCTBUIO TEX
$aKTOPOB OKpYHKatoLLEN cpeabl, MHOPACTPYKTYPHbIX UK UHbIX GPaKTOPOB, KOTOPbIE MOT/N
NPUBECTU K OTKA3y OCHOBHOW MJIOLLLAAKMN.

®  PenauKauua BUPTYasibHbIX MaLLUWH B pamMmKaX ogHOM naowaaku (c ogHoro xocta/xpaHnnanwa
OaHHbIX Ha APYroi XocT/apyroe XpaHunuuLe gaHHbIX).

PennnKkaumio Ha mecte MOXHO MCNOb30BaThb B cueHapusax High Availability u asapuitHoro
BOCCTAHOB/IEHUA.

[encteua, KOTOpble MOXXHO BbIMOJIHUTb C PENJIMKOMN
=  TecTupoBaHue penaukm (ctp. 107)

Pennuka byaer BKAoYEHa 414 TeCTUpPOoBaHUA. YTobbl NPOBEPUTL NPaBUILHOCTL PAbOTbI PENJINKMY,
BOCMO/Ib3yUTECh KNMEHTOM VSphere nav Apyrumm MHCTpyMeHTamu. Mpu BbINoJHEHUM
TEeCTUPOBaHMA peniMKauusa NpuocTaHaBIMBaeTCs.

" Mepexogp K penauke (cTp. 108)

Mepexopa, K penanke — 370 nepeHoc paboyelt HarpysKu C UCXOA4HOM BUPTYaibHOM MaLWMHbI Ha ee
penauky. Mpu BbINOAHEHUN NEpexoaa K pensiMke penankauus npuocTaHaB/IMBaeTCs.

"  PesepBHOe KONUpOBaHUE penINKu

KaK 1A pe3epBHOro KONUPOBaHUA, TaK U ANa PenanKaumMm HeobXxoaAMM AOCTYN K BUPTYyaNbHbIM
ANCKam. ITO BAMAET HAa NPOM3BOAMUTENBHOCTL PaboTbl XOCTa, HA KOTOPOM 3anylLeHa BUpPTyasbHan
MalunHa. Ecin HeobxoaMMo MMETb U PENINKY, U pe3epBHbIE KOMWUM BUPTYaAbHON MallUHBI, TO,
yTo6bl HE CO34aBaTb AOMNONHUTE/bHYIO Harpy3Ky Ana paboyero XxocTa, penmumpynTe MalwnHy Ha
APYroit XocCT v 3agaliTe pe3epBHble KONUKU AaHHOMN PENAUKM.

OrpaHuyeHmA
HeBO3MOXHO BbINONAHUTL pennnKaunio yYKadaHHbIX HUXKE TUNOB BUPTYaA/IbHbIX MalLNH:

= OTKa30yCTOMYMBbIE MALUMHBI, KOTOPbIE BbINOAHAIOTCA B ESXi 5.5 1 60n1ee paHHUX Bepcuii.
= MaluHbI, KOTOpble 3anyLLeHbl U3 pe3epBHbIX KOMWN.

" Penanku BUPTYasibHbIX MaLUUH.

15.2.1 Co3gaHue nnaHa pennkauun

MnaH penankaumMm HeobXo4AMMO CO34aTb OTAENbHO A1A KaXKA0W MallMHbl. HEBO3MOXKHO NPUMEHUTD

CYLLECTBYIOLWMIM NAAH K APYTMM MALLMHAM.

lMopadok co30aHusA naaHa penaukayuu

1. BblbepuTe BUPTYasbHYO MALIUHY ANA PenvKaLmK.

2. Haxmute KHoNKy PenanKauma.
B nporpamme otobparkaeTca HOBbIM WAbAOH NAaHa penanKaLmu.

3. [HeobnaszaTenbHo] YTOObI MU3AMEHUTL UMS M1aHa PENINKALLUM, LLESKHUTE MMS MO YMOHAHUIO.
LUlenkHuTe LieneBas malumnHa M BbINOJIHUTE YKA3aHHbIE HUXKe AeNCcTBUA:

a. BbibepuTe, co3gaBaTb M HOBYHO MM UCMO/Ib30BATb YXKE CYLLLECTBYIOLLYIO PEMNIMKY NCXOAHOM
MaLUWHBI.



b. Bbibepute xocT ESXi 1 yKaxKuTe Mma HOBOM pPenIMKn nan BblbepuTe CyLLEeCTBYIOLLYIO
penmnky.

HoBas pennvka 6yget umeTb UMa No ymonyaHuio [MUma ncxogHoi mawmHbl]_replica.
c. Haxxmwute KHonKy OK.

[TonbKo Npu penamKaLmMm Ha HoBYO MalKHy] LLlenkHUTe XpaHuauwe aaHHbIX 1 BbibepuTe
XpaHWAMLLE AAHHBIX 417 BUPTYaNbHOM MalLMHbI.

[Heobs3atenbHo] LLlenkHuTe PacnucaHue, 4Tobbl UISMEHUTL pacnmMcaHme penamkauunm.

Mo YMOYaHUIO peNINKaunA BbINONTHAETCA eXXeAHEBHO C NoHeAe/IbHUKA MO NATHULLY. MoHo
Bbl6paTb Bpema OgnA 3anyCka penimkauumun.

Y106bl UI3MEHUTH YACTOTY BbINOJHEHUA PENANKALUM, NepeTaLLUTE NOA3YHOK M 3aaalTe
pacnuvcaHue.

MOKHO TaKe BbINOAHUTb cnepgywouine ,ﬂ,eﬁCTBWr’IZ

= 3a34aTb MHTEPBAA A4aT, B TeYeHMe KOTOPOoro byaeT MCNoAb30BaTbCA YKa3aHHOEe pacnucaHue.
YcTaHoBuTe dnakoK BbINONHATL NIAH B AMana3oHe AaT U yKaxKuTe AManasoH Aar.

= OTK/IOYMTb pacnumcaHue. B 3Tom cayyae peninkaumio MOKHO 3anyCTUTb BPYUHYIO.

[Heobs3aTenbHo] LLeNKHUTE 3HAYOK WECTEePHU, YTOBbI U3MEHWUTL NapameTpbl penanKaumm (cTp.
109).

Haxkmunte KHonky NMpumeHuUTb.

[Heob6s3aTenbHO] YTO6bI 3anycTUTL NAaH BPYYHYIO, WEAKHUTE 3anycTUTb ceiAyac Ha NnaHenu
nnaHa.

B pe3synbTaTe BbINOAHEHUA NJIaHA penanKaunm peninka BMpTyaﬂbHOﬁ MalWKnHbl NOABNAETCA B CMUCKE

Bce yCTPOMUCTBA C YKAa3aHHbIM HUMXKE 3HAYKOM:

15.2.2 TectnpoBaHue peninku

MopadoK No020moeKuU penauku K mecmuposaHuto

1.

2
3.
4

6.

BbibepuTe penauky ana TeCTUPOBaHUA.
Haxkmunte KHoMKy TecTMpoBaTb peniuKy.
Haxkmute KHonKy Hauatb TectTupoBaHue.

BblbepuTe, NOAKNIOUYNTL 1M BKAKOYEHHYIO PEnInKyY K ceTu. Mo ymonyaHuio pensinka He byayt
NOAKNIOYEHA K CETH.

[Heob6saszaTtenbHo] Ecnm BbIGpaHO NoAKAOYEHME PENJIMKU K CETU, YCTaHOBUTE PaKoK
OCTaHOBUTb UCXOAHYIO BUPTYa/IbHYO MALLUHY, YTOObI OCTAHOBUTbL UCXOAHYIO BUPTYaNbHYIO
MaLLMHY 40 BKIOYEHUS PENIUKM.

HaKmuTe KHOMKyY 3anycTuTb.

I'lopndox OCMAHOBKU mecmupoeaHun penauku

1.

2
3.
4

BbibepuTe penauky, Ans KOTOPOM BbINOHAETCA TECTUPOBAHNE
Haxkmunte KHoMKy TecTMpoBaTb peniuKy.
HarkmunTe KHOMKy OCTaHOBUTb TECTUPOBAHMUE.

MoaTBepanTe onepauumio.



15.2.3 Tlepexoa K pennvke

Mepexo0 c mawuHbI K penauxke

1. BbibepuTe penaunky, K KOTOpPon HeobxoaMMo NepenTu.
2. LUWenkHuTe AeicTBuaA c penanKoii.

3. LWenkHute MNMepexoa K penauke.
4

BbibepuTe, NOAKNOUYUTL /1M BKIIOYEHHYHO PENINKY K ceTU. Mo ymonyaHuio penaunka byaer
NOAK/IIOYEHa K TOM »Ke CeTU, YTO U MCXOAHAsA MaluMHa.

5. [Heob6nazatenbHo] Eciv BbIGpaHO NOAKAOYEHME PENNKN K CETU, CHUMMUTE GNaXKoK OCTaHOBUTL
MCXOAHYIO BUPTYAJIbHYIO MALLUHY, YTO6bI HE BbIK/THOYATb UCXOAHYIO BUPTYANbHYIO MaLLMHY.

6. HaxmuTe KHOMKy 3anycTuThb.
Mpu BbINOAHEHUM Nepexosa K PenaMKe MOXKHO BblOpaTb O4HO U3 YKAa3aHHbIX HUMXKE AeNCTBUIA:

= OcCTaHOBMUTb Nepexog, K penauke (ctp. 108)

OcCTaHOBUTE NEPEXOA, K Penanke, eCav UCXoAHAA MalMHa ncnpaeneHa. Penauka byaer
BbIK/lOYeHa. Penavkauua 6yaet npoaosiKeHa.

"  BbINO/IHUTL OKOHYaTe/IbHbIN Nepexom Ha penauky (ctp. 108)

3Ta MrHoBeHHas onepaums No3BoASAET yaanuTb Gaar «Pensinka» nus BUPTyasibHON MaLLUUHbI,
yTobbI CAENATb PENINKALNIO HEBO3MOXKHON. YTOObI MPOA0/IKUTb PEMIUKALMIO, USMEHUTE MNaH
penavKkaunm Takum obpasom, 4yTobbl 3Ta MallMHa bbina BbibpaHa KaKk ucxogHas.

= BosBpaT u3 penauku (ctp. 109)

BbINonHWTE BO3BPAT M3 PENJIMKK, €C/IW BbINONHEH NEpPexXo Ha N/0oLWaAKy, KoTopas He
npeAHasHaveHa 4/1a HernpepbiBHbIX onepauunin. Pennunka byaeTt BOCCTaHOB/IEHA Ha UCXOLHYIO UK
HOBYIO BUPTYa/IbHYO MALIMHY. M0 OKOHYaHWM BOCCTAHOB/IEHUA HA UCXO4HYO MALLIMHY OHa
BKJ/IOMAETCA M penvKauma npogonkaetca. Ecim BbibpaHo BOCCTaHOBEHWE HA HOBYHO MaLLWHY,
WU3MEHUTE NNaH penanKaummn Takum obpasom, Ytobbl 3Ta MallMHa H6bina BbibpaHa Kak UCXoaHas.

15.2.3.1 OcTaHoBKa nepexoaa K pensnuvke
Mopadok ocmaHoeKuU nepexodd K pensauke

1. BbibepuTe pennunKy, K KOTOPOI BbINOJHAETCA Nepexoa,
2. LUWenkHuTe [lercTBUA C penanKoii.

3. LlWenkHuTe OCTaHOBUTb NEepexop, K penaukKe.

4. T[logTeBepguTte onepaumio.

15.2.3.2 BbINONHEeHWe OKOH4YaTeIbHOro nepexoaa Ha penyiuky
IMopadok ebinosnHeHUs OKOHYamesibHO20 nepexooa Ha penauKky

BbibepuTe pensinKy, K KOTOPOI BbINOJHAETCA Nepexos,

LLenkHuTe [lelcTBUA C pennKoii.

LLlenkHMTe OKOHYaTeIbHbIW Nepexon, Ha PenJnKYy.

[HeobsazaTtenbHo] M3ameHUTE MMSA BUPTYaNbHOW MaLUUHbI.

[HeobssaTenbHo] YcTaHoBUTE hnakoK OCTaHOBUTb UCXOAHYIO BUPTYaNbHYIO MaLUUHY.

o v s wN R

Haxkmunte KHOMKyY 3anycTuThb.



15.2.3.3 BosBpat 13 pennmku

lMopAdok ebinosHeHUA 8038paMa U3 penauKku

1. BbibepuTe pennuky, K KOTOPOW BbINONHAETCA NEPEXOA.
2. LUWenkHuTe AeicTBuaA c penanKoii.

3. LWenkHnTe Bo3Bpar U3 peninku.

[aHHoe nporpammHoe obecneyeHme aBTOMaTUYECKM BbIOMPAET NCXOAHYIO MALLMHY B Ka4ecTBe
LeneBon.

4. [HeobsasaTenbHo] LenkHute Lienesas mawimHa v BbiNoAHUTE cleaylowme AeACcTBUA:
a. BbibepuTe HOBYIO UK CYLLECTBYIOLLLYIO MaLLIMHY A0S BO3BpaTa U3 Penjnku.

b. BbibepuTe xocT ESXi 1 yKarKuTe MMA HOBOM MalLMHbI UK BbIbEpUTE CYLLECTBYIOLLYIO
MaLUnHY.

c. Haxmute KHonKy OK.

5. [Heo6naszatenbHo] Mpu Bo3BpaTe U3 PEMNINKN HA HOBYIO MALUMHY TaK}Ke MOMKHO BbINONHUTb
cnegyrowme AencTens:

= |llenkHnUTe XpaHUAuLe AaHHbIX, YTObb! BbI6PaTb XpaHUAULLE AaHHbIX ANA BUPTYaAbHOM
MalLMHbI.

" Y706bl U3IMEHUTL Pa3mep NAMATH, KOSIMYECTBO NPOLLECCOPOB 1 CETEBbLIE NOAKNOYEHNA
BUPTYa/IbHOM MalLMHbI, WwenakHuTe Hactpoiiku BM.

6. [HeobnaszatenbHo] LlenkHuTe MapameTpbl BOCCTAHOBAEHUA, YUTOObI MU3MEHWUTbL NapameTpbl
BO3BpaTa U3 penaunku (ctp. 110).

Ha*kmuTte KHONKy 3anycK BOCCTaHOBNEHUA.

MoaTeepanTe onepaumio.

15.2.4 TlapameTpbl pennvkaumm

YT06bI UISMEHUTB napameTpbl peninkaunun, WENKHUTE 3HAYOK WeCTePHN pAAOM C UMEHEM NJ1aHa
penankauum un Haxkmute KHonky MapameTpbl penavKauum.

dyHkuuna Changed Block Tracking (CBT)

3T0T NapameTp nogobeH napameTpy pesepBHoro konnposaHua «Changed Block Tracking (CBT)» (cTp.
43).

PacnpepeneHue pecypcos AucCKa
3TOT NapameTp onpeaenaeT HaCTPOMKM pacnpeaeeHNs PecypcoB ANCKa ANA PENIUKM.
3HayeHue No yMoYaHMIo: JKOHOMHOE pacnpeaeneHue.

[ocTynHbl chneaytowme 3HaYeHUs: IKOHOMHOE pacnpegeneHue, HeakoHOMHoOe pacnpegeneHue,
CoxpaHWUTb NEPBOHAYA/IbHYIO HACTPOIKY.

O6paboTka ownboK

3TOT NapameTp NogobeH napameTpy pe3epBHOTo KonupoBaHua «06paboTka owmnboK» (cTp. 43).

KomaHpgbl 0 1 nocne npoueaypbl

3TOT NapameTp nogobeH NapameTpy pe3epBHOro KONMpPoBaHMA «KoMaHAabl A0 W Nocae Npoueaypbi»
(cTp. 50).



Cny»k6a TeHeBoro konuposaHua Tomos (VSS) AnA BUPTYyaNbHbIX MalLKH

3TOT NnapameTp NoaobeH napameTpy pe3epBHOro KonnpoBaHuaA «Cny»Kba TeHeBOro KONMPOBaHUA
TomoB (VSS) ans BUPTyanbHbIX MaWwuH» (cTp. 57).

15.2.5 [lapameTpbl BO3BpaTa U3 pPernsimku

YT106b! MI3MEHUTHL NapameTpbl BO3BpaTa U3 PEM/IUKK, LWenKHUTe MapameTpbl BOCCTaHOBAGHUA NPpU
HaCTPOMKe BO3BpaTa U3 PENINKK.

O6paboTka ownboK

3TOT NapameTp nNoaobeH napameTpy BoccTaHOBAeHUA «O6paboTKa owmbok» (cTp. 73).

NMpoussoauTeNnbHOCTb

3TOT NapameTp NogobeH napameTpy BOCCTaHOB/IeHUA «pon3BoAMTENbHOCTbY (CTp. 75).

KomaHpgb! 0 1 nocne npoueaypbl

3ToT NnapameTp noaobeH napameTpy BocCTaHOBAeHUA «KomaHabl 40 1 nocae npoueaypbi» (ctp. 75).

YnpasneHue nutannem BM

JTOT napameTp nogobeH napameTpy BoccTaHOBAeHMA «YnpasaeHue nutaHmem BM» (cTp. 77).

15.3 YnpaBsneHue cpegamm BUpTyanm3aunu

Mo»KHOo npocMmoTpeTb cpeapl vSphere, Hyper-V 1 Virtuozzo B nx co6ctBeHHOM NpeacTaBAeHUN.
Mocne yCTaHOBKM M permcTpaLmm COOTBETCTBYHOLLErO areHTa B pasaene YCTpoMUcTBa NOABAAIOTCA
Bknagkn VMware, Hyper-V nan Virtuozzo.

Bknagka VMware no3sosseT U3sMeHUTb y4eTHble AaHHble gocTtyna ana vCenter Server nnum
aBTOHOMHOrO xocTa ESXi 6e3 nepeycTtaHOBKM areHTa.

UzmeHeHue yuemHbix daHHbIx docmyna vCenter Server unu xocma ESXi

1. B pasagene YcrpoiictBa wenkHute VMware.

2. LUWenkHnTe XOCTbl U KNactepbl.

3. B cnucke XocTbl U Knactepbl (cnpaBa oT AepeBa XocCTbl U Knactepbl) BbibepuTe vCenter Server
WKW aBTOHOMHbIN XocT ESXi, KoTopblit 6bin yKasaH Npu ycTaHoBKe areHTa gnsa VMware.

HaxkmuTte KHonky O630p.
B 06/1acTK YueTHble AaHHbIe LLeIKHUTE MMA No/Ib30BaTeNs.
YKaKuTe HOBble yYeTHble AaHHble 40CTyna U wenkHuTe OK.

15.4 Murpauma MalluHbI

YT106bI BbINOAHUTD MUrpaumio malmHbl, MOXXHO BOCCTAHOBUTb €€ PE3EPBHYIO KOMNMUIO Ha ,u,pyroﬁ
MallnHe.

l£|,OCTyI'IHbIe BapuaHTbl muUrpaunn npmseneHbl B Taﬁnmu,e HUXe.



Tun mawmHbl JocTynHble mecTa BOCCTAaHOBNEHUA
ANA PE3EPBHOMO | 43 ,1yeckan BupTyanbHas BupTyanbHas BupTyanbHas KoHTeltHep

konuposahuA MallmnHa mallmHa ESXi | mawmna Hyper-V MallnHa Virtuozzo

Virtuozzo
dusnueckan + + + - -
MallMHa
BupTyanbHan + + + - -
MallMHa
VMware ESXi
BupTyanbHan + + + - -
mawmnHa Hyper-V
BupTyanbHan + + + + -
MaluMHa
Virtuozzo
KoHTeliHe - - - - +
p

Virtuozzo

MHCTPYKLUMKM NO BbINOSHEHMIO MUTPALMKW CM. B Cle4yOWKUX pasgenax:
" Murpauusa cuctem ¢ GU3NYECKON MaLLMHbI Ha BUPTYanbHyto (P2V): Murpauus cuctem ¢
du3nYecKolt MallumHbl Ha BUPTYanbHyto (cTp. 60)

= Murpauma cuctem ¢ BUPTyasbHOW MalMHbI HA BUPTYanbHyto (V2V): BupTyanbHas mawmHa (cTp.
62)

" Murpauma cMcTeM C BUPTYaibHOW MalnHbl Ha pusmueckyto (V2P): BupTtyanbHas malimHa (cTp.
62) unn BocctaHoBAEHUE ANCKOB C MOMOLLbIO 3arpy304HOro Hocutens (cTp. 63)

Mwurpaumio Tuna V2P MOXKHO BbINO/IHATb B BEG-MHTepdeice, HO B onpeaeneHHbIX Caydanx
peKkomeHAayeTcA NCNOb30BaTb 3arpy304HbIil HocuTenb. MIHOraa HocuTenb MoKeT NnoTpeboBaTbeA ANA
murpaumm 8 ESXi nnm Hyper-V.

Mcnonb3ya HOCKTeNb, MOXHO BbIMONHATL Caeaytolme AeﬁCTBMﬂZ

- BbI6VIpaTb oTaeNnbHble ANCKU UM TOMa 417 BOCCTAaHOB/IEHUA,
®  BPYYHYIO CONOCTaB/IATb AUCKN U3 pe3epBH0171 Konuun ¢ ANCKamMu LLeﬂeBOVI MaLllWnHbI,

"  MOBTOPHO CO34aBaTb noruyeckme Toma (LVM) nnm nporpammubie RAID-maccuBbi Linux Ha
LeneBon MallnHe;

"  npeAocCTaBAATb ApaiiBepbl AN onpeaeneHHoro ob6opyaosaHmsa, HeobxoaAnmoro ans
HOPMa/IbHOW 3arpy3Ku CUCTEMBbI.

15.5 AreHT ans VMware — pe3epBHOe KOrnmpoBaHue 6e3
MCMONb30BaHUS JIOKa/IbHOM CETU

Ecnu c ESXi ncnonbsyetca SAN-xpaHuAMLLe, YCTAHOBUTE areHT Ha MallUHY, NOAK/IOYEHHYIO K TOM XKe
cet SAN. AreHT ByaeT co3aaBaTb pe3epBHble KONMUW BUPTYabHbIX MALIMH NPAMO U3 XPaHUAULLA
OaHHbIX, @ He Yepe3 xocT ESXi n noKanbHyto ceTb. 3Ta BO3MOXKHOCTb Ha3blBaeTCA pe3epBHbIM
KonupoBaHnem 6e3 UCNob30BaHMA OKANbHOM CETU.

Ha cnegytowem p1cyHKe NOKa3aHO pe3epBHOE KONMMPOBAHME C UCNOAb30BaHMEM U bBe3
NCNO/Ib30BaHMA IOKanbHOW ceTu. [LocTyn K BUPTYyanbHbIM MallMHaM 6e3 NCno/1b30BaHWUA JI0KANbHOM
CeTU BO3MOXKEH NpPU HaANYMM ONTOBONIOKOHHOTO KaHana (FC) unmn cetm xpaHeHus gaHHbix (SAN) iSCSI.
Y106bI NONHOCTBIO UCKNOUNTL Nepesady pes3epBHbIX KOMUIA AaHHbIX MO IOKANbHOW CEeTU, XpaHuUTe



pe3epBHble KOMUU HA IOKAZIbHOM AMCKE MALLMUHbI C YCTAHOB/IEHHbIM areHTOM UAn B
npucoeanHeHHOM xpaHuanwe SAN.

PeszepBHOe KOnNMpoBaHWe C
NCnonb3o0BaHWEM TOKanbHOW CETU

INokanbHas ceTb
|

-

AreHT ana Vmware
(Windows)

Hanpsimyto nogkniovaemoe
WM npucoeanHeHHoe xpaHunuwe SAN
ONs pe3epBHbIX KOMWIA

MpucoeanHeHHoe xpaHunuwe BM SAN

o

IMopadok eKnaroveHUAa NPAMO20 00cmyna K XpaHuauwy 0aHHbIX 0489 azeHma.

1. YcrtaHosuTe areHT aaa VMware Ha mawnHy Windows, Ha KOTOpo# ecTb CETEBOM AOCTYN K
vCenter Server.

2. lopgKnwouunTte K malmHe normyeckoe yCTpOﬁCTBO, Ha KOTOPOM pPacnosioKeHOo XpaHuaunue gaHHbIX.
MpymunTe BO BHUMaHUe cneaytoume C006pa)KeHMFII

" Acnonb3yiTe TOT e npoTokoA (iSCSI unum FC), KoTopbll UCNOIb30BasICA ANA NOAKNOUYEHNS
XpaHWAULLA AaHHbIX K ESXi.

= Jlornyeckoe yCcTpPOWCTBO He 00AHHO UHNLMANN3NMPOBATLCA. BMeCcTo 3TOro oHO A0/1KHO
NOABUTCA KaK «aBTOHOMHbIA» AUCK B pa3aene YnpaBneHue guckamu. Ecanm Windows
WMHWLMANU3NPYET IOTMYECKOE YCTPONCTBO, OHO MOMKET HbITb MOBPEXAEHO U CTaTb
HeunTaembim gns VMware vSphere.

B pesynbTate areHT 6yaeT Mcnonb3oBaTh pexXum TpaHcnopta cet SAN ansA foCTyna K BUPTYasbHbIM
ANCKam, T. e. OH By4eT NOCEKTOPHO CUNTLIBATb CEKTOPbI N0rMYeCcKoro ycTpoictaa no iSCSI/FC, He
pacno3sHaBsas ¢ainosoi cuctembl VMFS (KoTopas HenssecTHa ans Windows).

OrpaHuyeHuna

= BvSphere 6.0 n 60/1ee NO3aHEN BEPCUN areHT HE MOXKET UCMO0/Ib30BaTb PeXKnm TpaHcnopTa SAN,
ecnm ogHu anckn BM pacnonoxeHbl B VMware Virtual Volume (VVol), a gpyrne — Ha gpyrux
ToMax. PesepBHOE KONMpPOBaHME TaKMUX BUPTYasIbHbIX MALlUWH 3aBepLunTca cboem.



Mpumep

Ecnu ucnonbayetca ceTb XxpaHeHus gaHHbIX (SAN) iSCSI, HacTponTe nHuumatop iSCSI Ha malwunHe ¢
Windows, Ha KOTopoWn ycTaHOB/EH areHT aas VMware.

Y106bI M36€XKaTb MHMLUMANN3ALMN IOTUYECKOTO YCTPOMCTBA, NPEXKAe YeM NOAK/IOYATb €ro,
yCcTaHOBMM a1 napameTpa Monautuka SAN 3HauyeHue NepeBos B aBTOHOMHOE COCTOAHME 06w mx
pecypcos.

Hacmpolika nonumuku SAN

1. BoWauTe Kak aAMUHUCTPATOP, OTKPOITE KOMaHAHYIO CTPOKy, BBeauTe diskpart v Haxmute
Knasuwy BBOA.

Beeaute san policy=offlineshared u HaxmuTe kKnasuwy BBOA,.

Y106bI NPOBEPUTL NPABUABHOCTb NPUMEHEHWUA HACTPONKMK, BBEAMTE SAN N HAXKMUTE KNaBULLY
BBO/,. Y6eauTecb, uto otobparkaetca Monutuka SAN: NepeBos B aBTOHOMHOE COCTOAHUE
06w mnx pecypcos.

4. Tlepe3anycTuUTe MmallMHy.
Hacmpolika uHuyuamopa iSCSI

1. NocnenoBaTenbHO BblbepuTe NyHKTbI MaHenb ynpasaeHusa > AAMUHUCTPUPOBaHMUe >
MHuumatop iSCSI.

Modckaszka. Ymobesl Halimu npunoxceHue AGMUHUCMPUPOBAHUe, 803MOXHO, Heobxodumo bydem
usmeHumeo npedcmaessneHue NAHenAu ynpaeneHusa Ha omsaudyHoe om FnaeHas uau Kameaopusa unu
80CI10/163080MbCA MOUCKOM.

2. Ecnu uHuumatop iSCSI Microsoft 3anyckaeTtcs Bnepsble, noATBEPAUTE, YTO HEOBXOAUMO
3anycTuTb cay*Kby nHuymatopa iSCSI (Microsoft).

3. Ha Bknagke Uenu BBegute nonHoe gomeHHoe nma uau IP-agpec uenesoro yctporictea SAN u
wenKkHuTe bbicTpoe noaKaoveHue.

4. BblbepuTe Nornyeckoe yCTPoMCTBO, Ha KOTOPOM PACMONOXKEHO XPaHUAULLE AAHHbIX, U HAXKMUTE
KHOMKY MoAKNounTb.

Ecnum nornyeckoe ycTpoiicTBo He oTobparkaeTcs, ybeauTech, YTo pacrnpeseneHme 30H Ha
uenesom yctponctee iSCSI no3BonsieT MallMHe, Ha KOTOPOM BbINONHAETCA areHT, NoAy4YnTb
OOCTYN K NOrMYecKkomy ycTpoictay. MalwmnHy Heobxoammo f06aBUTb B CMMCOK paspeLleHHbIX
MHMUMaTopoB iSCSI B 3TOM LieieBOM 06beKTe.

5. Haxmute KHonky OK.



loToBoe nornyeckoe yctpoiictBo SAN f0MKHO NOABUTCS B pasaesie YnpaBaeHue AUCKamMm, Kak
MOKa3aHO Ha CHUMKE 3KpaHa HUXe.
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15.6 AreHTt ana VMware: HeobxoanMble NpuBmuierum

[N BbINOAHEHWA ONepaunii Ha BCeX XOCTax M BO BCEX KaacTepax, KOTopble Haxo4AaATCsA Noj,
ynpasneHunem vCenter Server, areHT ana VMware gonxkeH umeTs npusuaerun B vCenter Server.
YT106bl 06€CneumnTb paboTy areHTa To/IbKO Ha onpeaeneHHoOM xocTe ESXi, yKaxuTte areHTa ¢ Takumm
e NpuUBUNErnAMM Ha aHHOM XOcCTe.

YKarKnTe y4eTHYI0 3aNnCb C HEOHXOAMMbBIMU NPUBUNETNAMM NPU YCTAHOBKE UM HACTPOMKE areHTa
ans VMware. YTo6bl U3MEHUTb Y4ETHYIO 3annCb NO3XKe, CM. MHOPMaUMIO B pasaene «YnpasnieHue
cpefamu BUpTyanusaumm» (ctp. 110).
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* JTa npuBuaerMa TpebyeTcsa TObKO ANA PE3EPBHbIX KOMWI C NOAAEPHKKON NPUIOKEHWUN.

15.7 BupTyanbHble MawnHbl Windows Azure n Amazon
EC2

Y106bl CO34aTb pe3epBHYIO KONWIO BUPTYanbHOM MawwmnHbl Windows Azure nnan Amazon EC2,
YCTAHOBMUTE Ha 3Ty MALUMHY areHT pe3epBHOro KonuposaHuA. Onepauum pe3epBHOro KOMMPOBAHUA U
BOCCTAHOB/IEHMA BbINOJHAKOTCA TOYHO TaK e, KaK U Ha pM3MYecKon malmHe. Tem He meHee
MalLMHA CYUTAETCA BUPTYA/IbHOM, €C/IM 3a4aHbl KBOTbI HA KOJIMYECTBO MALLIMH.

OT/MumMe oT PU3MYECKO MaLlMHbI COCTOMT B TOM, YTO BUPTyasbHble MawmnHbl Windows Azure un
Amazon EC2 HeBO3MOKHO 3arpy3uTb C 3arpy3o4Horo Hocutens. Ecam Heo6xoaMMo BbINOAHUTD
BOCCTaHOBJ/IEHME B HOBYIO BUPTyanbHyto mawwmnHy Windows Azure nam Amazon EC2, cneayiite
YyKa3aHHOW HUKe npoueaype.

IMopadok eoccmaHosneHUa MawUHbl Kak supmyasnabHoii mawuHsl Windows Azure unu
Amazon EC2

1. Co3pgaiiTe HOBYIO BUPTYaNbHYIO MalinMHy n3 obpasa/wabnoHa 8 Windows Azure uan Amazon EC2.
HoBaa malumHa AOMKHA UMETb TaKyo e KOHOUIypaLmio ANCKA, Kak U MallMHa, KOTOPYHO
Heo6X04MMO BOCCTAaHOBUTD.

YcTtaHoBuTe areHT ana Windows nau areHT gaa Linux Ha HOBOM MaluuHe.

BoccTaHOBMTE MalLMHY U3 pe3epBHOM KOMKUK, Kak ONMcaHo B pasgene «dusmyeckas malimHa»
(cTp. 59). Mpwn HacTpolike BOCCTAHOB/IEHUSA BbIbEPUTE HOBYIO MaLLMHY B KAYeCTBe Lie/1IeBOM.

16 YcTpaHeHne HeucrnpaBHOCTEN

B aTom pasgene o6bACHAETCA, KaK COXPAaHUTb KypHan areHTa B ZIP-dain. 31oT dpann nomoxkeT
COTPYAHMKaM TEXHUYECKOWN NOAAEPKKM onpenennTb Npobaemy B c/iyyae HeyAauHoOro pe3epBHOro
KOMMPOBAHMA NO HEACHON NpUYMHE.

lMonyyeHue »cypHanos

1. BblbepuTe MalLnHY, 417 KOTOPOW HYXKHO COXPaHMUTb KypPHasbl.

2. HaxmuTe KHoMKy OeincTBuA.

3. Haxkmute KHonKy C60p cBeaeHuii o cucteme.



4. [Mpw nosBNEHMM COOTBETCTBYIOLLLETO 3arnpoca B Beb-6pay3epe yKarKMTe MecTo COXpaHeHus
daina.



17 CnoBapb TEpMUHOB
1

AnddepeHumanbHoe pe3epBHOe KOMMpoBaHWe

B auddepeHumanbHOM pe3epBHOM KOMUN XPAHATCA USMEHEHMA, NPOM3BEAEHHbIE B AHHbIX
OTHOCUTE/IbHO Camoli No3aHel Bepcum noaHow (cTp. 119) pesepsHoit Konun. s BOCCTAHOB/IEHUS
OaHHbIX U3 gnddepeHLmanbHOM pe3epBHO KONMKU HEOBXOAMMO MMETb AOCTYN K NOJIHOW pe3epBHOM
Konuu.

14

MHKpEMEHTHOE pe3epBHOE KOMMPOBaHUE

PesepBHasA Konus, B KOTOPOM XPAHATCA MSMEHEHMA, NPOM3BEAEHHbIE B 4aHHbIX OTHOCUTEIbHO CaMoii
nosgHen pesepBHON Konuu. 18 BOCCTaHOBAEHMA AAHHbIX U3 Hee HeobXxoaMM AOCTYN K APYrMm
pe3epBHbIM KOMUAM.

H

Habop pe3epBHbIX KON

Ipynna pe3epBHbIX KOMWIA, K KOTOPbIM MOXHO NMPUMEHUTb OTAE/IbHOE NPaBUI0 XPaHEeHUA.

[na HacTpanBaemoii cxembl Ppe3epBHOIO KONMPOBAHMA Habopbl pe3epPBHbIX KONUIM COOTBETCTBYIOT
MeToZ.aM pPe3epBHOro KonMpoBaHua (MNoAHbIN, guddepeHUNanbHbli ¥ UHKPEMEHTHDI).

Bo Bcex Apyrunx cayyvanax MCNOJb3YOTCA eXXeMeCAUYHbIN, exXeHEeBHbIN, eXXeHeAebHbIA 1 NOYacoBOM
Habopbl pe3epBHOro KONUPOBAHMUA.
=  E)XeMecs4Has pe3epBHas Konus — 3TO NepBas KoMus, KOTopas Co34aeTcsA Noc/e Havana Mmecsaua.

= ExeHefesbHasA pe3epBHas KOMWA CO34AETCA B AeHb HeAean, KOTOPbI 3a4aH C NOMOLLbHO
napameTpa ExxeHefienbHaa pe3epBHasa KONUA (LLe/IKHWUTE 3HAYOK LLIeCTEPEHKM U Bbibepute
MapameTpbl pe3epBHOro KONMPoBaHUA > ExXxeHegenbHas pe3epBHan KONuaA).

=" ExeaHeBHaA pe3epBHaa KonnAa — 3TO NepBadA KONUA, KOTOpaA Co34aeTcA Nocsie Havala gHA.

= [loyacoBas pe3epBHaAa KOMMA — 3TO NepBan KOMWA, KOTOPaA CO34aeTcA Nocae Havyana mecaua.

Il

MNonHasa pe3epBHaa konmg

CamocTosTe/IbHas pe3epBHas KOMus, CoAepKallasn Bce Heobxoanmble faHHble. [118 BOCCTAaHOBEHUA
OaHHbIX NOJIHOM pe3epBHON KoNuK He TpebyeTca MMeTb AOCTYN K Ntoboi Apyroin pes3epBHOMN KOMuu.

D

dopmaT pe3epBHOM KoMK B BUAE 0HOro daiina

HoBbilh popmaT pesepBHbIX KONWIM, B KOTOPOM HavasibHas NOJIHAsA U NOCAeAYIOLWME UHKPEMEHTHbIE
pesepBHble KOMUU COXpaHATcA B ogHoM TIBX-¢paline BMecTo Lenoyku dainos. MpenmyLiectsom



aToro ¢opmata ABAAETCA CKOPOCTb MHKPEMEHTHOTO METOAa; NPW 3TOM OH JINLLEH OCHOBHOTO
HeZoCTaTKa — C/IOXKHOCTEN, CBA3AHHBIX C YAa/leHNeM ycTapeBWwMX Konuid. Mporpamma nomeyaet
6/710KM, KOTOPbIE MCNOJIb3YHOTCA TAKUMM KOMMUAMM, Kak CBOBOAHbIE, M 3aNUCbIBAET Ha UX MECTO HOBble
pe3epBHble KOMUU. B pe3yibTaTe 04YMCTKA BbINOJHAETCSA O4YEHb BbICTPO U C MUHUMA/bHBIM
noTpebseHnem pecypcos.

dopmaT pe3epBHOI Konuu B BUAE OAHOTO dpalina HefoCTyNeH NP pe3epBHOM KONUPOBaHUK B
XpPaHUAWLLA, KOTOpble He NOAAEPKUBAIOT ONepauyun NPOU3BO/IbHOMO YTEHMA U 3aMUCH.
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