KM Backup Service

KomnnekcHoe, HagexHoe 1 yaobHoe B ynpaBrneHum
o6na4YyHoe pelleHne Ansa pe3epBHOro KonMpoBaHus

N BOCCTAHOBJ1IEHUNA OAHHbIX

KM Backup Service — 310 pewenne Backup-as-a-Service (BaaS) ot Kvazar-Micro SRL,
npefocTaBnsiollee pe3epBHOE KoMMpoBaHWe kak ycnyry. OHO Mo3BOnsieT OCYLUEeCTBNSATb
HagexHoe KOMMIeKCHoe rmbpuaHoe pesepBHOE KOMMPOBaHWE U BOCCTAHOBIEHUE AAHHbIX.
KM Backup Service 3awmwaet nobyto cuctemy wnum yCTPOWCTBO rae yrogHo B mntoboe
Bpems. KM Backup Service 6asvpyeTtcs Ha mHHoBauuMoHHOW TexHonorun Acronis AnyData
Engine, ot «komnawum Acronis — MupoBoro nugepa B pa3paboTke NporpaMMHOro
obecneyeHus Ans pe3epBHOro KONMMPOBaHWS U BOCCTAHOBIEHNS AaHHbIX.

PesepBHoe konnpoBaHue —
3auem? MNouemy? Kak? Kyna?

3auem?
Kabbl 3Han, rae ynactb, Tak 6bl CONOMKM
nofocTnan» - y4uT HapogHas MyapoCTb.
MoTepaTb CBOU Aa@HHbIE UNW AOCTYN K HUM
MOXHO MO MHOXECTBY MPUYUH: MOJIOMKM
060opyanoBaHus, NporpaMmmbl-LUMAPOBASTbLLMKN
TpebytoLLmMe BbIKyM, CTUXUINHBIE BeACTBUS U Np.
Torga coxpaHeHHble KONUW AaHHbIX CTaHyT TOn
«CONOMKOW», KOTOpas 3aWwnTiT Baw busHec,
NO3BOMNUT CYLLECTBEHHO CHU3UTb YObITKU 1
PUCKM 13-3a NPOCTOS.

Movemy?
Mo4yeMy Bbl NPOCTO HE KOMMPOBATb HYXXHblE
arinbl B 06nayHble XxpaHunuia gaHHbIX,
Takue kak Google Drive, Dropbox, Onedrive,
WK Ha NoKanbHble XpaHunuwa?
ObnayHble xpaHunuiia B 6osbLuei cTeneHn
OpPUEHTMPOBaHbI Ha obecneyeHne AocTyna K
BaLLUM [aHHbIM C Pa3nuyHbIX YCTPOUCTB, C
BO3MOXXHOCTbIO UX COBMECTHOTO
MCMONb30BaHNS HECKOMNbKUMU
nonb3oBatenamu. Kak npasuno, Bbloensercs
ofHa narnka, CoOAepXX1Moe KOTopoW
nomeuyaetcs B obnako. Bcé, 4To Bbl XO0TUTE
COXPaHUTb, HYXXHO CKONMPOBAaTbL B 3Ty Manky
PYYHbIM cnoco6oM. Bo3aMoxHOCTb paboThbl no
pacnucaHnuio, WwnugpoBaHUe AaHHbIX, BbIGOp
NPOAOIMKUTENBHOCTN XPaHEHNS U UCTOYHMKA
AaHHbIX (darnbl U nanku, AUCKK, BCA MalLnHa),
a Takke BapuaHTbl BOCCTAHOBIIEHUS!
VH(OPMaLMN B HAX OTCYTCTBYHOT.

Kak?
Jlyuwe noBepuThb NpoLecc pe3epBHOro
KOMMPOBaHWS CreLuanu3upoBaHHbIM
nporpammam, KoTopble CAenarT 3To
aBTOMaTU4ecku, B POHOBOM pexumMe 1 B
yAo6Hoe BpeMsi, He NpepbiBasi Ballly TEKYLLYIO
paboty, Hanpumep, B 1C. OTcyTCcTBME

“yenoBeyeckoro” pakTopa (“3abbin”, “noTom

caenato”, “He 3ameTun’) — rnaBHoe
MPenMYLLECTBO 3TUX NMPOrpamm.

Kyna?
MpaBunbHee BCero CoxXpaHsiTb pe3epaHble
KOMUW [@HHbIX B HECKOJIbKMX MEeCTOMosIo-
XKEHUSIX: nokanbHo (Ha aucke) u B obnake -
4TOObI rapaHTUPOBaTb UX OMTUMAIIbHYHO
[OCTYMHOCTb U HAZEXHYIO 3aLLuTy.

[Moyemy cTouT BbIOpPaTH
KM Backup Service?

KM Backup Service — 3KOHOMUWYHbIN CEpPBUC C
LUIMPOKMMM BO3MOXHOCTSIMU HACTPOMKU
pe3epBHOrO KOMMPOBaHUSt AaHHbIX U3 M0BbIX
MCTOYHMKOB, a TakKe MX BOCCTAHOBMNEHUS B
noboe MecTo Ha3HaueHVsi U Kakyt YrogHo
cucTemy.

370 NpocToe, KOMNIEKCHOE U HapeXHoe
peLueHne, co3aaHHoe Ha 6ase TexHonorum
Acronis AnyData Engine, sBnseTcs nyywmm B
CBOEM Kriacce.

e [pocrota — KM Backup Service
npeAocTaBnsieT KNMMEeHTaM euHY0 KOHCOMb
NS pa3BepTbIBaHUsi, pe3epBHOTO
KOMMPOBAHWS AaHHbIX, YPaBNeHUs UMK,
NpocMOoTpa CTaTyCcoB UCTOPUM PE3EPBHOMO
konupoBaHus. KnueHTsl moryT
CaMOCTOSATENBHO CrieAnTb 3@ NPOLIECCOM
pe3epBHOro KONMMPOBaHWUSA KOHTPONMPOBaTh
€ro BbINOJSIHEHVE, @ TaKke UMeTb eanHoe
npeAcTaBneHne 0 NPOXOASLLMX onepaLmsix n
nosny4aTb OrnoBeLLeHre o Npobnemax.

YHuUBepcanbHOCTb — [J@aHHOE peLleHne
noAAepXuBaeT husmnyeckue n
BUpTyanbHble cepBepbl, paboune cTaHumm,
HOYTOYKM 1 MOBUnbHbIEe ycTporicTBa. OHO
NO3BOMNSET NOMYYNTb OTYETHI MO
KONMYECTBY NCMOSb30BAHHOMO
NPOCTPaHCTBa UM YCTPOWCTB.

BesonacHoctb — KM Backup Service
obecneyrBaeT WMdpoOBaHME No NPOTOKONy
SSL ans kaHanoB ynpasneHus n
LndppoBaHMe AaHHbIX NPY XpaHEHUN 1
nepegade no ctaHaapty AES-256.
O6nayHoe xpaHunuie Acronis Cloud
Storage pacnonaraeTtcs B MeXAyHapOaHbIX
LIO[ 4-ro ypoBHS, MMetoLLMX
cepTudmkaumio SSAE 16.

YT106bl NTOMOYb BaM YCMELUHO BHEAPUTL CEPBUC
KM Backup Service, komnanusa Kvazar-Micro
SRL npepoctaBnseT uHopMaLOHHbIE U
obyyaroLme matepumarnsl, MPOBOAUT TPEHUHIU U
06yyeHne. Kpome Toro, AononHutesnbHas
MHGOPMaLMs O cepBuCeE AOCTYMHA NO
CCbInkam, ykazaHHbIM BHU3Y CTpaHULbI.

orized Service Provider

ronis AnyData Engine

o SSL-wucposaHne
yrnpaBneHust

KaHanos

o llndpoBaHne Bcex pesepBHbIX
KOMWIN, COXpaHsemblXx B obnayHom
XpaHunuiie Acronis,
OCYLLECTBNSETCS C  MOMOLLbBIO
cTaHOapTHOro 256-6uTHOrO
anroputma AES

nobansHas ceTb LEHTPOB
06paboTku OaHHbIX Acronis
CepTUDULMPOBAHHbIX no
craHgapty SSAE-16, cnocobHa
crnpaBuUTbCs ¢ Ntobon aBapuen.

Acronis — wmuposoi Jlugep B
obrnactu  paspabotkM  cuctem
63kanvpoBaHus

330 nHXeHepoB aKcTpa-kracca
6onee 100 nateHTOB

15 netHw onblT B pa3paboTtke
TEXHOMOTMN  3aWMTbl  AAHHbIX
Acronis.

Pewexnam  Acronis  pgosepsioT
6onbwe 500 000 npeanpusaTun B

130 cTpaHax

bonee 5 MnH. nonb3oBartenen no
BCEMY MUPY




OCHOBHbIE BO3MOXHOCTM

BosmoxHocTH pe3epBHOro KonnMpoBaHuA n Cpe,CI,CTBa ©6esonacHocTn

BOCCTaHOBMNEHNA » 2048-6UTHOE WMdpoBaHMe Mo NPOTOKOIY

SSL ansa kaHanoB ynpasneHus
* JlokanbHoe u obnayHoe pe3epBHOE A ynp

KOMMpoBaHme Ans rubkon rMbpuaHoN 3aWwmThl  « [LndposaHne AES-256 npu nepeaaye n

XpaHeHUW JaHHbIX :
+ BoCCTaHOBMEHWE Ha «TOrloe Xeneso» u3 p A Powered by Acronis
obnaka Ans noBbix nnathopm + TOBbILIEHHBI YPOBEHL 6E€30MacHOCTH
* VM Flashback ansi 66IcTporo MHKpEMEHTHOTO SjlamrcoT'i?wpﬂ CETEBLIM OTPaHN4EHINsIM BXOAa Moeanoustusivi CMB HEOBXOIMMO
BoccTaHosneHus ¢ VMware ESX(i)® n y peanp A
Microsoft Hyper-V® 06e30nacuTb CBOM AaHHbIE OT OLINGOK
nonb3oBaTernen, OTKa3oB
+ PesepBHOe KonMpoBaHWe 1 BOCCTAHOBMEHWE
_ ~ obopyaoBaHusi, B3NOMOB U BUPYCOB,
BbIGpaHHbIX haitnos, narnok, TOMOB 1N BCeN .
CUCTEMBI NoTepy UMM Kpaxu yCTPOMCTB,
P Bo3mokHOCTM pacumpntb cBo GusHec NPOrpaMMHbIX OLIMGOK 1 yTeuku
E€3EPBHOE KOMMPOBAHNE CEPBEPOB, ® 055 NOCTaBLLMKOB YCIyT. AaHHbIX. Takke UM TpebyeTca 3awuTa
HacTonbHbIX MK 1 HoyTByKOB Windows®, n 6
CepBepoB 1 HacToNbHbIX MK Linux®, apTHepckas nporpamma. oT Npobnem, cBsi3aHHbIX C
® . MoZepHu3aumen n o6HoOBNEHNEM
HacTonbHbIX MK 1 HoyTBykKoB Mac OS X LlononHMTe NakeT YCryr BaLueil KoMnaHui aep! L
. annapaTHOro U NporpaMMHoro
+ PesepsHoe konuposaHue Microsoft SQL CepB1COM PE3EPBHOro KONNpPoBaHUA, NoA P porp
Server®, Exchange, SharePoint®, Active cobeTBeHHbIM 6peHaoM. PaspaborTaiite obecneuenms.
Directory® u coctosiius cuctemsl Windows CBOW pacLeHkn 1 oopmrieHne, YTobbl
npenocTaensTb yCcnyrn, kotopble Hanbonee Mocne BHempeHus cTpaTerim

* ®parmMeHTapHOe BOCCTAHOBMEHWE Ha YPOBHE
ob6bekToB Ans 6a3 aaHHbIX Microsoft
Exchange u SharePoint

TOYHO OTBEeYarT Tpe6OBaHMHM Balunx

MopuaHon 3almnThl NpeanpuaTMsa oyaoyT
KnmeHToB. CTaB HalLMM NapTHEPOM, Bbl ) = P2l i

NMeTb JTIOKalribHYHO KOMNUIO AaHHbIX ANnA

nonyvaere: .
+ Pe3epBHOE KOMMpOBaHWE MOJIb30BATENbCKUX ECIPOIC
[AaHHbIX C MOBUIbHBIX ycTponcTs I0S® BOCCTaHOBIIEHUsI 1 [PYryto KOMuio B
Android « TUBKYI0 CUCTEMY CKUIOK obnake Ha cry4an asapum.
. I'Io,qne:pm(a BUPTYArbHBIX MALLNH 1 * Y[0BHYtO KOHCOIb YNpaBneHust
koHTenHepoB VMware vSphere®, Microsoft KomnaHuam CMB HyXHa 3KOHOMUYHasi
® | e .
Hyper-V, RHEV®, Linux KVM, Citrix UEHTpannsosaHHoE NpeAcTaenexne anbTepHaTMBa NOKanbHbIM PeLLeHnsM
XenServer®, Oracle® VM Server, Virtuozzo® CTaTyCcoB U UCTOPUM PE3EPBHOIO

KOMMPOBAHNS ANS KINEHTOB ANA pe3epBHOro KonmpoBaHUA.

* YRyylweHHoe BOCCTaHOBNEHNE Ha yPOBHE
balinos Ans BUPTyanbHbLIX MaLLWH (HOBOE) * YpaneHHoe 0GHOBMEHWe areHToB 13
0651a4HOI KOHCOMM YNpaBIeHNs 1

Mpeanpuatus CMB XOTAT yMEHbLUUTL

* Pennukauusi BUpTyanbHbIX MaLUWMH MEXAY aBTOMaTUYECKOEe OBHOBIIEHVE areHTOB Harpysky Ha UT-otgen v nosbiCUTb
xoctamu ¢ ontumnsaumen WAN (Hosoe)

NpPOV3BOANTENbHOCTb.
* Pa3snunyHble BapuaHTbl OpeHanHra u
* PesepsHoe konupoBsaHue B yaaneHHoe MHOVBMIYalbHOW HACTPOWKY, a Takke
xpaHunnwe Acronis Cloud, Bawwe BO3MOXHOCTb MPOAAXM CEpBIUCa Nog,
cobcTBeHHoe obnako, Microsoft Azure, COBCTBEHHOI MapKoi
Amazon S3 vnu gpyrue xpaHunuwia
CTOPOHHVX MOCTABLLMKOB » KoHTponb Hap nokanbHbIMV BapuaHTamu
y XpaHeHus1, 4ToBbl aKTUBU3MPOBATb
* Yycnyrv HavanbHOro CoxpaHeHusa u ncnonb3oBaHne obnayHbIX AaHHbIX
MacLTabHOro BOCCTAHOBMEHMS C OTNPaBKOi l'oToBOE peleHve, pasmelleHHoe B
nanyecknx HocuTenen » [MopnepxKy COBCTBEHHBIX OPUONHECKUX LiOdax Acronis n Kvazar-Micro,
YCIIOBWiA M NOATBEPXKAEHUIA NONb30BaTENS 06ecreunBaeT NoCTaBLUMKaM yCryr
+ BoccTaHoBMEHWE Ha «rofloe Xerne3o» XOCTOB .
VMware ESX(i) n Microsoft Hyper-V ans « KBOTbI Ha YMCIO 3aLLMLLIAEMbIX MALLIVH GbICTPbI BbIXOA Ha PbIHOK Ge3
MOMHON 3aLUTbI npefBapUTENbHbBIX BIIOXEHWIA.
» ABTOMaTu4eckoe npeobpa3oBaHue
+ [Mopaepxka NPOMEXYTOYHOTO PE3EPBHOTO NpoBHbIX BEpCUii B paboune 5
KOMMUPOBaHMSI MO CXEME «AUCK-AUCK-0BaKo» .M OBUALCE pemeng g CLECTE
ynbTUapeHOHY0 apXUTEKTYpy cepBumca C yrpaBneHms B Acronis, koTopas
M HECKOMbKUMU NapTHEPCKUMU YPOBHSIMM
+ CamMocCTosiTeNbHbI MOHUTOPUHT Pe3epBHOro pPTHEP! yp MCMOMb3yeT BO3MOXHOCTM BALLErO
KOMMPOBAHWS CO CTOPOHbI KNMEHTOB ANA + [MopaepXKy MHOXECTBA S3bIKOB XpaHuUnuLia unu XpaHunuiya
KOHTPONS pe3epBHbIX KOMWii AAEPXKKY ’ P t P tw
NO3BOJIAKOLLYHO pa60TaTb Ha no6om PbIHKe CTOPOHHEro NocTaBLUyMKa, YNpoLLas
+ BO3MOXHOCTb LiEHTpanM3oBaHHOIO o
ueHTp « BCTPOEHHbIE CCbINIKN Ha NOKYMKY ANt HaCTPOWKY M YCKOPSS BbIXOA Ha PbIHOK.

npocMoTpa AeNCTBUIA U ONOBELLEHUIA A4St 9
P pan ”"' A ynpoLueHusi obHoBneHnmn

KIMUeHToB
. VnpowesHas marpaLs P2V, P2C. V2C u « VHTErpaLms! ¢ CyLLECTBYIOLMMI CHCTEMAMMN Pa3BepTbiBaHWe B cUCTEME MOCTaBLUMKA
02% P ’ ’ yepes API REST v cTaHaapT obnayHbix WEINAT N HOMEET AR
npunoxeHun APS v2.0/1.2s (UPMEHHbIE 3NEeMEHTbI, aganTupoBaTb
+ JlokanbHoe aBapuiHoe BOCCTaHOBIEHME ) 1 KOHTPONMUPOBATH PELLEHNE, a TaKkKe
o * WHTerpaumsa ¢ Windows Azure Pack,
gﬂem 3anycka pe3epBHbIX KOMuiA B kKa4ecTe HostBill. Odin®, Flexiant® 1 WHMCS XPaHWTb AaHHbIE.
KM ch kU p Service [ononHutenbHyo MHMOPMaLmMio CM. Ha canTax backup.kmm.md n www.acronis.com
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